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Use of FIDO in Secure Remote Commerce (SRC)

Identity

FIDO can be a frictionless alternative to existing mechanisms that recognize a returning
consumer, before the list of cards is displayed for card selection.

Transaction authentication

Consumer authentication during the transaction helps to further secure transactions and/or
meet regulatory requirements. FIDO provides Strong Customer Authentication (SCA) with a
high level of security and minimizes the friction during the authentication process.

"o

- Explore a few SRC use cases where SPC could be used, in which the SRC systems validate
FIDO authentication before generating an authenticated payload

~

bjective today is to focus on Transaction authentication:

\ Identify the requirements on SPC to facilitate those use cases )
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Possible consumer journey scenarios to enroll into FIDO
Consumers can enroll in different places

1. SRC systemis Relying Party
o  Consumers enrolls into FIDO when they are on the network DCF
o Anldentification and Verification (ID&V) process can be initiated, for the bank to authenticate
the consumer as the legitimate cardholder
o FIDO credentials (Credential ID, Public Key) and ID of Payment instrument are associated to the
consumer card in SRC system
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2. Issuing bank is Relying Party
o  Consumer enrolls into FIDO when visiting the bank's web site or app
o The bank authenticates the consumer as the legitimate cardholder, as part of their login process
o  With consumer's consent, the bank could share the consumer card and FIDO credentials
(Credential ID and Public Key) and ID of Payment instrument with the appropriate SRC system

3. Merchantis Relying Party
o  Consumer enrolls into FIDO during embedded experience with the merchant
o AnID&V process can be initiated, for the bank to authenticate the consumer as the legitimate
cardholder, and SRC system is made aware of the successful ID&V
o  With consumer's consent, the merchant could share the FIDO credentials (Credential ID and
Public Key) and ID of Payment instrument with the appropriate SRC system, for a particular
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SPC authentication during SRC checkout

Use of SPC where SRC systems validate FIDO authentication (no EMV 3DS flow)

» After each of the previous enrollment scenarios, where FIDO credentials have been created by the SRC
system, the Issuing bank or the merchant, the SRC system stores the FIDO Credential ID(s) and/or
ID(s) of the Payment Instrument, and Public Key(s) against a payment card

* During the checkout

» SRCi/DCF retrieves the card profile, the associated /D(s) of the Payment instrument and a FIDO
Challenge from the SRC system

» SRCi/DCF uses SPC to authenticate the consumer, by providing ID(s) of the Payment instrument
and the FIDO challenge to the browser (along with the transaction amount)

» SRCi/DCF retrieves the FIDO assertion from the browser, submits the FIDO assertion to the SRC
system, the SRC system validates the FIDO assertion and generates an authenticated payload

SPC can also be used by the SRCi/DCF with EMV 3DS (Stripe/Chrome demo), in which case the
Issuer — not the SRC system - validates FIDO authentication
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Existing user recognition and card selection process (before SPC authentication)

DPA/Merchant Domain

Web Browser

Consumer
1

1
| o

Consumer Recognition (Out-of-Scope)

- Can be handled w/ cookies, Common Domain or other method.

Consumer ID&V (Out-of-Scope)

- Typically OTP flow handled by SRCI functionality embedded in the DPA/Merchant UX.

e

reach SRC SDK] : g o
Return combined list of digital cards
4 SDK getSrcProfile() from all SRC Systems.
® Federated ID Token

2 List=DigitalCard=

3 UX/UI: Display cards for sel

Cards get displayed as embedded
within the UX/Ul of the DPA/Merchant.

UX/UL: Select card
* SRC Digital Card ID

~ SDK checkout()
* SRC Digital Card ID__|

‘ Check if SPC is supported by the Web Browser.
T I'_FT_'I'P—'I.
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SPC
authentication
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Consumer

alt

DPA/Merchant Domain

Web Browser |

l DPA/Merchant I

SRC Domain

[If SPC Supported by

he Web Browser]

SRC System provides a list of IDs of Payment
Instruments, which meta-data has been stored
in the browsers along with the FIDO Credentials
Note: Ideally, the SRC System provides single 1D

SRC API: Initate SPC/FIDO Auth
# Digital Card 1D

s [ jst<Payment Instrument |1D=>
*$EID0 Challange.

alt / [if Payment Instrunje]

nt IDs were Provided for Digtal Clafd]

SRCI SDK provides the list of the Payment Instrument IDs,
the browser pick one that matches the given device

Note: In case of no matching credentials found,

the browser gracefully and silenlty fails or falls back

to the Fallback URL in the secure modal window (if provided)

Secure Payment Ganfirmation Request
* List<Payment Instiument |D>

* FIDO Challange
® Transaction Amourt

T

Secure Payment Confirmation displays the

modal dialog window dsiplaying the following

* DPA/merchant identification (e.g. domain name)
s transaction amount and currency

«payment instrument identification (e.g. name and icon)

9 SPC UX/UI: Request
biometric authentication

with the platfo

Consumer confirms the payment and continues
rm authenticator e.g. Touch/Face ID

cerementy'j

1 SPC UX/UI: Authenticate
w/ biometrics

1

FIDO Assertion
1 « DPA/Merchant Domyain
* Transaction Amour}

>

16 Display Payment Confirma

=

in the Checkout API request

The SDK communicates with respective SRC System
to perform checkout. FIDO assertion is provided
as Assurance Data.

12 * DPA Transaction Options

SRC API: Checkout API

* SRIC Digital Card ID

* FIDO Assertion (Assurance Data)

IE130}7 eckout Result

SRC System verifies
the FIDO assertion

1




SPC authentication requirements

1. Thereis a mechanism to understand whether the browser supports SPC
2. Non-Relying Party origins can invoke FIDO and retrieve FIDO assertion data

3. Atenrollment, the Relying Party creating the FIDO credentials store the card metadata and the RP
ID in the browser. The browser generates the /D of the Payment Instrument.

4. At checkout,

— the browser's transaction confirmation dialog displays the card metadata, the merchant
identification e.g. domain name retrieved by browser from top-level browsing context, and the
transaction amount provided in the SPC request

— the browser performs authentication with the first matching FIDO credential — if no matching
FIDO credential can be found, it returns an error or opens a fallback URL.

« Inany case, the messaging in the authentication dialog box should be optimized (in particular in
case of error) and (ideally) consistent across browsers.

— the FIDO assertion data includes merchant URL/identifier and transaction amount in the
signature (enforcing dynamic linking)

5. FIDO challenge is not necessarily generated by the Relying Party (in SRC use case the SRC system
generates the challenge)
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