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Ladi es and gentlenmen, our session is going to begin.
Pl ease find your seats. Thank you
Ladi es and gentlenen. At this tine, | have the distinct
privilege of introducing Captain Sam D ckson. Captain
D ckson has 21 years of service on both active duty and in
the reserves. He is currently stationed at Travis Ar
Force Base in California. And when he’s not vacationing in

Baghdad at Air Force expense, he’'s a sergeant in the

California H ghway Patrol.

This norning, Captain Sam D ckson will speak to us about
security and doing business in Iraq. Ladies and gentlenen,

pl ease wel cone an Anerican sol dier, Captain Sam D ckson
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CAPTAIN SAM DICKSON
Good norning. | am Captain Sam Dickson. | will be talking
to you today about security and working in lrag or as

Adm ral Nash subtitled it, Constructing Wth Security.

As | recall fromnmy college public speaking courses, the
best way to open up a presentation like this is to start

out with a great joke or an unusually wtty anecdote.

Well, | don’t have one.
So I'’mgoing to nove right into our main topic. 1’1l be
tal king about the current situation in lrag. |[’'Il be

tal ki ng about how we are currently providing security.

Il be tal king about the real challenge, as | perceive it,
for nost of the contractors that will be comng out to
Irag. And then finally questions. And I’'I|l be offering
you sone other resources in Ilraq that will be of use to

you.
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Well, the threat of Irag is quite real. 1’ve broken it
down into these five main groups. The large group are huge
groups of lraqgis that haven't typically seen to be a ngjor
problem Typically, they conme out fromreligious services
or fromprotests. And, in general, they have not been a

very big security problem The one exception would be the

instance we had in Sauder City a few nonths ago.

The smal | er groups, however, have proven to be very
dangerous. These are groups that have attacked our

convoys, have attacked our base canps, our work sites. And
t hey’ ve proven to be quite effective. 1In general, they did
not make frontal assaults because those have not proven to
be as effective. But they have ... through the use of

i nprovi sed expl osive devices and nore distant artillery and
rocket fire ... have proven to be quite a thorn in our

si de.

During the novenent refers to our convoy. And if you’ ve
been readi ng the papers, you know that that’s been the

source of a great deal of injuries and deaths anong our
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coalition forces. Wether it’'s fromthe inprovised
expl osi ve devices, mnes, small arns fire, RPGs or
sonetimes often conbi ned attacks where an RPG or an | AD
woul d be used to stop a convoy and then it will be attacked

fromboth sides by small arnms fire. These have proven to

be very, very effective against the coalition forces.

Under stationary, | broke that down into job sites and base
canps. At the job sites, again, we have direct attacks

t hat have not been particularly effective. However, sone
el ectrical tower teanms that have been out in the system

putting back up towers have been harassed.

In sone areas though, contractors need to be aware that

there’s still some UXGOs or Unexpl oded Ordi nances out there.
And there’s also sonme areas that are still mned. So
that’s sonmething that you' |l have to take into account when

you nove into a new area.

There’ s al so sabotage which continues to go on. M.

Bearpark nentioned it. It is an ongoing problemfor the
4
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coalition forces and for future contractors comng into

I raqg.

At base canps, again, direct attacks have proven to be a
problem You' ve all heard about the Al Rashid bonbing that
occurred just a few nonths ago. W also had ... the
Coalition Provisional Authority’s main building in Baghdad
has been rocket attacked a couple of tinmes now So they
have the ability to reach out and touch us when they want

to.

The bi ggest problemthough with these stationary targets
has been the vehicle based |AD, the WIAD. O the car

bomb. And as you all know, that is also proven to be
extrenely effective. Exanples include the U N building,
the Red Cross building and nore recently the tragedy at the

Italian police training facility in Southern Iraq.

Cccasionally, we have sone infiltrators that try and get
into facilities, whether to plant expl osives or conduct

direct attacks. And finally, the last one is crimnal.
5
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We’ve all heard the stories about all these attacks agai nst
the coalition forces. But the crimnal elenent continues
to be a problemin lrag. Not as much in the north. It is
nore concentrated in the South. But we still see things
|li ke car jackings, sonme looting and just regular old crinme

that you’ d expect to see anywhere |ike bank robbery and

traffic, DU, things |ike that.

So where are all these things occurring? Wll, you ve
probably al ready seen this map several tinmes. It’s a
standard map of Irag. And the itemin green there is the
Suni triangle which extends from Baghdad over to the
western pollution and up to Tukrit. That's where nost of
the anti-coalition attacks have occurred. Towards the
South, down in the Samma area and down cl oser to Unkasar
and especially Basra where you see nore of the crimnal

el ements. But that doesn’t necessarily mean that that
doesn’t happen. That the source of attacks aren’t

happeni ng.
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More recently, of course, the British have experienced
several attacks down in the Basra area which up unti

recently have been pretty quite actually.

Up towards the North in Tahuk, which is the nost northern
provi nce, the Kurdish area tends to be a little bit nore
secure. W have seen a recent trend of nore attacks out
towards the east, out towards the Bakaba area. And so |’'ve
nodi fied this now Instead of the Suni Triangle, |I’'m
calling this the Suni rhonboid. And | realize for the

engi neers that’s not truly a rhonboid. But this really is
a concern long-term Because, as you noticed, that zone
continues to nove to the east. It noves closer to Iran
which is not a good thing in general to have it noving in

that direction

Al right. So, that’'s the kind of negative news. The
positive news is that civilian contractors in general have
not been major targets here. Qur analysis indicates that

| ess than two percent of attacks involve civilians. And

nost of that two percent occurred when the contractors were
7
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merely in close proximty to the coalition forces that were
being attacked, typically in a convoy or perhaps next to
sonme other coalition or mlitary facility that was being
bonbed or nortared or whatever. W don’'t have any

i ncidences of a verified targeted attack against a specific

contractors. So | think that’'s very good nice.

The bottomline though is Iraq is a dangerous place. M
boss when he told ne to setup this presentation, he said,
you know, | don’t want you to sugar coat anything. But we
don’t want to scare people off either. But | nmade a
commtnent when | put this together that I’mgoing to tel
you exactly howit is. [It’s a dangerous place. It doesn't
mean that there aren’t ways that we can address the danger
and take cal cul ated risks. But make no m stake about it,

Irag is not a friendly place in many instances.

All right. So how are we addressing the security? W’re
provi ding overall security in general, security for the
nation are the coalition mlitary forces given the overal

nane of the Conbi ned Joint Task Force Seven or CJTF7 which
8
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is consistent with the U S. mlitary’ s habit of comng up
wi th unpronounceabl e consonant only abbreviations. CIJTF7
i s under the command of Lt. General Sanchez that works in

concert with the CPA

On top of the coalition mlitary forces then we have the
Iragi security agencies which are made up of severa
different agencies. The NIAis the new lraqi Arny.

They’' || be primarily involved with defense agai nst external
threats. Although they may be used in internal cases,
dependi ng on what the particular situation is. There is no

posse talacatus in lraq currently.

The ICDC is the Iragi Cvil Defense Core, again dealing
with nostly internal security and they' re nost closely

anal ogous with our National Guard. There's the FPS which
is the Facility Protection Services. This is an unbrella
organi zation for the power police, the water police, the
oil police, all the things that are designed to protect the

infrastructure of Irag. W also have just the regular old
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police and the board guards which do as you m ght suspect,

guard the boarders.

How effective are these Iraqi organi zations? Sone nore

than others to be honest. Most of themare still in their
early stages of being forned. The new Iragi arny has just
graduated a few classes. They're not really an effective

fighting force yet. Pretty nuch the sane with the |1 CDC

The police, however, have actually been stood up fairly
qui ckly and have proven to be fairly effective. 1| see
reports virtually everyday of themgetting involved in
finding bonbs and thwarting bank robberies and doi ng al
the things that you woul d suspect police forces would be

doi ng.

All of these forces still have training issues, have
equi pnent shortages, have manpower shortages. But we are
wor ki ng very hard to get those addressed. And by the tine
nost of these contracts start comng into being, that

you' Il be fulfilling in the March, April, My tinmefranme of
10
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next year, these forces will be nmuch further along than

t hey are now.

But in the end, it’s going to be your conpany that’s going
to be providing the rest of the security for your people
and your facilities. Just as here in America, you don’'t
rely on the police departnent to provide your persona
security, you take steps to protect yourself and your hone
and your famly and your property, et cetera, et cetera.
Yes, the police are there to support you, but really the

security starts with the individual.

Okay. Let’s look at how you' re going to be doing that in
Irag. The first thing you' re going to have to do is change
your business paradigm Security is now going to have to
be one of your nunber one concerns. And this is going to
be a difficult transition for a |lot of conpanies where
speed or efficiency have been your nunber one concern.

Well, security is going to have to be right up there.

Because once you get to Iraqg and you understand the threat

11
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alittle bit better, you Il know that security has to be a

key concern for you.

The next step is to strategize as if you' re going to be
going into a totally unknown product market here in North
America as M. Bearpark nentioned. Research and eval uate
conditions, anticipate threats and then plan accordingly.
Pretty straight forward. But | thought it was worth a

bul | et .

Ckay. So the initial steps, retain a dedicated security
manager. This is a very, very key step. This is sonebody
that’s going to be able to focus your conpany’s efforts on
security. They won’t be torn by other responsibilities.
Their whole job is going to worry about security. You need
to give themthe authority ... or what in the mlitary we
would call the rank ... that is commensurate with their
peers to make sure that they aren’t subordi nated to other
concerns. So that security always remains one of the top
concerns and doesn’t just get foisted off as a second tier

or a secondary consideration.
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They’ Il wind up being a controlling agent for any external
security that your firmmay wind up hiring for use in Iraq,
whet her that’s another conpany or whether it’s lraqi |ocals
that you’ re going to have security, you want to have

sonebody in your conpany that is controlling those assets.

O herwi se, they can turn around and if you don’'t have the
expertise in your conpany to say this is the security we
need for this. This is how !l want you to provide it.

Those security conpani es can take over that function and

wi nd up directing how they' re going to do that to you. And

that doesn’t really benefit your conpany in the |ong run.

They need to be experienced in the region, especially Iraq,
if you can get it. That’'s going to be tough to find.
There’s not a lot of those. But, of course, that would be

advant ageous.

The last thing recommended is that they have a security

clearance if that’'s at all possible. That will make it
13
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easier for themto plug into the classified intelligence
information that is available in Iraq. And w thout that

cl earance, that will be pretty difficult to do.

Ckay. So now we can start on the narket research | was
mentioning before. If you were going to enter a new

mar ket, do sone research to figure out what that narket is
about, what mlitary ... in this case ... what mlitary
functions are avail able nearby? What coalition force is
going to be available to help you provide security in the
area where you' re going to be living and where you’ re goi ng

to be working?

VWhat Iraqi agencies are going to be available. As I
mentioned, sone of the facility protection services and the
| CDC are not fully fornmed yet and may not be available in
the areas where you're going to be working. Wat kinds of
threats are you going to be facing? Both novenent and

stationary.
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And a lot of that’'s going to be based on the history of
what’ s happened in that particular area. |If | was going to
move into Tukrit, well, the threats I’mgoing to face there
are much different than the threats I’mgoing to face up on

Mosil which is different than the threats |I'’mgoing to face

down in Bosra or even up in Tahook. Conpletely different.

Cultural sensitivities can’'t be over enphasized. Have you
ever seen this before? This gesture? Wat does this nean?
Here it means sonething quite different. Here it neans,
well ... | think you probably know what it means. But in
Irag, it nmeans patience. So if you see drivers doing this
out the wi ndow to you, that neans sl ow down, have patience,
let me in or whatever. W might interpret that as

sonething quite different. So cultural sensitivities.

Housing. This wll be a big issue for nmay, many conpani es.
If you're going to bring in a |arge contingent of people,
where are you going to put thenf? Wat sort of housing is
going to be available in that area? There’'s hotels in sone

of the largest cities. Sonme of them amazingly quite nice.
15
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Up in Arbeal, there’'s a beautiful four, five start hotel up
on a hill that has plenty of roons. But that is not the

standard of what you typically see in Iraq.

Finally, what indigenous support are you going to need?

Are you going to be hiring | ocal cooks, |ocal custodians,
those sort of things? Are you going to be buying food off
the I ocal market? Those are all things you have to
consider. Indigenous support is a potential problem And
it’s a potential problemin that it’s difficult to vet

| raqi enployees at this point. W don’t have a system

You can’t call up Brinks or sonebody el se and have them run
a personnel check on nost Iraqgis. So hiring indigenous
peopl e can wind up being a security risk for your conpany.

But in a lot of cases, you nay not have a ton of options.

Al right. So you ve done the research. Now you' ve got to
start maki ng sone deci sions based on what you found out in
that research in the housing. Local econony versus
bui |l di ng your own. The advat anges, of course, is the |ocal

econony is that it's already there. A lot of tines,
16
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there’s other facilities co-located |like a restaurant or
cl eaning services, that sort of thing. And they can be
relatively inexpensive. The disadvantages are that you

probably have very little control over what kind of

security is going to be at that site.

The Rashid was a different deal. The Rashid is owned by
the coalition. So we can control it. But there s other
hotel s that contractors using it are outside of the green
zone in Baghdad that those contractors really have no
control over who gets into that hotel, what kind of
security is provided, who they' ve hired to provide it and
that sort of thing. So that is | would say a definite

di sadvant age.

In addition, those |ocations nmay not be ideal for your

needs. |If you go to build your own route, well, that has
t he advantages of defining ... allow ng you to define what
security nmeasures are going to be in place. It wll be

totally up to you. And you can also design the canp for

your best needs.
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The di sadvantages is that it’s going to take sone tine to
get built and it is expensive. There s non doubt about
that. There is a third possibility. You mght want to
consider and that’s co-locating with other conpanies that

are trying to do the sane thing.

The Bechtel conmpound in Baghdad near the CPA offices is
actually they have several different conpanies within the
Bechtel conmpound. And that’s worked out well for themto

share those cost and share the burden of running the canp.

Vehicles. This is one of the key decisions that you're
going to have to nmake. What kind of vehicles you re going
to be using in lraq. Qobviously, you re going to have to
bring some with you because there’s no Chevy deal ership or
Ford deal ership in Baghdad. Not yet at |least. So nost of
the vehicles you re going to use, you are going to have to
bring wth you. And we’'re going to need themto get

around. There is no public transportation.
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So we have the arnored versus the soft issue. A soft car
is one that’s not arnored, just a standard ... a standard
vehicle is a soft vehicle. The arnored vehicles, of
course, offer the very good |l evel of protection against
small arns fire and inprovi se expl osive devices, the snal

bombs on the side of the road. Not particularly good

agai nst RPGs, but they do offer sone protection at |east.

More inmportantly, | think they offer a certain
psychol ogi cal confort |evel for your enployees. Because |
feel at |east they have sonething around them beyond j ust

t he pane of regul ar gl ass.

The di sadvantages are that they' re slower. They re al nost
al ways smaller. They have Iimted range. And because of
their weight, they can’t be taken into sone areas. Muich of
Irag i s desert, of course. And where you can take sone
sedans and two wheel drive vehicles, the arnored vehicles,

you can’t do it because they're too heavy.
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The soft cars offer the advantages of the faster. They're
nore ninble. They have greater range, generally |arger,
can carry nore cargo, nore people. They' re cheaper and

nore readily available. The arnored cars are not al ways

easy to get ahold of.

Di sadvantages is that they offer alnost no protection.
It’s one of the reasons that the British ... as a by the
way point ... the British Foreign Ofice requires that al

of their enployees in Iraq use only arnored vehicl es.

Let’s |l ook at a couple of exanples of these arnored
vehicles. This is a Toyota |and cruiser which is arnored
and a range rover. |If you have the noney, that’s a nice
way to go. Both of those are arnored. You can't really
tell fromthe outside. But when you get up next to them
it’s very obvious. The windows are quite thick. And when
you open up the door, it feels ... I'’msure those doors

wei ght 800 pounds and it feels like it.
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O course, for the ultimate in arnored transport, if you
have the noney, the MLA2 Abrans. And we’'re not using al
the ones that we have over there right now So you m ght

be able to get a good deal. | don’t know. That’'s an Arny

thing, not an Air Force thing.

However, this is probably beyond the budgets of npst
conpanies. And you'll have to go with sonething |ess.

VWi ch brings us to what | had on the slide before which is
the SUV dil emma which basically comes down to a profile
issue. In general, the lower the profile that you are
presenting as you drive around town, the better. Here s an
earlier nodel ... it’s a Mercedes in this case ... which is
arnored. But it will attract a great deal |less attention

t han that brand new Range Rover that | showed you a few

sl i des back.

On the right is one of the typical SUVs that we use in
Iraq. These have becone the de facto civilian vehicles
used by all CPA enpl oyees who are not mlitary. And before

soneone starts witing a letter, we al so have sone Fords
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there. And both GVC and Ford make excellent vehicles. And
t hese have proven to be very val uabl e assets for us. But
they are not arnored. And they do have the di sadvant age

that if you do get into an attack, they' re only going to

offer very, very limted protection.

The other thing that’s happened is that since we noved in
in May and started using these vehicles, they have now
become wi dely associated with coalition forces. So anytine
you see two suburbans driving down the road, it's pretty
unlikely it’'s an lraqi famly going out to Iftar dinner
that night after Ranmadan ends. |It’s al nost always

coalition forces.

So, the dilemma is how do you bal ance security needs with
profile? If you can maintain a |lower profile, you probably
w Il never get attacked. But if you do get attacked,

you' Il wi sh you had nore arnor that the arnored vehicles
offered youu O in traveling in convoys with the mlitary

vehi cl es.
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So an SUV does offer a lower profile than a Hunvee with a
gunner in the top turret or follow ng an arnored personnel
carrier. But they, unfortunately, sort of lost their

anonymty that they once had in the Baghdad region.

Actually, all of Iraq for that matter.

Ckay. The next thing you have to consider is the size of
security personnel contingent that you' re going to bring
with you if in fact any. Your research may |ead you to
believe that you won’'t need any additional security based
on the type of contract that you' re going to be working.
But you probably are going to need your own security.

That’' s al nbst for sure.

So you're going to have to deci de what kind of weapons
they’'re going to need. |In nost cases, pistols are not
going to be sufficient. They' re great for self-defense,
but they really are useless in terns of defending a convoy
or defending | guess attackers are comng in for alittle

bit | onger distance.
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So, if you're going to be bringing |ong guns, what type do
you need? Sone are nore easily conceal abl e than ot hers.
And this goes back to the issue | brought up before about
the cultural sensitivities, the way you woul d approach

doi ng business up in Tahook is vastly different than the

way you do it in Takrit.

In Takrit, you want show of force. You want to be the
prickly porcupine that no one wants to nmess with. Because
t hey know that they’'re nessing wwth trouble. Up in Tahook,
you want to present a little softer tone, maybe weapons
that can be concealed a little nore easily and don’'t
present such a form dabl e presence. Because they’ re going
to take offense at that because the security situation is
such there that you don’t need that show of force. And if
you show up with a bunch of guns, guys on their hips |ike
this, they're going to take that as a great deal of

of fense. So, sonething to consider.

And there are security sources as well. | nentioned before

that you can hire conpanies. The other optionis to hire
24
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locals. This is again fraught with sone potential peril.
But there have been ... there are local Iraqis here,
security conpani es, which can offer you very-well trained,

very quality, people.

Coupled wth that though is the possibility that who are
they really loyal to in the long-run? 1Is it possible that

t hey’ ve been contacted by nenbers ... by FRLs or whoever
else is pulling the strings currently in lraq in the

resi stance novenent? Could they possibly be turned to be
used against you at a later point? Absolutely. So, it’s a

cal cul ated risk?

You al so m ght consider outsourcing contracted work. And
|’msure this is ... I'"'mnot an expert in contracting. But
if you can get the locals to do nore of your work, then
that’s going to be | ess exposure that you' re going to have.
So if you can find Iraqgi conpanies that are able to
conplete the work that you need done, that puts |ess of

your people at-risk and | ess people that have to be
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in-country, |less people that have to be out on the ground

t hen.

And finally, conmmunications. This is also a key point,

al nost as inportant as the vehicles. How are you going to
be able to communi cate with your people? How are they
going to communi cate with each other? How are you going to
communi cate with the outside world? How are you going to
communicate with coalition forces? |If sonething bad were
to happen, how are you going to get ahold of the I ocal

det achnent of the 82" airborne so they can come over and

rescue you?

Now, you will have the advantage when you arrive, that by
the time ... if everything goes by schedule. And one thing
|’ve learned in Iraq, is that nothing goes off “on
schedul e” there. But they ve already let the contracts for
the three primary cell phone conpanies. They' re going to
be building the new cell phone network in Iragq. So
currently, there are no cell phones. But by early next

year, those cell phone contracts should be up and runni ng.
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And we shoul d have a good quality cell phone system ready

for you to use.

But that won’t be enough. You're still going to need to
bring possibly, satellite phones, have been a popul ar
choi ce for many conpanies, as well as their own proprietary

r adi os.

Okay. The final piece of this preparation puzzle then is
your nost val uable asset and that’s your people. You're
going to have to be honest with them about what they' re
getting into. It’'s very unfair to send people into a
situation that they really don't understand or don’t know
about. The other piece of that is that you shoul d nake
sure that everyone understands what the exit strategy is if

t he enpl oyee deci des they want to do that.

KBR ... you' ve all heard of KBR, the conpany that provides
| ogi stic support to the Arnmy. Their people are
wel | -briefed about, ‘hey- it’'s a dangerous situation’.

That’s why we’re paying you a fair amount of noney for the
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type of work that we’'re expecting. But they also
understand that if they | eave before their contract is up,
they have to give up a | arge percentage of that bonus pay.

And that’s sonething that they’'ve negotiated ahead of tine.

So you need to nmake sure your enpl oyees understand what
they’'re facing. And also, if they decide that they want to

| eave, what that neans for their career.

Personal protective equipnment. W reconmend you provide
people with ballistic vests. There's actually two
different types of vests. There are vests |like a police

of ficer would wear that offer protection against ballistic
rounds. There’'s also what we call flapjackets that offer a
thicker material that are designed to protect against a

bl ast fragnmentation from bonbs.

Hel mrets and eye protection. | nentioned eye protection.
Because this is not sonething that nost people would think
of. | certainly hadn’t thought of it until | got to Iraq.

But anytine you're traveling in a vehicle in Iraq, whether
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it’s day or night, you should al ways have sonme sort of eye
protection on. Because if sonmething were to happen, a
bullet, a vehicle ... I"'msorry, an |ED, an | nprovised
Expl osi ve Device, goes off, you don’'t want that glass
flying around the inside of the car. So you always have

sonme sort of glass on whether they' re clear or whatever to

make sure your eye are protected.

The helnmet thing is kind of interesting because it goes

back to what | was tal king about before about risk versus

gain. | have a helnet and often tines travel around with
my boss. | wear civilian clothing to try and reduce the
wel |, our signature. To try and reduce the profile

that we’'re presenting. Because we drive around in

subur bans, unar nored subur bans.

O course, | have ny Air Force issued helnet with ne. And
alot of tines | don't wear it in Baghdad. Even though I’'d
prefer to have it on, | like that protection that it

offers, but if you're a potential bad guy driving past this

subur ban and you see soneone there with a hel net on, what
29



IRAQI INFRASTRUCTURE
SECURITY, DOING BUSINESS IN IRAQ
SAM DICKSON
11-19-03
does that say? Well, it’'s probably a westerner. And
they' re probably either mlitary in civilian clothes or
they’re a contractor. So they're probably a potential

target. So, that’s one of the things you re going to have

to bal ance about protection versus profile.

You m ght want to offer inmmunizations, anthrax, small pox,
mal aria. These are all things that the mlitary offers.
Sone of the civilian conpanies that are over there now have
offered this to their enployees. You may not consider it
to be that big of a threat. But at least, it mght be

worthwhile to offer it.

And finally, consider advanced, technical-driver training.
Everyone that’s been in Iraq for any length of tinme can
tell you stories about how they or a friend of theirs was
able to get out of the situation by driving perhaps a
little nore aggressively than you m ght on the beltway or
down in Los Angel es during commute hours. So having sone

tactical training about how to position vehicles, howto
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bl ock other vehicles, do things |like that m ght be very

hel pful to your enpl oyees.

Okay. Now, let’s look at inplenmenting some of the
deci sions that you' ve nade. There’'s four basic sections
here: security organi zation; base canp security; worksite

security; and then convoy and vehicl e novenent procedures.

Your security organi zation has got to be one of the first
peopl e on the ground. And this is where that person you
hired in the beginning, your expert on security, your
security czar, is going to be the first person on the
ground to hel p you get your security organization setup and

runni ng before the rest of your enpl oyees show up.

They’ || be inplenenting our security subcontractors, if in
fact you have any. They' Il identify your organization to
| ocal coalition units. |’mnot a business person. | work

inthe mlitary and the governnent. But | certainly
understand the val ue of connections and the val ue of

net wor ki ng.
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And that’s really what these people can do for you. They
can get plugged into a |local network of other security
conpani es, other conpanies that they are doi ng business
with the mlitary, with the Iraqi security forces. And
they can find out what’'s going on on the ground there,
where the threats are, where the quiet areas are. So they

get plugged into that network and that’s inportant.

Base canp security. You have to establish the paraneter

control. As | nentioned before, your two basic threats

t here agai nst your base canps are infiltrators and bl ast

i npact weapons |like nortars and rockets and things |ike

that. There’'s only so nuch you can do agai nst the weapons

that are being |lobbed into. There’'s no wall high enough
you know, “ain’t no wall high enough ...” that you can

build to protect against nortars. But you can harden and

do things within your base canp that will inprove the

chances of enployee surviving a potential attack.
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| have sone pictures of sone of these sanple barriers.
This is the Sesco barrier. 1In this case, it’s being used
to protect a Bradley fighting vehicle. And the Sesco
barrier is made up of wire fencing, about three feet by
three feet about four feet high, with a thick fabric

interlining. And then it’s filled with sand and rocks of

which there are plenty in Iraq.

It has the advantage of being very cheap, easy to put up
and fairly versatile. But once it’s in place, it’'s
difficult to nove around. And during the rainy season,

they may w nd up turning into nud.

The T-wall has al so been very effective. This is two
shots. The one there on the left is actually at the
coalition provisional headquarters, you know, the main
presidential palace there in Baghdad. The one on the right
are sonme of the walls that they put up around the housing

area that are just next to the coalition conpound.
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The walls are great. They offer protection agai nst bonbs,
against nortars, against small arns fire. They're very,
very effective. But they' re also kind of expensive. And
they’'re difficult to nove into position. You' ve got to
have a crane. | nean, there’s a lot of difficulty in

getting those to work. So they’'re not the answer in al

cases.

You're al so going to have to tal k about access procedures.
Once you’ ve established this paranmeter, how are you going
to deci de who gets in? And how are they going to get in?
who’ s going to be guarding that access? And perhaps even
nmore inportant ... and this can often tines be a big

political football ... who deci des whose decidi ng who gets

in? And that really should be your security chief.

And then finally, establish vehicular control. As I

menti oned before, the vehicle based | EDs have been
devastating. They have been truly, next to convoy
operations, have proven to be the nost difficult problemto

solve for the coalition forces.
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So how do you establish vehicle control where you can
protect yourself? Well, | suppose the best way would be to
just build a wall around your facilities and don’'t |let any
vehicles in. But that’s not really possible, is it? The

basic problemtrying to prevent unwanted vehicles, while

still allow ng desirable or wanted vehicl es.
What you're going to have to have is sort of a ... not sort
of ... but you re going to have to have a defense in-depth.

Wi ch neans that you re going to have to think about it.
To get past our first row of defenses, how am | going to
stop themthere? If they get past that second row of

def enses, how am | going to stop themthere?

Case in point is the Italian police conpound down in
Southern Irag. They actually used two vehicles to conduct
that attack. The first large truck canme in and ran the
def enses and shoved them out of the way. So the second
vehicle that was | oaded with the expl osives could cone in

and actual ly conduct the attack.
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These are sone exanples of sone things you can do to
protect yourself against vehicles, enbedded spike strips
and those traffic jacks. And that’s a hat there. You can
see the relative size of those. But those are not really
going to be the nost effective. You' re going to have to
have sone sort of hard barriers that are going to prevent

vehicles fromgetting in.

Coordination is inportant because you want to absolutely
prevent any friendly fire incidents. |If you re out, for

i nstance, stringing up a new electrical |line, you wouldn’'t
want to be m staken for groups that are out there trying to
steal the sane electrical line to nelt it and sell it for
nmoney. So you're going to want to coordinate that wth the
| ocal security agencies and possibly with coalition

mlitary forces.

The 1RO, [lraq Infrastructure Reconstruction O fice] or
t he Program Managenent O fice, has foreseen that need and

is going to setup a special cell within the office to
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coordinate that particular function. Use nontraditional
security arrangenents. | hesitate to delve too far into
this. Because this really is a gray zone. But Iraqgq is not
a black and white place. There are sone things that you're
going to have to do there that you certainly m ght not

consider doing in other countries, even in the Mddl e East.

lrag is a little nore unsettled right now.

So by this one I"'mtal king about is you nay need to nake
sone sort of arrangenments with the local political entities
or the local religious entities to offer sone additional
protection against your facilities or your personnel.

W’ ve seen sone cases where that has been absolutely very

ef fecti ve.

When we first got there and they were tearing down

el ectrical cable, alnost as fast as we could put it up.
But once the coalition made sone deals wth sone of these
groups, the towers stopped com ng down. And we’ ve been
able to get alittle bit further on on the electrical

probl em
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And you're going to have to plan for less than 24/7
coverage at your worksites. Unfortunately, a tenporary
cyclone fence with a sternly worded sign is not going to be
sufficient. These |ocations, you may not have security

there 24 hours a day.

So how are you going to protect your equipnment and

supplies? Theft is still a huge problemin Iraq as |
mentioned before in addition to sabotage. It won’t do nuch
good if all your work is the work ... if several weeks of

effort on your conpany’s part is blown up one night because
we didn't take adequate security neasures to protect

agai nst sabot age.

Convoy and vehicl e novenent procedures. Use of the
mlitary going out on your owm. Well, that’s another

cal cul ated risk. Wen you go out with the mlitary, they
offer a great deal of fire power. They have

communi cations. They can bring in air support. There’'s a
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| ot of great things that go along with noving wwth mlitary

convoys.

However, they al so make thensel ves a huge target. And nost
of the contractors that have been injured in convoys have
been because they’ ve been part of a mlitary convoy that
got attacked. So that’'s sonmething you re going to have to
sort of weigh to decide whether it’s worth that risk or

not .

You need to establish though ... as | nentioned, these
convoy operations are very inportant. You need to
establish firmrules that everyone understands and w ||
never ever be broken. Again, speak to sonmeone who' s been
inlrag for awhile and they' Il either tell you a story or
soneone they know will tell you a story about how they
nearly got anmbushed. They got that close to being knocked
of f the road or sonething happens while they were driving
when they weren’t followng the rules that the conpany has
laid out for them Things |ike never travel with |less than

two vehicles. Don't travel at night. And those sort of
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things. Al ways carry shooters wth you. Watever the
policy is that your security czar and your conpany has

adopt ed, everyone’'s got to abide by those all the tine.

The ultimte defensive driver environnent. That’s
absolutely true. There are several cases where a snal
convoy ... and | say a convoy, anything |arger than one
vehicle is a convoy ... have been reconnoitered while
they’'re actually noving. A vehicle will conme up from
behind themto sort of take a | ook to see who's in the

vehi cl e.

Can they see any weapons? Wat kind of clothes are they
wearing? Are they wearing helnmets? Are they wearing flap
j ackets? Can they see any |logos that look like it’s
mlitary? They' |l back off. They' Il nmake a deci si on about
whet her they’'re going to proceed. And then maybe that
vehicle and an additional one will cone forward and

actual ly conduct the attack.
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So that’'s sonething you' re going to have to be thinking of,
the ultinmate defensive driver is watching your m I RO's and
seei ng where these vehicles are going. The vehicle you
just passed, did you see themstart to put on nmaybe a nmask
or a hood or sonething like that to protect their IDIif

they were going to conduct an attack. The ultimate

def ensi ve driver environnent.

So the bottomline out of all of this is making yourself

| ess vul nerable as a target. Just |ike you cannot possibly
harden your house so that your house can never be broken
into or your car can never be broken into. No, you just
try to make it so that your house or your car is nore
difficult to break into than the one down the block. Not a
screw your nei ghbor sort of thing, but just so that your

vehi cl e or your house doesn’'t get attacked.

Well, it’'s the sane thing in Irag. You want to nake sure
as much as you can that your conpound and your people are
protected to the point where they' |l go after a softer

target. A lesson learned? In the U N’'s own report on the
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bonb attack earlier this sumer, late this sumrer, in
August, they stated that their building was attacked nost
i kely because it was the softest major target in that
area. That the other coalition buildings and nmajor target
were nmuch too difficult to attack. So they went after a

softer target. And unfortunately, it was the U N  But

that was in their own report.

I’d finally like to go into what the real challenge, |
believe, is going to be for many conpanies. And that’s
creating and fostering the environnent of security first.

| touched on this earlier. But it really has to be
sonet hi ng that your conpany buys into, that it’s not just
sonething that has to be taken care of or is an after
thought. It has to be security first. Because nothing, is
nmore inportant than your people. And providing adequate

security for themhas got to be a key concern of yours.

We're operating in a war zone. You've got to pay attention
to your surroundings. |’ve outlined a couple of different

anecdotes to you about where people paying attention to
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what’s going on around them saved their |lives and saved the
lives of maybe the people that are working in their
i medi ate area. But nmake no m stake about it. W are

working in a war zone.

|I’d like to introduce you to two ot her concepts, OPSEC and
COVMSEC. These are words that the mlitary likes to throw
around. OPSEC is operational security. COVSEC is

communi cations security.

Not everybody that’s going to be working with you in Iraq,
especially if you re hiring locals, is maybe on your side.
And that’'s sonething that you re going to have to think
about. You re going to have to consider yourself to be

alnmost a mlitary unit.

Are you bei ng consci ous enough of how your plans are being
distributed? How easy it is to get ahold of those pl ans.
A sinple exanple mght be if you had a regular shuttl ebus
run that went fromyour worksite to your ... fromyour base

canp. And it went back and forth. And it went at the sane
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time everyday or several tinmes a day. And they posted
t hose signs. How easy would it be for sonebody to get
ahol d of that schedule and plan an attack agai nst one of

t hose shuttl ebus runs?

We have seen Iraqi people working in the CPA pal ace, Iraqi
contractors that we’ve hired to provide janitorial service,
actually sifting through appears in the trash as they're
taking out the trash. They'|Il renove themfromthe office.
Then when they think no one’s | ooking, we’ve seen them
goi ng through and reading themone at a tinme to see what
they are. | can’t imagine what they'd be | ooking for.

Maybe por nography or sonething. | doubt.

But they’'re not always our friends. And it’s sonething
that you need to keep in mnd. Operations security and
communi cation security. Does all this sound a little bit
paranoi d? Well, | suppose that is the nature of the
mlitary sonetinmes. But achieving a proper bal ance bet ween
speed and cost containnment, nmobility, trust, everything

el se is a huge challenge. And that’s why the contracts are
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worth so nmuch noney. Because we realize that that is a
maj or function of the contracts. And it doesn’t cone

easily.

Al'l right. Enough negativity. The future is very bright.
I raqi security agencies, as | nentioned before, are com ng
online, getting better everyday. W are working very, very
hard to get those peopl e trained, equi pped and out there.
Security in many aspects, nmany areas, is better than it was

a few nonths ago. |Is it perfect? Absolutely not.

But current and future efforts on your part and our part
are going to the conbined effect. As we create nore jobs
and nmake lrag a better place to live, the security
situation will by definition inprove. VWich will make our
job of rebuilding infrastructure inprove. Wich will have

the synergistic effect of ... that's the plan at |east.

Bottom | i ne though, you and your conpany can have a very

direct inpact. |1’ve had a chance to travel with M.
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Bearpark to quite a bit of Irag. Sone parts of it are

actually ... (END OF SIDE A)

which in a very simlar part of the country that riva
any UNI CEF commercial you’ve ever seen. They're terrible
awf ul pl aces because they’ ve been negl ected for years.
Whether it’s due to political strife or the wong religion,
whatever it is. And there’'s an opportunity for us to have
a huge inpact, a direct inpact on mllions of people. The
work you' |l be doing will directly effect the lives of
t hese people. And we need your nmanpower. W need your

expertise to nmake that vision happen.

Achi eving this vision does not cone wthout risk certainly.
Not hi ng worthwhile ever does. So I'lIl |eave you with the
t houghts of General Patton, George Patton. *“Taking

calculated risks is quite different than being rash.”

These are sone resources in Irag that you can reference if
you like. Their e-mail is up there, the Iraqi business

center that was nentioned earlier. Susan Henrock, Senior
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Adm nistrator. And then Beth Payne wth Counselor Ofice

is also a terrific resource. And she’s very happy to help.

So, | hope | triedto ... | tried to and | hope | did
achi eve creating a bal ance then between trying to portray
lrag as it is today which is oftentinmes a hostile place
Wi th you can provide security. It is possible to do
business there in a secure environnent. And it’s a very

i nportant task that we have.

| guess probably the best way to close it up is the sane
way Admral Nash did. W won the war. W need your help

to wn the peace. Thank you, very nuch.

Thank you for joining us at the norning session of our
i ndustry day. The afternoon will provide you an
opportunity to get nore detailed information on the
reconstruction in Irag, an opportunity to network, ask

gquestions and consider the great work that |ays ahead.
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Bef ore we begin the afternoon sessions, box |unches are
available in tw locations. In the atriumarea of the
hotel main |obby and in the grand foyer on this ballroom

| evel .

WE ask that if you are in the front half of this room you
go out the front doors and exit down the escalator to the
main | obby. If you are in the rear half of this room we
ask that you go out the rear doors please to the grand
foyer. And as you go out those rear doors, if you would
turn |l eft and head down the hall, you would find your box

| unches.

Agai n, thank you for attending the norning session. This

concl udes our norning session.

(END OF TAPE)
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