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M. Chairman and nenbers of the Committee:

It is an honor to appear before you again representing the
out standi ng men and wonen of North Anmerican Aerospace Defense Conmand
(NORAD) and United States Space Conmand (USSPACECOM). Over the |ast
year, | have observed first hand the pride, dedication and excellence of
t he professionals who work in our commands. Their efforts have
contributed to the freedom and security North Anerica enjoys today, and
the United States continues to |ead the world in space. W are proud to
be part of the national security team

For 43 years NORAD has nmet the changing threat—transitioning from

an initial “air” defense orientation to a broader aerospace di nension--
one that provides surveillance and warning of ballistic mssile attacks
and space events and ensures our air sovereignty agai nst an expandi ng
range of potential threats. NORAD missions remain as vital as ever and
constitute a critical conmponent of the defense of North America.

USSPACECOM established in 1985, is charged with the m ssions of
space support, force enhancenent, space control, planning for force
application and, nmost recently, conmputer network defense (CND) and
computer network attack (CNA). Ten years after the Gulf War, we see the
huge advantage space brings to our warfighting capabilities. Qur efforts
to “operationalize” space have enabled us to nove tine-critica
information to front-line commanders and to troops in the field. These
efforts were crucial to our success during U S. and allied air operations
over Serbia. Space-based capabilities have becone an integral part of
our Anerican nilitary operations.

As our reliance on space increases, we believe nore attention
shoul d be devoted to protecting our access to, and use of, space. 1In a

simlar way, we nust protect our critical information infrastructure to

assure information superiority and devel op appropriate strategies to



exploit the vulnerabilities of our adversaries’ space and conputer
network capabilities. To nmeet the unique chall enges of our evolving
nati onal security environment, we nust remain the world | eader in space
and comput er network operations.

For fiscal year 2002, the President’s budget includes funding to
cover our nost pressing priorities. However, the prograns discussed in
this statenent and their associated funding | evels and schedul es may
change as a result of the Secretary of Defense's strategy review, which
will guide future decisions on nmilitary spending.

Qur People Are Fundanental to Qur Success

Execution of our National Mlitary Strategy hinges on our ability
to attract and retain high quality, notivated servicenen and wormen and
civilian enployees. Qur trenmendous warfighting capability depends on our
people. If we take care of them they will take care of our nission
Wt hout them even our nost effective weapon systens are of little val ue.
Congress’ initiatives to inprove mlitary and civilian pay, health care
and housing for our professionals in uniformare a step in the right
direction. W are very grateful for your continued support in these
areas. However, we still have work to do

Qur biggest chall enges continue to be retention and recruiting.
Bot h NORAD and USSPACECOM are struggling to keep the quality people we
need to performour critical missions. Qur commands are feeling the
pressure that stems fromthe conbination of a strong econony and
i ndustry’s demand for the unique technical skill and work ethic found in
our people. H gh-paying civilian jobs that offer stability and
exceptional benefits continue to lure our people away fromthe nmlitary.

Last fall, Congress mamde significant progress in helping us turn
the tide by authorizing targeted pay raises for our md-career enlisted

menbers and extending the Thrift Savings Plan to nenbers of the Armed



Services. W are nost grateful for this support. As noted in the

Conmmi ssion to Assess United States National Security Space Managenent and
Organi zation’s report, the Nation as a whole nust place a high priority
on the devel opnment of a cadre of highly conmpetent and notivated mlitary
and civilian space professionals. Specifically, we nust cultivate the
tal ents of our people, pique their interest, develop their core space
expertise and expand their know edge base through Joint and Service-

speci fic professional devel opment prograns.

For USSPACECOM recruiting is also inportant as we seek a bal anced
mx of mlitary and civilian talent to neet our space m ssion
requi renments and new obligations with CND and CNA. Finding this tal ent
continues to be a difficult job as we conpete with industry for people
wi t h hi gh-demand space and information technol ogy skills.

Finally, last year, we asked Congress to repeal the FY0O
congressionally mandated 15% reduction in staff personnel at our Unified
Headquarters. |In USSPACECOM we renmain concerned about the possibility
of losing 79 billets after we have just assunmed our new CND and CNA
m ssions. The FYO1l National Defense Authorization Act offered sone
relief to this mandate by reducing the personnel cuts to 7.5% G ven our

current plans, as we establish the infrastructure to support our new

assignments, any manpower reduction will adversely affect our ability to
fulfill our unified conmand duties.
Readi ness

It is encouraging to see how our Nation’s warfighting capabilities
have i nproved over the | ast decade. As nentioned earlier, space systens
are now integrated into virtually every aspect of our mlitary operations
and are essential to our success, whether in peace, crisis, or armed
conflict. Qur increasing dependence on space dictates the need to

conti nue nodernizi ng our space systenms, which, in turn, will have a



direct effect on our overall mlitary readiness. |In addition, we nust

| everage the benefits associated with partnerships--both within the
government and with industry. Finally, we nust inprove the way mlitary
space is organi zed and rmanaged in order to realize the full potential of
our Nation’s space power.

M ssile Warni ng. For NORAD and USSPACECOM i ssil e warni ng

continues to be “Job 1.” Wth the devel opnment and proliferation of
theater ballistic nmissiles, it is clear we need the inproved detection
capabilities of the Space-Based Infrared System (SBIRS) soonest. This
system of -systems will enhance our early warning and space surveillance
capabilities, support future ballistic mssile defense systens and

provi de commanders with better battlefield situational awareness.

SBIRS will serve as a conbat multiplier for our Nation’s military
and our allies. The SBIRS High satellites will inprove theater mssile
| aunch point and inpact point predictions and will provide data that

assists in performng missions such as real-time battle damage
assessment. As for SBIRS Low, we believe the system shoul d be designed
to support mssile defense. However, we also believe we need to
i mpl enment “smart upgrades” —supported by cost-benefit analysis--that wll
maxi m ze both the SBIRS High and SBIRS Low i nherent capabilities to
support technical intelligence, battlespace characterization and space
surveill ance

Because our theater forces are already at risk and because we
expect proliferation of nore accurate theater ballistic mssiles, we
strongly advocate SBIRS as our top priority new system W appreciate
the congressional support we have received for this very inportant
program We renmain comritted to a launch of the first SBIRS Hi gh
geosynchronous orbiting satellite in fiscal year 2005, followed by the

first SBIRS Low | aunch in 2006.



Fusion. SBIRS is the foundation of our future mssile warning
capabilities. However, we nmust not overl ook the value of fusion
technol ogy. The Theater Airborne Warning System and the Enhanced Early
Warning Systemwill work in conjunction with the space-based Def ense
Support Program and SBIRS to provide our theater warfighters enhanced
protection fromtheater ballistic mssile attacks. These systenms wll
fuse information from space, airborne and ground-based assets to inprove
warning times dramatically and increase | aunch and inpact point accuracy.
We appreciate your continued support for these inportant prograns.

Air Sovereignty. The traditional NORAD m ssion of aerospace

control, or nore specifically airspace sovereignty, remains a fundanental
priority. The United States nust nmintain the radar systems, aircraft
and command and control capabilities, which serve as pillars for

homel and defense. In addition, we nmust continue to pursue inproved
space- based surveillance, intelligence and comruni cati ons capabilities as
essential contributions for NORAD ni ssion success.

Force Enhancenent. Qur force enhancenent efforts over the | ast

decade have hel ped us “operationalize” space. @ obal Positioning System
(GPS) navigation satellites and our Satellite Communications (SATCOM
systens are fully integrated into the warfighting capabilities of all our
Services and Unified Commands. The readiness of our nmilitary forces
depends on the nmodernization of these systens.

GPS has becone a way of life for both our military and conmerci al
i ndustry around the world. Fromprecision farnmng to financi al
transactions to surveying renpte parts of the earth’'s surface, every
sector of our society relies on the timng and navigation services
provided by this system As a result, we have initiated a nodernization
programthat will provide a nore robust anti-jamcapability for our

warfighters and additional civil signals for aviation, safety-of-life



services and other commercial enterprises. W appreciate Congress
conti nued support in sustaining and nodernizing this national resource.

Rel i abl e and secure SATCOM systems are also key to our mlitary’'s
readi ness. We continue to exploit our current SATCOM fleet while
devel opi ng new, technologically advanced systens. Over the past year, we
worked with the other Commanders in Chief to revalidate SATCOM
requirenments. We reaffirmed the need to noderni ze our capabilities with
a blend of mlitary, civil and comrercial systens. As we update our
satellites, we cannot forget the user terminals. All aspects of SATCOM
nmust be synchronized for maxi mumutility. W need your continued support
to make this critical nodernization effort a reality.

Over the past decade, a significant amunt of radio frequency
spectrum has been reallocated fromthe DoD to the Federal Conmunications
Commi ssion for auction to the private sector. Qur space and air systens
depend upon the spectrumto performour missions. |In order to maintain
our state of readiness, we need to carefully consider the nationa
security inmplications of spectrumreallocations. The FY99 Defense
Aut hori zation Act restored sone of the spectrum previously reallocated.
We appreci ate Congress’ hel p; however, we face continued requests for
expanded non-federal civil and comrercial use of this limted spectrum
For instance, there is a proposal being considered to accelerate the
real l ocation of the Space G ound Link Subsystem frequency, which supports
our on-orbit satellite systens. |If this proposal is inplenmented w thout
adequate alternative spectrumfor critical mlitary functions, it wll
limt our ability to effectively command and control our space assets.

Space Support. Qur space support missions focus on |aunching

satellites and then operating and mai ntai ning themonce on orbit. The
Evol ved Expendabl e Launch Vehicle (EELV) is our next generation |aunch

vehicle that will provide assured access to space with quicker response



and greater flexibility at a significantly reduced cost. W are pleased
to report this programis on track with the first [aunch schedul ed for
2002.

In addition to nodernizing our |aunch vehicles, we are upgrading
the ranges that support our Nation’s mlitary, civil and commercial space
| aunches. Qur Range Standardi zati on and Aut omati on program wil |
standardi ze | aunch interfaces, replace obsol escent technol ogy and hel p
reduce operations and mai nt enance costs while increasing operationa
flexibility.

Force Protection. Menbers of our Commands serve in virtually every

| ocation where U S. forces operate; therefore, force protection is
critical. To the best of our ability, we nmust proactively safeguard our
people and facilities by continuing to conduct regular anti-terrorism
trai ning, assessing and correcting our own vulnerabilities, and finally,
educating our people to be constantly on guard. We do not view force
protection as a mission unto itself but inherent in all that we do.

Partnerships. Wth the ever-increasing denand for space support,

we recogni ze the need to expand rel ati onships with our “space partners”
to | everage existing systenms and national |evel expertise. USSPACECOM
and the National Reconnaissance Office continue to explore the
possibility of conmon space systens and seek new avenues to better

support both the warfighter and national decision makers. |n addition,
we are working with the National |Imgery and Mappi ng Agency to devel op

i magery requirenments and with the National Aeronautics and Space

Adm nistration to better predict the | ocation of space objects and

i mprove human spaceflight safety. Finally, through our partnerships with
ot her agencies, we are investigating ways to collectively support our CND

and CNA m ssi ons.



Simlarly, we recognize the need to partner with industry. To
sustai n our readi ness, we need to bal ance the advantages of comrerci al
partnerships with the inherent risks associated with expandi ng our use of
comercial systenms. W do this by continually assessing our
vul nerabilities and ensuring protected nmilitary systenms are available for
our most critical mlitary m ssions.

Space Commi ssion. The Commission to Assess United States Nationa

Security Space Managenent and Organi zation submitted its report in
January 2001. W are pleased with the findings and believe the

Commi ssi on made solid reconmendations to inprove the way nmilitary space
is organi zed and managed. We are working on an inplenentation plan for
t hese recommendati ons.

Qur Acconplishnents in 2000

Qur people remain focused and continue to acconplish the nission
despite our high operations tenpo. In cal endar year 2000, our space
wi ngs successfully executed 27 | aunches and depl oyed all payloads to
their respective orbits for a 100% success rate. In addition, we
recently activated two new squadrons with space control mssions. W
have made significant strides in establishing the framework for our CND
and CNA m ssions and have conducted several space and infornmation
operations-based exercises to denpnstrate our adversaries’ capabilities
and to identify our own vulnerabilities. Finally, our NORAD forces have
been actively involved in honel and defense. The foll ow ng provides a
nmore detail ed description of our activities during the past year

Space Control. Qur people need to train as they fight. To ensure

our forces are fully prepared to defend agai nst attacks on our space-
based infrastructure, we have recently activated two new squadrons--the
527'" Space Aggressor Squadron and the 76'" Space Control Squadron. The

527" Space Aggressor Squadron’s mission is to replicate the known



capabilities of potential adversaries and play the role of the “red teanf
in exercises |ike Schriever 2001. The 76'" Space Control Squadron’s
charter is to explore future space control technologies by testing nodels
and prototypes of counterspace systenms with the goal of rapidly achieving
space superiority.

Conput er Networ k Defense and Conmputer Network Attack. The threat

to DoD conputer networks and systens continues to grow. |f used
properly, a cyber attack offers less militarily capable nations an
asynmetric nmeans to degrade the effectiveness of our mlitary forces. As
a result, protecting the DoD's critical information infrastructure
continues to be USSPACECOM s main focus in the cyber arena

We are working hard to normalize our CND nission. W established a
command and control structure, initiated efforts to inprove the
di ssem nation of critical CND information and established reporting and
tracki ng procedures for protecting and defending critical nationa
security information systens. Qur challenge is to stay ahead of evolving
threats to our computer networks, keep abreast of rapidly changing
technol ogy and continue coordinating closely with other governnent
agenci es.

On 1 October 2000, the Unified Command Pl an desi gnat ed USSPACECOM
the “mlitary lead” for DoD's CNA activities. Qur initial focus has been
on the devel opnent of a CNA concept of operations that addresses the
process needed to integrate CNA capabilities into existing operation and
conti ngency plans. Qur challenge is two-fold. First, we must understand
the CNA needs of the other CINCs and determ ne the best way to address
them Second, we need to continue devel oping CNA strategi es through
simul ati ons and wargamng to inprove our understandi ng of the potenti al

collateral effects associated with such actions.
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On 2 April 2001, we transitioned our CND and CNA nissions to an
organi zati onal construct we call the Joint Task Force for Conputer
Net wor k Operations (JTF-CNO). Conbi ni ng our newest nissions under a
si ngl e operational comander enables unity of command and effort. In
addition, the JTF-CNO nakes nore efficient use of available resources,
eases coordination with the intelligence community and ot her partners and
establishes a clear cross-agency coordi nation process. W see the JTF-
CNO as a “pathfinder” organization that will adapt to changing threats
and m ssion paraneters.

Space and Informati on Operations Exercises. Over the past year, we

have continued to focus on integrating space and informati on-based
capabilities into Service and Chairman of the Joint Chiefs of Staff-
sponsored exercises and experinents. Last year’'s Joint Warrior
Interoperability Denonstration showed how space has become an integra
part of all we do. Space-based capabilities are not a | uxury anynore;
they are now fundanental to military operations.

I n January 2001, the Air Force sponsored its first-ever Air Force
war garme dedi cated to space. The Schriever 2001 Warganme expl ored space
warfare issues and investigated the mlitary utility of our future space
systens. The prelimnary analysis of the results reinforced several key
poi nts we have known for sonme tine: a robust “blue” space capability
serves as an effective deterrent; the “blue” teamis very dependent on
space and, as a result, is potentially vulnerable to “red” counterspace
actions; and finally, comrercial space serves as a powerful force
mul tiplier

NORAD Depl oynents. | n 2000, we once again denonstrated we are

prepared to protect our airspace sovereignty. Qur aircraft and personne

deployed to forward operating | ocations, and, in one instance, our forces
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stood alert at bases in Alaska and Northern Canada for several weeks to
ensure an appropriate response.

Qur \Way Ahead

As we prepare for an uncertain future, we nmust focus our attention
on protecting and advancing our interests in space and information-based
operations or run the very real risk of a “Space Pearl Harbor” or another
“Sputni k” that catches us off-guard and unprepared. |In addition, we nust
remain vigilant in protecting and defendi ng our honel and.

Space Control. Since the activation of U S. Space Conmand in 1985,

we have focussed on integrating space with warfighting: bringing space
to the warfighter. Setting our “integration throttle” high has served us
wel |l . Today, nearly every endeavor across the spectrumof mlitary
operations utilizes space to succeed.

However, our reliance upon space has become a vulnerability.
Potential adversaries are watching and responding. They see space as an
asynmetric nmethod for leveling the playing field. Not only are threats
energing on a daily basis, but cheap access to advanced comrerci al space
services continues to chip away at our information superiority edge.

Therefore it is time to push up the “space superiority throttle.”
We have left this throttle at a | ow power setting for too long. W nust
ensure our continued access to space, to deny space to others when
directed and to carefully address our reliance on the Nation's $60B
commer ci al investnent in space.

Space is inmportant enough to warrant a significant investment—it
is not just a higher hill. This is a nediumcrucial to our Anerican
mlitary operations and one we’'ll have to fight for in the future.

Space-Based Laser. The Space Based Laser (SBL) could provide

wor | dwi de, continuous, boost-phase intercept across a w de range of

ballistic mssile defense scenarios. Warfighting CINCs recognize SBL's



i nherent capability to support other DoD m ssions such as air defense,

gl obal surveill ance, space control and target detection. W nust
continue to pursue the technol ogi es associated with systens |i ke the SBL.
The nere fact that the United States is devel opi ng neans to enploy force
in space may serve as a significant deterrent.

Space- Based Radar. Space-Based Radar (SBR) is a force enhancenent

system we must explore. The requirenent for SBR capability remains high.
Qur national and military strategies are based on gl obal engagenent. As
such, our mlitary operations require the day, night, and all weather
broad-area surveillance capabilities this systemcould offer. W were
moving forward with an SBR denonstration system Discoverer II, until it
was termnated last fall. |In response to the FYO1l DoD Authorization
Conference Report, the National Security Space Architect is |leading a
mul ti-service, nulti-agency effort to devel op an SBR Roadmap, which
brings together requirements for both the DoD and national users. As
part of the Roadmap devel opment, we are heavily involved in an anal ysis
of alternatives that will allow the DoD | eadership to make SBR deci sions
considering other intelligence, surveillance and reconnai ssance needs.

Conput er Network Defense and Conputer Network Attack. We will

continue to facilitate and | ead the DoD-wide effort for CND and CNA. W
intend to fully integrate these options into all mlitary plans and
operations, focusing on positive command and control, integrated planning
and deconfliction, fully coordinated intelligence support and execution
of assigned m ssions.

Ballistic Mssile Defense. Wth the proliferation of nissile

technol ogy, one of our primary concerns is the threat of strategic
ballistic mssiles. A defensive capability is required to protect North
Anmerica. As part of our unified command responsibilities for ballistic

m ssil e defense, we continue our work to establish clear system
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requi renents and devel op the necessary procedures and commnd and contro
options for an operational capability.

Crui se M ssile Defense. In addition to ballistic m ssile defense,

we rmust al so be prepared to defend North Anerica against cruise nmissile
attack. NORAD advocates a three-pronged approach to counter this
evolving threat. First, we must devel op effective w de-area surveillance
around the perimeter of North America. Second, we support an Advanced
Concept Technol ogy Denponstration to | ook at alternative surveillance
technologies. Finally, we should |l everage others research and
devel opnment efforts to help counter the cruise nmissile threat—whenever
and wherever we experience it.
Concl usi on

| assure you, NORAD and USSPACECOM are prepared to provide
aerospace defense to the people of North America and space support to
U S and allied armed forces. W continue to find new ways to inprove
our warfighting capabilities by integrating space capabilities into al
aspects of our nmilitary nmissions; we are working to do the same for
comput er network operations. As we devel op our next generation systens,
we nust invest the necessary resources and intellectual capital to
protect our vital interests and sustain our lead in space. W appreciate
Congress’ continued support to maintain our high state of readiness.
Wth your help, we will ensure space forces play a key role in our
Nation's future defense.

Again, | am honored to appear before you and | ook forward to your

questi ons.
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