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Abstract—Eavesdroppers of wireless signals want to infer
as much as possible regarding the transmitter (Tx). Popular
methods to minimize information leakage to the eavesdropper
include covert communication, directional modulation, and
beamforming with nulling. In this paper we do not attempt
to prevent information leakage to the eavesdropper like the
previous methods. Instead we propose to beamform the wireless
signal at the Tx in such a way that it incorporates deceptive
information. The beamformed orthogonal frequency division
multiplexing (OFDM) signal includes a deceptive value for
the Doppler (velocity) and range of the Tx. To design the
optimal baseband waveform with these characteristics, we define
and solve an optimization problem for power-efficient deceptive
wireless beamforming (DWB). The relaxed convex Quadratic
Program (QP) is solved using a heuristic algorithm. Our sim-
ulation results indicate that our DWB scheme can successfully
inject deceptive information with low power consumption, while
preserving the shape of the created beam.

Index Terms—Deception, OFDM, Signal obfuscation, beam-
forming, Phased array, Covert communication.

I. INTRODUCTION

Eavesdroppers pose one of the most challenging security
threats in wireless communication. Their passive operation
does not reveal anything regarding their behavior or capabil-
ities. Hence, it is up to the legitimate communication devices
to proactively defend against them. The first line of defense
against eavesdroppers is covert communication, that is to
prevent the detection of the ongoing communication. This
approach requires significant modifications to the transmitted
waveform to ensure that it has a noise-like form. Another
disadvantage of this approach is that it does not prevent
localization of the source.

In this work we are not interested in addressing the
problem of eavesdropping through covertness, but rather in
deceiving the eavesdropper. The system model that is used
for exploring our idea is illustrated in Fig. 1 and consists
of a single multi-antenna transmitter (Tx) which emits a
signal that is intended for a nominal communication receiver
(denoted as Com 2). The question we answer is how the
transmitter can send data to the intended receiver so as to
deceive the eavesdroppers with respect to the transmitter
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Fig. 1: A transmitter has to face two receivers that eavesdrop
(Eve 1 & 3) besides the legitimate receiver (Com 2). With
beamforming it can either null the emitted signal to them
(Eve 1), or send a deceptive signal with our method (Eve 3).

behavior and at the same time minimize the Tx power. In
this work we deceive the eavesdroppers by manipulating their
perception of their relative distance and Doppler (velocity) to
that of the transmitter. We assume wireless communication
signals employing the ubiquitous orthogonal frequency divi-
sion multiplexing (OFDM) scheme.

Related Work: If we do not use complex solutions aimed
at covertness, we can minimize the impact of eavesdropping
using Tx beamforming. In this way we can null the trans-
mitted signal towards the suspected eavesdroppers [1] (e.g.
Eve 1 in Fig. 1). Solutions like the one in [2] investigated
suboptimal zero-forcing beamforming (ZFB) and nulling so
as to improve performance in the low SNR regime when there
are more spatial directions that need to be nulled than there
are transmit antennas. More advanced techniques like inject-
ing artificial noise towards the direction of the eavesdroppers
have been explored in [3]. There is a plethora of systems that
aim to control the information emitted to a certain group of
receivers (see [4] and references therein). A similar idea is
Directional Modulation (DM) which enables secure commu-
nication with phased arrays and beamforming [5]. With DM,
beamforming is used to ensure that the signal is distorted
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outside the intended direction so that incorrect symbols are
received. More recent works in Multi-Function RF (MFRF)
systems have proposed the joint design of a signal for
communications, RADAR, and electronic RF jamming but
without considering eavesdropping [6]. None of the previous
works has focused on injecting deceptive information. A
first approach to deception focused on compromising the
operation of the receiver algorithms at an eavesdropper by in-
jecting frequency variations that purposefully de-synchronize
them [7]. This concept of injecting deceptive signals has been
shown that it can spoof other parameters of the emitted signal
that can be estimated at the receiver such as its Doppler and
range [8]. This latest idea has been used for preventing human
activity sensing [9], and securing vehicular networks [10].
Building on these recent approaches, we extend the idea of
spoofing information in OFDM wireless signals in phased
array multi-antenna systems capable of Tx beamforming.

Contributions of this Paper: In this work we move
beyond the idea of nulling the eavesdroppers and instead we
propose deceiving them regarding certain location parameters
of the emitter. In particular we deceive eavesdroppers with
respect to their range and Doppler (velocity) relative to the
transmitter that can be passively estimated from the OFDM
signals [8], [11]. Our scheme does not require any type of
out-of-band signaling between the legitimate transmitter and
receiver. The reason is that the signal with the artificially
generated Doppler and range is the same for every receiver,
including the legitimate receivers. However, legitimate re-
ceivers only require data demodulation and do not care about
Doppler and range. An additional benefit of our scheme
is that it deceives eavesdroppers regarding the transmitted
information symbols. Hence, our system offers both privacy
and security advantages. The previous objectives are achieved
by beamforming so that we minimize at the same time the
power of the transmitted signal.

Notation: Vectors are denoted by bold lower case letters,
e.g. θ, and matrices with capital bold letters A. The set
of complex, k-vectors, are denoted by Ck, while complex
m × n matrices belong in the set Cm×n. 0 denotes the
zero matrix, while I denotes the Identity matrix. [�]T denotes
vector transpose operator.

II. SYSTEM MODEL & ASSUMPTIONS

The system model illustrated in Fig. 1 consists of a phased-
array transmitter with NT antennas that communicates with
Nc communications receivers while Ne eavesdropping re-
ceivers are present. Each receiver in both groups is equipped
with a single antenna. We assume the spatial direction
(bearing) of both groups of receivers are known and are
located at the angles:

θe = [θe,1, θe,2, ..., θe,Ne ]
T , θc = [θc,1, θc,2, ..., θc,Nc ]

T .

The spatial direction can be estimated by transmitting probing
waveforms and processing the echo (RADAR functionality)
with the same phased array [1], [6]. Note that even with

estimation errors in the bearing of the eavesdroppers, the
emitted signal we will design will still contain the false
Doppler and range.

A. Transmitted Signal Model

The transmitter emits a baseband signal S∈CNT×L from
the NT antennas over L samples to execute deceptive wireless
beamforming (DWB). The Tx uses a phased array and in
particular a Uniform Linear Array (ULA).

Communication Receivers: The emitted signal S will be
affected by the spatial direction θc,i of the i-th receiver. In a
ULA the steering vector for this communications receiver is:

ai = [1 ej2π
d
λ cos(θc,i) ... ej2π

d
λ (NT−1) cos(θc,i)]T , (1)

where λ is the wavelength and d is the distance between
adjacent elements of the array. We define A(θc) to be the
Nc ×NT steering matrix where the i-th row is the steering
vector of the i-th receiver. If Dc∈CNc×L is the complex
time-domain baseband signal we want send to these Nc

communication receivers for L samples, then the following
must hold:

A(θc)S = Dc = [dc,1,dc,2, ...,dc,Nc
]T . (2)

Note that (2) implies a linear constraint since it forces the
signal to be transmitted to a specific spatial direction for each
receiver, while the information from the other receivers does
not interfere towards this direction. In this work S will be
determined through optimization. For each communication
receiver vector dc will be an OFDM symbol that consists of
L samples and has a duration of TL sec. Hence, L subcarriers
are used and placed at frequencies fℓ = ℓ∆f Hz with
subcarrier spacing ∆f = 1/TL Hz. If xc,i is an L×1 vector
that corresponds to the complex QAM symbols transmitted to
receiver i, then the OFDM symbol of L samples is obtained
by applying the IDFT, and thus, (2) becomes:

A(θc)S =
(
FH[xc,1 xc,2 ... xc,Nc ]

)T
. (3)

FH is the L×L IDFT matrix with time domain data sampled
at a rate of fs Hz:

[FH]n,ℓ =
1√
L
ej2πnℓ/L =

1√
L
ej2πnfℓ/fs , 0 ≤ ℓ, n ≤ L.

Recall that in OFDM the subcarriers fℓ are placed at or-
thogonal IDFT frequencies and so the last equation implies
fℓ = ℓ∆f = ℓfs/L. For receiver i we can write the time-
domain OFDM symbol as one line of (3):

STai = di = FHxi. (4)

Eavesdroppers: To deceive the eavesdroppers, when we
transmit the signal S towards spatial directions θe we want
the combined result of A(θe)S to correspond to the baseband



QAM symbols that are compactly contained in matrix Xe ∈
CNe×L. Similar to (3) we have:1

A(θe)S =
(
FH[xe,1 xe,2 ... xe,Ne

]
)T

. (5)

B. Received Signal Model

A(θc)S,A(θe)S represent the emitted signal and its di-
rectional transmission due to the phased array, but do not
include the impact of the channel. We discuss this part now.

OFDM and cyclic prefix (CP) impact: Suppose the
LTI channel impulse response h[q] consists of Q taps. The
output of the channel is the convolution between its im-
pulse response and the time domain input sequence: y[l] =∑Q−1

q=0 h[q]d[l−q]. To study this channel let us use the block
of OFDM samples di defined in (4), that with the addition
of the CP, it becomes d

′

i. This LTI channel can be written in
matrix form as yi = Hid

′

i + n = Hcirc
i di + n (Hcirc

i is the
circulant channel matrix). To understand the above equation
consider the following example with Q = 2 taps and L = 3.
We use a CP of Q−1 samples, which in this example is just
sample d[2], and re-arrange Hi:

Hid
′

i =

h[1] h[0] 0 0
0 h[1] h[0] 0
0 0 h[1] h[0]



d[2]
d[0]
d[1]
d[2]


=

h[0] 0 h[1]
h[1] h[0] 0
0 h[1] h[0]

d[0]d[1]
d[2]

 = Hcirc
i di (6)

Hence, when S is transmitted the baseband signal yi ∈ CL×1

at a single receiver i is:

yi = Hcirc
i di + n = Hcirc

i STai + n. (7)

The vector of additive white Gaussian noise (AWGN) sam-
ples is n with a covariance matrix Rn = σ2I. Hcirc

i is the
channel matrix in the time domain which is circulant because
the cyclic prefix (CP) was used. Furthermore, we assume that
the channel is static over L consecutive time domain samples
(one OFDM symbol) but changes across OFDM symbols due
to slow moving receivers. Using (4), we can rewrite (7) as:

yi = Hcirc
i FHxi + n. (8)

For each OFDM symbol, the OFDM receiver at the i-th
eavesdropper first performs the typical OFDM processing.
That is it applies a DFT to the L samples of the OFDM
symbol in yi to obtain the frequency-domain (FD) signal:

ỹi = Fyi = FHcirc
i FHxi + ñ = H̃ixi + ñ. (9)

It is known that every circulant matrix Hcirc
i can be diagonal-

ized using the DFT. That is, FHcirc
i FH is a diagonal matrix.2

Thus, H̃i becomes a diagonal frequency domain channel

1The steering matrices can be combined as A = [A(θe) A(θc)]T so
that AS is formed.

2In the general case when time variations introduce significant Doppler
within an OFDM symbol and this matrix is not diagonal.

matrix for receiver i which means that its ℓ-th diagonal
element is multiplied by the ℓ-th QAM symbol xi[ℓ]. This
defines a flat fading channel, i.e., no ISI is present, which is
the purpose of OFDM.

Modeling of Flat Fading Coefficients: Each flat fading
channel coefficient in this matrix consists of three elements.
First, βi is the path loss coefficient. Second, because the i-
th communication receiver or eavesdropper moves with un-
known velocity vi relative to the Tx, this generates a Doppler
shift of fDi

= vifc/c Hz where fc is the center carrier
frequency of the OFDM signal. When vi ≪ c this Doppler
effect shift is small. This means that the effect of Doppler
in terms of phase shift that it introduces is constant over the
duration of an OFDM symbol. In this case we have slow
fading. We denote this constant phase shift due to Doppler
within the m-th OFDM symbol as exp(j2πfDi

mTL) (for
further discussion regarding this approximation in OFDM
RADAR see [8]). Third, if the receiver is located at the
unknown distance Ri then the phase shift experienced by
the signal on the ℓ-th subcarrier is exp(−j2πℓ∆f Ri

c ). Thus,
the ℓ-th diagonal element of this matrix for the i-the receiver,
and the vectorized version of the matrix are given by:

[H̃i]ℓ,ℓ = βi,ℓ exp(−j2πℓ∆f
Ri

c
) exp(j2πfDimTL). (10)

h̃i(m) = vec(H̃i)

Note that the vector form h̃i(m) is parametrized according
to the OFDM symbol index m, and that (9), (10) are useful
for the eavesdropper since it wants to estimate Ri, vi.

Transmit/Receive SNR: Regarding the i-th communica-
tion receiver at bearing θc,i its receiver SNR is given by:

SNRi = aHi S∗Hcirc,H
i R−1

n Hcirc
i (STai) =

∥Hcirc
i (STai)∥2

σ2
.

We already stated that we do not assume knowledge of Hi

but only the bearing of the receivers in ai. Thus, the transmit
SNR follows the same expression, except without Hcirc

i .

III. EAVESDROPPER DECEPTION

A. Eavesdropper Speed and Range Estimation

To understand how eavesdroppers are deceived, we must
first understand the algorithms that they use to calculate
range and Doppler from OFDM signals. The basic algorithms
for passive RADAR functionality from OFDM signals were
presented in earlier works [11], [12], while the scenario of
unknown symbols at the eavesdropper was explored in [8].
We now review this concept.

To proceed we first expand the data model in (9) so
that it contains data from M successive OFDM symbols,
each containing L QAM symbols. Xi is the L ×M matrix
that contains the QAM symbols. Consequently, Ỹ is the
Kronecker product of Xi and H̃rd

i with the later containing
the range-Doppler information:

Ỹi = H̃rd
i ⊙Xi + Ñi, H̃rd

i = [h̃i(1), ..., h̃i(M)].



The next step requires knowledge of Xi. There are two
ways to accomplish this. For this part of the algorithm the
eavesdropper can use a subset of symbols in a transmitted
wireless frame that correspond to known preambles (these
are easy to detect sequences at the start of a wireless frame).
This ensures accurate knowledge of the preamble Xi. This is
a very viable option since wireless communication is carried
out with wireless standards that specify preamble structure
and contents. This is also the approach used for channel
estimation by the standard communication receivers. The
second option is to blindly demodulate Xi. This can improve
performance as SNR increases as shown in [8]. In either case,
after obtaining the symbols Xi, potentially with errors with
the second method, the next step is to remove them. We can
remove Xi by performing elementwise division on Ỹi:

Z̃i = Ỹi ⊘Xi = H̃rd
i + Ñ⊘Xi. (11)

The OFDM-based passive RADAR algorithm at the eaves-
dropper performs 2D DFT on the L×M matrix Z̃i across the
ℓ,m indexes with sampling periods ∆f and TL (essentially
sampling (10)) respectively, to obtain the range-Doppler
response contained in H̃rd

i . From (10) we see that the peak in
this range-Doppler response will occur at positions Ri/c and
fDi

. With sufficient range and Doppler resolution, which for
OFDM is 1/(L∆f) and 1/(MTL)=∆f/M respectively, the
eavesdropper can estimate its relative speed to the transmitter
from the range-Doppler response (range-Doppler images that
are generated with this method can be seen in Fig. [8]).

B. Signal Pre-Coding for Eavedropper Deception

The challenge now is to find the precise form of the
signal we send to the eavesdroppers. This signal must deceive
the algorithm that eavesdroppers use for range and Doppler
estimation, as was previously described. It does not need to
be related to the legitimate information symbols. The best
choice in terms of hiding information is to avoid sending the
same symbols towards the direction of the eavesdroppers.
Hence, we propose that the emitted signal be:

de,i = FHH̃spxe,i, (12)

where H̃sp is the diagonal deceiving channel matrix and xe,i

can be any random group of QAM symbols destined for the
i-th eavesdropper. Repeating the derivation in (9) now for the
eavesdropper we have:

ỹe,i = Fy = FHiF
HH̃spxe,i + ñ = H̃iH̃spxe,i + ñ. (13)

The above expression allows us to understand how H̃sp
should be created: The collective impact of the perceived
channel is now H̃iH̃sp for the i-th user. The ℓ-th entry in
the vector xe,i indicates the symbol that is transmitted in the
ℓ-th subcarrier. If fℓ is the frequency of the ℓ-th subcarrier
we populate this matrix as:

[H̃sp]ℓ,ℓ = exp(−j2πfℓ
Rsp

c
) exp(j2πfspmTL). (14)

In (14) the matrix was written only for the m-th sym-
bol. For Doppler deception to work we must use multiple
OFDM symbols and apply the same fake Doppler fsp. This
means that if we run the optimization problem at succes-
sive groups of L symbols each, we will change the term
exp(j2πfspmTL) according to the OFDM index m. This was
also seen in (11).

The eavesdroppers will try to estimate Doppler and speed
from (11), (13). It is easy to see that the peak in this fake
range-Doppler response will occur at positions (Ri +Rsp)/c
and fDi+fsp. Thus, H̃sp can be created by setting any desired
fixed values for the fake range and Doppler (Rsp and fsp)
without changing them in real-time. The matrix Xe, which
consists of the individual xe,i for each eavesdropper, is an
optimization variable because the QAM symbols can be any
random but valid combination.

IV. OPTIMIZATION PROBLEM & SOLUTION ALGORITHM

Optimization Problem for Power Minimization: For
easier formulation of the problem we first vectorize the emit-
ted signal as s=vec(S). Our beamforming problem targets the
minimization of the transmit signal power sHs subject to the
transmission of a deceiving signal to the eavesdroppers and
an undistorted signal to the communication receivers. The
deceptive wireless beamforming (DWB) problem is:

min
s,Xe

sHs s.t. A(θe)S = FHH̃spXe (15)

A(θc)S = Dc.

The first constraint states that the OFDM signal can consist
of any combination of valid QAM symbols Xe that will be
spoofed with H̃sp and fed into the IDFT FH to produce a
deceiving OFDM symbol. The second constraint corresponds
to (2), i.e., an under-determined system of linear equations
(when NT > Nc). It is equivalent to a fixed SNR constraint
for the communication receivers as in the typical beamform-
ing formulations: The power of the L transmitted samples
for the i-th receiver is ∥dc,i∥2 which is fixed and it can be
scaled by any desired constant. For a given noise power this
ratio is equal to the transmit SNR which is controlled by the
Tx. Thus, we could actually configure the desired transmit
SNR per receiver without having a separate quadratic SNR
constraint but just a linear equality. Clearly there are other
ways to achieve this, for example, using a direct SINR
constraint. An alternative is an approximation in constraint
Dc (e.g. [6]), and not the equality, which means that the
actual produced signal may differ from the desired one and
so it will cause inter-user interference. An advantage of our
formulation is that the eavesdroppers are not subject to an
SNR/SINR constraint: The optimizer will tend to select a
symbol for the ℓ-th slot of the i-th eavesdropper that also
minimizes s and leads to an easier problem. This will lead
to lower transmit power and SNR for the eavesdroppers.

Benchmark Optimization Problem for Power Mini-
mization with Nulling: If a Tx does not adopt the proposed
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(a) Nulling with θc=80o, θeav={30o,50o}.
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(b) Nulling with θc=80o, θeav={70o,90o}.
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(c) Proposed with θc=80o, θeav={70o,90o}.

Fig. 2: Array responses for the nulling techniques in (a), (b), and the proposed DWB (c).

Algorithm 1: Power minimization pseudo-algorithm
Dc ← LNc random QAM symbols
Input ← NT ,SNR, L,Dc,θc,θe, σ2, Output ← s∗

for the current OFDM symbol period (L samples) do
Ps ← 10SNRσ2 – Calculate power/symbol
Dc ←

√
PsDc – Set Tx power

Solve (15) as QP
round real(xopt

e ) → x̂opt
e,re

round imag(xopt
e ) → x̂opt

e,im

Optimal signal sopt derived

approach, an alternative way against eavesdropping is nulling.
The difference from the problem in (15) is that we replace
the constraint for the eavesdroppers with A(θe)S = 0, that
is we send nothing to them. In this way they ideally receive
a signal of zero power and hence we can create a deep null
in their spatial direction.

Heuristic Algorithm for the Relaxed Problem: Unlike
the classic beamforming problem for power minimization,
in its current form the problem in (15) contains additional
discrete variables since Xe consists of QAM symbols. As
a result, (15) is non-convex. If we relax this problem and
allow each complex symbols in Xe to take continuous
values, then the problem is transformed into a convex QP
(QP), i.e., we have a quadratic objective function plus two
equality constraints. With relaxation we allow the symbols
transmitted to the eavesdropper to be in the range of the QAM
constellation, i.e. Re(xe), Im(xe) ∈ [−

√
Ps,
√
Ps] where Ps

is the maximum power per symbol. Solving the resulting
convex QP and mapping the result to valid QAM symbols
is handled by Algorithm 1. The input to the algorithm is an
Nc×L matrix of randomly generated QAM symbols Dc with
energy normalized to unity. Given a desired transmit SNR
and a receiver noise power σ2 the power of a transmitted
symbol is set to Ps Watts. After the QP is solved the optimal
solution in the continuous domain is the set of complex

vectors sopt,xopt
e . The valid QAM symbols are those with

the minimum Euclidian distance within the chosen QAM
constellation. In any case for the transmitter only transmitted
signal Sopt matters.

V. SIMULATION RESULTS

Setup: We perform a comprehensive simulation-based
evaluation of our scheme. We consider the Tx and various
combinations of wireless receivers (eavedropping and com-
munication) that were uniformly distributed at random spatial
directions in the range [0,180] degrees, and random distances
in the range of [1,100] meters. We present average power
consumption results at the Tx for 1000 random topology
configurations using 64-QAM. We explored power consump-
tion versus Nc, Ne, NT , and the transmit SNR ∥STai∥2/σ2

towards the communication receivers.
Array Response: To generate the array response we

assume the optimal solution is Sopt. We take the hermitian
transpose of its first column to obtain the array response:

B(θ) = Sopt,H[1, :]a(θ), θ ∈ [−π, π]

The steering vector a(θ) as a function of θ was defined in (3).
We plot |B(θ)| for the two systems in Fig. 2. Fig. 2(a) depicts
the nulling system when the eavesdroppers are farther away
from the communication receiver, which is located at 80◦. In
this case, nulling does not pose a challenge for the optimizer.
However, as observed in Fig. 2(b), when the eavesdroppers
are closer in terms of bearing to 80◦ nulling increases the
sidelobes. Consequently the peak-to-sidelobe (PSL) and the
dynamic range are reduced. Furthermore the maximum of
the response does not align exactly with θc=80o. This is the
well-known impact of nulling that affects the complete shape
of the response. This is not seen in our scheme as the results
in Fig. 2(c) illustrate. By not imposing a nulling constraint on
the eavesdroppers we do not affect the PSL ratio, the center
of the response, and in general its shape.

Power Consumption: Results for the power minimization
problem in (15) are presented in Fig. 3(a). We compare



the proposed DWB optimization with a system that does
nulling towards the eavesdroppers. The proposed system uses
20% to 120% less power for different configurations of the
number of users Nc, Ne. An even better performance trend
is observed as the number of ULA elements NT increases in
Fig. 3(b). As seen earlier our system can create an array re-
sponse with higher PSL towards the communication receivers
while allowing greater flexibility in adjusting power towards
eavesdroppers as the first constraint in (15) indicates. On the
contrary the nulling system has a proportional power increase
for higher Nc. Results comparing power consumption versus
transmit SNR for two settings of Ne, Nc are plotted in
Fig. 3(c). As expected the transmitted power increases as the
transmit SNR increases. However, for higher SNR values, the
performance gap starts to widen.

VI. CONCLUSIONS

In this paper we proposed the concept of deceptive wireless
beamforming (DWB) to tackle eavesdroppers in OFDM
wireless communication systems. DWB deceives the eaves-
droppers in terms of range and Doppler (velocity) instead of
nulling the signal towards them. The beamformer is designed
by solving a relaxed QP. Simulation results indicate that
DWB can lead to a beamformer design that achieves very low
transmission power, preserves the beam shape, and ensures
the privacy of two location parameters of the Tx.
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Fig. 3: Simulation results.
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