
Exploratory 

(inference) 

attack

Evasion

attack

Causative 

(poisoning) 

attack

• 𝑇 receives 𝐷 = ℎ𝐵𝑇 𝑥𝐵 + 𝑛𝑇 from 𝐵 (transmitting 𝑥𝐵) and 
makes label L (idle or busy) depending on channel occupancy.

• 𝑇 trains classifier 𝐶 with (𝐷, 𝐿).
• 𝑇 transmits 𝑥𝑇 to 𝑅

if 𝐶 𝐷 = idle
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• 𝐴 overhears data 𝐷 = ℎ𝐵𝐴 𝑥𝐵 +
ℎ𝑇𝐴𝑥𝑇 + 𝑛𝐴 from 𝐵 and 𝑇, and 
labels L (ACK or not) from 𝑅. 

• 𝐴 trains classifier መ𝐶 with (𝐷, 𝐿). 
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• 𝑇 runs test data 𝐷 = ℎ𝐵𝑇 𝑥𝐵 + 𝑛𝑇 from 𝐵 with the trained 
classifier to make a transmission decision.

• 𝐴 transmits and changes test data of 𝑇 from ℎ𝐵𝑇 𝑥𝐵 + 𝑛𝑇 to 
ℎ𝐵𝑇 𝑥𝐵 + ℎ𝐴𝑇 𝑥𝐴 + 𝑛𝑇 over the air and 𝑇 makes wrong decision. 
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• 𝑇 retrains its classifier 𝐶 with training data 𝐷 = ℎ𝐵𝑇 𝑥𝐵 + 𝑛𝑇
from 𝐵 and labels from 𝑅.

• 𝐴 transmits and changes labels at 𝑅 as well as training data of 𝑇
from ℎ𝐵𝑇 𝑥𝐵 + 𝑛𝑇 to ℎ𝐵𝑇 𝑥𝐵 + ℎ𝐴𝑇 𝑥𝐴 + 𝑛𝑇 over the air (if its 
transmits during sensing period).

• 𝑇 retrains its classifier 𝐶 with wrong labels and data samples. 
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