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Abstract

In key management schemes that realize secure multicashaoivations encrypted by group keys
on a public network, tree structures are often used to ugHatgroup keys efficiently. Selcuk and Sidhu
have proposed an efficient scheme which updates dynamtballyee structures based on the withdrawal
probabilities of members. In this paper, it is shown that&elSidhu scheme is asymptotically optimal
for the cost of withdrawal. Furthermore, a new key managé¢mmeheme, which takes account of key
update costs of joining in addition to withdrawal, is propdslit is proved that the proposed scheme
is also asymptotically optimal, and it is shown by simulatithat it can attain good performance for

nonasymptotic cases.

Index Terms

Multicast communication, Key management schemes, Lodieglhierarchy scheme, Selgcuk-Sidhu

scheme

. INTRODUCTION

In the multicast communication of a group on a public netwarlgroup secret key is often used

to realize secure communication. But, when a member joimgoarwithdraws from the group, a new
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group key must be redistributed.

The Logical Key Hierarchy (LKH) scheme, which was indepentieproposed by Wallner-Harder-
Agee [1] and Wong-Gouda-Lam [2] in 1997, is a scheme with a $teucture that can renew the group
key securely and efficiently when a member changes. Pooamnaind Baras [3] analyzed the LKH
scheme information-theoretically by considering the diiwal probability of members in the scheme.
Furthermore, Selcuk and Sidhu [4] have proposed a moreaegffischeme such that a tree structure is
dynamically updated based on the withdrawal probabiltiesiembers. They analyzed the performance

of their scheme information-theoretically. But, their kxadion is very loose.

In this paper, we derive an asymptotically tight upper boahthe key update cost in Selgcuk-Sidhu
scheme. More precisely, the key update cosDisogn) when a group has members, and our upper
bound is tight within a constant factor which does not depend:.. Furthermore, we propose a new
dynamical key management scheme, which takes account ofig@gte costs for joining in addition to
withdrawal. We show that the proposed scheme is also asyicgdtp optimal. Moreover, it is shown by
simulation that in nonasymptotic cases, the proposed selie@more efficient than Selcuk-Sidhu scheme

for joining while it is almost as efficient as Selcuk-Sidleheme for withdrawal.

In this paper, we assume that channels are noiseless anid¢.gdbhce, any information sent over
the channels may be wiretapped by adversaries who may lieiosioutside of the group. Each member
has a private key and several subgroup keys in addition toapgkey. The subgroup key and group key
are shared by the members of a subgroup and the group, nespecthe group key is used to encrypt
secret messages to communicate among the group. On thehatidrthe private key and subgroup keys

are used when the keys must be updated by the change of members

Furthermore, we suppose the following in this paper. A bddisserver, who has all the keys in the
group, updates and distributes new keys when a member chahige number of members in the group
is sufficiently large, and the frequency of joining and withdal is relatively large. The key update
cost is evaluated by the number of keys that must be updatesh \ahmember changes. To keep the
security of communication, the key management scheme rteegieet the so-called Forward Security

and Backward Security, which are defined as follows.

o [Forward Security] A member who withdraws from a group caneecrypt any data that will be
sent in the group after the withdrawal.
o [Backward Security] A member who joins a group cannot dectilp data that were sent in the

group before the joining.

In Section I, Selcuk-Sidhu scheme is reviewed, and théopmance of the scheme is evaluated
precisely in Section Ill. Furthermore, in Section 1V, SéteSidhu scheme is extended to consider the

cost of joining. Finally, some simulation results are shawrsection V.
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[l. SELCUK-SIDHU SCHEME

The LKH scheme [1], [2] can be represented by a binary tredé $bat each member of a group
corresponds to each leaf of the tree while the root, eachniat@ode, and each leaf also correspond to
the group key, a subgroup key, and a private key, respegtigelch member holds all the keys on the
path from the root to the leaf of the member in the tree. Eatérial node makes a subgroup which
consists of the descendants of the node, and the subgrougooamunicate securely against any other
members not included in the subgroup by using the subgroyfdikéhe multicast communication of the
group, the group key is used to realize secure communicaBioh when a member joins or withdraws
from the group, the subgroup keys and private keys are usegdate the keys. Note that in order to
keep security, it is necessary to update all the keys on thiefpam the root to the leaf of the member.

For the LKH scheme, Poovendran and Baras [3] introduced ttielvawal probabilities of members
to analyze information-theoretically the average cost ®f kpdate in the case of the withdrawal. Let
G be a group and leP,; be the probability that a membéd € G withdraws from the group within a
certain period. P, is assumed to be given since it can be often estimated fronstéitistics and the
personal data of the membd?,, satisfies) < Py; < 1. But, note that

Pg= > Pu, 1)

Meg

is usually not equal to one. Hence, we use the normalizeddvéttal probability distribution? =
{Pnm/Pg : M € G} to evaluate the performance.
When a member withdraws from the group, the average withalre@st and the average normalized

withdrawal costl are defined by

L = E P]udM, (2)
Meg
PI\,{
I = E —d 3
Pg M ()
Meg

respectively, wherely, is the number of keys that must be updated when membewithdraws. We
note thatd,, is equal to the depth of membeér in the key tree of the LKH scheme.

In the case of lossless source codihgiven by [3) corresponds to the average code length for a-fixed
to-variable length code (FV code) with probability distriton 7 and codeword lengthidy, : M € G},
and it is well known that the Huffman tree [5] is the best treertinimize the average code length under
the prefix condition. Furthermore, if the group is increneehiind the probability distribution changes

as the coding progresses, the optimal code tree can be kepelyynamic Huffman coding algorithm

[ell7]-

In order to keep the system securely, all keys are usuallgwed periodically. Hence, the period is finite aRgr < 1 for

many members.

August 8, 2018 DRAFT



Fig. 1. Insertion ofM by InsertM, X).

In the case of key management, the prefix condition is alsoired| because the set of keys of each
member must be different from that of others to keep secuBi&sed on this observation, Poovendran
and Baras have shown that in the case of key management, firadtiuree is the best tree to minimize
the average normalized withdrawal cost. However, if the keg is updated by the dynamic Huffman
coding algorithm to keep the key tree optimally, the key upda@st cannot be minimized usually because
the algorithm often changes the tree structure for many neesnlesides a withdrawn member, and this
causes additional key update costs. Hence, in the case ahkepgement, it is better to keep the tree
structure as unchanged as possible for non-withdrawn mesnBased on this idea, Selcuk and Sidhu
[4] have proposed two key tree updating algorithms.

In order to explain Selguk-Sidhu algorithms, we first defae operation Insefd/, X), which
represents the insertion of a new membérat nodeX, i.e. a new nodeV is inserted betweerX
and its parent nod® as shown in Figl]l, and/ is linked as a child ofV.

For nodeX, let Px be the weight that is given by the sum of the withdrawal prdiies of all
members included in the descendants of ndflé Then, the first algorithm to update a key tree is

described as follows.
Algorithm 1
Let M be a new member and |&f be the root of a given key tree.

1. If X is a leaf, then operate Insght, X') and exit.

2. Let X; and X, be the left and right children oKX, respectively. If it holds thafs, > Py, and
Py > Px,, then operate Insdit/, X) and exit.

3. If Px, > Px,, then letX < X,. Otherwise, letX < X;. Go back to Step 1.

2If X is the root,Px is equal toPg.
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In order to describe the second algorithm, we first define tst increase”; x for a new member
M and a nodeX as follows [4].

Cum,x = (dx +1)Py + Px, 4)

which represents the increase of césfor the case that a new membgf is inserted at nod& .

Let Cuin be the minimum cost increase that is given by
Cmin = H}}n OM,X- (5)

Then, the second algorithm inserts a new memhkiat the node that can attaifl,,;,,. Formally, the
second algorithm to update a tree key is defined as follows.
Algorithm 2
Let M be a new member .
1) First calculateC, x for every nodeX, and obtainCl,,. Let X,,i, be the node that attainS,,,.
2) Operate Insefff, X nin)-

It is shown by simulation in [4] that Algorithm 2 can attainsteaverage withdrawal cogt than
Algorithm 1. But, although Algorithm 1 can be implementedttwO(logn) time complexity when
|G| = n, i.e. the size of a group is, Algorithm 2 requiresD(n) time complexity in the search of ;.

Selcuk and Sidhu evaluated the average normalized wittadreost! for the case of Algorithm 1
as follows [4].

dy < Kl(—logPM—l—long)—i—Kg, (6)

l

IN

K1H(P) + Ko, (7)

where H(P) is the entropy of the probability distributioR = {Py;/Pg : M € G}, and it is defined by

H(P)=- — log —. (8)
Meg Pg Pg
K, and K, are constants given by
1
K, = ~ 1.44, (9)
log o
1 5
K, = log £ ~ 0.672, (20)
log Q@

wherea = 145,
We note from the source coding theorem for FV codes [8] thataverage normalized withdrawal
cost! must satisfy

1> H(P). (11)
3In this paper, the base abg is 2.
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Furthermore, it holds from Theorel 1 shown below tf#&tP) = O(logn) for |G| = n. Hence, the
upper bound of given by [T) is not asymptotically tight as becomes large. This result means that
Algorithm 1 is not efficient or the upper bound is loose. In text section, we will show that Algorithm

1 is asymptotically optimal by deriving an asymptoticalight upper bound.

Theorem 1 Assume that the maximum and minimum probabilities of wittvell defined by

Poax = Py <1, 12

g P )

Ppin = min Py >0 (13)
Meg

are fixed. Then, fon = |G|, H(P) defined by[[B) satisfies
H(P) = 0O(logn). (14)

Proof: Let €min = Pmin/Pgs €max = Pmax/Pg, andk = €min/€max = Prmin/Pmax- Then, H(P)

can be bounded as follows.

Py Py
Meg

Z - Z €min log €min
Meg
= TNE€min 10g -
€min
®)  epn
Z _min log n

Emax

= klogn, (15)

where inequalitiega) and(b) hold because of the following reasons.

(a): —tlogt is monotonically increasing when> 0 is small. Furthermore, when is sufficiently

large andPg > 1, we have that,,;, = PPL;" < Pig < 1.

(b):  From the relatiom Pyax > Pg > nPuin, it holds that

1 P P, 1
=T >n>-F = —. (16)

€min Pmin Pmax €max

Similarly, we can easily show that
1
H(P) < Z log n. a7)

Therefore, [IW) is obtained frorfi{15) add¥(17). [ |
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1. DETAILED ANALYSIS OF SELCUK-SIDHU SCHEME

In order to derive a tight upper bound for the key tree comsta by Algorithm 1, we use the

following lemma.

Lemma 1 Let X andS be sibling nodes each other in the key tree constructed bgrhgn[d. Then,
it holds that

|PX_PS|SPmaX7 (18)
where P,,.., is defined in [OIR).

Proof: The lemma can be proved by mathematical induction for thetkey with |G| = n. Let
P)(("), é”), and P\"). be Px, Ps, and P,.., in the case ofG| = n, respectively.
1. Whenn = 2, it holds thatP?) < P{* = P, or PP < P = P, In the former case, we
have0 < Pé(?) (2) < P).. Otherwise0 < P(z) Pé ) < P{).. Hence, [[(IB) holds.
2. Supposed that
PYY - PEY) < PUA (29)

holds for every pair of sibling nodegX, S) in the key tree with|G| = n, and the key tree is
incremented to|G| = n + 1 by inserting a new membek/ with probability Py, according to

Algorithm[. Then, we have

P — max{P") Py} > P (20)

max max? max-*

We assume, without loss of generality, tli%ét“) > P)(("). Then, from AlgorithnfdL, there may occur
the following three cases.
Case 1: M is inserted outside nodes, S, and their descendants.
In this case, it holds obviously tha{" ™" = P{") and P{"™) = P{"). Hence, we obtain from
(@) and [2D) thatPy ™" — P{Y| < RULY.
Case 2: M is inserted at nod& as shown in Fig[]1.
In this case, we have the new pairs of sibling node§, M) and (N, S), where N was the
new parent node o, and it holds from Step 2 of Algorithial 1 thaf ") < Py < Pé") or
Py < P(") < Pé")] and [Py > Pﬁgf), Py > P)((’Z)], where X; and X, are the children ofX.
Hence, fromP" ™ = P{" and P = P{™, we have that P{"*" < Py < P& or
Py < PYTY < PO and YUY < 2Py,
In the case oP{"™") < Py, it holds that) < Py, — P < pirth — pirtt) — pim _ p(r) <
P < PUEY. Furthermore, in the case d@ty'"" > Py, it holds thato < PU"™) — Py, <

2Py — Py = Py < PUEY.
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For the pair(N, S), we have thatP{"™) — PtV | = |p{"+) — piit) — py | = |(PYY —
P{) = Pag| < max{ P, Pa} = Piat?.
Case 3: M is inserted at a descendant nodeXof
In this case, we have that{"™ = P{™ and P{"*" = P + Py, Hence, it holds that
P& — PETY = (PG = PYY) — Pa] < max{ Pilik, Par} = Piiat”).
[ |
Now, we evaluate the weight of the ancestors of an arbigrgiilen nodeX in the key tree generated
by Algorithm 1. Let nodes” and G be the parent and grandparentf respectively, and let/ be the
sibling of F'. Then, we have from Lemnid 1 that

Pr = Px+ Ps
> 2Px — Poax. (21)
Furthermore, we have that
P = Pp+Py

2 2PF - Pmax
Z 22F)X - 2Pmax - Pmax; (22)

where the first and second inequalities holds from Lerllina 1@y respectively. By repeating the

same procedure, we obtain that

Pg > 29xpy —(29x=1 1 2dx=2 1 ... L 9 4 1)Pax

= 2dX (PX - Pmax) + Pmaxa (23)
wheredyx is the depth of nodeX.

Therefore, the following theorem holds.

Theorem 2 In the key tree constructed by Algorithm 1, the followingatén holds for any nodeX

and any leafM x that is a descendant of.

dx

IN

Pmax
log Pg + log (1 -5 > —log(Px — Puax) (24)
G
dyy) < Ki(—log Pas +log Px) + Ka, (25)
Wheredg\f) is the depth from nodeX to leaf M.

Proof: (24) and [Zb) hold from[{23) and(6), respectively. [ |

Next, we evaluatePy.
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Lemma 2 Let X; and X, be the children of nod&. Assume that the weight of is larger than a real
numbert but the weight ofX; is not larger thar, i.e. Px >t > Px,. Then, the following inequalities
hold.

t<PX§2t+Pmdx (26)
Proof: From [I8), we obtain that
PX:PXL'FPXT§2PXZ+Pmax§2t+Pmax- (27)

]
Let t(> Pnax) be a parameter which will be optimized later. Now, for a giVeaf M/, we consider
the nodeX that is the nearest ancestor bf under the conditiorPx > t. Then, from [ZK),[(25), and
1), the depthi,, of leaf M can be bounded as follows.

dy = dx +d5y)
Pmax
< log Pg + log (1 — P—> —log(Px — Pmax) + K1(—log Py + log Px ) + K>
g
Pmax
< log Pg + log (1 — > —log(t — Pyax)
Fg

+ K1 (—log Pas + 10g(2t + Prax)) + Ko (28)

We can easily show foff (t) = —log(t — Pmax) + K1log(2t + Pmax) that f(¢) can be minimized
att =t,, given by

2+ log«
tm = —————— ~ 4.405, 29
2(1 — log @) (29)

wherea = 1+2‘/5. Note that if a key tree is sufficient large and efficiently stoacted, there exists the
node X that satisfiesPx > t,, > Punax. Hence, by substituting = ¢,,, into Z8) and some calculations,

we obtain the following theorem.

Theorem 3 When the key tree constructed by Algorithm 1 is sufficiendlygke, the deptldy, of a leaf

M in the key tree is upper bounded as follows.

Pmax
duy < long—KllogPM—l—(Kl—1)10ngaX—|—log<1— iz )-‘rKg, (30)
g

where K3 is defined by

31 1 3 5
Ks = —log s + <log1_1oga+1og£>

2(1 —loga) loga

Q

3.65. (31)

By averagingd,; for all member ingG, the following theorem holds for the average normalized

withdrawal costl.
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Theorem 4 When a key tree constructed by Algorithm 1 is sufficientlygtarthe average normalized

withdrawal costl of the key tree satisfies that

Pmax Pmax
I < H(P)+ (Ki—1)log +log(1— + K. (32)
Pmin PQ
Proof: [ can be evaluated as follows.
Py
I = —d
Z P, M
Meg
< logP; — K Zﬂlo Prr 4 (K1 —1)1og Pyax + lo L
g Ig 1 Pg g LM 1 2 Fmax g Pg 3

Meg

Py, Py, P
= logP; — K, Z #log# - K Z P—Mlong
Meg 9 G Meg © 9

Pmax
+(K1—1)longax+log(1— iz )+K3
g

Pmax
= 1ong+K1H(P)—Kllong—|—(K1—1)1ongax—|—1og<1— iz >+K3
g

Pmax
= KlH(P) — (Kl - 1) log Pg + (Kl — 1)10ngax + log (1 - P ) + K3
g

min

Pmax
KuH(P) + (1~ 1) (log = HOP) ) + (s = 1)log P+ 1og (1 22 ) 4 16y

g

Pmax Pmax
= H(P)+ (K;—-1)log + log (1— ) + K3, (33)
P Pg

min

where equality(a) and inequality(b) hold from [8) and the following lemma, respectively. [ ]

Lemma 3 H(P), Pg, and P, satisfy that

—logP; < log — H(P). (34)

Pmin
Proof: It is well known that the entropy? (P) is bounded bylogn for |G| = n, and it holds

obviously thatPg > nPpin. Hence, we obtain that
H(P) —log Pg < logn — log (nPuin) = log ! . (35)

min

[
We finaly note that in[{32), the coefficient d¢f(P) = O(logn) is one and the second and third

terms are constants. Hence, Theofdm 4 gives an asympptighit bound ofl.

V. EXTENSION OF SELCUK-SIDHU SCHEME

In Selcuk-Sidhu scheme [4], only the withdrawal cost of avrmaember is considered. But, the
withdrawal cost is an expected cost in the future, which ma/ be occur. On the other hand, it is
always necessary to update a key tree when a new member ftémge, in this section, we propose

extended schemes of Algorithms 1 and 2 to consider the jgiogst in addition to the withdrawal cost.
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When a new member is inserted at the nddevith depthdy, the withdrawal cosf. increases by
Ch.x, which is given by [(). But, at the same timéx + 1 keys in the tree must be updated with
probability one for the joining. Hence, the cost increasduding the joining cost, sag’;, v, can be

given by
CXLX = (dx—l—l)P]u—l—Px—f—l'(dx-i-l) (36)
= (dX—I—l)(P]u—l—l)-i-Px. (37)

ComparingCMX with Cys x, we note thatPy, in Cys x is changed taPy, + 1 in Ch x- Hence,
by substitutingP,; + 1 into Py, in Algorithms 1 and 2, we can obtain the following algorithmbkich
consider the joining cost.

Algorithm 3
Let M be a new member and l& be the root of a given key tree.
1) If X is a leaf, then operate Insédf, X) and exit.
2) Let X; and X, be the left and right children ok, respectively. If it holds thaP,; + 1 > Px,
and Py; + 1 > Px,, then operate Inséit/, X) and exit.
3) If Px, > Px,, then letX < X,. Otherwise, letX < X;. Go back to Step 1.
Algorithm 4
Let M be a new member .
1) First calculateC’y, « for every nodeX, and obtainCy;,, whereCy,;, = n}}n Cix-Let X be
the node that attain€’ ;.
2) Operate Inseff, X ...

For Algorithm[3, the following theorem holds in the same wayTdeoreni}4.

Theorem 5 When the key tree constructed by Algorithm 3 is sufficiendlsge, the average normalized

withdrawal costl of the key tree satisfies that

I < H(P)+1log Pnax + (K1 — 1)log(3Pnax + 5)

Pmax 4 Pmax 2

Ky log P 4 2 T2 e (2 Lmax F 2N (38)
Pmin PQ
where K, is defined as follows.
1 1 1 2

K, = - —1)log| — —1)+ log V5e (39)

log o log o log o aloge
~ 3.95 (40)
Proof: (The proof is given in the appendix.) ]

We note from Theorefl 5 that the coefficient/@{P) in 39) is also one although the constant terms
are larger thar[{32). This means that Algorithm 3 can alsmiratisymptotically optimal key tree for the

withdrawal cost in addition to decreasing the joining cost.
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TABLE |

AVERAGE CASES FORJOINING

n 100 10, 000
m 100 | 10,000 100 10, 000

Alg.@ || 742 7.32 13.19| 14.14
Alg.BR || 753 | 7.35 14.23| 14.20
Alg.@ || 6.50| 6.23 12.85| 13.12
Alg.H || 6.51| 6.26 13.02| 13.14

TABLE Il

AVERAGE CASES FORWITHDRAWAL

n 100 10, 000
m 100 | 10,000 100 10, 000

Alg.[M || 5.46| 551 12.11| 12.19
Alg.B || 5.39| 5.45 12.03| 12.14
Alg.@ || 5.75| 5.76 12.26 | 12.33
Alg.# || 5.57| 5.71 12.13| 12.28

V. SIMULATION RESULTS

In the previous sections, we showed that Algorithms 1 and € asymptotically optimal and
Algorithms 2 and 4 are expected to achieve more efficientoperdnce than Algorithms 1 and 3,
respectively, in the case of withdrawal. In this section, ew@luate the performances of Algorithms
1-4 by simulation.

We first construct the optimal tree, i.e., Huffman tree forraup with n members. Then, a new
member joins the group each after a member withdraws frongtbap. Such joining and withdrawal
are repeatedh times. It is assumed that the withdrawal probability of a maemberP,, is uniformly
distributed in[0.1, 0.9]. For this case, the average costs of joining and withdraveashown in TableH |
and[l, respectively.

We note from the tables that Algorithrflk 3 ddd 4 can improvecti® of joining at a little increased
cost of withdrawal. AlgorithmEl2 arld 4 are more efficient thdgorithms[1 andB, respectively, in the
case of withdrawal. But the difference is not large, and Aithons[2 and¥ requir®(n) time complexity
although Algorithm§ll anl 3 can be implemented vétfiog n) time complexity. Therefore, Algorithms
B and@ should be used in the cases of latgend smalln, respectively.

If the backward security described in section | is not reggiifior a group, we don’t need change any
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group and subgroup keys when a new member joins the groupeiéns preferable to use Algorithms

[ or[A in such a case.

APPENDIX

A. The proof of TheoremB

For the key tree constructed by AlgoritHith 3, the followingnlma holds.

Lemma 4 Let X andS be sibling nodes each other in the key tree constructed bgrhgn[3. Then,

it holds that
|Px — Ps| < Prax + 2, (41)
where P,,. is defined in [IR).
Proof: The lemma can be proved in the same way as Lefdma 1. ]

Now, for a give leafM, let nodesX andY be ancestors o/ such thatY” is an ancestor ofX,
Px > 1, and Py > Pya.x + 2. When|G| = n is sufficiently large, there always exist such nodésind
Y. We represent the depths from the root to ndddrom nodeY to node X, and from nodeX to leaf

M by dy, dg), dg\); , respectively, which satisfy that

dy = dy +dY) +d5). (42)

Then, by using LemmBl 4, we can prove in the same waj ds (24)2)dHat

Pmax 2
dy < 10ng+10g (1_T+> _log(PY_Pmax_2)a (43)
g
dg}/) < Kj[-log(Px — 1)+ log(Py — 1)] + Ka. (44)
Furthermored}f) obviously satisfies that
P
) < =X 1 (45)

min
Let real numbers > P,,.« +2 ands > 1 be parameters which will be optimized later. For given
(t,s), we select nodeX andY such thatX is the nearest ancestor 87 under the conditioPy > s
andY is the nearest ancestor &f under the conditiorPy > t. Then, in the same way as{26), we can

show that

s < Px <25+ Ppax + 2, (46)

t < Py <2t + Poax + 2. (47)
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By combining [4R)-f{4l7), we obtain the following bound &;.

Prax +2

dy < logPg +log (1 —
Fg

) —log(Py — Ppax — 2)

P
+ K[ log(Px — 1) +log(Py — 1)] + Ky + —— — 1

min

Prax +2
< log Pg + log (1 — di—i_) —log(t — Pmax — 2)
Fg
25 + Prax +2
+ K[~ log(s — 1) +10g(2t + Paax + 1)] + Ko + SP% ~1  (48)
Letting
g(t) = —log(t — Punax —2) + K11og(2t + Ppax + 1), (49)
2
h(s) = —Kilog(s—1)+ o °, (50)

we can easily show thaf(t) and h(s) are minimized at = ¢, ands = 3,,, respectively, which are

given by
P (2+1loga)Ppax +4+loga
"o 2(1 —log a)
~  tyPmax + 7.676, (51)
loge

~771 = T3 Pmin 1

s 2loga +
~ 1.040Pnin + 1, (52)

wheret,, ~ 4.405 is defined in[ZR). By substituting= ¢,, ands = 5,, into {@8), we can obtain after

some calculations that

dy < log Pg + (K1 — 1)10g(3Pmax + 5) — K110g Prin

Pmax+4 Pmax+2
+7 [

Pmin Pg ) * K47 (53)

+ log (1—

where K, is defined in [3B).

Since the average normalized withdrawal cbi the average offy,, [ is bounded as follows.

Py
| = —d
Z Py M
Meg
Pmax 4 Pmax 2
< 10ng+(K1—1)10g(3pmax+5)—K110ngin+Pi—i_+1og<1—T+>+K4
min g
< H(P) +log Pnax + (K1 — 1) 10g(3Pnax + 5) — K1 log Puin
— +1 1-— K 54
P +Og< Pg >+ v &9
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where the last inequality holds because we have fildm (8) that

P,
logP; = H(P)+ Z P—AglogPM

= H(P) + log Puax- (55)
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