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Abstract

We initiate the study of untelegraphable encryption (UTE), founded on the no-telegraphing principle, which allows
an encryptor to encrypt a message such that a binary string representation of the ciphertext cannot be decrypted by
a user with the secret key, a task that is classically impossible. This is a natural relaxation of unclonable encryption
(UE), inspired by the recent work of Nehoran and Zhandry (ITCS 2024), who showed a computational separation
between the no-cloning and no-telegraphing principles.

In this work, we define and construct UTE information-theoretically in the plain model. Building off this, we give
several applications of UTE and study the interplay of UTE with UE and well-studied tasks in quantum state learning,
yielding the following contributions:

* A construction of collusion-resistant UTE from standard secret-key encryption (SKE). We additionally show
that hyper-efficient shadow tomography (HEST) is impossible assuming collusion-resistant UTE exists. By
considering a relaxation of collusion-resistant UTE, we are able to show the impossibility of HEST assuming
only pseudorandom state generators (which may not imply one-way functions). This almost completely answers
an open inquiry of Aaronson (STOC 2019).

* A construction of UTE from a quasi-polynomially secure one-shot message authentication code (OSMAC) in the
classical oracle model, such that there is an explicit attack that breaks UE security for an unbounded polynomial
number of decryptors.

* A construction of everlasting secure collusion-resistant UTE, where the decryptor adversary can run in un-
bounded time, in the quantum random oracle model (QROM), and formal evidence that a construction in the
plain model is a challenging task. We additionally show that HEST with unbounded post-processing time (which
we call weakly-efficient shadow tomography) is impossible assuming everlasting secure collusion-resistant UTE
exists.

* A construction (and definition) of untelegraphable secret sharing for polynomial-size policies from collusion-
resistant UTE and classical secret sharing for polynomial-size policies.

* A construction (and definition) of collusion-resistant untelegraphable secret-key functional encryption (UT-
SKFE) from single-decryptor functional encryption and plain secret-key functional encryption, and a construc-
tion of collusion-resistant untelegraphable public-key functional encryption from UTSKFE, plain SKE, and
plain public-key functional encryption.

1 Introduction

Unclonable cryptography uses the no-cloning principle of quantum mechanics [Par70, WZ82, Die82] to enable
cryptographic properties that are impossible to achieve classically. Constructing primitives with such properties has
been an active area of research for the past four decades, starting with the well-studied notion of quantum money [Wie83].
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Unclonable encryption. In recent years, there has been particular interest in unclonable encryption (UE), which was
introduced by Broadbent and Lord [BL20]. Unclonable encryption is a one-time secure encryption scheme with the
following guarantee: any adversary A that is given a ciphertext of some message m in the form of a quantum state
cannot output two (possibly-entangled) states to adversaries 3 and C such that B and C can recover information about m
even given the classical secret key sk. When m is uniformly chosen from the message space, and B and C must recover
the entire message, we call this one-way security. The more natural notion of security, called indistinguishability
security, is for A to chose two messages mg, m1, receive an encryption of my, and have 3 and C guess b.

One-way security was achieved information theoretically in [BL20], but indistinguishability security has yet
to be achieved information-theoretically or from any standard assumption. In particular, positive results on un-
clonable indistinguishability security have come at either the cost of oracles [BL20, AKL22], relaxed defini-
tions [KN23, AKY24, CG24b], or new conjectures [AB24]. Moreover, there are negative results that bring into
question the plausibility of proving unclonable indistinguishability security information theoretically or from a stan-
dard assumption [MST21, AKL22].

This work: untelegraphable encryption. Partly motivated by the challenges of constructing UE, the main focus of
this work is a natural relaxation of unclonable encryption, which we call untelegraphable encryption (UTE), a name
that comes from its relation to the no-telegraphing principle [Wer98]. Like unclonable encryption, the basic primitive
we consider is a one-time secure encryption scheme. The security guarantee is as follows: any adversary A that is
given a ciphertext of some message m in the form of a quantum state cannot produce a classical string st that would
allow an adversary B to recover information about m given st and the classical secret key sk. The one-way and
indistinguishability security notions are analogous to the ones in UE.

The core challenges in constructing unclonable encryption from standard assumptions are: (1) there are two
(possibly entangled) second stage adversaries, which make most computational reduction and search-to-decision
techniques fail (2) the second stage adversaries get the secret key of the encryption scheme, which goes against
the foundations of classical cryptography. Untelegraphable encryption by definition removes the first challenge, so
there is reason to believe that it is considerably more feasible than unclonable encryption. Furthermore, the study
of untelegraphable encryption builds on the rich literature examining the relationship between classical and quantum
information.

Quantum and classical information. The “quantum vs classical information” paradigm broadly spans the field of
quantum computing. In quantum complexity theory, the fundamental question of whether quantum states are stronger
than classical strings as proofs to an efficient verifier (also known as the QMA vs QCMA problem [AN02]) is a very
well-studied problem, with numerous works [AKO07, FK18, NN23, NZ24, LLPY?24] attempting to get closer to an
answer via oracle separations. A similar question has also been studied in terms of efficient algorithms interacting
with classical and quantum advice [AKO7, LLPY24]. In quantum information, two of the fundamental no-go theorems
are the no-cloning and no-telegraphing principles. Previously believed to be equivalent, the work of Nehoran and
Zhandry [NZ24] shows that when it comes to computationally bounded algorithms, there is indeed a difference
between telegraphing and cloning. We believe that we can enrich our understanding of unclonability by studying
untelegraphability, even if the focus is on their differences.

Learning quantum states. Furthermore, the fundamental task of describing an unknown quantum state, called
quantum state tomography [VR89], aims to classically learn an unknown quantum state given many copies of the
state. Due to the destructive nature of measurement, full quantum state tomography provably requires exponentially
many copies of the state. This barrier lead Aaronson [Aar19] to introduce the notion of shadow tomography. Shadow
tomography focuses on learning how a particular family of two-outcome measurements acts on an unknown state. Such
a task can be done more efficiently, and may still extract the majority of “useful” information in the state.

In the same work, Aaronson suggested the possibility of so-called hyper-efficient shadow tomography (HEST),
hoping to achieve a truly computationally feasible variant of shadow tomography. In the subsequent work of Huang,
Kueng, and Preskill [HKP20], the notion of classical shadows was introduced, which aims for efficiency in the
deconstruction of the quantum state into a classical string, such that the classical output can be post-processed



(inefficiently) to learn interesting properties of a state. As we will show, HEST and classical shadows are strongly
connected to untelegraphable encryption.

Guarantees and practicality. Finally, we further motivate untelegraphable encryption by remarking on the impor-
tance of having provable guarantees from well-founded assumptions in cryptography. Such guarantees can give us
confidence in constructions that would otherwise derive their security entirely through cryptanalysis. This is the
motivation for the notion of non-adaptive security in cryptography, which in general involves an adversary committing
to how they will attack a protocol’s security. Even though non-adaptive security fails to model the real world, it allows
us to gain confidence in constructions, and can later lead to provable adaptive security.

We believe that in a similar way, showing a provable guarantee like untelegraphable security for a scheme can
be an avenue to gain confidence in the scheme’s unclonable security, assuming no explicit cloning attack is known.
Furthermore, classical interaction with quantum computers is already occurring, so preventing the classical exfiltration
of important quantumly-stored information is a very useful guarantee with respect to near-term quantum computer
capabilities and distribution.

1.1 Our Results

In this section, we give a summary of our contributions:

1. We formally define untelegraphable variants of several cryptographic primitives: untelegraphable encryption and
variants on the basic security such as collusion-resistant and everlasting security (Section 2.3), untelegraphable
secret sharing (UTSS) (Section 6.1), and untelegraphable functional encryption (UTFE) (Section 7.1).

2. We construct untelegraphable encryption (UTE) with indistinguishability security information theoretically
(Section 3.2), collusion-resistant UTE from standard secret-key encryption (SKE) (Section 3.3), and show that
hyper-efficient shadow tomography (HEST) for general mixed quantum states is impossible assuming collusion-
resistant UTE (Section 3.4). By instantiating SKE with succinct query-bounded SKE from a pseudorandom state
(PRS) generator (shown in Section 3.5), we are able to show HEST is impossible assuming just PRS generators.

3. We give a separation between indistinguishability secure UTE and one-way secure UE from a quasi-polynomially
secure one-shot message authentication code (OSMAC) in the classical oracle model (Section 4.2). The OSMAC
can be instantiated with the learning with errors (LWE) assumption.

4. We construct everlasting secure collusion-resistant UTE in the quantum random oracle model (QROM) (Sec-
tion 5.1) and show that weakly-efficient shadow tomography (WEST) for general mixed quantum states is
impossible assuming everlasting secure collusion-resistant UTE (Section 5.2). We also show that public-key
everlasting one-way secure UTE is separated from all falsifiable assumptions assuming the sub-exponential
hardness of one-way functions (Section 5.3).

5. We construct untelegraphable secret sharing for polynomial-size policies from collusion-resistant UTE and
classical secret sharing for polynomial-size policies (Section 6.2), both of which can be instantiated from
standard SKE.

6. We construct collusion-resistant untelegraphable secret-key functional encryption (UTSKFE) from single-
decryptor functional encryption and plain secret-key functional encryption (SDFE) (Section 7.2). We also con-
struct collusion-resistant untelegraphable public-key functional encryption from UTSKFE, plain SKE, and plain
public-key functional encryption (Section 7.3). The SDFE scheme can be instantiated from sub-exponentially
secure indistinguishability obfuscation (iO) and one-way functions, along with LWE.

We now discuss how some of our results compare with previous works.



Impossibility of hyper-efficient shadow tomography. The initial impossibility results shown for HEST by Aaron-
son [Aar19] and Kretschmer [Kre21] use oracles, so they are incomparable to our result. In the work of Cakan and
Goyal [CG24a], impossibility of HEST is shown assuming sub-exponential post-quantum iO and LWE. We improve the
assumption needed to just PRS generators [JLS18], which may be weaker than one-way functions [Kre21]. Moreover,
the WEST impossibility result is unique to our work. Interestingly, the impossibility of WEST somewhat complements
a positive quantum state learning result in the work of Huang, Kueng, and Preskill [HKP20], which essentially says
that WEST is possible when the family of measurements are all projections to pure quantum states, while we show
WEST is impossible in an instance where the measurements are not projections to pure states.

Separating cloning and telegraphing. The work of Nehoran and Zhandry [NZ24] showed the first computational
separation of cloning and telegraphing. They show that there exists a quantum oracle and set of states such that
the states can be efficiently cloned with respect to the oracle but not efficiently telegraphed. Moreover, their set of
untelegraphable states is hard to deconstruct (make classical) even in unbounded time in a way that reconstruction
(recovering the state) is efficient. Our separation between UE and UTE roughly shows the existence of a classical
oracle and family of states where it is easy to clone many bits of information about the states, but it is hard to efficiently
telegraph even a single bit. The results and assumptions needed for each result are incomparable.

Unclonable and untelegraphable secret sharing. The work of Ananth, Goyal, Liu, and Liu [AGLL24] defines and
constructs the notion of unclonable secret sharing (USS). The definition for untelegraphable secret sharing (UTSS)
that we introduce in this work is different, primarily in the way it models collusion between parties. Intuitively, USS
allows for collusion among many or even all parties, where collusion between two parties means they are entangled
and cannot communicate otherwise. In our definition of UTSS, we consider collusion between groups of parties that
cannot reconstruct the secret, but allow for full sharing of information between parties in a group. Furthermore, we
construct a secret sharing scheme for all polynomial-size policies, whereas [AGLL24] only consider n-out-of-n secret
sharing. We compare the definitions more thoroughly in Section 6.1.

Untelegraphable keys. The work of Cakan, Goyal, Liu-Zhang, and Ribeiro [CGLR23] show how to make quantum
keys resilient to unbounded classical (interactively generated) leakage. This can be thought of as cryptography with
untelegraphable keys in our terminology. Specifically, they show how to protect keys for public-key encryption, digital
signatures, and pseudorandom functions. Additionally, the work of [NZ24] shows how to construct an encryption
scheme with keys that can be cloned but not exfiltrated.

1.2 Technical Overview

In this section, we provide a high-level overview of our main constructions.

UTE with indistinguishability security. We begin with our construction of one-time untelegraphable encryption
with statistical indistinguishability security. The construction uses a one-way secure UTE scheme (which we have from
one-way secure UE) and a universal hash family as its main components, and can be described as follows:

 The secret key is a secret key skow for the one-way secure UTE, a random hash function h from the hash family,
and a uniformly random string 7.

* A ciphertext for a message m is an encryption |ctow) of a random message x for the one-way scheme, along
with the string ' = r @ h(z) @ m, where @ is the bitwise XOR operation.

To decrypt, simply decrypt the random message x and compute m = ' @ r @ h(z). The key observation for proving
security is that when the first stage adversary .4 outputs its two messages (mg, m1), the string r’ in the ciphertext can
be sampled uniformly and given to A along with the honestly generated |ctow). When A outputs classical string st for
the second stage adversary B, the challenger can then sample the hash function h and set r = v/ & h(x) @& m;. Such a
trick can be thought of like a one-time version of “non-committing encryption”, a notion that will be discussed more
later in this overview.



Thus, in the second stage, we can now treat the components (skow, st,7”) as “leakage” on the randomly chosen z.
In particular, by the one-way security of the underlying UTE scheme, we can argue that « has high entropy from the
perspective of B, and furthermore, the hash % is independent of = and its leakage. This allows us to treat h(x) as a
uniform string by a variant of the well-known leftover hash lemma. We refer to Section 3.2 for the full details. It is
unknown whether such a scheme satisfies UE security, but the main issue in proving security stems from the fact that
one of the second stage adversaries 13 and C can obtain the honest ciphertext in its entirety. This makes it impossible
to reason about the traditional notion of entropy from the perspectives of 13 and C.

Collusion-resistant UTE. Given UTE with indistinguishability security, we can now consider constructing collusion-
resistant UTE. By collusion-resistant security, we mean that the first stage adversary .4 can now make numerous message
queries of the form (mg, m;) and receive encryptions of my, in return. The term collusion-resistant comes from the
fact that in the UE setting, the goal of an adversary given ¢ encryptions would be to transmit the bit b to ¢ 4+ 1 second
stage adversaries.

Similarly to the one-time case, our construction of collusion-resistant UTE makes use of a hybrid encryption
technique using non-committing encryption (NCE) [JL0O, CHKO5], as has been used previously to construct advanced
encryption schemes with certified deletion [HMNY?21]. Intuitively, NCE is an encryption scheme with an algorithm
for making “fake” ciphertexts that contain no message information, and a corresponding algorithm that “reveals” the
true message m via outputting a decryption key dk. The security guarantee says that a fake ciphertext and decryption
key look indistinguishable from a real ciphertext and decryption key on some challenge message, given access to an
encryption oracle. Due to the nature of its security guarantee, NCE requires encryption and decryption keys to be
separately defined. We make use of such a scheme along with a one-time UTE scheme to construct collusion-resistant
UTE (with separate encryption and decryption keys) as follows:

* The encryption key ek and decryption key dk are directly sampled from the NCE scheme.

* A ciphertext for a message m consists of a one-time UTE encryption of the message |ctyyte) along with a
ciphertext ctycg of the secret key skjyte for the one-time UTE scheme.

To decrypt given dk, simply recover skjyTe and decrypt the one-time UTE ciphertext. The intuition for security is that
for each query (mg, m1) made by the first stage adversary A, we can switch the ciphertext ctyce that encrypts skqyTe
to a fake one, and have the decryption key dk be produced by the revealing algorithm for the message skyyte. We can
then appeal to one-time UTE security to switch the message m;, to 0, say. We refer to Section 3.3 for the full details.
Note that such a construction does not yield collusion-resistant security in the UE case, since by the formulation of
UE, there has not been a way to appeal to its security multiple times in a single proof. This prevents one from using a
query-by-query security proof.

Impossibility of hyper-efficient shadow tomography. We now illustrate the connection between hyper-efficient
shadow tomography (HEST) and collusion-resistant UTE. To start, we formalize the notion of hyper-efficient shadow
tomography. Let E be a quantum circuit that takes as input some index ¢ € [M] and an n-qubit quantum state p, and
outputs a single classical bit. A shadow tomography procedure is an algorithm 7 that takes F and k copies of p and
outputs (a classical description of) a quantum circuit C' such that C'(¢) estimates the probability that E (i, p) = 1 up to
some error € with failure probability 6. The algorithm 7 is hyper-efficient if its runtime and the required number of
copies k are both poly(n,log M, 1/e,10g1/4).

The key observation is to map the state p to a UTE ciphertext, map M to be the enumeration of UTE decryption
keys dk, and map the circuit E to be the UTE decryption algorithm (assuming 1-bit messages). Since UTE algorithms
must be efficient, the parameters n and log M are polynomial in the security parameter. This implies that running
the procedure 7 (E, |ct>®k), will efficiently generate a classical description of a circuit C, such that C'(dk) estimates
Dec(dk, |ct)) up to error . By setting € < 1/2 and 0 to be negligible, this immediately gives an attack on collusion-
resistant UTE with overwhelming advantage, so long as the UTE scheme is correct. Since the ciphertext and key sizes in
the above scheme are fixed for any polynomial number of queries, we can rule out the existence of all HEST procedures
assuming NCE exists. NCE can be constructed from CPA-secure SKE [KNTY 19] and thus one-way functions (OWFs),
so this immediately gives the impossibility of HEST from OWFs. We provide the full details in Section 3.4.



Weakening the assumption to PRS generators. A notable feature of the above impossibility result is that it hinges
on the the ciphertext and key sizes of the underlying UTE scheme being fixed for any polynomial number of queries.
Additionally, the copy threshold & is a fixed value, so it is fine for the UTE scheme to have its setup depend on £,
so long as the aforementioned succinctness properties hold. Thus, the result would still hold if we were to construct
“bounded-query” NCE with succinct ciphertexts and decryption keys, where the initial key generation can depend
on the a query bound ¢ along with the security parameter A, analogous to notions like bounded-collusion functional
encryption. Thus, in hopes of strengthening our separation even further, we aim to construct succinct bounded-query
NCE from pseudorandom state (PRS) generators, which may not imply OWFs.

We do this by constructing succinct bounded-query CPA secure SKE from a pseudorandom function-like state
(PRFS) generator with a polynomial-sized domain, which is implied by a PRS generator. Recall that a PRFS generator
is a QPT algorithm G such that for a uniform random classical key k, tuples (z, G(k, z)) are indistinguishable from
tuples (z, 1)), where each |¢) is an independent Haar-random state and inputs 2 must be chosen non-adaptively.
Reminiscent of bounded-collusion attribute-based encryption constructions [ISV*17], our construction is as follows:

* The secret key consists of A random keys for the PRFS generator (k1,..., k). The dependence on ¢ comes
from the fact that our PRFS generator G will have domain {0, 1} where d depends on q.

* To encrypt a message m € {0, 1}, sample shares s1, - - - , s) uniformly such that s; & - - - @ s, = m and sample
71, ...,7x uniformly from {0, 1}?~!. The ciphertext consists of pairs (r;, G(k;, (r;,s;))) for all i € [A].

Decryption involves testing the PRFS generator outputs: for each ¢, a decryptor checks whether the output is
G(k;, (r;,0)). This can be done for PRSF generators with negligible error [AQY?22].

To invoke the PRFS generator security, it is crucial that the queried inputs x are distinct from each other. Since for
each ¢ the values r; in the ¢ ciphertexts queried are uniformly random, we can ensure they do not collide by setting the
input size d to be large enough relative to g. Namely, by setting d such that the r; are sampled from a set of size g%, we
can ensure that for a given ¢ the probability of the ¢ strings r; colliding is some constant less than 1. Therefore, the
chance of a collision happening for all ¢ € [A] is exponentially small in )\, since the 7;, r; are sampled independently
for i # j. With this in mind, we can switch the output of G to Haar-random states on the ¢ inputs (7;«, s;« ), where
1" is the first index such that the ¢ strings r;« do not collide, and the g bits s;- are sampled randomly (which matches
their marginal distribution). Since the PRFS outputs on index ¢* are switched for Haar-random states, they no longer
depend on the share s;-, meaning the remaining shares s; for ¢ # ¢* are uniform strings independent of the message,
yielding security.

Since the size of {0, 1}9~! needs to be at least ¢ for security, setting d = 2log q + 1 suffices. Additionally, the
output and key length of GG need not depend on ¢, which implies ciphertexts and keys are succinct. By inspecting the
transformations from CPA-secure SKE to NCE and NCE to collusion-resistant UTE, it is easy to see that succinctness
is retained. Due to the poly(\, log g)-size ciphertexts and keys, for every HEST scheme needing % copies, we can
find ¢ = poly(X) such that ¢ > k, which means HEST contradicts g-bounded collusion resistance of UTE. Since
g-bounded collusion resistance can be achieved for any ¢ = poly(\), the impossibility follows. Note that & circularly
depends on ¢ here, so if parameters are not succinct the number of copies k may always be larger than ¢, breaking the
impossibility argument. We provide the full details in Section 3.5.

Separating UE and UTE. Our next result is a construction of a clonable UTE scheme: that is, a secure UTE scheme
such that the message information in the ciphertext can be cloned and thus violate UE security. Note that if the number
of second stage adversaries is bounded, the question is trivial, since one could just define encryption to encrypt the
message many times with a collusion-resistant UTE scheme. Thus, we aim to break UE security for an unbounded
polynomial number of second stage adversaries.

To do this, we will want to make use of the fact that we can repeatedly rerun a given second stage adversary B for
UTE on a state st. Specifically, imagine we have a classical oracle O (think of it as an ideal obfuscation) that checks
some condition and outputs the message m if the condition holds. From the perspective of attacking UE, we would
like the property that A can easily sample many inputs that pass the check in the first stage if its output is allowed to
be quantum. From a UTE security perspective, if B wins the game, then it must query O at an input which passes
the check, and we want the property that we can sample prohibitively many inputs that pass the check by running 55
repeatedly, enough to break security of some primitive.



We instantiate this framework using a one-shot message authentication code (OSMAC). An OSMAC is a relaxation
of one-shot signatures [AGKZ20], which support public verification, and two-tier one-shot signatures [MPY24], which
support partial public verification. An OSMAC consists of a setup algorithm that outputs the public parameters pp
and master verification key mvk, a key generation algorithm that uses pp to sample a verification key vk along with
a quantum signing key |sk), a signing algorithm that uses a signing key |sk) to sign a message m to output a MAC
o, and finally a verification algorithm that checks o with respect to mvk, pp, vk, m. Security says that an adversary
cannot output valid MACs on two different messages with respect to the same vk given pp. Our approach will be to
use an “OSMAC chain” to realize the desired functionality. We illustrate our approach for a chain of length 2, since it
is sufficient to elucidate the core idea. Our clonable UTE scheme has separate encryption and decryption keys, and is
defined as follows:

* The encryption key ek is a tuple (mvk, pp) from the OSMAC scheme, along with a random string s, while the
decryption key dk is just s.

* A ciphertext for a message m is a signing key |sk. ), the public parameters pp, and a classical oracle O that has
ek, m, and vk, hardwired inside it, where vk, is the verification key generated with |sk.). Given a strings s’ and
r = (r1,r2) € {0,1}? along with tuples

(Vko, Vklv UE)? (th ) VkT] 1105 an |15 07“1)7 (VkTv UT)a

the function O checks that s’ = s, the MAC o, is valid on message vkv||0||vkv||1 with respect to vk, for
v € {e,r1}, and finally that o, is a valid MAC on s’ with respect to vk,..

To decrypt given (|ske) , pp, O) and s, compute the MAC chain on 00: sample pairs (|sk,) , vk, ) forv € {0,1,00,01},
compute the MACs o, on vkg||vk; using |skc), oo on vkog|[vkor using |sko), and ogp on s using |skoo). Submit the
tuples along with s and 00 to get m. The UE attack for 4 second stage adversaries is simply to compute the MAC tree
without the leaves:

(Vko, Vkl, Ug), (Vko, Vkoo7 Vk()l, Uo), (Vkl, Vklo7 Vk11, 01).

Additionally send one of (vk.., |sk,.)) for r € {0,1}? to each second stage adversary. When a second stage adversary
is given s, it can sign s with |sk,.) to complete the MAC chain and recover m. Thus, this attack breaks one-way UE
security given a single ciphertext in the first stage and 4 second stage adversaries. By increasing the length of r to
w(log A), the attack works for an unbounded polynomial number of second stage adversaries.

To see UTE security, first note that the oracle O is useless to the first stage adversary A since s is uniform and
independent of A’s view. Furthermore, for the second stage adversary B to win the security game, it must query the
oracle O with a valid MAC chain with noticeable probability. Therefore, we can query B with randomly sampled
strings s and measure a random query of B3, check that the value of s matches, and add that query to a list .. By doing
this enough times, we can argue that with high probability there are at least 5 valid MAC chains contained in L, which
means by the pigeonhole principle, there must exist two chains in L such that the values of r are equal and the values
of s are not (which follows by setting s to have sufficient length). By picking two elements of L at random, we can find
these two MAC chains with roughly 1/ |L|2 probability. These MAC chains must contradict OSMAC security, because
either we have two signatures that verify with vk, or the two vk, values are different, which means the messages signed
with respect to vk, are different. Then, we either have two signatures that verify with vk, or the two vk, values are
different, implying there are definitely two signatures that verify with vk, since vk, is always fixed. If the length of »
is set to log® \ for the attack, this strategy works by assuming quasi-polynomial security of OSMAC.

Everlasting secure UTE. Numerous works in cryptography have studied the natural notion of “everlasting secu-
rity” [MQUO7], which roughly says that after some notable event occurs in a security game, a security property is
upheld even given unbounded time after the event. Given the two-stage nature of UTE (and UE), it is natural to
consider whether everlasting untelegraphability (or unclonability) is possible. Concretely, this means that in the UTE
security game, the second stage adversary can run in unbounded time. We show that the techniques used for certified
everlasting hiding commitments in [HMNY22] adapted to the UTE setting indeed yields everlasting secure UTE. Given
a one-time secure UTE scheme, CPA-secure SKE, and a hash function H modeled as a random oracle, the construction
is as follows:



* The secret key is the key k for the SKE scheme along with the hash function H.

* A ciphertext for a message m consists of a one-time UTE encryption |ctyyte) of m, an encryption ctske of a
random string r, and a string h = H(r) @ skyyTe, that masks the fresh one-time UTE key skjyte.

To decrypt, simply recover r to get H(r) and decrypt the one-time UTE ciphertext. The basic intuition for security
is that by SKE security, the oracle given to A in the first stage is useless, and thus skyyTg is statistically hidden by
H(r) until B learns it in the second stage. Security then follows by security of the one-time UTE scheme, since it
is statistically secure. Extending to the collusion-resistant setting follows readily by a hybrid argument. We give the
full details in Section 5.1. This technique can be thought of as leveraging the random oracle to get a stronger variant
of NCE. A notable aspect of this construction is that in the one-ciphertext setting, it can be adapted to get everlasting
indistinguishability secure public-key UE by using public-key encryption instead of SKE, since indistinguishability
secure UE does exist in the QROM [AKL*122].

Impossibility of weakly-efficient shadow tomography. We define weakly-efficient shadow tomography in a similar
way to HEST. The main difference is that we explicitly split the procedure into two stages: the first efficient stage
outputs any classical string st, and the second stage can use unbounded time to estimate E(i, p) up to error € given st
and 7. Thus, the attack on collusion-resistant everlasting secure UTE follows the same outline as the HEST attack on
collusion-resistant UTE. The main notable difference is that our instantiation of collusion-resistant everlasting secure
UTE is secure in the QROM. Thus, we need to slightly adapt the attack to make oracle access to the hash H instead of
having E generically compute the decryption circuit, which would need to include a concrete description of H (in the
case where the tomography algorithm 7 needs the circuit described in terms of atomic gates only). This can be done
by modifying E to be the decryption circuit starting from after H (r) is recovered (we can put ctskg and h as part of
A’s output in the UTE game). We refer to Section 5.2 for the details.

Impossiblity of public-key everlasting secure UTE. A natural question is whether a construction of everlasting
secure UTE (or UE) is possible in the plain model, as our positive result heavily relies on the QROM. However, we
observe that this is not likely to be the case, at least using standard proof strategies which make black-box use of the
adversary.

To start, notice that any efficient reduction R that makes black-box use of a UTE adversary (A, ) in the everlasting
one-way security game to break some candidate falsifiable assumption A cannot make a query adversary B, since B is
potentially unbounded. Furthermore, there is no requirement on the structure of the string st output by .4, other than
it being classical. Now, suppose that given a ciphertext |ct) of a random message m, adversary .4 could recover m.
While A could just output m in the clear and win the game, what if it were to output some encoding Enc(m) of the
message? If different messages under Enc are statistically far apart, the unbounded adversary 5 could still recover m
and win the game. Moreover, encodings of different messages are computationally close, the reduction R would not
be able to tell the difference between the encodings Enc(m) and Enc(0), meaning R cannot even determine whether
(A, B) wins!

Thus, if we consider an inefficient adversary A that decrypts the ciphertext |ct) it is given to get a message m and
outputs Enc(m), the reduction R+ that has oracle access to .A must break the candidate assumption A, since adversary
B is unbounded and can distinguish encodings of different messages. Since the ciphertext is quantum and there are
no guarantees on its structure, we consider public-key UTE (PKUTE), which allows adversary A to recover m by
finding a corresponding secret key to the public key it is given (e.g. by rejection sampling key pairs). Now, given that
R4 must break the candidate assumption A, we indistinguishably switch oracle access to A with oracle access to an
efficient simulator S, that will essentially ignore its input and output Enc(0). Since encodings of different messages
are computationally close, R must break the assumption A. But RS is efficient, so A must be false. This means there
is either no black-box reduction to a falsifiable assumption A that shows everlasting one-way PKUTE security, or A is
false. We supply the formal details in Section 5.3.

Untelegraphable secret sharing. In Section 6.2, we show that collusion-resistant UTE can be used to construct
untelegraphable secret sharing (UTSS) for all polynomial-size monotone Boolean circuits. In this overview, we will



show how to construct UTSS for all polynomial-size monotone Boolean formulas, since it is simpler and still captures
the basic intuition.

We start by defining UTSS more formally. The syntax of UTSS is the same as regular n-party secret sharing, except
that the shares of a classical message m output by the sharing algorithm are quantum states, and thus the input to the
reconstruction algorithm contains quantum states. Security has two stages:

* In the first stage, an adversary Ay outputs messages mg,m; and a “collusion partition” of disjoint sets
V*,Vi,...,V; such that their union is the set of all indices [n], and each V' does not satisfy the policy. The
challenger then shares my, and for each i € [¢] gives the shares |s;) for j € V; to adversary .A;. Each adversary
A; outputs a state st;.

* In the second stage, adversary 5 is given st; for each ¢ € [¢], along with shares |s;) for j € V*, and tries to guess
the bit b.

This definition captures the scenario where an adversarial group that does not satisfy the policy is able to exfiltrate
the remaining shares classically. In such a case, our security notion guarantees that the adversarial group learns
nothing about the secret. Alternatively, this definition can be thought of as ensuring that each individual share is
untelegraphable, which should naturally be the case for such a primitive.

We now present a construction of UTSS for a monotone Boolean formula P from collusion-resistant UTE and a
classical secret sharing scheme for P:

* To share a message m with respect to a policy P, sample classical shares (s, ..., s]) for m and (skq,...,sky)

r n

for a fresh UTE secret key skyTe. A share |s;) for party ¢ € [n] is sk; along with an encryption |ct;) of s/.

* To reconstruct given a satisfying group of parties, reconstruct the key skyte, decrypt the ciphertexts to get shares
of m, and reconstruct m from those shares.

The intuition for security is that for each set V;, we can appeal to collusion-resistant UTE security to switch the
ciphertexts to encryptions of O instead of shares of m. To simulate the secret key shares sk; for .4;, sample them
uniformly, since classical secret sharing for formulas is information-theoretically simulation secure. After skytg is
revealed in the UTE security game, derive the remaining shares and run A; for j # ¢ to get the remaining states, which
can then be given to the second stage UTSS adversary to complete the reduction. After switching ciphertexts for all V;,
security follows by information theoretic security, since the only shares left are the ones in V*. Since classical secret
sharing for all monotone Boolean circuits is computationally secure, we can no longer easily simulate the key shares
for an unsatisfying group, so the construction and proof strategy must be changed to adapt to this. We give the full
details in Section 6.2.

Untelegraphable functional encryption. Finally, we give a sketch of our untelegraphable secret-key and public-
key functional encryption constructions. To start, we formalize the security definition of untelegraphable functional
encryption. The first stage adversary A can query function keys and still must choose messages mg, m; such that
f(mo) = f(mq) for all functions f queried, much like regular functional encryption, except .A now outputs a state st.
The second stage adversary 3 can query function keys as well, but with no constraints on the function f, even functions
such that f(mg) # f(m1). One can also consider the stronger definition where 5 is given the master secret key in the
second stage, but in this work we only consider the unrestricted key query setting.

We start by constructing untelegraphable secret-key functional encryption (UTSKFE) from challenge-only single-
decryptor functional encryption (SDFE)! [KN22] and plain secret-key functional encryption (SKFE). This construction
essentially switches the roles of the SDFE function keys and ciphertext. We describe it as follows:

* The master key is an SDFE key pair (pkgpgg, mskspre) along with a plain SKFE master key mskskrg.

* A function key for a function f is an SDFE encryption ct of a freshly sampled function key sk s from the SKFE
scheme.

IWe technically need to modify the definition to the untelegraphable setting such that it is stated quite differently than SDFE in [KN22], but for
ease of exposition, we call it SDFE here.



* A ciphertext for a message m is a function key |sk¢) for the SDFE scheme, where G has a SKFE ciphertext
ctskre of m hardwired, and on input an SKFE function key sk ¢, decrypts ctskre with sky.

To decrypt, simply run the decryption algorithm of the SDFE scheme. Intuitively, security follows by appealing to
SDFE security to switch each second stage key query to encrypt O instead of sk¢. Since the first stage is essentially the
plain SKFE security game, security now follows by SKFE security. Since the SDFE scheme is challenge-only secure,
this yields single-ciphertext secure untelegraphable SKFE. We supply the formal details in Section 7.2.

For our final construction, we show how to build untelegraphable secret-key functional encryption from single-
ciphertext secure UTSKFE, plain public-key functional encryption (PKFE), plain SKE, and a secure PRF. This
construction follows the hybrid encryption blueprint from [ABSV15]. We sketch the construction as follows:

* The public key is just the public-key pkpypg for the PKFE scheme. The master key is the master key mskpkre
for the PKFE scheme along with a secret key skskg for the SKE scheme.

* A function key for a function f is a PKFE function key sk, where G|ctske, f] is a function with f and a “dummy
ciphertext” ctske of 0 under skskg hard-wired. The function G takes as input an indicator bit b along with three
keys mskskre, k, and skskg, where k is a PRF key and mskskgg is a master key for the UTSKFE scheme. If
b = 0, G outputs sk using mskskre along with randomness from the PRF on f, and if b = 1, G outputs the
decryption of ctskg using skske.

* A ciphertext for a message m is a ciphertext |ctskeg) of m for freshly sampled mskskge along with a PKFE
ciphertext ctpkee of the message (0, mskskeg, k, L), where k is a fresh PRF key.

To decrypt, run PKFE decryption to get a key sk for the UTSKFE scheme and use sk to decrypt |ctskre) for the
message. Security follows the approach from [ABSV15]. First, we switch the dummy ciphertext ctskg to encrypt
sk of the UTSKFE scheme with randomness derived from the PRF on f. Then we switch the PKFE message from
(0, mskskeg, k, L) to (1, L, L, skske), which crucially relies on the fact that

Glctske, [](0, mskskre, k, L) = Glctske, f](1, L, L, skske)

forall f, even when f(mg) # f(m1), a property that was not utilized in [ABSV15]. To complete the proof, we switch
the key generation randomness for generating sk s from the UTSKFE scheme from the PRF on f to a random string,
and finally appeal to UTSKFE security.

2 Preliminaries

Let A denote the security parameter unless otherwise specified. We write poly(-) to denote an arbitrary polynomial
and negl(-) to denote an arbitrary negligible function. We say an event happens with overwhelming probability if the
probability is at least 1 — negl(\).

For strings = and y, we use ||y and (x,y) to denote the concatenation of = and y. Let [¢] denote the set of
integers {1,--- ,¢}. In this paper, for a finite set X and a distribution D, x & X denotes selecting an element from
X uniformly at random, z < D denotes sampling an element 2 according to D. Let y <+ A(z) denote assigning
to y the output of a probabilistic or quantum algorithm .4. When we explicitly show that A uses randomness r, we
write y < A(x;r). We say an algorithm runs in quantum polynomial time (QPT) if it runs in quantum polynomial
time in the size of its input, and we say an algorithm runs in probabalistic polynomial time (PPT) if it runs in classical
polynomial time in the size of its input.

2.1 Quantum Information

Let H be a finite-dimensional complex Hilbert space. A (pure) quantum state is a vector |¢)) € H. Let S(H) be the
space of Hermitian operators on /. A density matrix is a Hermitian operator p € S(#H) with Tr(x) = 1, which is
a probabilistic mixture of pure states. A quantum state over H = C? is called qubit, which can be represented by
the linear combination of the standard basis {|0),|1)}. More generally, a quantum system over (C2)®" is called an
n-qubit quantum system for n € N\ {0}.
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We write Hr to denote that the Hilbert space H is tied to the register R. Also, we sometimes write X; to emphasize
that the operator X acts on the register R. When we apply Xg, to registers Ry and Rg, Xz, is identified with Xz, ® Ig,.

A unitary operation is represented by a complex matrix U such that UUT = I. The operation U transforms
|v) € H and p € S(H) into U |¢) and UpUT, respectively. A projector P is a Hermitian operator (PT = P) such
that P? = P.

For a quantum state p over two registers R; and Ro, we denote the state in Ry as p[R;], where p[R1] = Tra[p] is a
partial trace of p (trace out Ry). For quantum states p; and p2, TD(p1, p2) denotes the trace distance between p; and

p2-

2.2 Quantum Accessible Oracle and Useful Lemma

Given a function F' : X — Y, aquantum-accessible oracle O of F'is modeled by a unitary transformation Uy operating
on two registers in ® out, in which |z) |y) is mapped to |x) |y & F(z)), where & denotes XOR group operation on Y.
We write A!© to denote that the algorithm .A’s oracle O is a quantum-accessible oracle.

Simulation of quantum random oracles. In this paper, following many previous works in the QROM, we give
quantum-accessible random oracles to reduction algorithms if needed. This is just a convention. We can efficiently
simulate quantum-accessible random oracles perfectly by using 2¢-wise independent hash function [Zhal2], where ¢
is the number of queries to the quantum-accessible random oracles by an adversary.

One-Way to Hiding (O2H) Lemma. We now recall the one-way to hiding lemma [AHU19].

Lemma 2.1 (O2H Lemma [AHU19]). Let G, H : X — Y be any functions, z be a random value, and S C X be a
random set such that G(x) = H (z) holds for every x ¢ S. The tuple (G, H, S, z) may have arbitrary joint distribution.
Furthermore, let A be a quantum oracle algorithm that makes at most q quantum queries. Let B be an algorithm that
on input z, choose i + |q], runs A" (2), measures A’s i-th query, and outputs the measurement outcome. Then, we
have

‘Pr[.AH(z) =1] - Pr[A%(2) = 1]| <2q-y/Pr[BH(z) € S] .

2.3 Cryptographic Primitives

In this section, we introduce the core primitive of this work, which we call untelegraphable encryption. In doing so, we
recall the notion of unclonable encryption, which will be needed at points throughout this work as well. Additionally,
we provide the definition of CPA-secure secret-key encryption (SKE) for reference.

Unclonable encryption. We now recall the definition of unclonable secret key encryption (USKE) [BL20, AK21],
which is often referred to as just unclonable encryption (UE).

Definition 2.2 (Unclonable Secret Key Encryption). An unclonable secret key encryption scheme with message space
M = {M}ren is a tuple of QPT algorithms IIyg = (Gen, Enc, Dec) with the following syntax:

* Gen(1*) — sk : On input the security parameter ), the key generation algorithm outputs a (classical) secret key
sk.

* Enc(sk,m) — |ct) : On input the secret key sk and a message m € M, the encryption algorithm outputs a
quantum ciphertext |ct).

¢ Dec(sk, |ct)) — m : On input the secret key sk and a quantum ciphertext |ct), the decryption algorithm outputs
amessage m € M.

We require that IIyg satisfy the following correctness property, along with at least one of the following security
properties:
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* Correctness: For all A € N and any message m € M, we have

sk < Gen(1*)
Pr|m’ =m: |ct) < Enc(sk,m) | >1— negl(\)
m' + Dec(sk, |ct))

* One-way Security: For a security parameter A and a two-stage adversary (A, B,C), we define the one-way
security game as follows:

1. At the beginning of the game, the challenger samples sk < Gen(1*), m & M, and |ct) + Enc(sk,m).
It gives |ct) to A.

2. Adversary A outputs a quantum state ppc in register B and C, and sends the corresponding registers to 3
and C.

3. The challenger gives sk to B and C. Adversaries B and C output strings mp and m¢ respectively. The
output of the experiment is a bit b which is 1 when m = mp = m¢ and 0 otherwise.

We say a USKE scheme satisfies (computational) one-way security if for all (efficient) adversaries (A, BB, C) there
exists a negligible function negl(-) such that for all A € N, Pr[b = 1] = negl(}\) in the one-way security game.

* Indistinguishability Security: For a security parameter A and a two-stage adversary (A, B, C), we define the
indistinguishability security game as follows:

1. Adversary A outputs two messages mg, m1 € M.
2. The challenger samples sk < Gen(1*), b & {0,1}, and |ct) < Enc(sk,m;). It gives |ct) to A.

3. Adversary A outputs a quantum state ppc in register B and C, and sends the corresponding registers to B
and C.

4. The challenger gives sk to B and C. Adversaries B and C output bits bz and b¢ respectively. The output of
the experiment is a bit b which is 1 when b = b = b¢ and 0 otherwise.

We say a USKE scheme satisfies statistical (computational) indistinguishability security if for all (efficient)
adversaries (A, BB, C) there exists a negligible function negl(-) such that forall A € N, Pr[b = 1] < 1/2+ negl())
in the above indistinguishability security game.

Definition 2.3 (UE with k£ second stage adversaries). We say Ilyg satisfies k-adversary security if it is secure for
first stage adversaries A in Definition 2.2 that output a quantum state p to k registers By, ..., By that are given
to corresponding second stage adversaries (By,...,By). All adversaries By, ..., By must guess m in the one-way
security game or the challenge bit b in the indistinguishability security game.

Theorem 2.4 (Statistical One-Way UE [BL20, AKL122]). There exists statistically one-way secure USKE where the
maximum advantage of the adversary is 2=,

Untelegraphable encryption. We now define the core primitive considered in this work. Untelegraphable encryption
has the same syntax and correctness requirements as unclonable encryption above. The main security difference is that
the output of the first stage adversary must be purely classical. In particular, this means there need not be two second
stage adversaries as in unclonable encryption, since the classical string can be copied.

Definition 2.5 (Untelegraphable Secret Key Encryption). An untelegraphable secret key encryption (UTSKE) scheme
with message space M = {M }.en is a tuple of QPT algorithms ITytg = (Gen, Enc, Dec) with the same syntax
and correctness requirement as Definition 2.2. We require that IIytg satisfy at least one of the following security
properties:

* One-way Security: For a security parameter A and a two-stage adversary (A, 5), we define the one-way security
game as follows:
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1. At the beginning of the game, the challenger samples sk < Gen(1*), m & M, and |ct) < Enc(sk,m).
It gives |ct) to A.

2. Adversary A outputs a classical string st which is given to adversary 5.

3. The challenger gives sk to 3. Adversary B outputs a string mpg. The output of the experiment is a bit b

which is 1 when m = mpg and 0 otherwise.

We say a UTSKE scheme satisfies (computational) one-way security if for all (efficient) adversaries (A, BB) there
exists a negligible function negl(-) such that for all A € N, Pr[b = 1] = negl()) in the one-way security game.

* Indistinguishability Security: For a security parameter A, a bit b € {0, 1}, and a two-stage adversary (A, B),
we define the indistinguishability security game as follows:
1. Adversary A outputs two messages mg, mi € M.
2. The challenger samples sk <~ Gen(1*) and |ct) < Enc(sk,m;). It gives |ct) to A.
3. Adversary A outputs a classical string st which is given to adversary B.
4. The challenger gives sk to B. Adversary B outputs a bit b, which is the output of the experiment.

We say Iyt satisfies statistical (computational) indistinguishability security if for all (efficient) adversaries
(A, B) there exists a negligible function negl(-) such that for all A € N,

|[Pr[bg = 1|b = 0] — Pr[bg = 1|b = 1]| = negl())
in the above indistinguishability security game.

Definition 2.6 (Collusion-Resistant Security). We say that an untelegraphable (unclonable) SKE scheme IIyte (ITyg)
satisfies collusion-resistant security if the first-stage adversary A in Definition 2.5 (Definition 2.2) can make many
message queries {mg)7 mgz)}ie[Q] adaptively and get encryptions of {ml(f)}ie[Q] in return. We say the scheme is
t-copy secure if the first-stage adversary specifies a single pair of messages (mg, m) and gets ¢ encryptions of my, in
return.

Definition 2.7 (Everlasting Security). We say that an untelegraphable (unclonable) SKE scheme IIytg (IIyg) satisfies
everlasting security if the first stage adversary A in Definition 2.5 (Definition 2.2) is efficient while the second stage
adversary is allowed to run in unbounded time.

Corollary 2.8 (Statistical One-Way UTSKE). There exists statistically one-way secure UTSKE where the maximum
advantage of the adversary is 20,

Proof. Follows immediately by Theorem 2.4. In particular, any telegraphing adversary defines a cloning adversary
which simply gives st to both 3 and C. O

CPA-secure encryption. We finally recall the basic notion of CPA-secure secret-key encryption, which will be used
at various points throughout this work. Classical CPA-secure encryption can be constructed from any one-way function.

Definition 2.9 (Secret-Key Encryption). A secret key encryption scheme with message space M = { M} en is a
tuple of PPT algorithms IIske = (Gen, Enc, Dec) with the following syntax:

+ Gen(1*) — sk : On input the security parameter ), the key generation algorithm outputs a secret key sk.

* Enc(sk,m) — ct : On input the secret key sk and a message m € M, the encryption algorithm outputs a
ciphertext ct.

¢ Dec(sk,ct) — m : On input the secret key sk and a ciphertext ct, the decryption algorithm outputs a message
m e M.
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We require that IIskg satisfy the following correctness property, along with at least one of the following security
properties:

* Correctness: For all A € N and any message m € M, we have

sk « Gen(1?)
Pr|m'=m: ct<« Enc(sk,m) | >1— negl()\)
m’ < Dec(sk, ct)

One-way CPA Security: For a security parameter A and an adversary A, we define the one-way security game
as follows:

1. At the beginning of the game, the challenger samples sk < Gen(1*), m* & M, and ct + Enc(sk, m*).
It gives ct to A.

2. Adversary A has access to an encryption oracle that on input m € M outputs Enc(sk, m).

3. At the end of the game, adversary A outputs m’ € M. The output of the experiment is a bit b which is 1

when m’ = m* and 0 otherwise.

We say an SKE scheme satisfies one-way CPA security if for all efficient adversaries .4 there exists a negligible
function negl(-) such that for all A € N, Pr[b = 1] = negl(\) in the one-way security game.

» CPA Security: For a security parameter A, abitb € {0, 1}, and an adversary .4, we define the indistinguishability
security game as follows:

1. At the beginning of the game, the challenger samples sk «— Gen(1*).

2. Adversary A can make encryption queries on pairs of messages mg, m1 € M. The challenger replies
with ct < Enc(sk, my)

3. At the end of the game, adversary A outputs b’ € {0, 1}, which is the output of the experiment.

We say an SKE scheme satisfies CPA-security if for all efficient adversaries .4 there exists a negligible function
negl(-) such that forall A € N,

|Pr[b) = 1|b = 0] — Pr[t) = 1|b = 1]| = negl(\)

in the above indistinguishability security game. We say llskg is query-bounded if the adversary can make at
most g total queries, where g is additionally given to Gen.

Remark 2.10 (Quantum Ciphertexts). We can easily generalize Definition 2.9 to the setting where ciphertexts are
quantum, which we abbreviate by QSKE.

3 Untelegraphable Encryption and the Impossibility of Hyper-Efficient Shadow
Tomography

In this section, we construct untelegraphable SKE with indistiguishability security from one-way secure untelegraphable
SKE. Next, we show how to upgrade the UTSKE to satisfy collusion-resistant security by additionally assuming the
existence of non-committing encryption for receiver (NCER), which can be constructed from CPA-secure encryption.
We then recall the notion of hyper-efficient shadow tomography (HEST), and use its existence to attack any collusion-
resistant UTSKE scheme. This implies that HEST cannot exist for general states under the assumption that CPA-secure
encryption exists. Finally, we show pseudorandom state (PRS) generators are sufficient for the impossibility of HEST,
by constructing bounded-query CPA-secure encryption with succinct quantum ciphertexts and classical keys from PRS
generators, where succinctness is with respect to the bound parameter.
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3.1 Building Blocks

In this section, we describe preliminaries and notions that are needed for our constructions.

Min-entropy. We recall some basic definitions on min-entropy. Our definitions are adapted from those in [DRS04].
For a (discrete) random variable X, we write Ho (X) = — log(max, Pr[X = z]) to denote its min-entropy. For
two (possibly correlated) discrete random variables X and Y, we define the average min-entropy of X given Y to
be Hoo(X | Y) = —log(Ey—y max, Pr[X =z | Y = y]). The optimal probability of an unbounded adversary

guessing X given the correlated value Y is 2~ Hee (XY,

Leftover hashlemma. Our construction will also rely on the generalized leftover hash lemma (LHL) from [BDK ' 11]:

Theorem 3.1 (LHL with Conditional Min-Entropy [BDK 11, Theorem 3.2, adapted]). Let (X, Z) be random variables
sampled from some joint distribution D over X x Z. Let H = {h: X — {0,1}"} be a family of universal hash
functions, and let L = Hoo (X | Z) — v be the entropy loss. Let A(r, h, z) be a (possibly probabilistic) distinguisher
where

Pr[A(r,h,2z) =1:r & {0,1}",h & H, (2, 2) < D] < e.
Then, the distinguishing advantage of A on the following distributions is at most /€ /2%:

{(h(z),h,z): (2] 7 } and {(7’, ha): @({966,21)}:1?@ " }

Corollary 3.2 (LHL with Conditional Min-Entropy). Let (X, Z) be random variables sampled from some joint
distribution D over X x Z. Let H = {h: X — {0,1}"} be a family of universal hash functions. Let L = Hoo (X |
Z) — v be the entropy loss. Then the statistical distance between the following distributions is at most 2-L/2.

{(h(z),h,z): (2] e F } and {(7’, he): @({966,21)}:1?@ " }

Proof. Follows by setting € = 1 in Theorem 3.1 (which captures all distinguishers). o

Pseudorandom function-like state generators. We recall the notion of a pseudorandom function-like state (PRFS)
generator [AQY22]. Intuitively, this is the quantum analog of a pseudorandom function (PRF). For polynomial sized
domains, PRFS generators can be constructed from pseudorandom state (PRS) generators [JLS18], which may not
imply one-way functions [Kre21]. We use the definition of a PRFS generator since it will be more convenient.

Definition 3.3 (PRFS Generator [AQY22]). Let A be a security parameter. We say that a QPT algorithm G is
a selectively secure pseudorandom function-like state generator if for all polynomials s = s(\),t = t(A\), QPT
adversaries .A and a family of distinct indices ({x1,...,zs} C {0,1}?™),, there exists a negligible function negl(\)
such that for all A € N,

Pr [A({z;i, Gr(k, 2:)® }ies) = 1]
k<—{0,1}*

- P A({zi, [i) % Yicrs) = 1]| = negl(N),
\w1>,...,\$s>wn[ ({mi, [i)"" }iels)) = 1]| = negl(X)

where p,, is the Haar measure on n-qubit states. We note that there is an efficient algorithm Test(k, z, G(k, 2')) that
determines if 2’ = x with some negl(\) error so long as n = w(log \) [AQY22].
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Non-committing encryption. We also recall the notion of non-committing encryption (NCE). Specifically, we
define secret-key non-committing encryption for receiver (SK-NCER), which is the secret-key variant of NCER
[JLOO, CHKOS]. Roughly speaking, SK-NCER is SKE which allows one to generate a “fake” ciphertext so that it can
be later revealed to any message along with a “fake” decryption key. The formal definition is given below.

Definition 3.4 (Secret-Key Non-Committing Encryption for Receiver). Let A be a security parameter. A secret key
non-committing encryption for receiver (SK-NCER) scheme with message space M = { M} xen is a tuple of efficient
algorithms IIncg = (KG, Enc, Dec, Fake, Reveal) with the following syntax:

* KG(1*) — (ek,dk): On input the security parameter 1%, the key generation algorithm outputs an encryption
key ek and decryption key dk.?

* Enc(ek,m) — ct: On input an encryption key ek and message m € M, the encryption algorithm outputs a
ciphertext ct.

 Dec(dk, ct) — m: On input a decryption key dk and ciphertext ct, the decryption algorithm outputs a message
m e M.

 Fake(ek) — (ct,st): On input an encryption key ek, the ciphertext faking algorithm outputs a fake ciphertext ct
and state st.

* Reveal(st,m*): On input a state st and message m* € M, the reveal algorithm outputs a fake decryption key
dk*.
We require that IIncg satisfy the following properties:

e Correctness: Forall A\ € Nand m € M,,
Pr[Dec(dk, Enc(ek,m)) = m : (ek,dk) = KG(1*)] > 1 — negl()).

* Non-committing Security: For a security parameter A, a bit b € {0,1}, and an adversary .4, we define the
non-committing security game as follows:

1. At the beginning of the game, the challenger samples (ek, dk) < KG(1*).
2. Adversary .4 makes arbitrarily many encryption queries and a single challenge query in any order:

— Encryption Query: When A makes an encryption query m € M, the challenger computes ct <+
Enc(ek, m) and returns ct to A.

— Challenge Query: When A makes a challenge query m* € M, the challenger returns a tuple
(ct*,dk™). If b = 0, the challenger computes ct* < Enc(ek, m*) and sets dk* = dk. If b = 1, the
challenger computes (ct*, st) « Fake(ek) and dk* «— Reveal(st, m*).

3. Adversary A outputs a bit b’ € {0, 1}, which is the output of the experiment.

We say IIycE satisfies non-committing security if for all efficient adversaries A there exists a negligible function
negl(-) such that forall A € N,

[Pr[b’ = 1|b = 0] — Pr[b' = 1|b = 1]| = negl(\)

in the above security game. We say IIyce is query-bounded if the adversary can make at most ¢ total queries,
where ¢ is additionally given to KG.

Theorem 3.5 (NCE from CPA-secure SKE [KNTY19]). If CPA-secure secret-key encryption exists, then there exists
secret-key NCE for receiver.

Corollary 3.6 (Bounded Query NCE from Bounded Query CPA-secure SKE). Ifbounded query CPA-secure secret-key
encryption exists, then there exists bounded query secret-key NCE for receiver, where the ciphertext and decryption
key sizes are 20|ct| and £|sk|, where |ct|, |sk| are the sizes of the SKE ciphertext and key, and { is the message length.

Proof. Follows by Theorem 3.5 and inspection of the construction in [KNTY19]. O

20ne may wonder why encryption and decryption keys are separately defined though we consider a secret-key primitive. The reason is that the
security of SK-NCER involves an adversary that obtains a decryption key, and we cannot include all secret information in a decryption key.
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Generalizing to quantum ciphertexts. We can generalize Definition 3.4 to support quantum ciphertexts with a
small change in the syntax. This will allow us to construct query-bounded NCE from pseudorandom state generators
in Section 3.5.

Hyper-efficient shadow tomography. We finally recall the notion of hyper-efficient shadow tomography (HEST),
introduced in [Aar19]. Intuitively, shadow tomography is a quantum state learning task where the objective is to learn
a how a specific quantum circuit acts on a state given many copies of the state.

Definition 3.7 (Hyper-Efficient Shadow Tomography [Aar19]). Let E denote a uniform quantum circuit family with
classical binary output that takes as input ¢ € [M] and an n-qubit quantum state p. Then, a shadow tomography proce-
dure 7T takes as input F and & copies of p, and outputs a quantum circuit C'such that Pr[|C(:) — Pr[E(i, p) = 1]| < ¢] >
1—4. The procedure is said to be hyper-efficient if the number of copies k and the runtime are both poly(n, log M, 1/e,log1/6).

3.2 Untelegraphable Encryption with Indistinguishability Security

In this section, we construct a one-time secure untelegraphable SKE scheme with indistinguishability security from
one-way secure UTSKE and a universal hash function.

Construction 3.8 (One-Time UTE). Let A be a security parameter. Our construction relies on the following additional
primitives:

* LetIlowyte = (OWUTE.Gen, OWUTE.Enc, OWUTE.Dec) be a one-way secure UTSKE scheme with message
space M = { M }ren.

* Let # be a universal hashing family of size at most 2P°Y() where each function & : M — {0, 1} has domain
M, and range {0, 1}.

We now construct our UTSKE scheme IIyte = (Gen, Enc, Dec) as follows:

R

* Gen(1*) : Oninput the security parameter \, the key generation algorithm samples skow < OWUTE.Gen(1%), h &
H,r < {0,1} and outputs sk = (skow, i, 7).

* Enc(sk,m) : On input the secret key sk = (skow, &, ) and a message m € {0, 1}, the encryption algorithm
samples x & M, computes |ctow) + OWUTE.Enc(skow, z), and outputs the quantum ciphertext |ct) =
(Ictow) .7 & h(x) & m).

¢ Dec(sk, |ct)) : On input the secret key sk = (skow, h, ) and a quantum ciphertext |ct) = (|ctow) ,7’), the
decryption algorithm outputs m = ' @ r @ h(OWUTE.Dec(skow, |ctow)))-

Theorem 3.9 (Correctness). Suppose llowuyTe is correct. Then, Construction 3.8 is correct.

Proof. Fix any A € N and m € {0,1}. Let sk = (skow, h,7) <+ Gen(1*) and |ct) = (|ctow),r @ h(z) & m) «
Enc(sk,m). We consider the output of the decryption algorithm Dec(sk, |ct)). By correctness of IlowyTe, we have
x + OWUTE.Dec(skow, |ctow)) with overwhelming probability. It is then immediate that r @ h(x) Bme&rdh(z) =
m, so m is the output of Dec(sk, |ct)) with overwhelming probability. O

Theorem 3.10 (Indistinguishability Security). Suppose llowuTe is statistically one-way secure, where the maximum
advantage of the adversary is 2~*™). Then, Construction 3.8 satisfies statistical indistinguishability security.

Proof. We prove the theorem by showing encryptions of 0 and 1 are statistically indistinguishable. Suppose there
exists a two-stage adversary (A, 13) that has non-negligible advantage ¢ in the indistinguishability security game. We
define a sequence of hybrid experiments:

. Hybéb): This is the real indistinguishability game with bit b € {0, 1}. In particular:
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— At the beginning of the game, the challenger samples skow < OWUTE.Gen(1*),h & H,r &
{0,1} and sets sk = (skow,h,r). The challenger then samples z & M, computes |ctow)
OWUTE.Enc(skow, x), and gives the quantum ciphertext |ct) = (|ctow),r’ = r @ h(z) ®b) to A.

— Adversary A then outputs a classical string st, which is given to 55 along with sk from the challenger.
Adversary BB outputs a bit b, which is the output of the experiment.

. Hybgb) : Same as Hyb((Jb) except the challenger samples the r’ component of the challenge ciphertextas 7’ < {0, 1},
and sets the r component of the secret key as r» = ' & h(z) @ b.

. Hybgb): Same as Hybgb) except the challenger samples v < {0, 1} and sets r = " @ w.
(v

%

We write Hybgb) (A, B) to denote the output distribution of an execution of Hyb
argue that each adjacent pair of distributions are indistinguishable.

with adversary (A, B). We now

Lemma 3.11. The experiments Hyb(()b) (A, B) and Hybgb) (A, B) are identically distributed.

Proof. Since r & {0,1} in Hyb(()b) (A, B), the marginal distribution of r is uniformly random. Moreover, by setting

r=1"& h(x) @b, the relation ' = r & h(z) @ b still holds in Hybgb). Thus, the view of A and B is identical in the
two experiments. O

Lemma 3.12. Suppose IlowuyTe is statistically one-way secure, where the maximum advantage of the adversary is
2=, Then, there exists a negligible function negl(-) such that for all X € N, we have

‘Pr{HybY” (A,B) = 1} —Pr [Hybg’) (4,B) = 1” — negl(\).
Proof. Suppose (A, B) distinguishes Hybgb) and Hybéb) with non-negligible probability §’. We use (A, B) to contradict
Corollary 3.2. Define the joint distribution D 4 over X x Z as follows:
o X: Sample x & M. Output x.

* Z: Sample skow + OWUTE.Gen(1*),7" & {0, 1}, and compute |ctow) < OWUTE.Enc(skow, z). Run A
on input (|ctow) ,7’) to get st. Output (skow, st, 7).

Since IlowyTe is statistically one-way secure, where the maximum advantage of the adversary is 2N and 7 is
sampled independently of x, it must be that Hoo (X | Z) > Q()\) holds. We now construct a distinguisher A’ that
contradicts Corollary 3.2:

1. Algorithm A’ gets an LHL challenge (u, h, z) with joint distribution D 4 as described above.

2. Algorithm A’ parses z = (skow, st, '), sets r = 1/ S u ® b, sets sk = (skow, h, '), runs adversary 3 on input
(st, sk), and outputs whatever BB outputs.

If u < h(z), then Hybgb) (A, B) is perfectly simulated by definition of D 4. If u < {0,1}, then Hybgb) (A, B) is
perfectly simulated, since the bit b is fixed. Thus, .4’ is able to distinguish the distributions in Corollary 3.2 with
advantage &' = w(2~ V) = w(275/2), a contradiction. O

Lemma 3.13. The experiments Hybgo) (A, B) and Hybgl) (A, B) are identically distributed.

Proof. By construction, the challenger’s behavior in Hyb, is independent of the challenge bit b € {0,1}, so the
adversary’s view in the two distributions is identical. o

Combining Lemmata 3.11 to 3.13, statistical indistinguishability security follows by a standard hybrid argument. [

Remark 3.14 (Longer Messages). Since the only limitation to message length is the entropy loss L in Corollary 3.2, by
setting the security parameter for the one-way scheme to be A%, we can achieve indistinguishability security for \-bit
messages, which extends to poly (\)-bit messages (assuming one-way functions) via key encapsulation techniques.
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3.3 Collusion-Resistant Untelegraphable Encryption

In this section, we give a construction of collusion-resistant untelegraphable encryption from one-time UTE with
indistinguishability security and SK-NCER. Note that due to the definition of SK-NCER (Definition 3.4), we inherit
the need for separate encryption and decryption keys, where only the decryption key gets revealed to the second stage
adversary.

Construction 3.15. Let \ be a security parameter and M = { M} en be a message space. Our construction relies
on the following additional primitives:

 Let ITjyte = (LUTE.Gen, 1UTE.Enc, 1UTE.Dec) be a one-time secure UTSKE scheme with message space
M and key space K = {K}ren-

¢ Let IIyce = (NCE.KG, NCE.Enc, NCE.Dec, NCE.Fake, NCE.Reveal) be an SK-NCER scheme with message
space /C.

We construct our collusion-resistant UTE scheme IIytg = (Gen, Enc, Dec) as follows:

* Gen(1*) : On input the security parameter )\, the key generation algorithm outputs a pair of keys (ek, dk) <
NCE.KG(1%).

* Enc(ek,m) : On input the encryption key ek and a message m € M, the encryption algorithm samples
skyyte < 1UTE.Gen(1%), computes |ctiyTe) ¢ LUTE.Enc(skiyte, m), ctnce <~ NCE.Enc(ek, skyyte) and
outputs |ct) = (|ctiuTE) , CtNCE)-

* Dec(dk, |ct)) : On input the decryption key dk and a quantum ciphertext |ct) = (|ct1), ctz), the decryption
algorithm outputs 1UTE.Dec(NCE.Dec(dk, ctz2), |ct1)).

Theorem 3.16 (Correctness). Suppose I1yyte and lnce are correct. Then, Construction 3.15 is correct.

Proof. Fix any A € Nand m € M. Let (ek,dk) < Gen(1%),|ct) = (|ctiuTe) , ctnce) + Enc(ek,m). We consider
the output of Dec(dk, |ct)). By correctness of IIycg and definition of Enc, we have skyytg < NCE.Dec(dk, ctycg) with
overwhelming probability. Similarly, by IT;y1e correctness and definition of Enc, we have m < 1UTE.Dec(skyyTe, |ctiuTE))
with overwhelming probability, which completes the proof. o

Theorem 3.17 (Collusion-Resistant Security). Suppose Ilyte satisfies indistinguishability security (Definition 2.5)
and g satisfies non-committing security for QPT adversaries. Then, Construction 3.15 satisfies collusion-resistant
security.

Proof. Suppose there exists a QPT two-stage adversary (A, B) that has non-negligible advantage ¢ in the collusion-
resistant security game and makes at most () message queries. We define a sequence of hybrid experiments:

* Hyb,: This is the collusion-resistant game with bit b = 0. In particular:
— At the beginning of the game, the challenger samples (ek, dk) - NCE.KG(1*).

— When adversary A makes its i*" query (mgi), mgi)), the challenger samples skgﬂTE < 1UTE.Gen(1*) and

computes

[ctiUre ) < WUTEEnc(sk{fre,m{”) and  ctile « NCE.Enc(ek, skiire).

The challenger gives the ciphertext |ct()) = (’Ct§3T5> ,ct,(\,iéE) to A.

— Adversary A then outputs a classical string st, which is given to B along with dk from the challenger.
Adversary B3 outputs a bit b, which is the output of the experiment.

* Hyb,: Same as Hyb,_; except the challenger now computes ‘ctgngE> — 1UTE.Enc(sk§3TE, m(li')).
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Note that Hyby, is the collusion-resistant game with bit b = 1. We write Hyb, (A, B) to denote the output distribution
of an execution of Hyb, with adversary (A, ). We now show that for each ¢ € [Q)], experiments Hyb,_, (A, B) and
Hyb, (A, B) are indistinguishable.

Lemma 3.18. Suppose I11yte satisfies indistinguishability security and Ilnce satisfies non-committing security for
OPT adversaries. Then, for all i € [Q), there exists a negligible function negl(-) such that for all A € N, we have

|Pr[Hyb,_; (A, B) = 1] — Pr[Hyb,(A, B) = 1]| = negl(\).
Proof. We define the following intermediate hybrid experiments:

« Hyb; ;: Same as Hyb, ; except the challenger now computes (ct(N%E, stnce) < NCE.Fake(ek) and gives
dk* « NCE.Reveal(stNCE,skiﬁTE) to B.

» Hyb!" ;: Same as Hyb} ; except the challenger now computes ‘ct%ﬂTE> — 1UTE.Enc(sk§3TE, m(li)).

We show that each adjacent pair of experiments from the list (Hyb, ,, Hyb! ;, Hyb! ;, Hyb,) are indistinguishable.

Claim 3.19. Suppose IIncg satisfies non-committing security for QPT adversaries. Then, for all i € [Q)], there exists a
negligible function negl(-) such that for all A € N, we have

|Pr[Hyb, _; (A, B) = 1] — Pr[Hyb}_, (A, B) = 1]| = negl(\).

Proof. Suppose (A, B) distinguish the experiments with non-negligible probability 4’. We use (A, BB) to construct an
adversary A’ that breaks non-committing security as follows:

1. For each j € [Q], adversary A’ samples skgﬁ)TE + IUTE.Gen(1?%).
2. When adversary .A makes the j*® query (mé‘j) , mgj )), adversary A’ does the following:
* For all j € [Q], compute
ctire) < WTEEnc(skre, mf?),
where b; = 0 for j > iand b; = 1 for j < ¢.

* For j # i, compute ct(NjgE by making an encryption query on message skgﬁ)TE.

* For j = ¢, make a challenge query on skgﬁTE to get (ct(Ni%E, dk*).

Adversary A’ replies with |ct(@)) = (’ctg{}TE> ,ct,(\ng).
3. When adversary A outputs st, adversary A’ gives (st,dk™) to B, and outputs whatever B outputs.

Clearly A’ is QPT since (A, B) is. If the ciphertext and decryption key are computed normally, A’ perfectly simulates
Hyb,_; (A, B). If the ciphertext and decryption key are faked, A’ perfectly simulates Hyb, ; (A, B). Thus, A’ has
advantage ¢’ in the non-committing security game, a contradiction. O

Claim 3.20. Suppose ITjyte satisfies indistinguishability security. Then, for all ¢ € [Q)], there exists a negligible
function negl(-) such that for all A € N, we have

|Pr[Hyb;_; (A, B) = 1] — Pr[Hyb;_ (A4, B) = 1]| = negl(\).

Proof. Suppose (A, B) distinguish the experiments with non-negligible probability §’. We use (A, B) to construct an
adversary (A’, B’) that breaks indistinguishability security as follows:

1. Adversary A’ samples (ek, dk) < NCE.KG(1?).
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2. When adversary A makes the j*" query (méj ) , mgj )), adversary A’ does the following:

» If j # i, sample skg'{J)TE <+ 1UTE.Gen(1*) and compute
’ct(j) > + 1UTE Enc(sk(") m(j)) and ct{). « NCE Enc(ek sk/) )
1UTE : WTE My NCE : »SK1UTE)
where b; = 0 for j >4 andb; = 1 for j < ¢.
* If 7 = 4, submit challenge messages m(()i),mgi) to the UTE challenger to get ’ctgﬁTE> and compute
(ct(NiéE, stnce)  NCE.Fake(ek).
Adversary A’ replies with |ct(j)> = (’Ctgﬁ)-r5> 7Ct|(\]72 )
3. When adversary .4 outputs st, adversary A’ submits (st, stycg) to its challenger to be given to B'.

4. On input (st, styce) and skgiJTE, adversary B’ computes dk™ < NCE.Reveal(stnce, skgﬁTE), gives (st,dk™) to
B, and outputs whatever B outputs.

Clearly (A’, B') is QPT since (A, B) is. If the UTE challenger encrypts méi), adversary (A’, B') perfectly simulates

Hyb] (A, B). If the UTE challenger encrypts m\”, adversary (A, B') perfectly simulates Hyb! (A, B). Thus,
(A, B’) has advantage ¢’ in the indistinguishability security game, a contradiction. O

Claim 3.21. Suppose IIncg satisfies non-committing security for QPT adversaries. Then, for all ¢ € [Q)], there exists a
negligible function negl(-) such that for all A € N, we have

|Pr[Hyb!_; (A, B) = 1] — Pr[Hyb,; (A4, B) = 1]| = negl(\).

Proof. Analogous to the proof of Claim 3.19. O
Combining Claims 3.19 to 3.21 proves the lemma by a hybrid argument. o
The theorem follows by a hybrid argument via Lemma 3.18. o

Remark 3.22 (NCE with Quantum Ciphertexts). The proof of security is analogous even if the SK-NCER scheme has
quantum ciphertexts, so long as the state produced by Fake is classical.

Remark 3.23 (Second-Stage Encryption Queries). With separate encryption and decryptionkeys, an adversary obtaining
the decryption key in the second-stage cannot run encryption. Thus, it is natural to consider a notion where the second-
stage adversary has access to an encryption oracle. The above proof can be easily generalized to handle this, since
SK-NCER allows the adversary to make encryption queries.

Remark 3.24 (Generalizing to PKE and ABE). The above result generalizes to the setting of public-key encryption
(PKE) and attribute-based encryption (ABE) by replacing SK-NCER with non-committing PKE and non-committing
ABE, which can be constructed from PKE and indistinguishability obfuscation, respectively (see [HMNY21]).

3.4 Impossibility of Hyper-Efficient Shadow Tomography

In this section, we show an efficient attack on any collusion-resistant UTE that succeeds with overwhelming probability
from hyper-efficient shadow tomography (HEST). In particular, this implies the impossibility of HEST for general
mixed states assuming only pseudorandom states.

Theorem 3.25 (HEST Breaks ¢t-Copy Secure UTE). Suppose there exists an algorithm T that satisfies Definition 3.7
Sor all mixed quantum states with number of copies k = k(n,log M, 1/e,1og(1/9)) for polynomial k. Then, there does
not exist k-copy secure untelegraphable encryption that also satisfies correctness.
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Proof. Let Ilytg = (Gen, Enc, Dec) with poly()\) be a candidate correct UTE scheme with message space {0, 1}
(without loss of generality) and decryption key space K = {Kj}ren. Let n = n()) be the maximum size of a
ciphertext, M = |Ky|, ¢ < 1/2 be a constant, and § = 27*. We define the quantum circuit E) (4, p) to output
Dec(sk, |ct)) € {0, 1} where the input is parsed as i = dk and p = |ct). We now construct an adversary (A, B) that
breaks k-copy security of ITytg:

1. Oninput {|ct;) };¢[x), adversary A runs T (E\, {|ct;) }ic[x)) to get a classical description of a quantum circuit C,
which A outputs as its classical state st.

2. On input dk and st = C, adversary B outputs 1 if C(dk) > 1/2 and 0 otherwise.

By definition of UTE, n = poly(\) andlog M = poly(\). By the choice of 4, log(1/d) = Aand 1/e = 3. Thus, T runs
in QPT, which implies C' is polynomial size, and thus (A, B) runs in QPT. Since Pr[|C(i) — Pr[E(i, p) = 1]| < ¢] >
1 — 9, by the setting of ¢, §, we have

Pr[|C(i) — Pr[E(i,p) = 1]] < 1/2] > 1 — 27

By correctness of UTE, we have Pr[E(i, p) = 1] = negl(\) when {|ct;) } ;[ are encryptions of 0and Pr{E (i, p) = 1] >
1 — negl(\) when {|ct;) } ;[ are encryptions of 1. This implies C'(dk) > 1/2 for encryptions of 1 and C(dk) < 1/2
for encryptions of 0 with probability 1 — 27*. Thus, (A, B) wins the k-copy security game with overwhelming
probability. O

Corollary 3.26 (Impossibility of HEST from SK-NCER). Assuming the existence of SK-NCER (Definition 3.4), hyper-
efficient shadow tomography for all mixed quantum states does not exist.

Proof. Follows immediately by Theorems 3.16, 3.17 and 3.25 and the fact that collusion-resistant security implies
t-copy security (see Definition 2.6). o

Corollary 3.27 (Impossiblity of HEST from OWFSs). Assuming the existence of one-way functions, hyper-efficient
shadow tomography for all mixed quantum states does not exist.

Proof. Follows immediately by Theorem 3.5 and Corollary 3.26. O

3.5 Impossibility of HEST from Pseudorandom State Generators

In this section, we show how to weaken the assumption needed to assert the impossibility of hyper-efficient shadow
tomography to just pseudorandom state generators, which are believed to be possibly weaker than one-way func-
tions [Kre21]. Specifically, we show that the attack in Theorem 3.25 will still work with similar parameters on a
bounded collusion-resistant UTE scheme, so long as the sizes of the ciphertext and decryption key is polylogarithmic in
the collusion bound ¢. To achieve a bounded collusion-resistant UTE scheme with the required succinctness property,
we first construct query-bounded CPA-secure SKE with quantum ciphertexts (QSKE) from a PRFS generator with a
polynomial sized domain (which is implied by a PRS generator). Then, as a corollary, we get query-bounded SK-NCER
with quantum ciphertexts and bounded collusion-resistant UTE from PRS generators, where the succinctness properties
will be retained.

Query-Bounded CPA-Secure QSKE. We start by formally constructing a query-bounded CPA-secure secret-key
encryption with quantum ciphertexts from pseudo-random function-like state (PRFS) generators (Definition 3.3). We
show correctness, security, and analyze the succinctness of the ciphertext and decryption key.

Construction 3.28 (Query-Bounded CPA-Secure QSKE). Let A be a security parameter and g be a query bound. Let
G = G 4 be a PRFS generator with input length d = d(, ¢) and output length n = n(X). We construct our QSKE
scheme IIske = (Gen, Enc, Dec) as follows:

* Gen(1*,19): On input the security parameter )\, the key generation algorithm samples k1, ..., ky & {0,1}*
and outputs sk = (k1,...,k)).
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* Enc(sk,m): On input the secret key sk = (k1,...,k») and a message m € {0, 1}, the encryption algorithm
samples s1,- - - , s\ uniformly from {0, 1} such that s; @ --- @ s) = m and samples 71, ...,7y & {0,1}47L,
Compute p; < G(k;, (r;,s:)) fori € [A] and output |ct) = ({ri, pi }ic|x))-

* Dec(sk, |ct)): On input the secret key sk = (k1,...,k) and a quantum ciphertext [ct) = ({ri, pi}ic[y)), the
decryption algorithm runs Test(k;, (r;,0), p;) to get s; for i € [A]. It outputs m = s1 P - - - D 5.

Theorem 3.29 (Correctness). Ifn = w(logA), then Construction 3.28 is correct.

Proof. Fix A € Nand m € {0,1}. Letsk = (ki1,...,ky) < Gen(1*,19) and
|ct) = ({ri, pi}iepn) + Enc(sk, m).

We consider the output of Dec(sk, |ct)). By definition of Test (see Definition 3.3), the output of Test(k;, (r;,0), p;)
determines if s; = 0 up to negligible error, meaning the derived s; is correct with overwhelming probability. By
the distribution of s, --- , sy, we have m = s; @ --- @ s, if the s; are correct. By a union bound, this holds with
overwhelming probability, as desired. o

Theorem 3.30 (Query-Bounded CPA Security). Let A be a security parameter and q = q(\) be any polynomial.
Suppose d > 2logq + 1 and G is a selectively secure PRFS generator. Then, Construction 3.28 is CPA-secure for up
to q queries.

Proof. We prove the theorem by showing encryptions of 0 and 1 are computationally indistinguishable. Suppose there
exists a QPT adversary A that has non-negligble advantage J in the query-bounded CPA security game. We define a
sequence of hybrid experiments:

. Hybgb): This is the CPA security game with challenge bit b. In particular:

— At the beginning of the game, the challenger samples k1, ..., ky & {0, 1}

— When adversary A makes the j* encryption query m((Jj ),mgj ) € {0,1} for some j € [g], the chal-

lenger samples sgj), ceey sg\j) uniformly from {0, 1} such that ng) DD Sg\j) = ml()j) and samples
9 .,rgj) & {0,1}9-1. The challenger computes p/ « G(k;, (r?,s%))) for i € [A] and gives

et @) = ({ri”, o i) to A.
— After q queries, adversary A outputs a bit b’ € {0, 1}, which is the output of the experiment.

. Hybgb): Same as Hyb(()b) except the challenger now samples rgj) & 10,1} fori € [A],j € [q] at the start of
the game and outputs L if for all i € [A], there exists j, j’ € [¢] such that j # j’ and 7'5‘7) =),

3

)

e Hyb,”’: Same as Hy except the challenger sam esp,-i: +— pp, forall j € |q|, where i* € [}] is the first index
Hyb{": 8 Hyb " except the challenger samples /"’ for all h A] is the first ind

such that rlg), D

i*

are distinct.

)

We write Hybz(-b) (A) to denote the output distribution of an execution of Hybz(-b with adversary 4. We now argue that

each adjacent pair of distributions are indistinguishable.

Lemma 3.31. Suppose d > 2logq + 1. Then, there exists a negligible function negl(-) such that for all A € N, we
have

’Pr[Hybff’) (A) = 1} —Pr [Hybgb> (A) = 1” — negl(\).

(@

%

(@

Proof. First, note that sampling 7,;”’ at the start is purely syntactic, since ;' is independently sampled from each

ml(f ). We show the lemma by showing that the probability that the challenger outputs L at the start of the game is
negligible, as this is the only other difference between the experiments. Since d > 2logq -+ 1, the set {0, 1}?~! has
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size 2471 > 221084 = ¢2_ This implies that for each index i € [)\], the probability that there exists j, j € [g] such that
) _ )

j#j andr; is at most
g—1)*
1-(1-" 5] <1-1/e.
q
Since rl(l), e ,rl@ are sampled independently for each ¢ € [)], the probability of a collision for all 4 € [)] is at most
(1 — 1/e)*, which is negligible. O

Lemma 3.32. Suppose G is a selectively secure PRFS generator. Then, there exists a negligible function negl(-) such
that for all A € N, we have

‘Pr [Hyb§b> (A) = 1} —Pr [Hybgb> (A) = 1} ‘ = negl(\).
Proof. Suppose A distinguishes the experiments with non-negligible probability ¢’. We use A to construct an adversary

B that breaks PRFS security as follows:

() & {0,1}= fori € [)], 5 € [q] and checking the abort condition. If it does

(Q)

1. Adversary B starts by sampling r;

not abort, it finds the first index i* € [A] such that 7“1(1 ). are distinct.

2. Adversary B samples 8,7 )& {0, 1} for j € [g] and submits the queries {( )} jelq to the PRES challenger

1*7 z*

to get back p(J) for j € [q].

3. Adversary 3 samples k; & {0, 1}* for4 # i*. When advervsary .A makes its 5 encryption query m((f ), mg 2

{0, 1}, the B samples ng), - 51) s 557)“, .. (7) uniformly from {0, 1} such that

S

ng) ® - 51) LD S(z)Jr1 N SE\J’) _ mZ()j) @ 557)

Adversary B computes pg‘j) — G(ki, (rgj), 557))) fori € [A]\ {i*} and gives |ct)) = ({rgj), pg‘j)}ie[,\}) to A.
4. At the end of the game, adversary 5 outputs whatever A outputs.

Clearly adversary B is QPT if A is. If p(J ) are Haar-random states for J € [q], adversary B simulates Hybéb) (A). If

pg*) are PRFS generator outputs for j € [g], adversary B simulates Hyb( )(A). Thus, adversary BB has advantage §’ in

the PRFS security game, a contradiction. O

Lemma 3.33. The experiments Hybgo) (A) and Hybgl) (A) are identically distributed.
Proof. Since for all j € [g] the state pEJ ) no longer depends on SEJ ), each sl(-j ) for i # ¢* is uniform and independent of
b, meaning the adversary’s view in the two experiments is identical. o

Combining Lemmata 3.31 to 3.33, the theorem follows by a hybrid argument. o

Theorem 3.34 (Succinct Ciphertexts). Let A € N be a security parameter and q € N be a query bound. Then, the size
of a ciphertext in Construction 3.28 is poly(\,log q) and the size of the secret key is poly (X).

Proof. For Theorem 3.29, the parameter requirement is n = w(log A) and for Theorem 3.30 the parameter requirement
is d > 2logq + 1. Thus, setting n = X and d = 2logq + 1 suffices. A ciphertext consists of A pairs of r € {0, 1}41
and p which is the output of the PRFS. Thus, the total number of qubits in a ciphertextis A(21og ¢+ \) = 2\ log ¢+ A2,
as desired. Moreover, the key size of a PRFS generator can be made independent of the domain size, so the size of a
secret key is poly(A). O

Corollary 3.35 (Succinct Bounded-Query SK-NCER). Let A € N be a security parameter and q(\) be any polynomial
query bound. If PRS generators exist, then there is a q-bounded-query SK-NCER scheme with poly(\, log q)-sized
quantum ciphertexts and poly (\)-sized decryption keys.
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Proof. Follows by Theorems 3.29, 3.30 and 3.34 and Corollary 3.6. O

Corollary 3.36 (Succinct Bounded Collusion-Resistant UTE). Ler A € N be a security parameter and q(\) be any
polynomial query bound. If PRS generators exist, then there is a q-bounded collusion-resistant UTE scheme with
poly(\, log q)-sized ciphertexts and poly (\)-sized decryption keys.

Proof. Follows by considering the analog of Construction 3.15 and the proofs of Theorems 3.16 and 3.17 in the
bounded collusion-resistant setting, along with Corollary 3.35. The size of a ciphertext is the sum of the sizes of a
one-time UTE ciphertext and the SK-NCER ciphertext. The size of the one-time UTE ciphertext is poly(\) (since it
does not have a bound parameter), and by Corollary 3.35 the size of the SK-NCER ciphertext is poly()\,log ¢). The
size of a decryption key is the same as the underlying SK-NCER scheme, which is poly(}). O

Impossibility of HEST. We now show an attack on a succinct bounded g-copy secure UTE from hyper-efficient
shadow tomography with number of copies k.

Theorem 3.37 (HEST Breaks Bounded ¢-Copy Secure UTE). Let A be a security parameter. Suppose there exists an
algorithm T that satisfies Definition 3.7 for all mixed quantum states with number of copies that is upperbounded by
k = k(n,log M,1/e,1og(1/0)) for polynomial k. Then, there exists ¢ = poly(A) such that bounded q-copy secure
untelegraphable encryption with succinct ciphertexts and decryption keys does not exist.

Proof. The attack is analogous to the one in Theorem 3.25. Thus, we just show that that parameters can be satisfied.
Recall that n corresponds to the number of qubits in a ciphertext. If the ciphertexts or keys are not succinct, there is
a circularity issue: namely, k grows with poly(n,log M) = poly(q), so ¢ may always be less than k. However, when
ciphertexts and keys are succinct, we can set the parameters such that this circularity is not an issue. Specifically, fixing
any A € N and letting ko = poly(), log q) be the value of k when ¢ = A, we set ¢ = A\k3, which will correspondingly
bound k by kg - polylog(ko). This means the UTE scheme can support k-copy security when ¢ > Ak2, which we know
is poly(A) by definition of k. O

Corollary 3.38 (Impossiblity of HEST from PRS Generators). Assuming the existence of pseudorandom state genera-
tors, hyper-efficient shadow tomography for all mixed quantum states does not exist.

Proof. The corollary follows by Theorem 3.37 and Corollary 3.36. O

4 Separating Untelegraphable Encryption and Unclonable Encryption

In this section, we construct an untelegraphable encryption scheme that satisfies UTE security, but simultaneously has
an adversary that wins the UE security game with non-negligible advantage for an unbounded polynomial number
of second-stage adversaries. The construction is secure under the LWE assumption in the classical oracle model. In
the classical oracle model, we assume algorithms can generate oracles to classical functions efficiently so long as the
function has a polynomial-size description. This can be thought of as an extension of ideal obfuscation. Note that
for any fixed bound n on the number of second-stage adversaries, one can construct n-clonable UTE trivially from
collusion-resistant UTE, by defining encryption to generate n fresh UTE ciphertexts.

4.1 Building Blocks

In this section, we describe notions that are needed for our construction of unbounded clonable UTE.

One-shot MAC. We introduce the notion of a one-shot message authentication code (OSMAC). An OSMAC functions
similar to a standard MAC, except users now generate a one-time quantum signing key, along with a classical verification
key. The security notion states that it is computationally hard for an adversary to generate two signatures of two different
messages under any single verification key that is generated by the adversary. One-shot MACs are a relaxation of
one-shot signatures [AGKZ20], which are publicly verifiable, and two-tier one-shot signatures [MPY24], which have
partial public verification. In [MPY24], two-tier one-shot signatures are constructed from the standard learning with
errors (LWE) assumption [Reg05].
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Definition 4.1 (One-shot MAC). A one-shot message authentication code (OSMAC) scheme with message space
M = { M} en is a tuple of QPT algorithms ITosm = (Setup, KeyGen, Sign, Vrfy) with the following syntax:

* Setup(1*) — (pp, mvk): On input the security parameter ), the setup algorithm outputs the public parameters
pp and a master verification key mvk.

» KeyGen(pp) — (|sk), vk): On input the public parameters pp, the key generation algorithm outputs a quantum
signing key |sk) along with a verification key vk.

* Sign(|sk) ,m) — o: On input a quantum signing key |sk) and a message m € M, the signing algorithm
outputs a signature o.

* Vrfy(pp, mvk, vk, m, o) — b: On input the public parameters pp, the master verification key mvk, a verification
key vk, a message m € M, and a signature o, the verification algorithm outputs a bit b € {0, 1}.

We require that IIos satisfy the following properties:
¢ Correctness: Forall A € Nand m € M,

(pp, mvk) + Setup(1*)
Pr | Vrfy(pp, mvk,vk,m,c) =1: (|sk),vk) < KeyGen(pp) | > 1 — negl()).
o + Sign(Jsk) ,m)

» Two-Signature Security: For all QPT adversaries .4, there exists a negligible function negl(-) such that for all
AeEN,

mo 7# ma A Vrfy(pp, mvk, vk, mg,00) =1 (pp, mvk) « Setup(1*)

Pr A Vrfy(pp, mvk, vk, my,01) = 1 " (vk,mq, 00, m1,071) < A(pp)

< negl(}\).

Theorem 4.2 (Two-tier one-shot signature [MPY24, Theorem 3.2]). Assuming the quantum hardness of LWE, there
exists a two-tier one-shot signature scheme with message space {0, 1}.

Theorem 4.3 (One-shot MAC). Assuming the quantum hardness of LWE, there exists a one-shot MAC scheme with
message space {0, 1}P°YXN for any fixed polynomial poly (-).

Proof. A scheme with message space {0,1} follows immediately from Theorem 4.2, and extending to multi-bit
messages follows by running many single-bit OSMAC schemes in parallel, where each scheme corresponds to a
message bit. O

4.2 Constructing Unbounded Clonable Untelegraphable Encryption

In this section, we describe our construction of an unbounded clonable UTE scheme assuming the existence of an
OSMAC in the classical oracle model. In the classical oracle model, we will assume algorithms can efficiently generate
functions as black-boxes, meaning an adversary will only have oracle access to said function in the security proof. Our
untelegraphable encryption construction is again in the setting where there are separate encryption and decryption
keys, where only the decryption key is revealed to the second stage adversary.

Construction 4.4 (Unbounded Clonable UTE). Let A be a security parameter, n = n(\) be length parameter,
and M = {M,} en be a message space. Let Ilosm = (OSM.Setup, OSM.KeyGen, OSM.Sign, OSM.Vrfy) be
an OSMAC scheme with message space {0,1}*). We construct our unbounded clonable UTE scheme ITyte =
(Gen, Enc, Dec) as follows:

+ Gen(1*): On input the security parameter )\, the key generation algorithm samples s & {0,1}"** and
(pp, mvk) <~ OSM.Setup(1*). Tt outputs (ek = (pp, mvk, s),dk = s).
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* Enc(ek,m): On input the encryption key ek = (pp, mvk, s) and a message m € M, the encryption algorithm
samples (|sk.) , vk:) = OSM.KeyGen(pp) and generates the following classical oracle Oek m,vk. :

Hard-wired: master verification key mvk, public parameters pp, string s € {0, 1}"*, message m € M,
verification key vk,

Input: strings s' € {0,1}"t* r € {0,1}", set of signature tuples {st,},cy. where the set V, =
{e,r1,7[1,2],...,r[l,n — 1], 7} contains all prefixes of 7 including the empty string &

1. Parse st. = (vko, vk1,0¢), sty = (Vky, VKy0, Vky|1,00) for v € Vi \ {e, 7}, st = (vk;, o).

2. Output m if s = s, OSM.Vrfy(pp, mvk, vk, vk, |o|[vky|1,00) = 1 for all v € V;. \ {r}, and
OSM.Vrfy(pp, mvk, vk, s’, o) = 1. Otherwise, output L.

Figure 1: Classical oracle Oek m, k.

The encryption algorithm outputs the ciphertext |ct) = (|ske) , Oek,m. vk s PP)-

¢ Dec(dk, |ct)): On input the decryption key dk and a quantum ciphertext |ct) = (|sk.), O, pp), the decryption
algorithm does the following:

1. Forall v € Vn \ {e} sample
(Isky) , vky) <= OSM.KeyGen(pp) and (|skyg1) , vko@1) < OSM.KeyGen(pp),

where v & 1 is v with its last bit flipped for a variable length bitstring v.

2. Compute the signatures o, < OSM.Sign(|sk,),VkyollVky1) for all v € Von \ {0"} and ogn
OSM.Sign(|skon ) , dk).

3. Set st. = (vko, ki, 0:), sty = (Vky, Vkyjo, VKy|1,00) for v € Von \ {g,0"}, ston = (vkgn,00n ), and
output O(dk, 0™, {sty fveviyn )-

Theorem 4.5 (Correctness). Suppose llosm is correct. Then, Construction 4.4 is correct.

Proof. Fixany A € Nandm € M. Let (ek = (pp, mvk, s),dk = s) «— Gen(1*)and |ct) = (|sk) , Ock.m vk, PP) <
Enc(ek, m). We consider the output of Dec(dk, |ct)). By inspection, Dec honestly signs the same MAC chain checked
bY Oek,m k. (Figure 1) for r = 0™. Thus, by correctness of Ilosm, we have m < Oek m, vk, (dk, 0™, {st, }vevyn ) With
overwhelming probability, as desired. O

Theorem 4.6 (Indistinguishability Security). Let A € N be a security parameter and suppose n = n(X\) = Q(log ),
n = o(X), and lloswm satisfies two-signature security for adversaries that run in time 2™ - poly(\) and have advantage
at most 2=, Then, Construction 4.4 satisfies one-time indistinguishability security in the classical oracle model.

Proof. Suppose there exists a QPT adversary (A, B) such that .4 and B make exactly ¢ queries (without loss of
generality) and wins the UTE indistinguishability security game with non-negligible advantage § > 0. Let O  be
an oracle which always outputs L. Now, consider an adversary A which is given an oracle O that is either O, or
Oek,my k. (Figure 1) for challenge bit b € {0, 1}, along with an input (mvk, s, my, vk ). Adversary A runs the UTE
security game except that it uses O to simulate A’s oracle queries and the secret information (mvk, s, my, vke) to
simulate 5’s oracle queries. Note that AOekmy, ke (mvk, s, my, vk, ) perfectly simulates the UTE game with challenge
bit b. Setting Bozn to the an algorithm that measures a uniformly random query of A, by Lemma 2.1, we have

‘Pr [AOek'mb'Vke (mvk, s, mp, vk.) = 1} —Pr {VZ\OL (mvk, s, mp, vk.) = 1] ‘

< 2q- \/Pr [ngH(mvk,s,mb,vka) € S} =v(A),

27



< Fuyuki: | think Boan’s oracle should be O .>> where S is the set of valid tuples (s, r, {sty, }yev,.) that makes
Oek,m, vk, output mp. Since s is uniform and independent of 4’s view, it must be that v is negligible, since
¢ = poly()\). By definition of A, this implies

[BOmuke (st, 5) = b2 st 4= AL (pp, [ske))] = 5+ — v(N),

r
b,pp,mvk,s,vke,|skc)

where b & {0,1},s & {0,1}"*, (pp, mvk) < OSM.Setup(1?*), (|sk.) ,vk.) +~ OSM.KeyGen(pp), as in the UTE
security game with a random challenge bit b. We can rewrite the above expression as

E Pr [BOdmy e (st, ) = b] | > % +6—v(N), (1)

pp,mvk,vke,st | b,s

where st < A9+ (pp, |sk.)). Let a tuple (pp, mvk, vk., st) be “good” if we have

Pr [BOek'mvakE (st,s) = b} >

0
b +§—V()\)

N =

By Equation (1), a tuple (pp, mvk, vk, st) is good with probability at least § /2. Furthermore, for any (pp, mvk, vk, st),
we have

1
Eg [BOL (st,s) =b] = 3 (2)

Fix a good tuple (pp, mvk, vk, st), let S be the same set as above, and let By be an algorithm that measures a uniform
query of B. Then, by Lemma 2.1, the definition of a good tuple, and Equation (2), we have

Pr B3 (st,5,0) € ] = (3/40 — v(A)/20)* = e (V). 3)

We now construct an OSMAC adversary Aosm as follows:
1. On input pp, adversary Aosm samples (|skc) , vk:) < OSM.KeyGen(pp) and runs st < A+ (pp, [ske)).
2. Adversary Aoswm initializes a list L, and for each ¢ € [(2™ 4 1) - A/dext ()], it does the following:

(a) Sample s; & {0,1}"** and b; & {0, 1}.
(b) Run (S/a T, (St'u)’UGVTi) — [j’e(?(tL (St7 Siy bz)a and add (S/a Ti, (St'u)’UGVTi) to Lif s = Si-

3. Adversary Aosm randomly chooses two elements (s;, 5, (Stv)UEVT].) and (sg, 7k, (stv)vevmc) of L. If s = s,

or rj # 11, Aosm outputs L. Otherwise, Aosm outputs the first collision (vk,, m, o,,m’, o) it finds among
the two tuples.

Adversary Aosm runs in 2™ - poly(A) time for infinitely many A € N, since § is non-negligible and (A, B) runs in
QPT. Furthermore, assuming (pp, mvk, vk, st) is a good tuple, Equation (3) and the number of iterations ensure that L
contains 2" + 1 valid MAC chains (s;, 7, (stu)vev,, ) with 1 — 2~O() probability. By the pigeonhole principle, there
exists (s;,r;, (Stv)veVTj) and (sk, Tk, (Stv)vev,, ) among those 2" + 1 valid MAC chains such that r; = 7y, and with
overwhelming probability we have s; # sy, for all items in L since s; < {0, 1}"** in each iteration. Thus, such a pair
of MAC chains must have a collision where different signatures are given on the same verification key. Specifically,
if vk;.; is not the verification key for the collision, then vk,.; # vk, , implying the chain must differ for some other
v € V;, \ {r;}. since vk, is the same for both. The advantage of Aosw is then at least

5 . 1 1
2|L* ~ poly(A) - 22" T 2

for infinitely many A € N, as desired. (]
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Theorem 4.7 (Attack on One-Way Unclonable Security). Suppose losm is correct and n = w(log \). Then, Con-
struction 4.4 is not k-adversary one-way unclonable secure (Definition 2.3) for any k = poly(X) in the classical oracle
model.

Proof. We give a two stage adversary (A, B) to break one-way unclonable security for any ¥ = poly(\) number of
second stage adversaries (all second stage adversaries run the same algorithm B):

1. At the beginning of the game, A gets a single ciphertext |ct) = (|ske) , Oek,m vk, Pp) from the challenger and
decides on any k& = poly()) number of second stage adversaries.

2. Forall r € [k] (where r € {0, 1}™ is appropriately padded), v € V;. \ {e} adversary .A samples

(Isky) , vky) <= OSM.KeyGen(pp) and (|skyg1) , vkyg1) < OSM.KeyGen(pp).

3. Forall 7 € [k], v € V;. \ {r} adversary A computes o, <~ OSM.Sign(|sky) , Vkyol|Vky|1).

4. Adversary A sets st. = (vko, vky,0.) and for all r € [k] sets st, = (vky, VKky|o, Vky1,00) forv € V. \ {e,r}.
For the 7! second stage adversary, A outputs (Oek m vk, , T {sto}oev,\{r}, Isks) , vk;) in its register.

5. On input (7, {sty }vev,\{r}, [Skr) ,Vk;) and dk = s, adversary B computes o, <— OSM.Sign(|sk,) ,s), sets
st, = (vk, o), and outputs O(s, r, {sty }rev.).

Since k is polynomial, (A, B) is efficient. Since the MAC chain is generated honestly for each r € [k] and B is given
the honest decryption key s, the checks in Oek 1, vk. pass with overwhelming probability by correctness of IIosm. Thus,
all k£ second stage adversaries recover m with overwhelming probability. O

Parameter setting. Setting n = log? )\, satisfies the constraint in Theorem 4.7 and correspondingly assumes quasi-
polynomial security of IIosm for Theorem 4.6. This yields the following corollary:

Corollary 4.8 (Clonable UTE). Assuming the quasi-polynomial quantum hardness of LWE in the classical oracle
model, there exists an indistinguishability secure UTE scheme that is not one-way unclonable secure for an unbounded
polynomial number of second stage adversaries.

S Untelegraphable Encryption with Everlasting Security

In this section, we explore the notion of everlasting security (Definition 2.7) for untelegraphable encryption schemes.
In particular, we construct collusion-resistant untelegraphable encryption with everlasting security in the quantum
random oracle model (QROM). We also define the notion of weakly-efficient shadow tomography (WEST) and show
that such a notion leads to an attack on the everlasting security of any correct collusion-resistant UTE scheme. Finally,
we show that working in the QROM or assuming some other non-falsifiable assumption may be inherent when trying
to construct UTE with everlasting security, by giving a black-box separation of public-key everlasting one-way secure
UTE and any falsifiable assumption, assuming sub-exponential one-way functions exist.

5.1 Collusion-Resistant Untelegraphable Encryption with Everlasting Security

In this section, we describe our construction of collusion-resistant untelegraphable encryption with everlasting security
in the quantum random oracle model (QROM), which parallels the construction of certified everlasting hiding com-
mitments in [HMNY22]. A modification of the construction can also be used to build single-ciphertext public key
unclonable encryption with everlasting security.

Construction 5.1 (Everlasting Secure UTE). Let A be a security parameter. Our construction relies on the following
additional primitives:

* Let ITske = (SKE.Gen, SKE.Enc, SKE.Dec) be an SKE scheme with message space {0, 1}*.
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o Let IT;yte = (LUTE.Gen, 1UTE.Enc, 1UTE.Dec) be a secret-key untelegraphable encryption scheme with
message space M = { M} en and key space {0, 1}¢(V.

e LetH = {H) : {0,1}* — {0,1}*} be a hash function family, which will be modeled as a random oracle in the
security analysis.

We now construct our everlasting UE scheme ITyg = (Gen, Enc, Dec) as follows:

* Gen(1*) : On input the security parameter ), the key generation algorithm samples k < SKE.Gen (1), H = H),
from H, and outputs (k, H).

* Enc(sk,m) : On input the secret key sk = (k, H) and a message m € M, the encryption algorithm
samples skjyte ¢+ 1UTE.Gen(1%),r & {0,1}*, computes |ctjyte) < LUTE.Enc(skiyte,m), Ctske
SKE.Enc(k, r) and outputs

|Ct> = (|Ct1UTE> , CtskE, H(T‘) D SklUTE)-

* Dec(sk, |ct)) : On input the secret key sk = (k, H) and a quantum ciphertext |ct) = (|ct1), cto, ct3), the
decryption algorithm outputs 1UTE.Dec(H (SKE.Dec(k, ct2)) @ cts, |ct1)).

Theorem 5.2 (Correctness). Suppose ll1yte and ske are correct. Then, Construction 5.1 is correct.

Proof. Fix any A € Nand m € M. Letsk = (k, H) < Gen(1*) and
|Ct> = (lCt1UTE> , CtskE, H(T) D SklUTE) — Enc(sk, m)

We consider the output of Dec(sk, |ct)). By ITskg correctness, r < SKE.Dec(k, ctske) with overwhelming probability.
By I yte correctness, m < 1UTE.Dec(H (r) ® H(r) ® skiuTe, |ctiuTte)) with overwhelming probability, as desired.
o

Theorem 5.3 (Everlasting Collusion-Resistant Security). Suppose 11 y1E satisfies statistical indistinguishability secu-
rity (Definition 2.5) and Ilskg satisfies CPA security. Then, Construction 5.1 satisfies everlasting collusion-resistant
security in the quantumly-accessible random oracle model.

Proof. Suppose there exists a QPT first stage adversary .4 and an unbounded time second stage adversary I3 that has
non-negligible advantage ¢ in the collusion-resistant security game and makes at most () message queries. We define
a sequence of hybrid experiments:

* Hyb,: This is the collusion-resistant game with bit b = 0. In particular:

— At the beginning of the game, the challenger samples k + SKE.Gen(1*), H = H) from H, and sets
sk = (k, H).

— When adversary A makes its i*" query (méi), mgi)), the challenger samples skgaTE + 1UTE.Gen(1%),
ry & 10,13, sets h; = H(r;) ® sk{}}re, and computes

‘ctﬁjTE> « 1UTE.Enc(skiDe.m?) and )  SKE.Enc(k, ;).

The challenger gives the ciphertext |ct()) = (‘ctgﬁTE> ,ctéaE, hi) to A.

— Adversary A then outputs a classical string st, which is given to 5 along with sk from the challenger.
Adversary B outputs a bit bg, which is the output of the experiment.

* Hyb,;: Same as Hyb, ; except the challenger now computes ‘ctgngE> — 1UTE.Enc(sk§3TE, m(li')).

Note that Hyby, is the collusion-resistant game with bit b = 1. We write Hyb, (A, B) to denote the output distribution
of an execution of Hyb, with adversary (A, ). We now show that for each ¢ € [Q)], experiments Hyb,_, (A, B) and
Hyb, (A, B) are indistinguishable.
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Lemma 5.4. Suppose 111yT1E satisfies statistical indistinguishability security and sk satisfies one-way CPA security
for QPT adversaries. Then, for all i € [Q), there exists a negligible function negl(-) such that for all X € N, we have

|Pr[Hyb; (A, B) = 1] — Pr[Hyb; (A4, B) = 1]| = negl(\).
Proof. We define the following intermediate hybrid experiments:

e Hyb! ,: Same as Hyb, ; except the oracle given to A is replaced with H,. .z, which is H reprogrammed
according to H' on an input r where H' is another independent uniformly random function. In particular,
H, .y (x)=H(z)whenx # r; and H,, g (x) = H'(x) when x = r;.

 Hyb!" ;: Same as Hyb} , except for the following points:

— The challenger samples /; < {0, 1}".

— The oracle given to A is replaced with H’, where H’ is a uniformly random function that is independent
of H.

— The oracle given to B is replaced with [] .,

which is H' reprogrammed to t = h; & skgﬁTE on input 7;.

* Hyb!” ;: Same as Hyb!" ; except the challenger now computes ‘ct§3TE> — 1UTE.Enc(sk§3TE, m(li)).

Claim 5.5. Suppose Iske satisfies one-way CPA security for QPT adversaries. Then, for all i € [Q], there exists a
negligible function negl(-) such that for all A € N, we have

|Pr[Hyb; (A, B) = 1] — Pr[Hyb;_, (A, B) = 1]| = negl(\).

Proof. Suppose (A, B) distinguish the experiments with non-negligible probability 6’. We will use (A, B8) to construct
an adversary Bskg that breaks one-way CPA security.

First, consider an adversary A which is given an oracle O that is either H or H,, ,z and an input (r;, H ) where
r; & {0,1}* and H represents the entire truth table of H. Adversary A runs Hyb,_; (A, B) except that it uses O
to simulate .A’s random oracle queries and the truth table of H to simulate 3’s random oracle queries. We assume

without loss of generality that A makes exactly Q 4 queries. Thus, Pr[Hyb, (A, B) =1] = Pr [AH (ri, H) = 1}
and Pr[Hyb;_,(A,B)| = Pr {AHTWH’ (ri, H) = 1}. Setting Boon to be an algorithm that measures a uniformly

random query of A, by Lemma 2.1, we have

§ < ‘Pr[le(m,H) = 1] - Pr[leTﬁH’(ri,H) = 1] ‘ <2Q4 - \/Pr {ngﬁﬂH/(ri,H) = m].

Let BOQH be the same as Boop except it does not take the truth table of H as input and samples h; < {0, 1}2. Then,
Pr[Bogi™" (re. H) = 1] = Pr B (r) = v

since the truth table for H is only needed to generate h; = H (r;) & skgaTE (it halts before B is run) and H.,., _, g reveals
nothing about H (r;). Furthermore, for any r;, the function H,,_, g is random when H, H' are random, meaning

Pr [ngﬁ”'(ri) = n} =Pr {Bng(”) - ”] = (2((;)2'

Note that Booy ignores its input and simulates Hyb, , (A, B) by sampling h; & {0, 1}, measuring a random query
J & [Q.4] of adversary A, and outputting the measurement. With this in mind, we can construct Bskg as follows:
1. At the beginning of the game, Bskg is given ctéjzE from its challenger, samples h; & {0,1}", and samples
i <= [Qul.
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2. When adversary A makes the j*" query (méj ) , mgj )), adversary Bskg does the following:

* For each j € [Q], sample skgﬁ)TE + 1UTE.Gen(1%) and compute

’Ctg‘l.J)TE> — 1UTE.Enc(sk§JJTE’ m(()j)).

e For j € [Q]\ {i}, sample r; & {0,1}*, set h; = H(r;) @ skgﬁTE, and submit r; to the CPA challenger
0 aot ctl)
get cteie.

Adversary Bske replies with [ct()) = (’ctg‘JTE> ,cté{()E, hj).

3. Forrandom oracle queries, Bske simulates them efficiently (see Section 2.2) and measures query ¢* that .4 makes.
Adversary Bske outputs the measurement outcome.
By definition Bskg outputs r; (which we denote as the random message used to construct ctng) with probability
R N

Pr BgQH(ri) = rz} > ( zg—A) , which is non-negligible. Thus, Bskg breaks one-way CPA security, a contradiction.
(]

Claim 5.6. For all i € [Q] and A € N, Pr[Hyb]_, (A, B) = 1] = Pr[Hyb]_, (A, B) = 1].
Proof. First, h; = H(r;) & skgaTE in Hyb;_; and h; is uniform in Hyb ;, so the marginal of h; is identical in both

distributions. Next, H,,_, ' is independent of h; in Hyb’if1 and is a uniformly random function, which is also the
case in Hyb; ; with H’, so the hybrids have the same joint distribution for the first stage oracle and h;. Moreover, in

Hyb’ |, we have H(r;) = h; ® skgﬂTE and in Hyb; | we have H] _,(r;) =t =h; ® skgﬁTE. Lastly, the first and
second stage oracles only differ at the point ; in both hybrids, meaning the joint distributions for both oracles and h;
are identical. Since the oracles and h; are the only modified components, this completes the proof. o

Claim5.7. Suppose Iy yTe satisfies statistical indistinguishability security. Then, foralli € [Q], there exists a negligible
function negl(-) such that for all A € N, we have

|Pr[Hyb (A, B) = 1] — Pr[Hyb”, (A, B) = 1]| = negl(\).

Proof. Suppose (A, B) distinguish the experiments with non-negligible probability 6’. We will use (A, BB) to construct
an adversary (A’, B’) that breaks indistinguishability security as follows:

1. Adversary A’ first samples r; & {0,1}*,s; & {0, 1} for each j € [Q] and sets H'(r;) = s; for j # i. It also
samples sk = k +— SKE.Gen(1*) and for all j € [Q] samples ctéJK)E + SKE.Enc(k, ;).

2. Adversary A’ answers random oracle queries at random or according to the values already set for H' if they are
queried.

3. When adversary .A makes the ;' query (méj ) , mgj )), adversary A’ does the following:

* For j # 4, sample skgﬁTE + 1UTE.Gen(1*) and compute }ctg{J)TE> — 1UTE.Enc(sk§{J)TE, mg)), where
bj=0forj >iandb; = 1forj <i.Seth; =s; ®Sk§{J)TE‘

s For j =4, sample h; & {0,1}¢ and send méi), mgi) to the UTE challenger to get }ctgﬁTE>.
Adversary A’ replies with ’ct(j)> = (‘Ctgﬁ)-r5> 7Ctéj;<)|zv hj)-

4. When adversary A outputs st, adversary A’ passes the state (st, h;, H') to B’, where H' is the current oracle
information from .A’s queries and the values set for H'.
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5. On input (st, h;, H') and skgiJTE, adversary B’ sets t = h; ® skgﬁTE and sets H'(r;) = t. It runs BB on input
(st, sk) and answers random oracle queries at random or according to the values already set for H' if they are

queried. Adversary B’ outputs whatever BB outputs.

If the UTE challenger encrypts méi), adversary (A’, B') perfectly simulates Hyb? (A, B). If the UTE challenger

(7) "

encrypts m, *, adversary (A’, B') perfectly simulates Hyb;” ; (A, B). Thus, (A’, B’) has advantage ¢’ in the indistin-
guishability security game, a contradiction. O

Claim 5.8. Suppose Iske satisfies one-way CPA security for QPT adversaries. Then, for all i € [Q], there exists a
negligible function negl(-) such that for all A € N, we have

|Pr[Hyb/Z-'il(A, B) = 1] — Pr[Hyb,(A, B) = 1” = negl(\).

Proof. Analogous to the proofs of Claims 5.5 and 5.6. O
Combining Claims 5.5 to 5.8 proves the lemma by a hybrid argument.

O
The theorem follows by a hybrid argument via Lemma 5.4.

O

Remark 5.9 (Plain Model Insecurity). We note that for any concrete hash function H, if IIskg is FHE for quantum
circuits (QFHE) with classical ciphertexts for classical messages, then even one-way non-everlasting UTE security is
broken. Namely, QFHE can be used to get a classical ciphertext that contains the message given |ct) by computing the
homomorphic evaluation of Dec. Thus, the second-stage adversary can efficiently recover m given the SKE key k.

5.2 Impossibility of Weakly-Efficient Shadow Tomography

In this section, we show an efficient attack on any collusion-resistant UTE with everlasting security from weakly-
efficient shadow tomography (WEST). In particular, this implies the impossibility of WEST for general mixed states
in the QROM (since random oracles imply one-way functions and thus CPA-secure SKE).

Weakly-efficient shadow tomography. We first define the notion of weakly-efficient shadow tomography (WEST).
This notion captures shadow tomography where the post-processing can run in unbounded time, but the initial stage
must be efficient. In particular, this generalizes the notion of classical shadows [HKP20], which has been shown to
compute useful information about unknown quantum states when the family of measurements are projections to pure
states.

Definition 5.10 (Weakly-Efficient Shadow Tomography). Let E denote a uniform quantum circuit family with classical
binary output that takes as input ¢ € [M] and an n-qubit quantum state p. Let a shadow tomography procedure be
slightly redefined to be a pair of algorithms (77, 72) where 7; takes as input F and & copies of p, and outputs a classical
string st such that Pr[|72(¢, st) — Pr[E(7, p) = 1]| < ¢] > 1 — 4. We call said procedure weakly-efficient if the number
of copies k and the runtime of 77 are both poly(n,log M, 1/e,log1/4). Note that 7 can run in unbounded time.

Theorem 5.11 (WEST Breaks ¢t-Copy Everlasting Secure UTE). Let \ be a security parameter. Suppose there
exists an algorithm T = (T1,T2) that satisfies Definition 5.10 for all mixed quantum states with number of copies
k = k(n,log M, 1/e,1og(1/6)) for polynomial k. Then, there does not exist k-copy everlasting secure untelegraphable
encryption that also satisfies correctness.

Proof. Let Ilyte = (Gen, Enc, Dec) with poly()\) be a candidate correct UTE scheme with message space {0,1}
(without loss of generality) and decryption key space K = {Kx}ren. Let n = n()\) be the maximum size of a
ciphertext, M = |K,|, ¢ < 1/2 be a constant, and § = 27*. We define the quantum circuit Ej (i, p) to output
Dec(dk, |ct)) € {0, 1} where the input is parsed as ¢ = dk and p = |ct). We now construct an adversary (A, BB) that
breaks k-copy everlasting security of IIyg:
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1. On input {|ct;)};cx). adversary A runs T1(Ey, {|ct;) }icqx)) to get a classical state st, which A outputs as its
classical state.

2. On input dk and st, adversary B outputs 1 if T5(dk,st) > 1/2 and O otherwise.

By definition of UTE, n = poly()\) and log M = poly(\). By the choice of §, log(1/4) = A and 1/¢ = 3. Thus, Ty
runs in QPT and (A, B) meets the efficiency condition. Since Pr[|72(i,st) — Pr[E(i,p) = 1]| <] > 1 — 4, by the
setting of ¢, J, we have

Pr[|T2(i,st) — Pr[E(i,p) = 1]| < 1/2] > 1 — 27

By correctness of UTE, we have Pr[E(i, p) = 1] = negl(\) when {|ct;) } ;[ are encryptions of 0and Pr{E (i, p) = 1] >
1 — negl(A) when {|ct;)};cx) are encryptions of 1. This implies 7>(dk,st) > 1/2 for encryptions of 1 and
T2(dk,st) < 1/2 for encryptions of O with probability 1 — 27*. Thus, (A, B) wins the k-copy security game
with overwhelming probability. O

Corollary 5.12. Weakly-efficient shadow tomography for all mixed quantum states does not exist in the quantum
random oracle model.

Proof. Follows by Theorems 5.2, 5.3 and 5.11 and the fact that collusion-resistant security implies ¢-copy security.
To adapt the above attack to Construction 5.1 with only query access to the hash I, we can define the circuit £ to
run the decryption algorithm of Construction 5.1 modified to take the value H (r) as input. The classical part of the
ciphertext can be appended to st, which will allow H(r) to be computed after the key is revealed. Thus, even if the
WEST procedure requires the circuit £ to be composed of atomic gates only (no hash gate), the attack still works. [

5.3 Impossibility of Public-Key Untelegraphable Encryption with Everlasting Security

In this section, we give evidence that a non-falsifiable assumption is necessary to construct everlasting secure UTE
(and thus UE as well). We do so by showing that any black-box reduction that proves everlasting security one-way of a
public-key UTE (UTPKE) scheme with respect to an assumption A can be used to construct an efficient adversary that
breaks A, assuming one-way functions exist. This complements the observation that Construction 5.1 is broken for any
concrete choice of hash function (see Remark 5.9) if the classical encryption scheme is quantum fully homomorphic.

Falsifiable cryptographic assumptions. We start by recalling the notion of a falsifiable cryptographic assumption.
Intuitively, this notion refers to any cryptographic assumption which can be broken in a way that can efficiently checked,
such as one-way functions. We give the formal definition from [GW11].

Definition 5.13 (Falsifiable Cryptographic Assumption [GW11]). A falsifiable cryptographic assumption consists of
an interactive challenger C and a constant ¢ € [0, 1). On security parameter ), the challenger C(1*) interacts with an
algorithm A(1*) and may output a special symbol win. If this occurs, we say that A(1*) wins C(1*). The assumption
associated with the tuple (C, ¢) says that for all efficient (possibly non-uniform) algorithms A, there exists a negligible
function negl such that for all A € N, Pr[A(1%) wins C(1*)] < ¢+ negl()\), where the probability is over the random
coins of C and A. We say that a (possibly inefficient) algorithm .4 breaks such an assumption if its probability of
winning exceeds that of the assumption. When considering quantum assumptions, we refer to the purified version of
algorithm A as a unitary U 4.

We also define what it means for a black-box reduction to show everlasting security of a UTE scheme:

Definition 5.14 (Black-Box Reduction for Everlasting Secure UTPKE). A black-box reduction showing everlasting
security of a UTE scheme based on a falsifiable assumption (C, ¢) is an efficient oracle access algorithm R ) such that,
for every (possibly inefficient) adversary (A, B) that wins the everlasting UTPKE security game with non-negligible
advantage, algorithm RU+ breaks the assumption. We model oracle query to U4 as follows: given an input state
|b) = (pk, |ct)), the response is the output register Rou of U 4 |1). Furthermore, we do not give oracle access to the
inverse unitary UL. Note that since 53 runs in unbounded time in the everlasting security game, so oracle access to B
is not given.
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We now state and prove the main theorem of this section:

Theorem 5.15 (Impossibility of Everlasting One-Way Secure UTPKE). Let A € N be a security parameter and
d € (0,1) be a constant. Let Ilyte = (Gen, Enc, Dec) be any candidate UTPKE scheme that satisfies correctness.

Suppose post-quantum CPA-secure encryption exists for size 23" adversaries such that the ciphertexts of different
messages are statistically far apart. Then, for any falsifiable assumption (C, c), one of the following holds:

o The assumption (C, c) is false.

e There is no black-box reduction (Definition 5.14) showing everlasting one-way security of Ilyte based on the
assumption (C, c).

Proof. Let A € N be the security parameter, and suppose the length of the keys output from Gen(1*) is |pk| 4 [sk| < A°
for constant ¢ € N. Let n = n(\) = M¢*2)/% be a CPA-secure encryption security parameter and let Tlsxg =

SKE.(Gen, Enc, Dec) be an SKE scheme that is CPA-secure for size 2n’ = 22°"* adversaries and has ciphertexts that
are statistically far apart. Now, consider an inefficient adversary A that on input (17, pk, |ct)) does the following:

1. Measures the pk register (since it is supposed to be classical).
2. Rejection samples (pk’, sk’) < Gen(17) until pk’ = pk and computes m < Dec(sk’, |ct)).
3. Samples skske < SKE.Gen(1(®)) and outputs st = SKE.Enc(skskg, m).

Define the second stage adversary 5 to find m by brute-force, which is possible since ciphertexts for IIskg must be
statistically far from each other. Clearly (A, B) breaks everlasting one-way security with non-negligible advantage.

We now show that for every polynomial-size distinguisher D(1*), there exists a simulator S(1*) and negligible
function negl such that for all A € N,

Pr[DUA(1%) = 1] — Pr {DUs(l”(lA) - 1} = negl(\).
We define an efficient non-uniform simulator S(1*) for A that on input a query (1%, pk, |ct)) does the following:

1. If Kk < k*(A\) = {bgl/ (c+1) )\J, the simulator measures the pk register, uses its advice to get a valid key sk for

pk, and runs the steps of A from that point. The advice consists of a table T that maps public keys pk € {0, 1}*°
to a corresponding secret key sk for all Kk < x*(\).

2. If K > K*()), the simulator measures the pk register, samples skske < SKE.Gen(1™) and outputs st =
SKE.EnC(SkSKE, 0).

Note that T’ has size at most £*(\)2"* (V) = poly(\) by the bound on the key size, so S is efficient and has polynomial-
sized advice. Moreover, by an averaging argument, there exists a choice of T’ such that for the adversary .4(T)) that
answers queries where x < x*(\) using the table, we have

Pr[DYAMI (1Y) = 1] = Pr[DY4(1%) = 1],
so we pick this table as advice. We now appeal to CPA-security of IIskg to show
Pr {DUA(T*)(P) - 1} —Pr {DUs(l”(ﬂ) - 1} = negl(\).

Suppose D(1*) makes at most ¢(\) queries. For i € [g()\)], define O; to be the oracle that answers the first i queries
with A(T)) and the last g(\) — ¢ queries with S(X). Then, fori € [g(N)],

|Pr[D-1 (1) = 1] — Pr[D(1%) = 1]| = negl()).

Suppose D can distinguish O, _1 and O;. We construct a non-uniform adversary B that breaks CPA-security as follows:
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1. We first define the advice distribution. For a security parameter A € N, adversary B is given T’ along with a
transcript of DA™Y (1% ) for the first i queries and i — 1 responses along with the randomness string 7 and the
message m that A(Ty) would derive (see step 2 of A) in the i*® query.

2. Adversary B starts running D(17; ) and answers the first i — 1 queries as in the transcript.

3. If the i*? query satisfies & < x*()\), respond with Ty. Otherwise, submit the message pair (0,m) to the CPA
challenger for security parameter 1"(*) to get back st and respond with it.

4. For the remaining queries, answer how S(1*) would. Output whatever D outputs.

Adversary B is efficient so long as D is. If st is an encryption of m, adversary B simulates O; and if st is an encryption
of 0, adversary BB simulates O,_;. By assumption on the security of IIskg, for £ > x*(A), no adversaries of size

s(A) = 279 5 gn(s ()" _ glog” A,

can break CPA security with non-negligible probability, where ¢/ = (¢ + 2)/(c + 1) > 1. Since s(\) is super
polynomial in A, adversary 53 contradicts CPA security of ITskg. Thus,

Pr [DUMTU (1*) = 1} _Pr [DUS“” (1*) = 1} = negl())
follows by a hyrbid argument. To conclude the proof, consider a candidate reduction R. If we have
Pr[RY4(1*) wins C(1")] > ¢+ ()
for non-negligible ¢, then it must also be the case that
Pr [RUS(lA)(lA) wins C(l)‘)} > ¢+ e(A) — negl(N),

which implies (C, ) is false. O

Corollary 5.16 (Impossibility of Everlasting One-Way Secure UTPKE from OWFs). Let A € N be a security
parameter, 6 € (0, 1) be a constant, and suppose post-quantum one-way functions exist for size 23" adversaries. Then,
any candidate UTPKE cannot have a black-box proof of everlasting one-way security based on a falsifiable assumption
(C, ¢), unless the assumption is false.

Proof. Follows by Theorem 5.15 and the fact that CPA-secure encryption with statistically far ciphertexts for different
messages can be constructed from one-way functions. O

6 Untelegraphable Secret Sharing

In this section, we define and construct untelegraphable secret sharing (UTSS). While the notion of unclonable secret
sharing (USS) has already been introduced in [AGLL24], we define the notion differently for UTSS to be more
compatible with the standard notion of secret sharing. We construct UTSS for general policies from collusion-resistant
UTE.

6.1 Definition of Untelegraphable and Classical Secret Sharing

In this section, we define UTSS and compare our definition to the recently introduced definition of USS in [AGLL24].
Intuitively, the security notion we consider involves groups of non-qualifying parties as first stage adversaries, where
each group telegraphs their shares, except for one group which gets its honest shares. Given the honest set of shares and
all the telegraphs, it should be hard to distinguish any two secrets from each other. In addition, we recall the definition
of classical secret sharing for policies. We give the formal definitions below, starting with the definition of an access
policy. Most of the prose for this is taken from [JKK*17].

36



Definition 6.1 (Access Policy). An access policy P on parties [n] is a monotone set of subsets of [n]. In particular,
P C 2l andforall S € P and S C S it holds that S € P.

In this work, we will be treating policies as functions P : 2" — {0, 1} thatoutput 1 oninput X if X € P. Furthermore,
we will assume P can be described by a monotone Boolean circuit. These are directed acyclic graphs in which leaves
are labeled by input variables and every internal node is labeled by an AND or OR operation. We assume the gates in
the circuit have fan-in k;, and fan-out at most ko, so for a given gate g we represent the number of output wires as
kout(g). The computation is done in the natural way from the leaves to the root which corresponds to the output of the
computation.

Classical secret sharing. We now recall the notion of classical secret sharing for access policies. This notion can
be constructed for general policies from any classical CPA-secure encryption scheme, which itself can be constructed
from one-way functions [VNST03].

Definition 6.2 (Secret Sharing). Let A be a security parameter and n be the number of parties. An secret sharing
scheme for access policy P : 2" — {0,1} with message space M = {M}xen is a tuple of PPT algorithms
IIss = (Share, Reconst) with the following syntax:

s Share(1*,1",m) — (s1,...,5,): On input the security parameter )\, the number of parties n, and a message
m € M, the sharing algorithm outputs a tuple of shares (s1, ..., s, ) for each party.

* Reconst(X, sx) — m: On input the shares of a subset of parties (X C [n], sx = {s;}iex), the reconstruction
algorithm outputs a message m € M.

We require that IIss satisfy the following properties:

 Correctness: For all \,n € N, m € M, and X such that P(X) = 1, we have
Pr[m < Reconst(X, sx) : (s1,...,5n) ¢ Share(1%, 1",m)] > 1 — negl(}).
* Security: For a security parameter \, number of parties n, a bit b € {0, 1}, and an adversary A, we define the
security game as follows:

1. At the beginning of the game, adversary A outputs messages mg, m; € M, along with a set X such that
P(X)=0.

2. The challenger samples (s1, ..., s,) < Share(1*, 1", my), and gives sy to A. Adversary A outputs a bit
b’, which is the output of the experiment.

We say Ilss is secure if for all PPT adversaries .A there exists a negligible function negl(-) such that forall A € N,
|Pr[b) = 1|b = 0] — Pr[t) = 1|b = 1]| = negl(\)
in the above security game.
We now define untelegraphable secret sharing for access policies.

Definition 6.3 (Untelegraphable Secret Sharing). Let A be a security parameter and n be the number of parties. An
untelegraphable secret sharing scheme for access policy P : 2[" — {0, 1} with message space M = { M)} en is a
tuple of QPT algorithms ITytss = (Share, Reconst) with the following syntax:

o Share(1*,17,m) — (|s1) .. -, |s»)): Oninput the security parameter )\, the number of parties 7, and a message
m € M, the sharing algorithm outputs a tuple of quantum shares (|s1),...,|s,)) for each party.

* Reconst(X,|sx)) — m: On input the shares of a subset of parties (X C [n],|sx) = {|si)}iex), the
reconstruction algorithm outputs a message m € M.
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We require that IIy7ss satisfy the following properties:

 Correctness: For all \,n € N, m € M, and X such that P(X) = 1, we have

Pr[m < Reconst(X, [sx)) : (|s1),...,[sn)) < Share(1*,1",m)] > 1 — negl(\).

¢ Untelegraphable Security: For a security parameter A\, number of parties n, a bit b € {0, 1}, and a two-stage
adversary (Ao, Az, ..., An, B), we define the untelegraphable security game as follows:

1. At the beginning of the game, .4, outputs messages mg, m1 € M, along with a partition of [n] denoted
as (V*V1,...,Vy) for¢ <n —1, where P(V;) = P(V*) = 0fori € [{].
2. The challenger samples (|s1), ..., |s,)) < Share(1*,1™,my), and gives |sy;) to A; fori € [¢].

3. For i € [{], adversary .A; outputs a classical state st;, which is given to 5. Additionally, the challenger
gives |sy«) to B.

4. Adversary I3 outputs a bit bg, which is the output of the experiment.

We say IIyTss satisfies untelegraphable security if for all QPT adversaries (Ap, Az, ..., Ay, B) there exists a
negligible function negl(-) such that for all A € N,

Pr[bs = 1|b = 0] — Prlbs = 1[b = 1]| = negl()\)

in the above security game.

Comparison with [AGLL24]. The definition of USS in [AGLL24] has the same adversary structure as Definition 6.3,
except each adversary gets a single share and tries to clone it. Collusion in the USS definition is captured via an
entanglement graph, where an edge corresponds to two first stage adversaries sharing entanglement. The USS security
notions are then compared by the number of connected components in the entanglement graph, with 1 component
being the strongest. However, this is counter-intuitive for defining collusion, since if all parties collude there should
never be security.

Furthermore, the definition does not guarantee that individual shares are unclonable. For instance, consider a
2-out-of-2 USS scheme where one share is a UE ciphertext encrypting the secret and the other is the (classical) UE
secret key. The classical share can easily be cloned or telegraphed for a second stage adversary with the honest
ciphertext share, which is also quite counter-intuitive.

However, some of this seems inherent, since having enough groups of parties colluding to cover the set [n] would
allow a cloning adversary to possibly output a different set of honest shares to each second-stage adversary, which
would immediately break security. Thus, untelegraphability yields both a more natural and satisfiable definition for
the task of secret sharing.

6.2 Constructing UTSS for General Policies

In this section, we describe our construction of untelegraphable secret sharing for all policies from collusion-resistant
UTE. The construction is related to that of Yao (see [VNST03, JKKT17]).

Construction 6.4 (UTSS for Policies). Let A be a security parameter, n be the number of parties, P : 2"l — {0,1} be
a policy with corresponding circuit P of depth d and size ¢, and M = { M} ren be a message space. Our construction
relies on the following additional primitives:

¢ Let ITss = (SS.Share, SS.Reconst) be a classical secret sharing scheme for P with message space M and share
space S = {Sx}aen-

* Let ITyte = (UTE.Gen, UTE.Enc, UTE.Dec) be a collusion-resistant UTE scheme with message space S U
{0, 1}*™) and key space {0, 1}*.

We construct our untelegraphable secret sharing scheme IIytss = (Share, Reconst) as follows:
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* Share(1*,17,m): On input the security parameter ), the number of parties n, and a message m € M, the
sharing algorithm does the following:

1. Sample (s}, ...,s,) < SS.Share(1*, 1™, m).

2. For the root (output) gate g* € P, sample (ek,-,dky-) + UTE.Gen(1*) and for i € [n] compute
‘ctgf’f>> « UTE.Enc(ekg-, s.).

3. For each gate g in the policy circuit P (starting from the root), let wf, ... ,w;%ut( g) Tepresent the output
wires with values val(wy), ..., val(wy,_ ) (unless g = g*) and wy, ..., wy, represent the input wires. If
g # g*, sample (ek,, dk,) < UTE.Gen(1*) and do the following:
— If g is an AND gate, sample the values val(wy), ..., val(ws, ) uniformly from {0,1}¢ such that
val(wy) @ - - - @ val(wg,, ) = dkg.
- If g is an OR gate, set the values val(w1), . .., val(wy, ) all to dkg.

For g # g*, 1 € [n], and j € [kout(g)], compute ‘ctgfj)> < UTE.Enc(eky, val(w})).

4. Let W; be the set of input wires associated with the i*" input variable z;. Then, for each i € [n] output the

share
N (9)
|Sz> - ({U}, va|(w)}w€W” {gv {}Cti,j >}j€[kout(g)] }gep> . (4)

* Reconst(X, |sx)): On input the shares of a subset of parties (X C [n], |sx) = {|si) }icx), the reconstruction
algorithm does the following:

1. If P(X) = 0, output L. Otherwise, fix some i* € X and for i € X parse |s;) as in Equation (4). For
i€ X and w € W; add (w, val(w)) to a table 7" mapping wires to values.
2. Fori = 1tod — 1, do the following:
(a) For each gate g of depth ¢ that outputs 1 on X (denoted as Pg(X ) = 1 going forward), compute dk,
using 7" and compute val(w) < UTE.Dec (dkg, ctz(-f?j>) for j € [kout).

(b) For j € [kout), add (wj, val(wj)) to T

3. For the output gate g*, use 1" to compute dk,+ and compute s; < UTE.Dec (d Kge,
Output SS.Reconst(X, s’y ).

ct(gl*)>) fori e X.

i,

Theorem 6.5 (Correctness). Suppose llyte and llss are correct. Then, Construction 6.4 is correct.

Proof. Take any \,n € N, m € M,, and any set X C [n] such that P(X) = 1. Let (|s1),...,|sn)) <
Share(1*, 1™, m) and consider the output of Reconst(X, |sx)). Since P(X) = P, (X) = 1, Reconst does not output
L, and furthermore there exists a path of gates that output 1 from the leaves of P to the root (output) gate g*. Thus, for
all such gates g (of increasing depth) and a fixed ¢* € X, we have

val(w/) < UTE.Dec (dkg, ‘ctz(-;‘f?j>) for j € [kour(9)]

with overwhelming probability by correctness of IIyte. We also have s, + UTE.Dec (dkg*, ‘ct§?1*>>) fori € X

again by ITyTe correctness, where s, are honest shares generated by SS.Share by definition of Share. Therefore, by Ilss
correctness, we have m <— SS.Reconst(X, sy ) with overwhelming probability, since Ilss is a secret sharing scheme
for P. The theorem follows by a union bound. o

Theorem 6.6 (Untelegraphable Security). Suppose lss is secure for QPT adversaries and Ilyte satisfies collusion-
resistant security (Definition 2.6) with second stage encryption queries (Remark 3.23). Then, Construction 6.4 satisfies
untelegraphable security.

39



Proof. Let n = n(\),d = d(\),t = ()\) be arbitrary polynomials. Suppose there exists a QPT adversary (A4 =
(Ag, Ay,...,A,), B) that has non-negligible advantage ¢ in the untelegraphable security game (Definition 6.3). For
aset X C [n], such that P(X) = 0, let Lx be the list of gates g ordered by increasing depth such the P,(X) = 0. Let
Lx /7] denote the j'" gate in Lx. We now define a sequence of hybrid experiments using indices i € [¢] and j € [t]:

. Hybglfg): This is the untelegraphable security game with challenge bit b € {0, 1}. In particular:

— At the beginning of the game, A outputs messages mg, m1 € My, along with a partition (V*,V3,...,V;)
of [n] for £ < n — 1, where P(V;) = P(V*) = 0fori € [¢].

— The challenger samples (s}, ...,s!) < SS.Share(1*,17,m;), (eky«,dky«) < UTE.Gen(1*), and for

ren

i € [n] computes ’ct(;ql*)> < UTE.Enc(ekg-, ;). For each g € P (from the root), the challenger does the

{2

following:
x If g # g*, sample (ek,, dk,) <+ UTE.Gen(1?%).
% If g is an AND gate, sample the values val(w,),...,val(wy, ) uniformly from {0,1}¢ such that
val(wr) @ - - - @ val(wg,, ) = dkg.
x If g is an OR gate, set the values val(w1), . .., val(wg,, ) all to dk,.

x If g # g*, fori € [n], and j € [kout(g)] compute ’ctz(-?> < UTE.Enc(eky, val(w})).

For each i € [n], the challenger sets

si) = | {w,val(w) }wew,, < g, ‘ct(.g.) } .
|s:) ({ (w)}wew, {9{ Z’J>}je[kout(9)] geP

The challenger gives |sy,) to A; for i € [{].

- For i € [{], adversary A; outputs a classical state st;, which is given to 5. Additionally, the challenger
gives |sy«) to B. Adversary B3 outputs a bit bg, which is the output of the experiment.

. Hybl(-f’j): Same as Hybg?f1 except for gate g = Lx[j], the challenger samples

‘ctgf{?j» + UTE.Enc(ekg,0)
fori’ € V; and j' € [kout(g)]. Here we overload O to mean the all Os string or its equivalent in S.

Note that Hybz(-)bt) is the same as Hybl(‘i)L0 fori € [£ — 1]. We write Hybz(-fj) (A, B) to denote the output distribution of
b)

an execution of Hybl(-ﬁj with adversary (A, B). We show that Hybl(-ﬂbj?f1 (A, B) and Hybl(-f’j) (A, B) are indistinguishable
forany i € [¢(] and j € [t], and then show Hybft) (A, B) and Hybg}t) (A, B) are indistinguishable.

Lemma 6.7. Suppose 11yt satisfies collusion-resistant security with second stage encryption queries. Then, there
exists a negligible function negl(-) such that for all X € N, we have

3,j—1

‘Pr [Hyb(,b) (4,B) = 1} - Pr[Hyb§f} (A,B) = 1” = negl(\).
Proof. Suppose (A, B) distinguish the experiments with non-negligible probability 4’. We use (A, BB) to construct an

adversary (A’, B’) that breaks collusion-resistant security as follows:

1. Adversary A’ starts by running A to get mg,m; € My and (V*,V1,...,V4). Adversary A’ samples
(sh,...,8") < SS.Share(1*, 1™ my).

2. Foreach g € P (from the root), adversary A’ does the following:

(@) If g # Ly, [j], sample (ekg, dk,) < UTE.Gen(1%).
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(b) If g # Ly,[j] is an AND gate, sample values val(w), . .., val(wy, ) uniformly from {0,1}¢ such that
val(wy) @ - - - ® val(wy,, ) = dkg. If g # Ly, [j] is an OR gate, set all values val(w), . . ., val(wy,, ) to dkg.
If g = Ly, [4] is an AND gate, sample val(w) < {0, 1}* for all input wires such that P,,(V;) = 1 (the wire
is 1 on input V).

(c) If g = Ly, [j'] such that j < j, compute ‘ctg;({?j,,> < UTE.Enc(eky, 0) for j” € [kout(g)] and i’ € V;.

(d) If g = Ly;[j], submit [V;| copies of the messages {0,val(w}:)};rekon(g)) to the UTE challenger to get
‘ct(g) > fori’ € V; and j' € [kout(9)]-

i,,j’

(e) If g = Ly,[j'] such that 5/ > j, compute ‘ctg,g))j,,> < UTE.Enc(eky, val(wj. )) for j” € [kou(g)] and
i e V.

3. For i’ € V;, adversary A’ constructs |s;/) as in Equation (4) and gives |sy;) to A; to get st;. Adversary A’

/
[n]

outputs st = (st;, {eky, dky }g+1y. 5], 51,10 T')» Where T is the current wire to value mapping.

. On input dkg for § = Ly, [j] and the state st = (st;, {eky, dkg} g4, an]’T)’ adversary BB’ first samples the

missing values for the input wires of g.

. For index gate pairs (i”, g) such that g € Ly, for some i’ € [i — 1] and additionally i € Vj/, adversary

B’ computes ’ctgg?j,> + UTE.Enc(ekg, 0) for j' € [kout(g)]. Otherwise, if g # g¢*, adversary B’ computes
’ct(g)j> < UTE.Enc(eky, val(w},)) for j" € [kout(g)] andif g = g*, itcomputes ’ctgg*1)> + UTE.Enc(ekg, s%.,).

i’

For generating ciphertexts without ek, adversary 3’ makes an encryption query to its challenger.

. Fori’ € [n] \ V;, adversary B constructs |s;/) as in Equation (4) and gives |sv,, ) to Az to get sty for i # i.

It gives (sty, . ..,sts, |sy+)) to B and outputs whatever B outputs.

Clearly (A, B') is QPT if (A, B) is. If the UTE challenger encrypts honest values, (A’, B') simulates Hybl(-ﬂbj?f1 (A, B)

perfectly. If the UTE challenger encrypts Os, (A, B’) simulates Hybl(-f)j) (A, B) perfectly. Thus, (A’, B’) has advantage
0’ in the collusion-resistant security game, a contradiction. o

Lemma 6.8. Suppose lss is secure for QPT adversaries. Then, there exists a negligible function negl(-) such that for
all A € N, we have

‘Pr[HybE,?t) (A,B) = 1} —Pr [Hybﬁ (4,B) = 1” = negl(\).

Proof. Suppose (A, B) distinguish the experiments with non-negligible probability §’. We use (A, B) to construct an
adversary A’ that breaks security of IIss:

1.

Adversary A’ starts by running Ay to getmg, m1 € My and (V*,Vi,...,V;). Adversary A’ sends (mg, my, V™)
to its challenger and gets back the shares s/,..

. Adversary A’ samples (ek,+,dkg«) < UTE.Gen(1%), computes

’ctz(-)gl*)> + UTE.Enc(ekg-, s;) fori € V*,

and computes
’ctgf’f)> « UTE.Enc(ek,-,0) fori € [n] \ V*.

. Foreach g € P (from the root), adversary A’ does the following:

(a) If g # g*, sample (ekg, dk,) < UTE.Gen(1%).

(b) If g is an AND gate, sample values val(w ), . . ., val(wy,, ) uniformly from {0, 1}¢ such that val(w;) & - - - @
val(wy, ) = dkg. If g is an OR gate, set all values val(wy), .. ., val(wg, ) to dkg.
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(c) For gates g # g¢*: if (i, g) is such that ¢ € Ly, for some ¢ € [{] and additionally i’ € V;, compute
’ctgg;> < UTE.Enc(eky,0) for j € [kout(g)]. Otherwise, compute ’ctf,g)J> < UTE.Enc(ekg, val(w}))
for j € [kout(9)]-

4. Adversary A’ constructs |s;) as in Equation (4) and gives |sy;,) to A; for i € [] to get st;. Adversary A’ gives
(sti,...,ste,|sv~)) to B and outputs whatever B outputs.

Clearly A’ is QPT if (A, B) is. If the secret sharing challenger shares mg, A’ perfectly simulates Hybg)t) (A, B). If

the secret sharing challenger shares m;, A’ perfectly simulates Hybg}t) (A, B). Thus, A’ has advantage §’ in the secret
sharing security game, a contradiction. O

Combining Lemmata 6.7 and 6.8 proves the theorem by a hybrid argument. O

Corollary 6.9 (Untelegraphable Secret Sharing). Assuming the existence of post-quantum one-way functions, there
exists a secure untelegraphable secret sharing scheme for all polynomial-size monotone Boolean circuits.

Remark 6.10 (UTSS for Boolean Formulas). One can simplify Construction 6.4 to get UTSS for Boolean formulas
from only query-bounded collusion-resistant UTE, which can be constructed from pseudorandom states. Each share
is a classical share of dk for the policy P along with a UTE ciphertext encrypting a classical share of m for P. Since
secret sharing for Boolean formulas can be constructed with perfect information theoretic security, this allows any
unqualified set of shares of dk to be perfectly simulated when appealing to UTE security for each group in the partition.

7 Untelegraphable Functional Encryption

In this section, we define and construct untelegraphable functional encryption (UTFE). Particularly, we construct both
public-key and secret-key functional encryption with untelegraphable ciphertexts. We then show a simple way to
leverage UTFE to construct untelegraphable differing inputs obfuscation by additionally working in the classical oracle
model.

7.1 Building Blocks and Definitions

In this section, we define the notions that will be useful for our constructions of public-key and secret-key UTFE.

Pseudorandom function. We start by recalling the notion of a pseudorandom function (PRF).

Definition 7.1 (Pseudorandom Function). Let X = {Kj}xen, X = {X)}ren, and Y = {P»} ren be ensembles of
finite sets indexed by a security parameter \. Let F = { F, }, .\ be an efficiently-computable collection of functions
Fa: KCx X Xy — Y. We say that F is secure if for all efficient adversaries A there exists a negligible function negl(-)
such that for all A € N:

’Pr [AFW%')(M —1:k& ICA} —Pr [Af*(')(l*) —1:fy & Funs[XA,yA]} ] — negl(\),
where Funs[X), V,] is the set of all functions from X, to V.

Single-decryptor functional encryption. We now recall the definition of single-decryptor functional encryption
(SDFE) [KN22, CG24a]. This is the natural generalization of single-decryptor encryption to the functional encryption
setting. We define the challenge-only definition from [KN22], since it is sufficient for the constructions in this work.
We omit the definition of testing a y-good FE distinguisher since we only use a basic property of it in Corollary 7.5
and nowhere else. We refer to [KN22, Definition 7.29] for the full definition along with [KN22, Section 7.1] for the
corresponding preliminaries.
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Definition 7.2 (Single-Decryptor Functional Encryption). A single-decryptor functional encryption scheme with
message space M = {M,}ren and function space F = {Fyr}ien is a tuple of QPT algorithms IIspre =
(Setup, KeyGen, Enc, Dec) with the following syntax:

* Setup(1?) — (pk, msk): On input the security parameter ), the setup algorithm outputs a classical public key
pk and master secret key msk.

* KeyGen(msk, f) — |sks): On input the master key msk and a function f € F), the key generation algorithm
outputs a quantum function secret key [sk 7).

* Enc(pk,m) — ct: On input the public key pk and a message m € M, the encryption algorithm outputs a
classical ciphertext ct.

* Dec(|sky) ,ct) — m: Oninput a quantum function secret key |sk ) and a ciphertext ct, the decryption algorithm
outputs a message m € M.

We require that IIspre satisfy the following properties:
¢ Correctness: Forall A\ € N,m € M, and f € F,

(pk, msk) < Setup(1*)
o ct + Enc(pk, m)
=y Iskf) < KeyGen(msk, f)
y < Dec(|sky) ,ct)

Pr | f(m) > 1 — negl()).

 y-Anti-Piracy Security: For a security parameter )\, an advantage parameter v € [0, 1], and an adversary .A, we
define the anti-piracy security game as follows:

1. The challenger starts by sampling (pk, msk) < Setup(1*) and giving pk to adversary A.

2. Adversary A outputs a function f € Fy. The challenger samples |sk;) < KeyGen(msk, f) and gives
|Skf> to A.

3. Adversary A outputs two messages mgp,m; € M) along with two second stage adversaries B =
(p[RB],Up) and C = (p[Re],Uc), where p is a quantum state over registers Rz and R¢, and Up and
U¢ are general quantum circuits.

4. The challenger runs the test for a y-good FE distinguisher with respect to (pk, mg,m1, f) on 3 and C. The
challenger outputs b = 1 if both tests pass and b = 0 otherwise.

We say an SDFE scheme satisfies y-anti-piracy security if for all QPT adversaries A there exists a negligible
function negl(-) such that for all A € N, Pr[b = 1] < negl()) in the above security game.

Theorem 7.3 (SDFE [KN22]). Assuming sub-exponentially secure indistinguishability obfuscation and one-way
functions, and the quantum hardness of learning with errors (LWE), there exists an SDFE scheme for P /poly that
satisfies ~y-anti-piracy security for any inverse polynomial v = v(\).

Functional encryption with untelegraphable keys. We also define the untelegraphable analog of SDFE, which we
call functional encryption with untelegraphable keys (FE-UTK) and show that SDFE implies FE-UTK.

Definition 7.4 (FE with Untelegraphable Keys). An FE-UTK scheme with message space M = {M} en and
function space F = {Fx}ren is a tuple of QPT algorithms ITreytk = (Setup, KeyGen, Enc, Dec) with the same
syntax and correctness requirement as Definition 7.2. We require that IIrgyTk satisfy the following security property:

» UTK Security: For a security parameter A, a bit b € {0, 1}, and a two-stage adversary (A, B = (By, B1)), we
define the UTK security game as follows:

1. The challenger starts by sampling (pk, msk) < Setup(1*) and giving pk to adversary A.
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2. Adversary A outputs a function f € Fy. The challenger samples |sk;) < KeyGen(msk, f) and gives
Isks) to A. Adversary A outputs a classical string st, which is then given to 5.

3. On input st, adversary By outputs two messages mg, m; € M along with a state stz, which is given to
B;.

4. The challenger computes ct < Enc(pk, my) and gives ct to B1. Adversary 131 outputs a bit &', which is the
output of the experiment.

We say a FE-UTK scheme satisfies UTK security if for all QPT adversaries (A, B) there exists a negligible
function negl(-) such that for all A € N,

[Pr[p) = 1|b = 0] — Pr[b/ = 1]b = 1]| = negl(})
in the above security game.

Corollary 7.5 (Anti-Piracy Security Implies UTK Security). Suppose a scheme llsprg satisfies anti-piracy security.
Then, lspre satisfies UTK security.

Proof. Given an adversary (A, B = (By, B1)) that wins the UTK security game with non-negligible advantage 6 > 0,
we construct A’ that wins the ~-anti-piracy game for inverse polynomial (\):

1. Adversary A’ runs A and gives st to By to get stz and messages mqg, m.
2. A’ defines both B’ = C’ = (stp, Up, ) and gives them to the challenger.

By assumption, the probability of (.4, ) guessing a random challenge bit is 1/2 + ¢, where for infinitely many A € N,
the advantage §(\) > 1/p()) for some polynomial p. Thus, on such values of A, the challenger’s distinguisher test will
pass with inverse polynomial probability by setting v(\) = 1/p’(X) for p’(A\) = 100p()), say. Thus, for infinitely many
A € N, the y-anti-piracy game will output 1 with some inverse polynomial probability, which is non-negligible.  [J

Untelegraphable functional encryption. We now formally define the notions of untelegraphable secret-key and
public-key functional encryption (abbreviated UTSKFE and UTPKFE, respectively). These definitions extend plain
public-key and secret-key functional encryption to have quantum ciphertexts which satisfy untelegraphability. In this
work, we consider a relaxation of the standard untelegraphable security definition that would give out the master key
to the second-stage adversary. Specifically, the alternate security game allows the second-stage adversary to make
queries to any function secret key, even one that distinguishes the challenge messages. This relaxation is similar to the
notion of SDFE, which has no master key it can give out since the ciphertext is the additional information given to the
second-stage adversaries.

Definition 7.6 (Untelegraphable Secret-Key Functional Encryption). An untelegraphable secret-key functional encryp-
tion scheme with message space M = { M }en and function space F = {F)}ren is a tuple of QPT algorithms
IyTtskre = (Setup, KeyGen, Enc, Dec) with the following syntax:

* Setup(1*) — msk: On input the security parameter )\, the setup algorithm outputs a classical master secret key
msk.

* KeyGen(msk, f) — sky: On input the master key msk and a function f € F), the key generation algorithm
outputs a function secret key sk .

* Enc(msk,m) — |ct): On input the master key msk and a message m € M, the encryption algorithm outputs
a quantum ciphertext |ct).

* Dec(sky,|ct)) — m: Oninput a function secret key sk ; and a quantum ciphertext |ct), the decryption algorithm
outputs a message m € M.

We require that IIyTskre satisfy the following properties:
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¢ Correctness: Forall A € N,m € M, and f € F,

msk < Setup(1?)
|ct) < Enc(msk,m)
sk < KeyGen(msk, f)
y < Dec(sky, |ct))

Pr|fim)=y > 1— negl(X).

¢ Untelegraphable Security with Unrestricted Key Queries: For a security parameter A, a bitb € {0,1}, and a
two-stage adversary (A, BB), we define the untelegraphable security game as follows:
1. At the beginning of the game, the challenger samples msk < Setup(1?).

2. Adversary A can now make key-generation queries by specifying a function f € Fy. The challenger
replies with sk < KeyGen(msk, f).

3. Adversary A can also make encryption queries by specifying a message m € M. The challenger replies
with |ct) + Enc(msk, m).

4. Adversary A outputs two messages mg, m; € My. If f(mgy) = f(m1) holds for all functions f queried
by A, the challenger generates a ciphertext |ct*) < Enc(msk,m;) and sends |ct*) to A.

5. Adversary A is again allowed to make key-generation queries, so long as f(mg) = f(m1) holds and can
still make encryption queries as before.

6. Adversary A outputs a classical string st which is given to adversary 5.

7. Adversary B can now make encryption queries and key-generation queries where the function f € F) is
not restricted. Adversary 5 outputs a bit b, which is the output of the experiment.

We say a UTSKFE scheme ITyTskre satisfies untelegraphable security if for all QPT adversaries (A, BB) there
exists a negligible function negl(-) such that forall A € N,

Pr[bs = 1|b = 0] — Prlbs = 1[b = 1]| = negl()\)

in the above security game. We say a scheme Ilytskre satisfies untelegraphable security with master key
revealing if security still holds when B is given msk instead of key-generation access. We say a scheme
Ilytskre is single-ciphertext secure if the adversary only gets to make the challenge ciphertext query and does
not otherwise have access to an encryption oracle.

Definition 7.7 (Untelegraphable Public-Key Functional Encryption). We define untelegraphable PKFE the same as
untelegraphable SKFE (Definition 7.6), with the following basic modifications:

* The setup algorithm Setup now outputs a public key and master key pair (pk, msk).
* The encryption algorithm Enc now takes as input the public key pk instead of the master key msk.

* Instead of making encryption queries, the adversary gets the public key pk from the challenger at the start of the
security game.

Plain PKFE and SKFE. We also use plain public-key and secret-key FE in our constructions. The adaptive security
definitions are the same as Definition 7.6 except the first stage adversary outputs a bit &’. The syntax is also the same
except ciphertexts are classical. We omit the definitions due to redundancy.

7.2 Constructing Untelegraphable Secret-Key Functional Encryption

In this section, we construct single-ciphertext secure untelegraphable SKFE from FE-UTK (Definition 7.4) and standard
SKFE.
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Construction 7.8 (Untelegraphable SKFE). Let A be a security parameter. Our construction relies on the following
additional primitives:

* Let Hreytk = FEUTK.(Setup, KeyGen, Enc, Dec) be an FE scheme with untelegraphable keys with function
space P/poly.

¢ LetIIskre = SKFE.(Setup, KeyGen, Enc, Dec) be a secret-key FE scheme with message space M = { M }ren
and function space F = {F)}ren-

We construct our UTSKFE scheme ITytskre = (Setup, KeyGen, Enc, Dec) as follows:

* Setup(1*): On input the security parameter ), the setup algorithm samples
(PkeeyTi, MskreuTk) <~ FEUTK Setup(1*) and  mskskre < SKFE.Setup(1*),
and outputs msk = (pkpgyTk, MSKFEUTK, MSKsKFE).

» KeyGen(msk, f): Oninput the master key msk = (pkpgyTr, MskreuTk, mskskre ) and a function f € Fy, the key
generation algorithm samples sk’s <— SKFE.KeyGen(mskskre, f) and outputssky <— FEUTK.Enc(pkegyrk, sk’s).

* Enc(msk,m): On input the master key msk = (pkpgytk, MskreuTtk, mskskre) and a message m € M, the
encryption algorithm computes ctskre < SKFE.Enc(mskskre, m) and outputs

|Ct> — FEUTK.KeyGen(mskFEUTK, G[CtSKFE]),
where G|ctskre] is the circuit which takes an SKFE functionkey sk’f as inputand outputs SKFE.Dec(ctskre, sk}).

* Dec(sky,|ct)): On input a function secret key sk; and a quantum ciphertext |ct), the decryption algorithm
outputs FEUTK.Dec(|ct) , sky).

Theorem 7.9 (Correctness). If lIrgytk and Uskre are correct, then Construction 7.8 is correct.

Proof. Take any A € N, m € M, and f € Fy. Let msk = (pkpgytk, MskreuTk, mskskre) < Setup(1*). As in
Enc, compute ctskre < SKFE.Enc(mskskee, m) and sample |ct) «+ FEUTK.KeyGen(mskreyTk, Glctskre]). As
in KeyGen, sample sk’s <— SKFE.KeyGen(mskskre, f) and set sky <= FEUTK.Enc(pkggyti, sk’). We consider
the output of Dec(sky, |ct)). By correctness of Igeytk, we have G|ctskre](sk;) - FEUTK.Dec(|ct),sky). By
correctness of Ilskrg, we have f(m) « G[ctSKFE](sk’f), as desired. O

Theorem 7.10 (Untelegraphable Security). Suppose Ilskee satisfies adaptive security and lreytk satisfies UTK
security (Definition 7.4). Then, Construction 7.8 satisfies single-ciphertext untelegraphable security with unrestricted
key queries (Definition 7.6).

Proof. Suppose there exists a QPT two-stage adversary (A, 3) that has non-negligible advantage § in the UTSKFE
security game and adversary BB makes at most ¢ queries. We define a sequence of hybrid experiments indexed by a bit

i €ql:
. Hyb((Jb): This is the UTSKFE security game with challenge bit b € {0, 1}. In particular:
— The challenger starts by sampling
(PkpeuTks MskreuTk ) <~ FEUTK Setup(1*) and  mskskre < SKFE.Setup(1*).

It sets msk = (kaEUTK7 MsKFEUTK, mSkSKFE)-

— When adversary A makes a key query on function f € F), the challenger samples
sk'f + SKFE.KeyGen(mskskee, f)

and replies with sk <= FEUTK.Enc(pkpgyti, sk’y).
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— When adversary A outputs two messages mg, m1 € My, if f(mg) = f(mq) holds for all functions f
queried by A, the challenger computes ctskre +— SKFE.Enc(mskskre, myp) and replies with

|Ct> — FEUTK.KeyGen(mskFEUTK, G[CtSKFE])-

— Adversary A outputs a classical state st after it is finished making key queries such that f(mg) = f(m1).
The challenger answers the queries as before and gives st to 5.

— When adversary B makes a key query, the challenger answers as it did for .4, without checking f(mg) =
f(mq). Adversary B outputs a bit ', which is the output of the experiment.

. Hybl(-b): Same as Hybl(-li)1 except when answering adversary B’s i'" key query on function f;, the adversary

replies with sk, <— FEUTK.Enc(pkggyTk, 0), where we overload 0 to mean the all Os string.

We write Hybgb) (A, B) to denote the output distribution of an execution of Hybgb) with adversary (A, B). We now
argue that each adjacent pair of distributions are indistinguishable.

Lemma 7.11. Suppose Urpytk is UTK secure. Then, there exists a negligible function negl(-) such that for all A € N,
we have
‘Pr[Hyb@l (A,B) = 1} —Pr [Hybgl” (4, B) = 1} ‘ — negl(\).

Proof. Suppose (A, B) distinguishes the experiments with non-negligible probability ¢’. We use (A, B) to construct
an adversary (A', B’ = (B}, B})) that breaks UTK security as follows:

1. At the start of the game, adversary A’ gets pkpgyk from its challenger. Adversary A’ samples mskskrg <
SKFE.Setup(1*).

2. When adversary A makes a key query on f € F,, adversary A’ samples sk'f + SKFE.KeyGen(mskskee, f)
and replies with sky <— FEUTK.Enc(pkggyTi, sk’y).

3. When adversary A outputs two messages mg, m1 € My, if f(mo) = f(ma) holds for all functions f queried by
A, adversary A’ computes ctskre — SKFE.Enc(mskskre, myp) and queries the function G|ctskeg] to the UTK
challenger to get back a quantum state that it labels |ct) and gives to A.

4. When adversary A outputs a classical state st, adversary A’ gives st to adversary BB and (st, pkegytx ) to Bj,.

5. Adversary B} starts running adversary 13 with randomness . For B’s j'! key queries where j < i on f;, ad-
versary B replies with sk, < FEUTK.Enc(pkggytk, 0). For the i key query fi, adversary B{, samples sk';, <
SKFE.KeyGen(mskskre, fi) and outputs the message pair (0, sk}i) along withstg = (st, pkegytk, 7 {5K¥; }iefi-1))-
Adversary B gets sk, from the UTK challenger along with st, reruns B with randomness r, answers the first
i — 1 key queries as B, did, and answers the i*h query with sk . For the remaining key queries on f;, adversary
B samples sk «+— SKFE.KeyGen(mskskre, f;) and replies with sk, <— FEUTK.Enc(pkpgyrk, sk}, )-

6. Adversary B} outputs whatever BB outputs.

Clearly (A', B = (Bf), B)) is efficient if (A, B) is. If sky, is an encryption of sk’; , adversary (A’, B) simulates

Hybz(-li)1 (A, B). If sky, is an encryption of 0, adversary (A’, B’) simulates Hybz(-b) (A, B). Thus, adversary (A, B)
breaks UTK security with advantage §’, a contradiction. o

Lemma 7.12. Suppose sk is adaptively secure for QPT adversaries. Then, there exists a negligible function negl(-)
such that for all A € N, we have

‘Pr[HybgO) (A,B) = 1} —Pr [Hybg”(A, B) = 1” — negl(\).

Proof. Suppose (A, B) distinguishes the experiments with non-negligible probability ¢’. We use (A, B) to construct
an adversary A’ that breaks SKFE security as follows:
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1. Adversary A’ starts by sampling (pkegy, mskreuTk) < FEUTK.Setup(17).

2. When adversary A makes a key query on f, adversary A’ forwards it to the SKFE challenger to get sk} and
replies with sk - FEUTK.Enc(pkggyTi,sK})-

3. When adversary .4 outputs two messages mg, m1 € My, if f(mg) = f(m1) holds for all functions f queried
by A, adversary A’ sends mg,m; to the SKFE challenger to get back ctskre, and replies with |ct) «
FEUTK.KeyGen(mskFEUTK, G[CtSKFE])-

4. When adversary A outputs a classical state st, adversary A’ gives st to adversary B.

5. Adversary A’ replies to all key queries by B with sk; <— FEUTK.Enc(pkggytk, 0), and outputs whatever B
outputs.

Clearly A’ is efficient if (A, B) is. If ctskgg is an encryption of my, adversary A’ simulates Hybgo) (A, B). If ctskre is

an encryption of m, adversary A’ simulates Hybfll) (A, B). Thus, adversary A" breaks SKFE security with advantage
&', a contradiction. O

Combining Lemmata 7.11 and 7.12, the theorem follows by a standard hybrid argument. (]

Corollary 7.13 (Untelegraphable SKFE). Assuming sub-exponentially secure indistinguishability obfuscation and
one-way functions, and the quantum hardness of learning with errors (LWE), there exists a PKFE scheme for P /poly
that satisfies untelegraphable security with unrestricted key queries.

Proof. Follows immediately by combining Theorems 7.3, 7.9 and 7.10 and Corollary 7.5, and noting that indistin-
guishability obfuscation and one-way functions imply SKFE. O

7.3 Constructing Untelegraphable Public-Key Functional Encryption

In this section, we construct untelegraphable PKFE from untelegraphable SKFE, standard PKFE, and CPA-secure
SKE. The construction and security proof follow the blueprint in [ABSV15].

Construction 7.14 (Untelegraphable PKFE). Let A be a security parameter. Our construction relies on the following
additional primitives:

 Let IIpkee = PKFE.(Setup, KeyGen, Enc, Dec) be a public-key FE scheme with function space P/poly.

o Let IIskre = SKFE.(Setup, KeyGen, Enc, Dec) be an untelegraphable SKFE scheme with message space
M = { M)} ren and function space F = {Fy}ren. Let SKFE.KeyGen have randomness space {0, 1}7(Y),

* Let IIske = SKE.(Gen, Enc, Dec) be a secret-key encryption scheme.

Let F = {F)},cy Where Fx: KOy x Fy — {0,1}#™) be a pseudorandom function with key space K =
{Ka}ren.

We construct our UTPKFE scheme ITytpkre = (Setup, KeyGen, Enc, Dec) as follows:
* Setup(1*): On input the security parameter ), the setup algorithm samples
(Pkpkre, Mskpkre) < PKFE.Setup(1*) and skske < SKE.Gen(1%),
and outputs (pk = pkpkrg, msk = (mskpkre, skske)).

» KeyGen(msk, f): On input the master key msk = (mskpkeg, skske) and a function f € F), the key generation
algorithm computes ctske < SKE.Enc(skske, 0) and outputs

Skf — PKFE.KeyGen(mskaFE, G[CtSKE, f]),
where G|ctske, f] is a circuit that takes as input a bit b € {0, 1}, three keys mskskre, k, and skskg, and outputs

SKFE.KeyGen(mskSKFE, f; Fk(k, f)) ifb=0or SKE.DeC(SkSKE, CtSKE) ifb=1.
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* Enc(pk, m): On input the public key pk = pkpkre and a message m € My, the encryption algorithm samples
mskskre <+ SKFE.Setup(1*) and k & Ky, computes |ctskrg) < SKFE.Enc(mskskre, m) and

CtpkrE PKFE.EnC(kaKFE7 (O, mskSKFE, k, J_)),
and outputs |ct) = (|ctskre) , CtPKFE)-

* Dec(sky,|ct)): On input a function secret key sk and a quantum ciphertext |ct) = (|ctskre) , Ctpkre), the
decryption algorithm computes sk'f < PKFE.Dec(sky, ctpkre) and outputs SKFE.Dec(sk'f, |ctskre))-

Theorem 7.15 (Correctness). If Ilsxrg and llpkee are correct and F is secure, then Construction 7.14 is correct.

Proof. Take any A\ € N, m € M, and f € F). Let (pk = pkpkrg, msk = (mskpkre, skske)) < Setup(1*). Asin
Enc, let mskskre < SKFE.Setup(1*), k & Ky, |ctskre) «— SKFE.Enc(mskskre, m),

CtpkFE PKFE.EnC(kaKFE7 (O, mskskre, k, J_)),
and set |ct) = (|ctskre) , ctpkre). As in KeyGen, let ctske < SKE.Enc(skskg, 0) and
Skf — PKFE.KeyGen(mskaFE, G[CtSKE, f])

We consider the output of Dec(sky,|ct)). By definition of G[ctske, f] and Ilpkre correctness, we have sk’f —
PKFE.Dec(sk¢, ctpkre ), where sk’f = SKFE.KeyGen(mskskee, f; Fa(k, f)). By security of F and ITskrg correctness,
we have m < SKFE.Dec(sks, [ctskre)) with overwhelming probability, as desired. O

Theorem 7.16 (Untelegraphable Security). Suppose Ilpkre satisfies adaptive security for QPT adversaries, F is a secure
PRF for QPT adversaries, sk satisfies CPA-security for QPT adversaries and correctness, and lskgg satisfies single-
ciphertext untelegraphable security with unrestricted key queries (Definition 7.6). Then, Construction 7.14 satisfies
untelegraphable security with unrestricted key queries (Definition 7.7).

Proof. Suppose there exists a QPT two-stage adversary (A, 3) that has non-negligible advantage § in the UTPKFE
security game. We define a sequence of hybrid experiments:

. Hyb((Jb): This is the UTPKFE security game with challenge bit b € {0, 1}. In particular:

— The challenger starts by sampling
(Pkpkre, mskpire) < PKFE.Setup(1*) and skske < SKE.Gen(1%),

sets (pk = pkpkre, msk = (mskpkre, skske)), and gives pk to adversary A.

— When adversary A makes akey query on function f € Fy, the challenger computes ctske «— SKE.Enc(skske, 0)
and replies with
Skf — PKFE.KeyGen(mskaFE, G[CtSKE, f])

— When adversary A outputs two messages mg, m1 € My, if f(mg) = f(mq) holds for all functions f
queried by A, the challenger samples msksire < SKFE.Setup(1*) and k& & [y, computes |ctskre)
SKFE.EnC(mSkSKFE, mb) and

CtpkFE < PKFE.EnC(kaKFE, (0, mskskre, k, J_)),

and replies with |ct) = (|ctskre) , CtrkrE)-

— Adversary A outputs a classical state st after it is finished making key queries such that f(mg) = f(mq).
The challenger answers the queries as before and gives st to 5.

— When adversary 13 makes a key query, the challenger answers as it did for A, without checking f(mg) =
f(m1). Adversary B outputs a bit ', which is the output of the experiment.
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. Hybgb): Same as Hyb((Jb) except the challenger now samples msksyre < SKFE.Setup(1*) and k < [C, at the be-
ginning of the game and for each key query on f € F) itnow computes sk} + SKFE.KeyGen(mskskee, f; Fa(k, f))
and ctske < SKE.Enc(skske, sk’;).

. Hybéb): Same as Hybgb) except the challenger now computes
CtpkFE PKFE.EnC(kaKFE, (1, 1,1, SkSKE))
when constructing the challenge ciphertext.

. Hybgb): Same as Hybéb) except for each key query on f € F) the challenger now samples r; < {0, 1317 and
computes sk} <+ SKFE.KeyGen(mskskre, f;7 ). Note that r is reused if f is queried more than once.

(b)

We write Hybgb) (A, B) to denote the output distribution of an execution of Hyb,;”’ with adversary (A, B). We now

argue that each adjacent pair of distributions are indistinguishable.

Lemma 7.17. Suppose Uske is CPA-secure for QPT adversaries. Then, there exists a negligible function negl(-) such
that for all A\ € N, we have

’Pr{Hybg’) (A,B) = 1} —Pr [Hybgb) (4,B) = 1” = negl(\).

Proof. Suppose (A, B) distinguishes the experiments with non-negligible probability ¢’. We use (A, B) to construct
an adversary A’ that breaks CPA-security as follows:

1. Adversary A’ starts by sampling (pkpxre, mskpkre) < PKFE.Setup(1*), mskskre < SKFE.Setup(1*), and
k & ICyx. It gives pk = pkpygg to A.

2. When adversary .4 makes a key query on f, adversary .4’ computes
Sk}» — SKFE.KeyGen(mskSKFE, f; F)\(k, f))
and submits (0, sk'f) to the CPA challenger to get back ctskg. Adversary A’ replies to A with

Skf — PKFE.KeyGen(mskaFE, G[CtSKE, f])

3. When adversary .4 outputs two messages mg, m; € My, if f(mg) = f(m1) holds for all functions f queried
by A, adversary A’ computes |ctskrg) < SKFE.Enc(mskskeg, my ), computes

CtpkFE < PKFE.EnC(kaKFE7 (0, mskskre, k, J_)),

and replies with |ct) = (|ctskre) , CtrkrE)-

4. When adversary A outputs a classical state st, adversary A’ gives st to adversary 3. When adversary 5 makes
a key query, adversary A" answers as it did for A, without checking f(mg) = f(m1). Adversary A’ outputs
whatever B outputs.

Clearly A’ is efficient if (A, B) is. If each ctske is an encryption of 0, adversary A’ simulates Hybéb) (A, B). If each

Ctske is an encryption of sk’;, adversary A’ simulates Hybgb) (A, B). Thus, adversary A’ breaks CPA-security with
advantage ¢', as desired. O

Lemma 7.18. Suppose Upkee is adaptively secure for QPT adversaries and llskg is correct. Then, there exists a
negligible function negl(-) such that for all A € N, we have

’Pr{Hybgb) (A,B) = 1} —Pr [Hybgb> (A, B) = 1” — negl(\).
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Proof. Suppose (A, B) distinguishes the experiments with non-negligible probability ¢’. We use (A, B) to construct
an adversary A’ that breaks PKFE security as follows:

1. At the start of the game, adversary A’ gets pkpypg from its challenger and gives it to .A. Adversary A’ also
samples skske < SKE.Gen(17), mskskre <~ SKFE.Setup(1*), and k & ).

2. When adversary .4 makes a key query on f, adversary .4’ computes

sks < SKFE.KeyGen(mskskre, f; FA(K, f))

and ctske + SKE.Enc(skske, sk'f). Adversary A’ queries its challenger for G|ctske, f] to get back sk s, which
it given to A.

3. When adversary A outputs two messages mg, m1 € My, if f(mg) = f(m1) holds for all functions f queried
by A, adversary A’ computes |ctskre) < SKFE.Enc(mskskre, mp ), submits the pair of messages

(O, mskSKFE, k, J_) and (1, J_, J_, SkSKE)
to its challenger to get ctpkre, and replies with |ct) = (|ctskee) , CtPkFE)-

4. When adversary A outputs a classical state st, adversary A’ gives st to adversary 3. When adversary 5 makes
a key query, adversary A" answers as it did for A, without checking f(mg) = f(m1). Adversary A’ outputs
whatever B outputs.

Clearly A’ is efficientif (A, B) is. If ctpkg is an encryption of (0, mskskrg, k, L), adversary A’ simulates Hybgb) (A, B).
If ctpkre is an encryption of (1, L, |, skske), adversary A’ simulates Hybéb) (A, B). Adversary A’ is admissible, since
for all functions f, we have

Glctske, f](0, mskskre, k, L) = sk/y = Glctske, f](1, L, L, skske),
by correctness of[Iske. Thus, adversary A’ breaks PKFE security with advantage ¢’, as desired. O

Lemma 7.19. Suppose F is a secure PRF for QPT adversaries. Then, there exists a negligible function negl(-) such
that for all A\ € N, we have

’Pr{Hybgb) (A,B) = 1} —Pr [Hybgb> (A,B) = 1” = negl(\).

Proof. Suppose (A, B) distinguishes the experiments with non-negligible probability ¢’. We use (A, B) to construct
an adversary A’ that breaks PRF security as follows:

1. Adversary A’ starts by sampling mskskre < SKFE.Setup(1?),
(Pkpkre, mskpkre) < PKFE.Setup(1*) and skske « SKE.Gen(1?),

sets (pk = pkpkge, msk = (mskpkre, skske)), and gives pk to adversary .A.

2. When adversary A makes a key query on function f € F), adversary A’ queries its challenger on f to get ry,
computes sk}» < SKFE.KeyGen(mskskre, f; 7f) and ctske < SKE.Enc(skske, sk’f), and replies with

Skf — PKFE.KeyGen(mskaFE, G[CtSKE, f])

3. When adversary A outputs two messages mq, m1 € My, if f(mg) = f(m1) holds for all functions f queried
by A, adversary A’ computes |ctskrg) < SKFE.Enc(mskskeg, my ), computes

CtpkFE < PKFE.EnC(kaKFE, (1, 1,1, SkSKE)),

and replies with |ct) = (|ctskre) , CtrkFE)-
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4. When adversary A outputs a classical state st, adversary A’ gives st to adversary 3. When adversary 5 makes

a key query, adversary A" answers as it did for A, without checking f(mg) = f(m1). Adversary A’ outputs
whatever B outputs.

Clearly A’ is efficient if (A, B) is. If each r is from F, adversary A’ simulates Hybéb) (A, B). If each ry is from a

random function, adversary A’ simulates Hybgb) (A, B). Thus, adversary A’ breaks PRF security with advantage &', as

desired. (]

Lemma 7.20. Suppose Ilskre satisfies untelegraphable security. Then, there exists a negligible function negl(-) such
that for all A\ € N, we have

‘Pr[HybéO) (A,B) = 1} —Pr [Hybg”(/\, B) = 1” — negl(\).
Proof. Suppose (A, B) distinguishes the experiments with non-negligible probability 6’. We use (A, B) to construct
an adversary (A’, B’) that breaks untelegraphable SKFE security as follows:
1. Adversary A’ starts by sampling
(Pkpkre, Mskpkre) < PKFE.Setup(1*) and skske < SKE.Gen(1%),
sets (pk = pkpkgg, msk = (mskpkre, skske)), and gives pk to adversary .A.

2. When adversary A makes a key query on function f € F, adversary A’ queries its challenger on f to get sk},
computes ctske < SKE.Enc(skske, sk}) and replies with

Skf — PKFE.KeyGen(mskaFE, G[CtSKE, f])
. . . . Vi
If f is queried multiple times, adversary A’ reuses sk I

3. When adversary .4 outputs two messages mg, m; € My, if f(mg) = f(m1) holds for all functions f queried
by A, adversary A’ queries its challenger on (mg, m1) to get |ctskre), computes

CtpkEE PKFE.EnC(kaKFE, (1, 1,1, SkSKE)),
and replies with |ct) = (|ctskre) , CtrkrE)-

4. When adversary A outputs a classical state st, adversary A’ gives st to adversaries B, 5’. When adversary B
makes a key query on f, adversary B’ queries its challenger on f to get sk} and replies with sk as in step 2.
Adversary B’ outputs whatever B outputs.

Clearly (A’, B') is efficient and admissible if (A, B) is. If |ctskre) is an encryption of myg, adversary (A’, B’) simulates
Hybéo) (A, B). If |ctskge) is an encryption of my, adversary (A, B') simulates Hybél) (A, B). Thus, adversary (A’, B)
breaks untelegraphable SKFE security with advantage ¢’, a contradiction. o

Combining Lemmata 7.17 to 7.20, the theorem follows by a standard hybrid argument. o

Corollary 7.21 (Untelegraphable PKFE). Assuming sub-exponentially secure indistinguishability obfuscation and
one-way functions, and the quantum hardness of learning with errors (LWE), there exists a PKFE scheme for P /poly
that satisfies untelegraphable security with unrestricted key queries.

Proof. Follows immediately by Theorems 7.15 and 7.16 and Corollary 7.13, and noting that indistinguishability
obfuscation and one-way functions imply PKFE and CPA-secure SKE. O

Remark 7.22 (Untelegraphable diO). As an application of UTPKFE, we can construct untelegraphable differing inputs
obfuscation in the classical oracle model. Security says given many copies of an obfuscation of Cy or C;, where
finding « such that Cy(z) # C1(x) is computationally hard, it is hard to distinguish Cyy from C even given a differing
input  after outputting a classical telegraph of the obfuscations. An obfuscation of a circuit C' is an untelegraphable
encryption of message C' along with a classical oracle of the key generation circuit, which on input x outputs sk,
where f, takes a circuit C' as input and outputs C(z). Security follows by switching the first stage classical oracle to
one that outputs L when queried on a differing input, and then appealing to UTPKFE security directly.
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