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Quantum secret sharing (QSS) plays a pivotal role in multiparty quantum communication, ensur-
ing the secure distribution of private information among multiple parties. However, the security of
QSS schemes can be compromised by attacks exploiting imperfections in measurement devices. Here,
we propose a reconfigurable approach to implement QSS based on measurement-device-independent
(MDI) principles, utilizing linear two-photon Bell state analysis. By employing single-qubit con-
jugate operations for encoding private information, our approach offers reconfigurability, allowing
for the inclusion of additional quantum network nodes without sacrificing efficiency. Furthermore,
we demonstrate the robust security of our MDI-QSS scheme against inter-eavesdropping by dis-
honest participants and establish lower bounds for secure communication among three legitimate
parties. This work presents a flexible configuration for implementing multiparty secure quantum
communication with imperfect measurement devices and represents a significant advancement in
the development of secure quantum communication technologies.

I. INTRODUCTION

Quantum communication utilizes quantum physical
principles to provide unconditional security for communi-
cating parties [1]. Quantum key distribution (QKD) [2–6]
and quantum secure direct communication (QSDC) [7–
12] are two prominent frameworks that enable point-to-
point quantum communication and have demonstrated
remarkable performance in practical applications [13–19].
In contrast, quantum secret sharing (QSS) is a multiparty
quantum communication protocol [20–27] that enables
the secure distribution of a secret among multiple parties,
allowing only a designated subset of these parties, when
collaborating, to reconstruct the secret [28–37]. However,
the practical implementation of quantum communication
protocols is often vulnerable to side-channel attacks due
to imperfect apparatuses [38], particularly in scenarios
where the trustworthiness of measurement devices can-
not always be guaranteed [39–43]. These vulnerabilities
represent a significant threat to the security of real-world
quantum communication.

Measurement-device-independent (MDI) quantum
communication [38] addresses this challenge and closes
all potential loopholes for side-channel attacks by us-
ing postselected entanglement. It is initially intro-
duced to implement MDI QKD protocols [44–48] and
then extended to perform MDI-QSDC protocols [49–
52] for directly transmitting private information over
quantum channels. MDI-QSS protocols [53–59] en-
sure the security of the secret sharing process among
multiple parties by postselecting multiphoton Green-
berger–Horne–Zeilinger (GHZ) states [60–62] and their
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security is independent of the results of the measure-
ment devices involved. The essential building block of
MDI quantum communication is entangled state anal-
ysis [63–65], which consisting of linear optical elements
and single-photon detectors with an upper bound prob-
ability of 1/2(n−1) for implementing a GHZ-state ana-
lyzer (GSA) [66–68]. While the probability can, in prin-
ciple, be improved to unity [69] when complex deter-
ministic interfaces between single photons and individual
atoms are used [70–72].
Here, we present a scalable and secure MDI-QSS proto-

col that uses a two-photon Bell-state analyzer (BSA) [63–
65] rather than multiphoton GSAs [66–68], which involve
the interference of multiple photons generated by differ-
ent sources [73–75]. Our protocol takes entangled photon
pairs as data buses, with all communicating parties ran-
domly performing two pairs of conjugate unitary opera-
tions on photons arriving at their nodes. Based on the
BSA results broadcast by an untrusted ancillary node,
a designated subset of legitimate parties can share pri-
vate secrets using practical measurement devices. Fur-
thermore, we demonstrate the security of our MDI-QSS
protocol by using the Holevo theorem [76] and present an-
alytical QSS generation rates for implementing a three-
party MDI-QSS protocol. Our MDI-QSS protocol pro-
vides a flexible configuration for implementing multiparty
quantum communication networks and represents a sig-
nificant advancement in the development of robust quan-
tum communication technologies.

II. PROTOCOL DESCRIPTION

The schematic of our MDI-QSS protocol for three par-
ties is shown in Fig. 1 and consists of four individual
nodes. Alice, Bob, and Charlie can share private infor-
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mation with the help of an untrusted node, David. Alice
randomly prepares photon pairs in one of four Bell states
in two conjugate bases and sends two photons of each pair
to Bob and Charlie. They perform four unitary opera-
tions, exchanging the state of photon pairs in the four
Bell states, and send the photons to David for Bell-state
measurements using a BSA [38]. In practice, the BSA can
be constructed using linear optical elements and single-
photon detectors and distinguish two Bell states [44–47].
Based on the results of the BSA, Alice, Bob, and Charlie
can share private information by postselecting cases that
lead to a deterministic result of the BSM. Specifically, the
MDI-QSS protocol is carried out in the following steps.

(1) Alice prepares entangled photon pairs in the Bell

state |ψ+⟩ = (|HV ⟩ + |V H⟩)/
√
2 and then randomly

evolves them into one of four Bell states, across two con-
jugate bases with∣∣ψ±〉 =

1√
2
(|HV ⟩ ± |V H⟩),∣∣φ±〉 =

1√
2
(|HV ⟩ ± i |V H⟩). (1)

This can be achieved by passing the photons through
wave-plate (WP) units that are tuned to introduce one
of the following local operations

U00 = |H⟩ ⟨H|+ |V ⟩ ⟨V | ,
U01 = |H⟩ ⟨H| − |V ⟩ ⟨V | ,
U10 = |H⟩ ⟨H|+ i |V ⟩ ⟨V | ,
U11 = |H⟩ ⟨H| − i |V ⟩ ⟨V | . (2)

The operator Uab exchanges the states within the same
basis, |ψ±⟩ ↔ |ψ∓⟩ and |φ±⟩ ↔ |φ∓⟩, for a = 0, and
changes the states into the other basis, |ψ±⟩ ↔ |φ±⟩ and
|φ±⟩ ↔ |ψ±⟩, for a = 1, while the superscript flips for
b = 1 and remains unchanged for b = 0. Subsequently,
Alice sends two photons of each entangled pair to Bob
and Charlie.
(2) Bob and Charlie randomly encode information on

the photon pairs by directing photons arriving at their
nodes into WP units, which implement one of the four
local operations Uab, as shown in Eq. (2). For simplic-
ity, we use a pair of binary {ai, bi}, where the subscript
i = A, B, and C distinguishes the operations performed
by Alice, Bob, and Charlie, respectively. Therefore, Uab

for ai = 1 transforms the state from one basis into an-
other, while Uab for bi = 1 modifies the superscripts,
as illustrated at Alice’s node. After both parties have
completed encoding, they send their photons to the un-
trusted party David for measuring each photon pair in
the Bell-state basis.
(3) David measures the received photon pairs using

a BSA composed of linear optical elements and single-
photon detectors [44–47]. The BSA is configured to de-
terministically distinguish |ψ+⟩ and |ψ−⟩, while produc-
ing unbiased outcomes for photon pairs in Bell states

|φ±⟩, where∣∣φ+
〉

=
1 + i

2

∣∣ψ+
〉
+

1− i

2

∣∣ψ−〉 ,∣∣φ−〉 =
1− i

2

∣∣ψ+
〉
+

1 + i

2

∣∣ψ−〉 . (3)

Subsequently, David publicly discloses the results of the
BSA.
(4) After receiving the measurement results, Alice ran-

domly selects ns photon pairs as samples and publicly
discloses their positions. Subsequently, Bob and Char-
lie randomly disclose the corresponding {aB , bB} and
{aC , bC} in any order they choose. Alice discards all
data aA ⊕ aB ⊕ aC = 1, and then analyzes the error rate
of the remaining data to detect potential eavesdropping
in the MDI-QSS protocol. If the error rate exceeds a
predefined threshold, communication is immediately ter-
minated. Otherwise, the protocol proceeds to the next
process. In the ideal scenario, the correlations of the en-
tangled states prepared by Alice, the encoding operations
performed by Bob and Charlie, and the BSA results dis-
closed by David are shown in Tables I and II. The BSA
results for cases where aA ⊕ aB ⊕ aC = 1 are denoted by
“−” and should be discarded in subsequent analyses.
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FIG. 1. Schematic of our three-party MDI-QSS proto-
col. WP denotes a waveplate unite. BS denotes a balanced
beam splitter, while PBS denotes a polarizing beam split-
ter that transmits (reflects) photons in state |H⟩ (|V ⟩). Di

(i = 1, 2, 3, 4) denotes a practical single-photon detector.

TABLE I. BSA results versus operations performed by Bob
and Charlie when Alice prepares Bell states

∣∣ψ±〉 with U0A0A

and U0A1A .

U0B0B U0B1B U1B0B U1B1B

U0C0C

∣∣ψ±〉 ∣∣ψ∓〉 − −

U0C1C

∣∣ψ∓〉 ∣∣ψ±〉 − −

U1C0C − −
∣∣ψ±〉 ∣∣ψ∓〉

U1C1C − −
∣∣ψ∓〉 ∣∣ψ±〉

(5) After the security check, Alice will request that
Bob and Charlie publicly disclose the complete public
keys of the remaining n − ns photons and discard all
data that do not satisfy aA⊕aB ⊕aC = 1. At this stage,
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TABLE II. BSM results versus operations performed by Bob
and Charlie when Alice prepares Bell states

∣∣φ±〉 with U1A0A

and U1A1A .

U0B0B U0B1B U1B0B U1B1B

U0C0C − −
∣∣ψ∓〉 ∣∣ψ±〉

U0C1C − −
∣∣ψ±〉 ∣∣ψ∓〉

U1C0C

∣∣ψ±〉 ∣∣ψ∓〉 − −

U1C1C

∣∣ψ∓〉 ∣∣ψ±〉 − −

the three parties will generate a key string of approxi-
mately length (n− ns)/2. Subsequently, post-processing
techniques, such as error correction and privacy amplifi-
cation [38], are applied to obtain the final key.

III. SECURITY ANALYSIS

In this section, we present the security analysis of our
MDI-QSS protocol. We provide the upper bound on the
amount of information that can be obtained by an eaves-
dropper using collective attacks and present the QSS
generation rate for practical parameters. We consider a
potentially stronger internal eavesdropping scenario, as-
suming that one party, Bob, is dishonest and attempts
to obtain private information by eavesdropping on the
quantum channel. For simplicity, we disregard Bob and
assume that he only implements the operation U00, since
he is dishonest and shares his operational information
with Eve.

In our MDI-QSS protocol, Alice randomly prepares
each photon pair in one of the four Bell states, as shown
in Eq. (1), with an equal probability as the data bus to
connect all nodes for secret sharing. Consequently, each
photon pair prepared by Alice can be regarded as being
in a mixed state [77]

ρ =
1

2
(
∣∣ψ+

〉 〈
ψ+

∣∣+ ∣∣ψ−〉 〈ψ−∣∣)
=

1

2
(
∣∣φ+

〉 〈
φ+

∣∣+ ∣∣φ−〉 〈φ−∣∣), (4)

with the two photons sent to Bob and Charlie, respec-
tively.

Considering a collective attack, the most general quan-
tum operation that Eve can perform on the forward chan-
nel from Alice to Charlie involves a joint operation UC

on the photons and an ancillary |ε⟩ belonging to Eve [38].
The combined system, consisting of the photons and the
ancilla, evolves into

ρAE = UC(ρ⊗ |ε⟩ ⟨ε|)U†
C . (5)

Then, Eve forwards the photon to Charlie while keeping
the ancilla. After receiving the photon, Charlie randomly
encodes it with one of four UaCbC operations, each with
equal probability p = 0.25.

After both parties have completed their encoding op-
erations, the combined system consisting of the photon
pair and the ancilla evolves into

ρACE =
1

4
(ρAE

00 + ρAE
01 + ρAE

10 + ρAE
11 ), (6)

where we have omitted the identity operation U0B0B and

the subsubscript of ρAE
ab = UaCbCUC(ρ⊗|ε⟩ ⟨ε|)U†

CU
†
aCbC

,
for simplicity of notations. According to Tables I and
II, only cases where aA ⊕ aC = 0 and aB = 0 con-
tribute to the key generation. When Charlie applies the
operation U00 or U01, the photon pair state is consid-
ered to be in the X-basis ρ = (|ψ+⟩ ⟨ψ+|+ |ψ−⟩ ⟨ψ−|)/2.
Conversely, when Charlie applies the operation U10 or
U11, the photon pair is considered to be in the Y -basis
ρ = (|φ+⟩ ⟨φ+|+ |φ−⟩ ⟨φ−|)/2.
The upper bound on the mutual information between

Alice and Eve can be obtained by the Holevo theorem [76]
and is described as

I(A : E) ≤ max
{U}

{S(ρACE)− 1

4
S(ρAE

00 )

− 1

4
S(ρAE

01 )− 1

4
S(ρAE

10 )− 1

4
S(ρAE

11 )},
(7)

where S(ρ) = −Tr(ρlog2ρ) denotes the von Neumann
entropy. Furthermore, the maximum mutual information
between Alice and Eve, as shown in the Appendix, can
be specified as

I(A : E) ≤ QEve h(ex + ey), (8)

where h(x) = −xlog2x − (1 − x)log2(1 − x) is the bi-
nary Shannon entropy, ex (ey) is the bit flip error in the
X (Y ) basis, corresponding to the probability that a pho-
ton pair, prepared by Alice in the Bell state |ψ±⟩ (|φ±⟩),
flips to the Bell state |ψ∓⟩ (|φ∓⟩) when reaching Char-
lie’s node, QEve represents the maximum probability that
Eve can access to the photon pairs.
For an error rate e occurring during photon pair trans-

mission and measurement processes, thereby violating
the correlations outlined in Tables I and II, the final QSS
generation rate for three parties can be described as

R = I(A : BC)− I(A : E)

= Q[1− h(e)]−QEveh(ex + ey),
(9)

where Q represents the probability that the photon pairs
produced by Alice reach David’s node and are success-
fully click the single-photon detectors there. In the ideal
scenario, Q = QEve = 1 can be achieved under the
assumption of perfect quantum channels and flawless
single-photon detectors. However, in practical applica-
tions, inherent imperfections, such as photon loss dur-
ing channel transmission and the non-unity efficiency of
single-photon detectors, must be considered.
The success of the BSA applied on two photons in node

David is heralded by the simultaneous click of two single-
photon detectors. The loss of either photon leads to an
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erroneous response of the detectors, thereby preventing
the key generation among three communication parties.
The efficiency to generate a 1-bit key with the transmis-
sion of a single photon pair is

η0 = η4t η
2
dηD, (10)

where ηd denotes the efficiency of the single-photon detec-
tors, ηD denotes the internal efficiency of David’s appa-
ratus, and ηt denotes the photon transmission efficiency,
i.e., ηt = 10−αL/10. Here α denotes the channel loss
rate, and L is the channel length, assumed to be equal
for the four quantum channels. Therefore, we can take
Q = QEve = η0 for practical analysis.

The relationship between the error rates e, ex, and ey
can be expressed as follows:

e = ex(1− ex) +
1

2
ey(1− ex) +

1

2
(1− ey)ex

=
3

2
ex +

1

2
ey − e2x − exey,

(11)

where an error in the X-basis or Y -basis during trans-
mission from Alice to Bob and Charlie, followed by an
X-basis error, leads to a correct BSA result, while an
error in the X-basis or Y -basis contributes to e. For un-
biased error rates with ex = ey, the overall error rate of
the system simplifies to

e = 2ex(1− ex). (12)

The QSS generation rate of our MDI-QSS protocol,
after inserting Eq. (12), can be expressed as

R = Q[1− h(e)− h(1−
√
1− 2e)], (13)

which, as a function of the communication distance L for
three different error rates, is shown in Fig. 2. Here, we as-
sume that the internal efficiency of David’s apparatus is
ηD = 93%, the efficiency of the detectors is ηd = 87.63%,
and the loss rate of the fiber is α = 0.19 dB/km for a
telecommunication wavelength of around 1550 nm. The
QSS generation rate R decays exponentially with an in-
creasing communication distance. However, larger fi-
delity with a lower error rate always yields a larger R.
For a threshold channel fidelity of Pth = 0.943, the QSS
generation rate is R = 0, indicating that the three com-
munication parties can share a private key through chan-
nels with fidelities larger than Pth.
In the previous discussion, the influence of the dark

count of single-photon detectors was neglected. In fact,
two types of dark counts contribute to the error rate: (I)
two of the four single-photon detectors simultaneously
click due to the dark counts, and the BSM result aligns
with the correlation described in Tables I and II; (II) one
detector clicks due to a dark count rather than being trig-
gered by the expected photon. Therefore, the additional
error rates introduced by dark counts are

ed1
= 4p2d(1− pd)

2,

ed2
= 4η2t ηDηdpd(1− pd)

2(1− η2t ηd), (14)
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FIG. 2. QSS generation rate R versus the communication
distance L. Here, we set ηd = 93%, ηD = 87.63%, α =
0.19 dB/km, and P = (1− e) is the channel fidelity.

where pd is the dark-count rate of the single-photon de-
tector, assumed to be identical for four detectors for sim-
plicity. The total error rate etot, considering both dark
counts and bit-flip errors e in transmission channels, is

etot =
ed1 + 0.5ed2 + eQ

ed1
+ ed2

+Q
. (15)

The modified QSS generation rate of our MDI-QSS
protocol can be obtained by substituting e in Eq. (13)
with etot. The modified QSS generation rate R as a func-
tion of the communication distance is shown in Fig. 3,
where we assume a practical dark count rate of pd =
10−7, and the other parameters are P = 0.99, ηD = 93%,
ηd = 87.63%, and α = 0.19 dB/km [15, 37, 58]. The com-
munication distance L reaches its limit at approximately
164 km, as shown by the dash-dotted curve in Fig. 3.
The preceding analysis assumes that the four quantum

channels connecting Alice and David, mediated by Bob
and Charlie, are of equal length L. For a modified com-
munication framework, in which nodes Bob and Charlie
are closer to node David, the channel losses in these two
channels can thus be neglected. The dark count rate of
ed2

is modified to e′d2
= 4ηtηDηdpd(1 − pd)

2(1 − ηtηd),
while ed1

remains unchanged. The QSS generation rate
can be calculated accordingly and the maximum trans-
mission distance extends further to approach 327 km, as
shown by the solid curve in Fig. 3.

IV. DISCUSSION AND SUMMARY

In our work, we use an entangled photon pair as a data
bus connecting all communicating parties, who randomly
perform two pairs of conjugate unitary operations to par-
ticipate in the MDI-QSS protocol. The communication
distance of our protocol can, in principle, be extended
by incorporating quantum memories [78, 79] to eliminate
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FIG. 3. QSS generation rate R of our protocol versus the
transmission distance L with dark counts. We set the dark
count rate to pd = 10−7, the channel fidelity to P = 0.99, and
the other parameters are consistent with those used in Fig. 2.

the synchronization required for performing BSAs based
on linear optical elements [63–65]. Long-distance MDI-
QSS is possible when additional entangled channels are
preset and incorporated into our MDI-QSS via quantum
repeaters [80–83]. The untrusted measurement device
is the BSA rather than the GSA, leading to an upper
bound efficiency of 1/2 that is independent of the num-
ber of communicating parties, which is significantly im-
portant for intra-city multiparty quantum communica-
tions. In contrast, the upper bound efficiency of MDI-
QSS protocols based on the GSA decreases by 1/2 when
an additional party is introduced [53–59]. The number
of photons interfering simultaneously at a GSA equals
the number of parties [53–59]. This efficiency decrease
corresponds to a loss of approximately 3 dB, which, in
practice, corresponds to transmitting a photon over a
fiber of length 15.8 km with an attenuation coefficient of
0.19 dB/km. Meanwhile, the communication parties can
perform the MDI-QSS protocol without the requirement
of single-photon state preparation and thus the indistin-
guishability of these single photons [84–86].

In summary, we have presented an MDI-QSS protocol
using two-photon BSA. The parties encode private infor-
mation by performing conjugate operations on an entan-
gled photon pair instead of preparing single photons in
conjugate bases. Our MDI-QSS protocol can therefore be
flexibly extended to incorporate more parties without de-
creasing the efficiency by post-selecting two-photon Bell
states with efficiency 1/2, independent of the party num-
ber. Furthermore, we have presented the upper bound
of the mutual information between the communication
parties and the eavesdropper and shown the analytical
QSS generation rate among three parties. We believe
that the MDI-QSS protocol can contribute significantly
to the development of multiparty quantum communica-
tion technologies.
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V. APPENDIX

The upper bound of mutual information between Alice
and Eve can be obtained by using the Hovelo theorem [76]
and then can be described as

I(A : E) ≤ max
{U}

{S(ρACE)− 1

4
S(ρAE

00 )− 1

4
S(ρAE

01 )

− 1

4
S(ρAE

10 )− 1

4
S(ρAE

11 )},
(A1)

where ρAE
ab = UabUC(ρ⊗|ε⟩ ⟨ε|)U†

CU
†
ab with different sub-

scripts are determined by the unitary operations Uab

of Charlie, and S(ρACE) is the combined state of Al-
ice, Charlie, and Eve, shown in Eq. (6). We have
S(ρAE

ab ) = S(ρ) = 1 [77], since ρAE
ab and ρAE can be con-

verted to ρ ⊗ |ε⟩ ⟨ε| by unitary transformations and the
von Neumann entropy of ρ, shown in Eq. (4), is S(ρ) = 1.
Therefore, the mutual information between Alice and Eve
can be simplified to

I(A : E) ≤ max
{U}

{S(ρACE)} − 1, (A2)

which is limited by the density matrix ρACE .
To obtain ρACE , we consider state evolutions of the

photons sent to Charlie and express four Bell states,
shown in Eq. (1), as follows:

∣∣ψ+
〉
=

1√
2
(|+⟩B |+⟩C − |−⟩B |−⟩C), (A3a)∣∣ψ−〉 =

1√
2
(−|+⟩B |−⟩C + |−⟩B |+⟩C), (A3b)∣∣φ+

〉
=

i√
2
(|+⟩B |−i⟩C − |−⟩B |+i⟩C), (A3c)∣∣φ−〉 = − i√
2
(|+⟩B |+i⟩C − |−⟩B |−i⟩C), (A3d)

where two basis states in the X-basis and Y -basis are
|±⟩ = (|H⟩ ± |V ⟩)/

√
2 and |±i⟩ = (|H⟩ ± i |V ⟩)/

√
2, re-

spectively. Meanwhile, Eve’s unitary operation UC trans-
forms four different states as follows:

UC |+⟩ |ε⟩ = |+⟩ |ε++⟩+ |−⟩ |ε+−⟩ , (A4a)

UC |−⟩ |ε⟩ = |+⟩ |ε−+⟩+ |−⟩ |ε−−⟩ , (A4b)

UC |+i⟩ |ε⟩ = |+i⟩ |ε+y−y⟩+ |−i⟩ |ε+y+y⟩ , (A4c)

UC |−i⟩ |ε⟩ = |+i⟩ |ε−y−y⟩+ |−i⟩ |ε−y+y⟩ . (A4d)

For two quantum states in theX-basis, due to the orthog-
onality and normalization of unitary transformations, we
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have the following equations:

⟨ε++ | ε++⟩+ ⟨ε+− | ε+−⟩ = 1, (A5a)

⟨ε−− | ε−−⟩+ ⟨ε−+ | ε−+⟩ = 1, (A5b)

⟨ε++ | ε−+⟩+ ⟨ε+− | ε−−⟩ = 0. (A5c)

Similarly, for two quantum states in the Y -basis, we have

⟨ε+y−y | ε+y−y⟩+ ⟨ε+y+y | ε+y+y⟩ = 1, (A6a)

⟨ε−y+y | ε−y+y⟩+ ⟨ε−y−y | ε−y−y⟩ = 1, (A6b)

⟨ε+y−y | ε−y−y⟩+ ⟨ε+y+y | ε−y+y⟩ = 0. (A6c)

The density matrix ρACE can thus be represented as
a mixed state consisting of eight pure quantum states,
when Charlie randomly applies four encoding unitary op-
erations Uab on one photon of the entangled photon pair
that are in state |φ+⟩ (|ψ+⟩) or |φ−⟩ (|ψ−⟩) with an equal
probability, and can be described as

ρACE =

7∑
i=0

pi |ϕi⟩ ⟨ϕi| , (A7)

where the state |ϕi⟩ for i = 2(2a+ b) can be represented
as

|ϕi⟩ =
1

2
UabUC(|+⟩ |+⟩C − |−⟩ |−⟩C) |ε⟩ , (A8)

while the state |ϕi⟩ for i = 2(2a+b)+1 can be represented
as

|ϕi⟩ =
1

2
UabUC(− |+⟩ |−⟩C + |−⟩ |+⟩C) |ε⟩ . (A9)

Specifically, these eight quantum states can be detailed
as follows:

|ϕ0⟩ =
1

2
[|+⟩ (|+⟩C |ε++⟩+ |−⟩C |ε+−⟩)

− |−⟩ (|+⟩C |ε−+⟩+ |−⟩C |ε−−⟩)], (A10a)

|ϕ1⟩ = −1

2
[|+⟩ (|+⟩C |ε−+⟩+ |−⟩C |ε−−⟩)

+ |−⟩ (|+⟩C |ε++⟩+ |−⟩C |ε+−⟩)], (A10b)

|ϕ2⟩ =
1

2
[|+⟩ (|−⟩C |ε++⟩+ |+⟩C |ε+−⟩)

− |−⟩ (|−⟩C |ε−+⟩+ |+⟩C |ε−−⟩)], (A10c)

|ϕ3⟩ = −1

2
[|+⟩ (|−⟩C |ε−+⟩+ |+⟩C |ε−−⟩)

+ |−⟩ (|−⟩C |ε++⟩+ |+⟩C |ε+−⟩)], (A10d)

|ϕ4⟩ =
1

2
[|+⟩ (|−⟩C |ε−y−y⟩+ |+⟩C |ε−y+y⟩)

− |−⟩ (|−⟩C |ε+y−y⟩+ |+⟩C |ε+y+y⟩)], (A10e)

|ϕ5⟩ = −1

2
[|+⟩ (|−⟩C |ε+y−y⟩+ |+⟩C |ε+y+y⟩)

+ |−⟩ (|−⟩C |ε−y−y⟩+ |+⟩C |ε−y+y⟩)], (A10f)

|ϕ6⟩ =
1

2
[|+⟩ (|+⟩C |ε−y−y⟩+ |−⟩C |ε−y+y⟩)

− |−⟩ (|+⟩C |ε+y−y⟩+ |−⟩C |ε+y+y⟩)], (A10g)

|ϕ7⟩ = −1

2
[|+⟩ (|+⟩C |ε+y−y⟩+ |−⟩C |ε+y+y⟩)

+ |−⟩ (|+⟩C |ε−y−y⟩+ |−⟩C |ε−y+y⟩)]. (A10h)

The corresponding Gram matrix of ρACE , shown in
Eq. (A7), with Gij =

√
pipj⟨ϕi|ϕj⟩[87], can be explicitly

represented as:

G =
1

16



2 0 2α −2β 1 + β − iα −α+ i− iβ α+ i− iβ −1− β − iα
0 2 −2β 2α −α+ i− iβ 1 + β − iα −1− β − iα α+ i− iβ
2α −2β 2 0 α+ i− iβ −1− β − iα 1 + β − iα −α+ i− iβ
−2β 2α 0 2 −1− β − iα α+ i− iβ −α+ i− iβ 1 + β − iα

1 + β + iα −α− i+ iβ α− i+ iβ −1− β + iα 2 0 2α −2β
−α− i+ iβ 1 + β + iα −1− β + iα α− i+ iβ 0 2 −2β 2α
α− i+ iβ −1− β + iα 1 + β + iα −α− i+ iβ 2α −2β 2 0
−1− β + iα α− i+ iβ −α− i+ iβ 1 + β + iα −2β 2α 0 2


,

(A11)

where the auxiliary parameters are α = Re(⟨ε++ | ε+−⟩+
⟨ε−+ | ε−−⟩) = 0 and β = Re(⟨ε++ | ε−−⟩ +
⟨ε+− | ε−+⟩). The eight eigenvalues of Gram matrix G
can be directly obtained by solving the characteristic
function det|G− λiI| = 0 with I being the 8× 8 identity
matrix, and can be specified as follows:

λ1 = λ2 = λ3 = λ4 = 0, (A12a)

λ5 = λ6 =
1

4
(1− β), (A12b)

λ7 = λ8 =
1

4
(1 + β). (A12c)

The von Neumann entropy S(ρACE) =
∑8

i=1 λilog2λi
is thus the function of β and is determined by the quan-
tum bit error rates ex and ey for X-basis and Y -basis
states:

ex = ⟨ε+− | ε+−⟩ = ⟨ε−+ | ε−+⟩ , (A13a)

ey = ⟨ε+y+y | ε+y+y⟩ = ⟨ε−y−y | ε−y−y⟩ (A13b)

=
1

2
[1 + Re(⟨ε+− | ε−+⟩ − ⟨ε++ | ε−−⟩)] (A13c)

=
1

2
[1− β + 2Re ⟨ε+− | ε−+⟩], (A13d)
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According to the Cauchy–Schwarz inequality, we have
|⟨ε+− | ε−+⟩|2 ≤ |⟨ε+− | ε+−⟩| |⟨ε−+ | ε−+⟩|, and then
−ex ≤ Re⟨ε+−|ε−+⟩ ≤ ex, leading to the bounds for
β with 1 − 2ex − 2ey ≤ β ≤ 1 + 2ex − 2ey. Under
the condition that guarantees ex + ey ≤ 1/2, the maxi-
mum von Neumann entropy S(ρACE)max is achieved for

β = 1 − 2ex − 2ey with S(ρACE)max = 1 + h(ex + ey).
Therefore, the mutual information between Alice and Eve
is

I(A : E) = h(ex + ey), (A14)

which decreases the QSS generation rate R, as shown in
Eq. (9).
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