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Generative AI has shown its values for many software engineering tasks. Still in its infancy, large language
model (LLM)-based proof generation lags behind LLM-based code generation. In this paper, we present
AutoVerus. AutoVerus uses LLM to automatically generate correctness proof for Rust code. AutoVerus is
designed to match the unique features of Verus, a verification tool that can prove the correctness of Rust code
using proofs and specifications also written in Rust. AutoVerus consists of a network of LLM agents that
are crafted and orchestrated to mimic human experts’ three phases of proof construction: preliminary proof
generation, proof refinement guided by generic tips, and proof debugging guided by verification errors. To
thoroughly evaluate AutoVerus and help foster future research in this direction, we have built a benchmark
suite of 150 non-trivial proof tasks, based on existing code-generation benchmarks and verification benchmarks.
Our evaluation shows that AutoVerus can automatically generate correct proof for more than 90% of them,
with more than half of them tackled in less than 30 seconds or 3 LLM calls.

CCS Concepts: • Software and its engineering→ Formal software verification.

Additional Key Words and Phrases: Program Verification, Program Synthesis, Verus, Large Language Models

1 Introduction
Generative AI (GenAI) techniques have shown to be effective for many software engineering
tasks. GenAI-based code-synthesis tools, like GitHub Copilot, have been widely used in practice. It
would be great if GenAI could synthesize not only code but also code-correctness proof. Indeed,
recent research [6, 14, 29, 32, 33, 40, 50] has shown the potential of GenAI in synthesizing proofs
in proof-oriented languages like LEAN [10], F∗ [42], Dafny [26]. However, the state of the art of
GenAI-for-proof is still far behind that of GenAI-for-coding both in terms of benchmark building
and generation capability. In this paper, we explore using LLM to automatically generate proof
annotations that allow Verus [25] to formally verify the correctness of Rust code.
We choose to focus on Verus for two main reasons. First, the usage opportunity: Verus is a

state-of-the-art SMT-based verifier for Rust with a particular focus on practical usage [24, 41, 51].
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1 spec fn is_digit(c: char) -> bool {

2 (c as u8)>=48 && (c as u8)<=57

3 }
4
5 spec fn cnt_dig(seq: Seq<char>)->int

6 decreases seq.len(),

7 {

8 if seq.len() == 0 {

9 0

10 } else {

11 cnt_dig(seq.drop_last()) +

12 if is_digit(seq.last()) {

13 1 as int

14 } else {

15 0 as int

16 }

17 }

18 }

(a) The spec functions.

19 fn count_digits(text: &Vec<char>) -> (ret: usize)
20 ensures ret == cnt_dig(text@),

21 {
22 let mut count = 0;

23 let mut i = 0;

24 while i < text.len()

25 invariant

26 i <= text.len(),

27 count <= i,

28 count==cnt_dig(text@.subrange(0, i as int)),

29 {

30 if (text[i] as u8)>=48 && (text[i] as u8) <= 57

31 {count += 1;}

32 i += 1;

33 assert(text@.subrange(0, i - 1 as int)

34 == text@.subrange(0, i as int).drop_last());

35 }

36 assert(text@ == text@.subrange(0, i as int));

37 count

38 }

(b) The implementation.

Fig. 1. A Rust function, in gray background, with Verus annotations. The dark-yellow background highlights

the proof annotation needed by Verus to prove the specifications highlighted in the light-yellow .

Verus directly works on Rust code; Verus specifications and proof annotations are also written
with Rust syntax and are inlined in the Rust code under proof in the form of ghost code. This way,
users do not need to learn a new language. Verus also leverages the Rust type system to avoid the
complexity of reasoning memory-safety and aliasing, largely reducing the amount of needed proof
annotation. Considering the growing popularity of Rust [34, 37, 39], an effective proof assistant for
Verus has the potential to benefit millions of developers.

Second, the research opportunity: Verus has unique features that present intriguing research
questions for GenAI. Unlike many verifiers, Verus does not require LLM to learn a new language —
LLMs should be familiar with Rust already. However, also unlike many established verifiers, Verus
is very young, with its development started about 3 years ago, and hence has much fewer examples
for LLM to learn from. Furthermore, although Verus proof annotations (short as proof) are written
in Rust syntax, their usage is very different from regular Rust executable code and require expertise
in verification to master. Verus’ emphasis on verification speed, a property that is critical for Verus
to work for large system code, sometimes comes at the cost of extra proof annotations that may
not be needed by other SMT-based verifiers (e.g., Dafny), which creates extra challenges for GenAI.

Figure 1 illustrates an example of Rust code annotated with Verus specification and proof, which
we will refer to as Verus program in this paper. This particular example is based on Task 764 in the
MBPP dataset [2], which says “Write a function to count the number of digits in a given string”.
This is exactly what the Rust function count_digits in Figure 1b does through a while loop. This
function’s correctness specification includes two parts: 1) a spec-function cnt_dig that implements
the same functionality in a recursive manner in Figure 1a; 2) a post-condition of count_digits
(Line 20) stating that the function result should be the same as that of spec-function cnt_dig. For
Verus to successfully verify this post-condition, two types of proof annotations are needed: 1) a
number of loop invariants that state what properties are true at the beginning and the end of each
loop iteration (Line 26–28); 2) two assert statements that help the underlying SMT-solver to reason
about the collection text (Line 33–36). Note that, these asserts are different from the Rust builtin
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assert! macro. The Rust assert! is used for run-time checking. Instead, the expression enclosed
in Verus assert is to be verified statically and to provide hints to the SMT solver.
We use this example to highlight a few points mentioned earlier, and we will offer more ex-

planation about this example in the next section. First, the goal of this work is to automatically
generate proof annotations when provided with Rust code and its specifications. For this example,
we would aim to generate all the loop invariants and the assert statements (i.e., all the content in
dark-yellow background in Figure 1b). Second, luckily, we do not need to teach LLMs a new lan-
guage. As shown in Figure 1, except for a few keywords like ensures, invariant, spec, everything
else is written in Rust syntax. Third, there are still many challenges to address. In this example, why
those two assert statements are needed and why the ‘@’ symbol is needed on Line 20, 28, 33–36,
can be difficult to understand for inexperienced Verus users and LLMs. The loop invariants in this
example are not as difficult, but still non-trivial. For example, it is not obvious why the invariant
count <= i is needed on Line 27 — it is needed so that Verus can prove there will be no arithmetic
overflow inside the loop. Things get more complicated when proof functions and quantifiers (i.e.,
forall, exists) are needed as we will see later.
Facing these unique opportunities and challenges, we have designed a tool based on GenAI,

AutoVerus , with the following principles in mind:
No reliance on large data sets. Unlike prior GenAI-for-proof work that trains a fine-tuned model

[17, 42] or builds a Retrieval Augmented Generation system to dynamically pick different examples
for different proof tasks [32, 50], we rely on the best existing general LLM that we have, GPT-4o.

Using human Expertise to compensate for the lack of training data. Specifically, we summarize
common proof strategies used by Verus experts and put them into instructions of a set of LLM
agents. We also design AutoVerus to orchestrate these agents following the proof-development
process of Verus experts. Human experts do not aim to write a perfect proof like the one in Figure
1 in one attempt, neither does AutoVerus.

Unleashing the Creativity of LLM when expert knowledge does not help. It is impossible to
enumerate all proof-writing and debugging tricks, or to anticipate all mistakes that LLM may make.
To handle inevitable and yet unexpected challenges in writing a proof, AutoVerus configures
all its agents with a high-temperature, multi-output setting so that a wide range of diverse and
creative proofs can be generated for AutoVerus to pick from.

EnforcingDiscipline upon creative LLM through formal methods and static checking. A network
of creative LLM agents can produce a huge number of proof candidates1. Many, if not most, of them
are too flawed to further explore andmay contain “cheating behaviors” like modifying specifications,
modifying the Rust code under proof, adding assume(...)2, etc. To effectively navigate through
this huge search space, we use a combination of formal methods and static analysis to quickly
filter out invalid candidates, to rank proof candidates based on Verus’ feedback, and to stitch proof
snippets together in the hope of creating a perfect proof out of a collection of imperfect ones.

Putting these together, AutoVerus conducts its proof generation for input Rust code3 in three
phases, as shown in Figure 2. At first, AutoVerus uses an LLM agent to generate preliminary loop
invariants (Generation phase). These loop invariants are then examined and refined by a couple
of agents following generic tricks used by Verus experts (Refinement phase). Finally, if needed, a
debugging phase is conducted in several rounds until a correct proof is found or a time-out threshold
is reached. In each round, an agent is picked to repair the current proof based on a verification

1Imagine a set of 10 LLM agents each producing 5 Verus programs based on an input Verus program. Depending on which
agent’s output to feed into which other agent, there could be more than 10! × 610 proof candidates to choose from!
2assume(P) creates an assumption that 𝑃 is true. It is used for proof debugging and should not appear in the final proof.
3In our current prototype, a single Rust function is the unit of proof generation.
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Fig. 2. The workflow of AutoVerus

error reported by Verus. Close to 10 agents are designed, with each handling one major type
of Verus verification errors following common strategies used by Verus experts (e.g., “function
post-condition not satisfied”, “loop invariant not satisfied before the loop”, etc.). Throughout these
phases, proof filtering, ranking, and merging are conducted using Verus and Lynette, an AST-level
code analysis and transformation tool that we build for AutoVerus upon Verus parser.
To thoroughly evaluate AutoVerus and also to facilitate future research in AI-for-Verus, we

have curated a benchmark suite that consists of 150 non-trivial proof tasks, with each task being
a small Rust program associated with Verus specification. This is the first benchmark suite de-
signed for Verus proof generation, and we refer to it as Verus-Bench. These 150 proof tasks are
mainly translated from other benchmark suites (Diffy [7], MBPP [32], and CloverBench [40]) into
Rust/Verus. More details of Verus-Bench are in § 6.1.
Our evaluation shows that AutoVerus can automatically prove more than 90% of the tasks in

Verus-Bench (137 out of 150). In contrast, a baseline design of directly prompting GPT-4o can only
prove 45% of these tasks (67 out of 150), even though this baseline design has a much longer time
budget, more LLM-call budget, carefully designed prompt, and an unfair advantage of including
the answer proof to three complicated Verus-Bench tasks as examples. AutoVerus is also very
efficient in figuring out the correct proof. Even with a tight budget of 30 seconds or 3 LLM calls for
each task, AutoVerus can figure out the correct proof for more than half of the Verus-Bench tasks,
while the baseline can manage fewer than 40 tasks. AutoVerus is consistent across proof tasks
that come from different sources, successfully finishing 100% of the Verus-Bench tasks coming from
Diffy and CloverBench, and 87% of the more complicated tasks coming from MBPP. AutoVerus’s
capability of generating not only loop invariants, but also more advanced proof annotations, like
proof blocks and assert-style proof hints, has allowed it to prove those more complicated tasks.

2 Background: Verus
Verus verification incurs no run-time checks. Instead, Verus statically analyzes the Rust executable
code and the Verus annotations, which are referred to as ghost code, and constructs SMT formulas
to query the underlying SMT solver. Based on the query result, Verus knows if the Rust code can
satisfy some specifications for all possible executions. After the verification, Verus can erase all the
ghost code to reproduce the original Rust implementation, allowing easy integration with other
Rust code that developers may choose not to verify. This workflow is unlike many other verification
tools that require the verification to be discharged in a different project as the implementation.
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Verus has made small extensions on Rust syntax through macros, including new abstract data
types. Since fixed-bit-width integer types in Rust (e.g., u64, 64-bit unsigned integer) are not easy for
SMT solvers to reason about, Verus additionally supports nat for any natural numbers and int for
any integer numbers. By default, int data type is used in all Verus specifications. Similarly, Verus
provides some collection types (Seq, Map, Set) that can be used to abstract Rust collections.

Generally speaking, Verus specification annotations include function pre-condition (requires),
function post-condition (ensures as in Figure 1b), and spec functions. The spec function in Figure
1a looks very similar to native Rust functions. However, being ghost code, it is required to be purely
functional without mutations of any variables. This feature allows it to be easily transformed into
a function in the SMT solver and can be called from other ghost code, such as in the function
post-condition on Line 20, and in the loop invariant on Line 28. Note that, executable functions
cannot be called in ghost code — a mistake that LLM makes a lot.

Verus proof annotations generally include loop invariants, assert statements, and proof functions.
Loop invariants are needed for the verifier to reason about a loop. asserts are generally used to
help SMT solvers reason about complicated properties involving quantifiers, collections, etc. For
example, a lot of commonly used Verus data-structures (e.g., Seq, Set) and their specification APIs
(e.g., subrange, take, filter, push) require accompanying axioms for SMT solvers to reason about.
To avoid complexity explosion in SMT solver, many of these axioms are not automatically triggered
in Verus and need to be explicitly added through asserts, like that in Figure 1b.
Just like spec functions, proof functions are ghost code and need to be purely functional. Proof

functions can comewith its own premises, specified using requires, and conclusions, specified using
ensures. The body of the proof function contains ghost code used to assist Verus in constructing
SMT formulas to prove the conclusions. A proof function can be called by other ghost code. As
long as the premise of the function is satisfied beforehand, the conclusion of the proof function can
help prove properties after its call site. We will see an example of proof function later in § 4.3.

3 Unique Challenges and Opportunities for AutoVerus
Training data and benchmarks.At the time of writing, there are fewer than 10 projects on GitHub
developed under Verus. In comparison, there are hundreds of GitHub projects with thousands to
hundreds of thousands of files developed under each of those more established verification tools
like LEAN [10], Coq [5], Dafny [26], Isabelle [35], and F∗ [42]. Making things worse, Verus has been
designed to verify large system projects (e.g., storage system [31], VM hypervisor component [51],
operating systemmodules [9]). Even with our best efforts, extracting single-function/file benchmark
programs from these projects failed due to complicated code dependency and specifications.
Language syntax. Unlike most verification tools, Verus allows LLMs to work with a widely used
language, Rust. However, this also produces challenges, as LLMs easily stumble at those subtle
syntax extensions made by Verus upon Rust.

One such challenge is about the integer data type. Verus uses its abstract int type by default in
specification functions and hence often requires type casting, such as the ‘i as int’ on Line 28,
33–36 in Figure 1. This type of casting is difficult for LLMs like GPT that are used to Rust syntax.
As another example, since Rust executable functions cannot be called in ghost code, misuse

of Rust APIs in Verus annotation is very common for inexperienced users and LLMs. In lucky
cases, like Line 26 of Figure 1, Verus provides a spec-function len() for the Rust collection type
Vec. Therefore, text.len() can be used as both a valid Rust API call and a valid spec call in ghost
code. Unfortunately, many other Rust APIs do not have corresponding spec. For example, there
is no subrange spec function for Rust Vec type. In Figure 1b, if we use text.subrange inside the
loop invariants or the assert statement, compilation errors will rise. Instead, text@.subrange is
used, where text@ turns text from Rust Vec into Verus Seq, which has a subrange spec function.
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1 while i < N {

2 if i == 0 {

3 sum.set(0, 0);

4 } else {

5 sum.set(0, sum[0] + a[i]);

6 }

7 i = i + 1;

8 }

Fig. 3. A code snippet from Diffy benchmark

1 sum[0] = 0;

2
3 while i < N {

4 sum.set(0, sum[0] + a[i]);

5 i = i + 1;

6 }

7

Fig. 4. GPT4 output when fed w/ the code in Fig. 3

There are also cases where even @ does not help. For instance, GPT-4o often tries to create a Verus
sequence using !seq[...] or access the first x elements with seq[..x], both of which follow Rust
syntax but are invalid for Verus Seq data type.
What constitutes a proof. For different types of verification tools, what users need to write to
accomplish a proof can be vastly different, which creates different proof-automation challenges.

Using an interactive theorem prover, such as Coq [5] and LEAN [10], the user writes proof tactics
to move the verification forward step by step. In contrast, the SMT solver does the heavy-lifting in
Verus and the user only provides hints to help the SMT query. In most cases, this means less effort
from Verus users. However, this also implies challenges in measuring progress. When using an
interactive theorem prover, the verification goal is transformed based on the tactics used and it is
easier to evaluate whether each tactic moves the verification forward, backward, or stagnant by
comparing the verification goal before and after the tactic is applied; in contrast, although Verus
provides the information regarding which part of the code has caused the constructed SMT formula
to fail to hold, it is difficult to precisely tell whether progress has been made towards the end goal
of proving function post conditions, a challenge shared by other non-interactive verifier [6].
Using a proof-oriented language like F∗, code implementation and proof are intertwined; in

contrast, in Verus, code implementation and proof are separated. On one hand, this means an easier
task for AutoVerus, as it only needs to generate the proof but not the implementation unlike
that in GenAI-for-F∗ [6]. On the other hand, this raises the challenge of disciplining LLM into not
modifying the given implementation. This turns out to be difficult. For example, when given the
code in Figure 3, GPT4 tends to change it to be that in Figure 4.
Miscellaneous features of Verus. The design of Verus has paid particular attention to the
verification speed. For example, Verus often takes only a second to verify a function. Although this
allows AutoVerus to feed many proof candidates to Verus to see which one works, it sometimes
comes at the cost of extra annotations of loop invariants and asserts.

4 Design
Terminology. The input and output of AutoVerus, as well as each of its agents, are Verus programs
that contain Rust code and Verus annotations. The input program to AutoVerus contains no proof
annotations; the output of AutoVerus contains not only Rust code, specification, but also proof
annotations added by it. We refer to a Verus program as unsafe, if it modifies the Rust code and/or
specifications under proof; as invalid, if it leads to Verus compilation errors; as correct, if it is safe,
valid, and can be completely verified by Verus.

In the section, we present each of the three phases of AutoVerus in detail regarding how the
LLM agents are designed, how they are coordinated, and how their output is processed.
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4.1 Phase 1: preliminary proof generation
Verus proof typically includes loop invariants, asserts, and sometimes proof functions/blocks.
Since asserts and proof functions/blocks are typically added during the proof debugging to provide
extra hints to SMT solver, at this first phase of proof generation, AutoVerus focuses on loop
invariants. An agent is designed to generate loop invariants for every loop in the target Rust code.

4.1.1 Agent design. In the prompt to LLM, we ask it to “add loop invariants to the given Rust code,
so that Verus can verify the given function behaves exactly what is described in the specifications.”
Furthermore, we teach LLM three things that we believe are the most important in writing loop
invariants in Verus: 1) to describe the initial value of every variable read in the loop; 2) to describe
the assigned value of every variable written in the loop; and 3) to leverage spec and proof functions
when needed. We have intentionally kept this agent simple and leave it to later refinement/repair
agents to correct any mistakes or oversights of this first agent.

We also include three toy Verus examples written by us in the prompt to teach LLM about basic
Verus features like invariant, quantifiers (i.e., forall and exists), and abstract data structures
(e.g., vstd::Seq). Each example contains less than 30 lines of Rust code and 10–20 lines of proof
annotations. We stick to these same examples across all proof tasks.

4.1.2 Post-processing of agent output. By default, we configure the agent to produce 5 outputs. If
one of these 5 outputs is correct, AutoVerus’s job is done. Otherwise, AutoVerus tries to create a
correct proof by stitching different LLM outputs together. If that also fails, AutoVerus will pick an
imperfect yet promising Verus program to start the refinement phase.
AutoVerus first filters out LLM output that is unsafe, like the one in Figure 4, through static

analysis. It also filters out invalid LLM output, unless AutoVerus can fix the compilation error
through simple code editing, like changing v[i] to be v[i as int] when Verus complains that
“type int is expected for the expression i”. If any of the remaining valid and safe Verus programs
allows verification to succeed, the whole proof task is done. Otherwise, AutoVerus moves on.
AutoVerus then ranks remaining LLM-generated Verus programs based on a score tuple {𝑉 ,

𝐸}, with 𝑉 being the number of functions4 successfully verified by Verus, and 𝐸 being the number
of verification errors reported by Verus. For any two programs that contain the same executable
Rust code, AutoVerus considers the one with higher𝑉 score as the better one (i.e., more functions
proved), with the tie-breaker being having a lower 𝐸 score (i.e., fewer verification errors).

Finally, given a list of𝐾 valid and safe programs, 𝑃1, 𝑃2, ... 𝑃𝑘 , AutoVerus checks if merging some
of them might produce a better proof. Since merging takes time, AutoVerus only explores linear,
instead of exponential, number of merging schemes: AutoVerus starts with the highest ranked
program, considered as best-so-far 𝑃𝐵 , and goes down the ranked list. When merging the best-so-far
program 𝑃𝐵 with a program 𝑃𝑖 produces a higher-scored program 𝑃 ′, AutoVerus updates 𝑃𝐵 to be
𝑃 ′ and continues to check the next program on the list 𝑃𝑖+1 until all the 𝑘 programs are checked. If
AutoVerus fails to identify a perfect proof throughout this process, the final best-so-far program
𝑃𝐵 will become the input to the next phase of AutoVerus.

Figure 5 shows an example of how AutoVerus handles a problem from Diffy benchmark that
contains 4 loops. For this task, none of the five programs output by LLM is correct. In fact, two
of them cannot even be compiled, because LLM used quantifiers incorrectly — it adds "forall
|k:int| ==> sum[0] == k + i" as an invariant for the loop in Figure 5c (there is no way sum[0]
can equal all integers!). Fortunately, the other three programs are safe and valid. In the highest-
ranked program, three loops and the function post-condition are verified (i.e., 𝑉 score is 4), but
two verification errors are reported for the last loop with the loop invariants shown in Figure 5a.

4Verus counts the loop as a separate function. For example, when a function containing two loops is verified,𝑉 is 3.
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1 invariant
2 N > 0,

3 i <= N as usize,

4 sum.len() == 1,

5 sum[0] <= N + i,

6 forall|k: int|0<=k<N ==> b[k]==1,

7 b.len() == N,

8 // (V, E) = (4, 2)

(a) Loop invariants of best-so-far 𝑃𝐵 .

1 invariant
2 N > 0,

3 i <= N as usize,

4 sum.len() == 1,

5 sum[0] <= N + i,

6 forall|k: int|0<=k<N ==> b[k]==1,

7 N < 1000,

8 // (V, E) = (3, 2)

(b) Loop invariants of a lower-ranked 𝑃𝑖 .

1 i = 0;
2
3 while (i < N as usize)
4 invariant

5 N > 0,

6 i <= N as usize,

7 sum.len() == 1,

8 sum[0] <= N + i,

9 forall|k: int|0<=k<N ==> b[k]==1,

10 b.len() == N,

11 N < 1000,

12 {
13 sum.set(0, sum[0] + b[i]);

14 i = i + 1;

15 }
16 // (V, E) = (5, 0)
17 // Verified

(c) The merged program 𝑃 ′ which is verified.

Fig. 5. An example of a merged program for a problem from Diffy benchmark.

Another program encountered index out-of-bound errors in the last two loops, and hence is ranked
lower (i.e., 𝑉 is 3). Its invariants for the last loop are shown in Figure 5b. As we can see, these two
sets of invariants only differ by the last line: the lack of 𝑁 < 1000 in Figure 5a caused arithmetic
overflow errors; the lack of 𝑏.𝑙𝑒𝑛() == 𝑁 in Figure 5b caused its index out-of-bound error. When
we merge the second program (Figure 5b) into the first, we get the perfect proof in Figure 5c.

Some implementation details are skipped here and will be presented in § 5: we have implemented
a static analysis and code transformation tool, Lynette, to check whether a Verus program is safe
and to merge two Verus programs together if they are based on the same Rust code. Furthermore,
for every valid and safe Verus program 𝑃 (no matter generated directly by LLM or through merging),
we apply Houdini algorithm [18] to efficiently check if a subset of the Verus proof annotations in 𝑃
is a correct proof. This Houdini treatment applies to the next two phases as well.

4.2 Phase 2: generic proof refinement
This phase aims to refine the loop invariants in the best-so-far Verus program 𝑃𝐵 generated by
phase-1 through common and generic Verus-verification tips.

4.2.1 Refinement-agent design. The refinement phase consists of a series of LLM agents, each
aiming one common mistake in the writing of loop invariants in Verus:
Constant-Propagation agent checks if the function pre-condition includes properties about a

read-only parameter, and adds these properties as invariants to every loop in the function. For
example, loop invariants N > 0 and N < 1000 in Figure 5c are part of the function pre-condition in
that example. If they are missing, this agent will add them.
Array-Length agent checks if the length information of every array/container used in a loop

is specified as a loop invariant, and adds such information if not. For example, if the invariant
sum.len()==1 is missing from Figure 5c, it is be added here.
Quantifier agent checks if quantifier-related invariants are used correctly. For example, if Line

9 of Figure 5c mistakenly has forall |k:int| 0<=k<i ==> b[k]==1, it would be corrected here.
Conditional-Loop-Invariant agent urges LLM to check if any loop invariant may only apply

to some, instead of all, of the loop iterations and make adjustment accordingly. For example, this
would help LLM handle the example in Figure 3.
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4.2.2 Agent composition and output post-processing. AutoVerus invokes every refinement agent
sequentially, starting with the simplest, Constant-Propagation, and progressing to the more com-
plex ones. Each agent takes the best-so-far Verus program 𝑃𝐵 as its input and generates a new
refined program 𝑃 . If 𝑃 turns out to contain the correct proof, the whole task is done; otherwise,
AutoVerus replaces the original best-so-far program 𝑃𝐵 with 𝑃 when two conditions are met: 1) 𝑃
is a valid and safe Verus program after AutoVerus’s type-casting edits, if needed; and, 2) 𝑃 does
not lower the number of functions successfully verified by Verus in 𝑃𝐵 .

The post-processing here is simpler than that of Phase 1: each agent only generates one, instead
of five, proof candidate, and hence there is no merging or ranking needed. The rationale is that
each agent in this phase conducts a relatively straightforward action, and, although every agent is
useful in general, it may or may not be necessary for every Verus program given to it.

4.3 Phase 3: error-driven proof debugging
Proof construction is similar to code writing in that debugging is inevitable for realistic and
complicated tasks. Human experts expect to see verification errors and are experienced at repairing
proofs to fix those errors one by one. Therefore, we have designed this debugging phase for
AutoVerus to mimic human experts. After the first two phases, if the best-so-far proof still incurs
verification errors, AutoVerus starts its proof debugging.

4.3.1 Repair-agent design. AutoVerus has 10 repair agents, with each agent 𝐴𝑡 designed to fix
one particular type 𝑡 of Verus verification errors. The prompt to 𝐴𝑡 includes not only the Verus
program under repair, but also 1) the detailed information about an error 𝐸𝑡 to be fixed, which
has the verification-error type 𝑡 , and 2) the instruction about how to fix errors of type 𝑡 , which
is sometimes customized with code expressions extracted from the code snippets related to 𝐸𝑡 . It
could be boring to go through all the agents one by one, as each agent basically summarizes how
human experts handle a type of verification errors. Instead, we use a proof task fibonacci as an
example to see what are some of the main agents and how they actually perform in practice.
Figure 6a contains a Rust function that returns the first 𝑛 numbers in the fibonacci sequence.

It sets the first two numbers in this sequence to be 0 and 1, and then computes the remaining
ones through a while loop (Lines 16–36). The spec function fibo in Figure 6b provides a strict
mathematical specification of the Fibonacci sequence. What we need to prove for the Rust function
fibonacci(n) is that every number in its result vector matches that produced by the spec fibo
under the premise that the 𝑛th fibonacci number fits in the i32 data type.
Iteration 1: All the gray-background code in Figure 6a, including the red line fib.len() == n,

comes from the best-so-far proof 𝑃𝐵 from AutoVerus’s refinement phase. Verus only reports one
error for this version: invariant fib.len() == n on Line 24 is not satisfied before the loop.
Our agent dedicated to invariant-not-satisfied-before-loop is invoked. Its prompt includes these

repair strategies: 1) to add an assert about this invariant right before the loop; 2) in case of nested
loops, to add this invariant to its outer loop when applicable; 3) to modify or delete this loop
invariant when it is incorrect or unnecessary. One of this agent’s outputs took both the first and the
third strategy, as highlighted by -1 and +1 in Figure 6a: it deleted this invariant from Line 23, and
added an assert(fib.len() == 2) right before the loop on Line 15, accompanied by a comment
explaining its action on Line 14. In fact, deleting this invariant is the right repair action: the length
of fib array matches the loop index 𝑖 in the loop, not always 𝑛. Of course, fib.len() == 2 is
correct right before the loop. So, this repair succeeds.

Iteration 2: After the first repair, Verus now reports two new errors: 1) an arithmetic-overflow for
fib[i-1] + fib[i-2] on Line 33; 2) the invariant on Line 21 that states fib[j] == fibo(j) for all
𝑗 between 0 and 𝑖 does not hold at the end of the loop.
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1 fn fibonacci(n: usize) -> (ret: Vec<i32>)
2 requires

3 fibo_fits_i32(n as int),

4 n >= 2,

5 ensures

6 forall|i: int|2 <= i < n ==>

7 #[trigger] ret@[i] == fibo(i),

8 ret@.len() == n,

9 {
10 let mut fib = Vec::new();

11 fib.push(0);

12 fib.push(1);

13 let mut i = 2;

14 +1 // Assert the invariant right before the loop

15 +1 assert(fib.len() == 2);
16 while i < n

17 invariant

18 0 <= 2 <= i <= n,

19 fib.len() == i,

20 fibo_fits_i32(n as int),

21 forall|j: int| 0 <= j < i ==>

22 # [trigger] fib[j] == fibo(j),

23 -1 fib.len() == n;

24 {

25 +2 // Assert the addition won’t overflow an i32

26 +2 assert(fib[i-1] as int + fib[i-2] as int

27 +2 < 0x8000_0000) by {

28 +2 assert(fib[i - 1] == fibo(i - 1));

29 +2 assert(fib[i - 2] == fibo(i - 2));

30 +2 assert(fibo(i-1)+fibo(i-2)==fibo(i));

31 +2 lemma_fibo_monotonic(i, n);

32 +2 };
33 let next_fib = fib[i - 1] + fib[i - 2];

34 fib.push(next_fib);

35 i += 1;

36 }

37 fib

38 }
39 +2 proof fn lemma_fibo_monotonic(...) {...}

(a) Repair the “the loop invariant not satisfied before

loop” and “arithmetic overflow” errors.

1 spec fn fibo(n: int) -> nat
2 decreases n,

3 {
4 if n <= 0 { 0 }

5 else if n == 1 { 1 }

6 else { fibo(n - 2) + fibo(n - 1) }

7 }
8 spec fn fibo_fits_i32(n: int) -> bool {
9 fibo(n) < 0x8000_0000

10 }

(b) The spec functions.

1 proof fn lemma_fibo_monotonic(n:int, m:int)
2 requires n <= m,

3 ensures fibo(n) <= fibo(m),

4 decreases m - n

5 {
6 if n < m {

7 lemma_fibo_monotonic(n, m - 1);

8 + assert(fibo(n) <= fibo(m - 1));

9 + assert(fibo(m - 1) <= fibo(m));

10 }

11 }

(c) Repair the post-condition not satisfied error.

1 proof fn lemma_fibo_monotonic(n:int, m:int)
2 ...

3 {
4 if n < m {

5 lemma_fibo_monotonic(n, m - 1);

6 assert(fibo(n) <= fibo(m - 1));

7 - assert(fibo(m - 1) <= fibo(m));

8 + if m > 1 { // Avoiding the case m == 1 to
prevent negative indexing in fibo(m-2)

9 + assert(fibo(m-2)+fibo(m-1)==fibo(m));

10 + assert(fibo(m - 1) <= fibo(m));

11 + }

12 }

13 }

(d) Repair the assertion failure error.

Fig. 6. How fibonacci is proved by repair agents (all the comments are output of GPT-4o agents as well).

AutoVerus decides to fix the arithmetic-overflow first. The corresponding agent is instructed
to add loop invariants or asserts to state the upper/lower bound of the arithmetic operations
that Verus complains about. The prompt also includes tips about using parametric bound or
approximated bound when needed, and reasoning the monotonicity of a data series when needed.
The output of this repair agent is highlighted by the +2 heading in Figure 6a. As we can see,

this agent’s repair includes several parts: 1) it made the right decision that an assert, instead of a
loop invariant, is needed here to state the bound on Line 26 (again accompanied by a comment
explaining its action); 2) it figured out the right bound 0𝑥8000_0000 for the expression fib[i-1] +
fib[i-2], probably based on the bound expressed in the fibo_fits_i32 spec-function in Figure
6b; 3) it realized that proving the monotonicity of the fibonacci sequence is needed and hence
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synthesized a new proof function lemma_fibo_monotonic and also used this function to support
the bound assertion very nicely on Lines 28–31.

Iteration 3:With all this effort, a simpler problem like the one in Figure 1 would have been proved
at this point. However, for this example, Verus now reports that the while-loop in Figure 6a is
completely verified, but there is a new error — the post-condition fibo(n) <= fibo(m) of the new
proof function lemma_fibo_monotonic shown in Figure 6c is not satisfied at the end of the function.
The agent dedicated to function-post-condition-unsatisfied error is now called. This agent’s

instruction suggests adding asserts (or loop invariants) that correspond to the failed post-condition
to the function exit where the post-condition does not hold (or a relevant loop). Therefore, the
agent added the two green-highlighted lines in Figure 6c. Interestingly, LLM does not simply
assert fibo(n) <= fibo(m), the failed post condition. Instead, it added two asserts that describe the
transitive relationship of fibo(n) <= fibo(m-1), which matches the post-condition of the proof
function right before it on Line 7, and fibo(m-1) <= fibo(m), which is quite nice.
Iteration 4 & 5: Unfortunately, this seemingly perfect repair is still incorrect. Verus reports an

assertion-failure on the newly added Line 9 of Figure 6c — fibo(m-1) <= fibo(m) cannot be verified
to always hold. Therefore, AutoVerus calls upon its assertion-failure repair agent. This agent
is given some general options: 1) if the assert expression is related to Verus data structure APIs
like Seq::subrange, Seq::filter, and so on, a set of off-the-shelf lemma functions can be used;
2) change or delete any loop invariants that might be related to the assert; 3) add more assert
statements; 4) add more proof functions if needed. This fix is not easy. In fact, the first time this
repair agent is called upon, no good repair is produced. At the second time, the repair agent comes
up with the repair shown in Figure 6d: it added two assert statements to help the SMT solver
reason why fibo(m-1) cannot be larger than fibo(m); and it also added the if m > 1 condition to
avoid negative indexing, as explained by its own comment.

Finally, Verus reports that the whole proof task was successfully done!
What we described above is the output from a particular run of AutoVerus. Since this is a

difficult task, we have noticed that AutoVerus runs into different situations every time, and can
generate correct proof roughly every other time (and the correct proof is not always the same).
AutoVerus also contains several other agents that are dedicated to repair other major type of

Verus errors, like unsatisfied function pre-condition, index-bound violation, loop-invariant-failed-
at-the-end, etc. We skip them here due to space constraints.

4.3.2 Repair-agent composition and output post-processing. It is challenging to coordinate all the
agents because a Verus program often contains more than one verification error and each error may
take multiple attempts to get fixed. Furthermore, fixing one error may introduce another error(s),
and it could be difficult to tell whether the repair has made the proof better or worse.
With these challenges in mind, AutoVerus conducts its debugging in iterations, starting with

the best-so-far Verus program 𝑃𝐵 generated by the refinement phase. In each iteration, AutoVerus
collects all the verification errors E in 𝑃𝐵 from Verus, picks one error 𝐸 from E to fix next, and
prompts a repair agent that suits 𝐸. AutoVerus then examines the agent’s output one by one to
decide whether to accept a repair to replace the best-so-far proof 𝑃𝐵 . Finally, AutoVerus prepares
for its next iteration based on whether the target error 𝐸 has been fixed or not. AutoVerus keeps
running these iterations until a correctly proved program is found or a pre-configured threshold is
reached (10 iterations by default). We explain these three steps in more detail below.
How to pick the error to fix next?We have designed an ordered list of Verus error types and
AutoVerus ensures that a verification error is picked only when higher-priority errors no longer
exist for the program under proof. The top one is type error, because they have to be fixed before
Verus can compile the program and conduct verification attempt. The next two are bound-related
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errors, including the index-bound-error and arithmetic-overflow/underflow errors. The reason is that
once Verus identifies a bound error for any component of an expression 𝐸, it will make no further
attempt to prove any property that involves 𝐸. For example, Verus will not attempt to verify any of
the loop invariants if a bound error is found in the loop body. After that, invariant-not-satisfied-
before-loop errors get selected, as they are often easier to fix than other types of errors. Beyond that,
all remaining errors are repaired one by one based on where they show up in the report of Verus.
When to accept a repair? Naturally, any repair that introduces unsafe changes or compilation
errors is not accepted; and, any repair that produces a better verification score than 𝑃𝐵 can be
accepted like that in Phase 1. Beyond that, AutoVerus would also accept a program 𝑃 as the
new best-so-far proof, as long as 𝑃 has resolved the error-under-repair 𝐸 without compromising
previously verified functions (i.e., the 𝑉 score should not drop). Since it is difficult to precisely
judge whether 𝐸 is fixed, AutoVerus counts the number of verification errors of the type of 𝐸 in 𝑃 ,
and considers 𝐸 to be fixed if that number has dropped from that in 𝑃𝐵 . Once AutoVerus finds
an acceptable repair generated by the agent, it does not check the remaining output of the agent,
because it is very difficult, even for human experts, to rank multiple imperfect repairs.
How to adjust for the next repair iteration? AutoVerus would review the progress (or lack of)
made by the past iteration and adjust accordingly. If the target error 𝐸 has not been fixed in this
iteration, AutoVerus configures the next repair agent to produce 5 programs (3 otherwise). For
assertion-failure errors, the most common type in later phase of repair, if the target assert error is
not fixed after a threshold number of attempts (3 by default), the more complex assert-repair agent
is employed. Finally, if the target error fails to be repaired in even more iterations (5 by default),
AutoVerus would delete the corresponding proof entity (e.g., a loop invariant or an assert).

5 Implementation
We implemented AutoVerus as a command line Python tool using GPT-4o invoked by Azure
OpenAI APIs. In the following, we discuss some implementation details.
Houdini alg. Given a set of proof annotations A that fail the verification, if a subset of A is correct
and sufficient to prove, Houdini algorithm guarantees to identify this subset in linear number
of verifier-invocations. More details of this long-established algorithm can be found in previous
work [18]. This algorithm has been used for GenAI-for-C [23] and we apply it here for Verus.
Lynette. To add discipline into AutoVerus, we have implemented Lynette using the Verus front-
end parser in Rust to post-process the LLM-generated code at the AST level. To check whether a
LLM output 𝑃 is safe regarding the input Rust program and its specification 𝑃𝑜 , Lynette checks
if 𝑃 and 𝑃𝑜 can be compiled to the same executable by comparing the pure Rust AST of the files
after erasing the ghost code; Lynette compares the pre- and post-condition of 𝑃 and 𝑃𝑜 so the LLM
cannot tweak them to change the goal of the verification; Lynette also searches for debugging
ghost function, such as admit() or assume(), in 𝑃 .

Another use of Lynette is in program merging. Naively using a text-merging tool does not work
for proof candidates, 𝑃1 and 𝑃2 of a complicated proof task, as 𝑃1 and 𝑃2 may differ quite a lot.
Lynette first erases all of the ghost code in the program to obtain the pure Rust AST, which is the
same for 𝑃1 and 𝑃2, and uses it as the anchor to merge the ghost code in 𝑃1 and 𝑃2. The minimum
merging unit is a ghost expression, i.e. a Verus assertion, a proof block, or an invariant.

The third use of Lynette is to support the Houdini algorithm in deleting cannot-be-proved proof
annotations from the proof candidate. Since Lynette is AST-aware, it makes sure that the deletion
honors the boundary of ghost expression, and guarantees to produce syntactically correct result.
Verus configuration. Verus has a loop-isolation configuration that can affect the difficulty of
proof. When it is set to be false, Verus will consider facts (e.g., function pre-conditions, asserts)
from outside a loop body in its proof inside the loop body. By default, this configuration is set to be
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Table 1. Summary of Verus-Bench

Benchmark Sources CloverBench Diffy MBPP Misc Total

# of Proof Tasks 11 38 78 23 150

Executable LOC 175 951 1,333 390 2,849
Specification LOC 80 265 700 207 1,252

true for performance reasons. If AutoVerus fails to find a correct proof after the first two phases,
it would add a #[verifier::loop_ isolation(false)] statement to the program under poof to
make the proof debugging a little bit easier.

6 Methodology
6.1 Verus-Bench
To evaluate AutoVerus, we need a suite of proof tasks, with each task being a Rust program
annotated with Verus specifications. Since such a suite does not yet exist, we crafted Verus-Bench.

We tried our best to make Verus-Bench a non-trivial, non-biased, and meaningful suite through
the following methodology. First, instead of writing proof tasks ourselves, we mainly looked into
three verification-related benchmark suites in other languages and translated those tasks into
Verus. Second, we make sure not to include any trivial proof tasks (i.e., tasks that can be proved by
Verus without any proof annotations). In fact, 88 proof tasks from our source benchmark suites are
rejected for this reason! Finally, we have divided our team early so that the team who designed
the AutoVerus does not overlap with the team who set up the majority of the Verus-Bench proof
tasks (i.e., all those in MBPP and CloverBench).

In total, Verus-Bench contains 150 proof tasks as shown in Table 1.
78 proof tasks are translated from theMBPP-DFY-153 [32] dataset. That dataset contains 153 prob-

lems with specifications and verified implementation in/for Dafny, based on the MBPP dataset [2].
Among these 153, 67 of them require no proof annotations to verify; 8 are too difficult to translate
due to code features not well supported by Rust/Verus like floating points and string; the remaining
78 are all translated and included in Verus-Bench.

11 are from CloverBench [40]. This suite includes 60 example programs, as might be found in
CS textbooks, written and verified in Dafny. The authors of CloverBench also provide the Verus
translation for 39 of them. Our manual inspection found that 3 of them cannot be verified by the
latest version of Verus, 4 have weaker specifications than their variants already included in the
dataset, and 21 can be verified without proof annotations. We add all remaining 11 into Verus-Bench.
38 come from a SV-COMP-2021 [13] benchmark suite, Diffy [7]. Diffy contains 69 programs

written in C that were designed to evaluate array and loop related verification. Most tasks in this
suite contain multiple loops and hence require good loop-invariant synthesis. 31 tasks here require
reasoning about non-linear equations (e.g., knowing that (𝑖 + 1)3 == 𝑖3 + 3 ∗ 𝑖2 + 3 ∗ 𝑖 + 1), which is
not the focus of Verus system verification. We translated all the remaining 38 tasks from 𝐶 to Rust.

The final 23 is referred to asMisc. This is a collection of 23 miscellaneous Verus programs that
appeared in Verus tutorials or libraries. They include some algorithmic programs, like bubble sort,
binary search, fibonacci sequence, and tasks that contain challenging features like nested loops,
expressing function post conditions as asserts instead of ensures, etc.
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Table 2. Number of tasks proved by AutoVerus (max: 3 tries) and baseline (max: 10 min) in Verus-Bench.

Source #Tasks Proved by AutoVerus Proved by Baseline
Total Phase-1 Phase-2 Phase-3

CloverBench 11 11 7 2 2 8
Diffy 38 38 26 12 0 5
MBPP 78 68 36 4 28 43
Misc 23 20 9 4 7 11

Total 150 137 78 22 37 67

6.2 Experimental setup
Hardware and software All our experiments are run on a machine with Ubuntu 22.04.1 LTS,
24-core CPUs, and 64 GB RAM. By default, AutoVerus uses GPT-4o (model version 2024-05-13).
For comparison, we will also run AutoVerus on two other models, GPT-4-turbo and GPT-3.5-turbo.
Alternative designs in comparison To the best of our knowledge, no prior GenAI-for-proof work
focuses on Rust or Verus. Therefore, we will compare AutoVerus with a baseline that repeatedly
invokes GPT-4o to generate Verus proof. To make this baseline competitive, we designed its prompt
to essentially be a summary of all the prompts used in AutoVerus agents. It uses the same LLM-
temperature setting as AutoVerus (1.0), and is configured to generate 5 outputs in each invocation,
same as the Phase-1 agent in AutoVerus. Finally, we give this baseline an unfair advantage of
“cheating”: we put the answers to four complicated tasks from Verus-Bench as examples in this
baseline’s prompt. Notably, there is no overlap between the examples used by AutoVerus agents
and Verus-Bench. In addition to this baseline, we will conduct an extensive ablation study to see
how AutoVerus would have behaved if various components in its design were disabled or changed.
Evaluation metrics We will mainly evaluate three metrics: number of correctly verified tasks, time
and number of LLM calls required to come up with the correct proof. Due to the randomness of
LLMs, the number of correctly verified tasks may change over runs. By default, we report the
number of correctly verified tasks after running AutoVerus (the whole three phases) for three
times; the same applies for various variants of AutoVerus. When comparing with the baseline,
we will show the number of verified tasks under the same time and LLM-call budget to be fair.
Keep in mind that since Verus can automatically tell whether a proof is correct, there is no manual
effort involved even if we invoke LLM or execute the AutoVerus workflow for multiple times.
The difference between verifying a task in one attempt and in multiple attempts is the time cost
and the number of LLM-calls, which we will report.

7 Experimental Results
7.1 Overall results
Table 2 shows the overall results of AutoVerus on Verus-Bench. AutoVerus successfully proves
137 out of 150 (91.3%) benchmark problems. That is, provided with the Rust implementation and
specification, AutoVerus is able to generate proof annotations that allow Verus to prove the
specification is guaranteed to hold for 137 out of 150 tasks. Notably, AutoVerus verifies all of the
problems from the CloverBench and Diffy benchmarks. Even though the default setting allows up
to three attempts for AutoVerus, AutoVerus was able to prove 122 tasks in its first attempt, with
10 more proved in its second attempt and 5 more on its third attempt.

As also shown in Table 2, Phase-1 is able to finish slightly over half of the 150 proof tasks,
while Phase-2 refinement and Phase-3 debugging also contribute to 22 and 37 additional proven
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(a) Tasks proved w/ different time budget.
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(b) Tasks proved w/ #-of-LLM-call budget.

Fig. 7. Comparison with baseline in terms of time cost and LLM invocations.

tasks respectively. This phase-breakdown also shows differences among different benchmark
sources. Since Diffy benchmark focuses on loop invariants, all the tasks from Diffy are handled by
AutoVerus in the first two phases. In comparison, MBPP and Misc both heavily rely on Phase-3
debugging to generate proof annotations that go beyond loop invariants.

7.2 Comparison with baseline
Table 2 also shows that the baseline scheme of repeatedly invoking LLM (i.e., GPT-4o) was only able
to prove 67 out of the 150 tasks (44.7%), even though it was given 10 minutes for each task. Note
that, this baseline scheme uses the same LLM-temperature and 5-output per invocation setting as
AutoVerus, and has more sophisticated prompt and examples than any AutoVerus agent.

The baseline does fine in generating loop invariants for simple loops, succeeding for similar
number of tasks from Clover, MBPP, Misc as Phase 1, 2 of AutoVerus. Of course, the baseline took
much longer and many more LLM calls to achieve this than AutoVerus, which we discuss below.

However, the baseline cannot handle more complicated loop invariants, and hence succeeded for
only 5 out of 38 Diffy tasks. In comparison, AutoVerus’s Phase-1 alone generated correct proof
for 26 Diffy tasks. Furthermore, the baseline scheme is poor in generating more complicated proof
annotations, and failed many more tasks in MBPP and Misc than AutoVerus.
To understand how efficient AutoVerus and the baseline are, we plotted how many tasks can

be correctly proved by each of them under fixed time budget (up to 10 minutes per task) and the
number of LLM-call budget (up to 60 calls per task), as shown in Figure 7a and Figure 7b. As we can
see, AutoVerus consistently outperforms the baseline, finishing about twice as many tasks, under
the same time and LLM-call budget constraints. In order for the baseline to succeed in 67 tasks,
it needs a budget of 458 seconds per task or 59 LLM-call per task; in contrast, 22-second per-task
or 2 LLM-call per task is sufficient for AutoVerus to generate correct proof for at least 67 tasks.
Furthermore, if we give each task only 30 seconds, AutoVerus can generate correct proof for 81
tasks, while the baseline cannot even finish 40 tasks. Again, keep in mind that the baseline has the
same temperature setting and 5-output per LLM-call as AutoVerus.

7.3 Detailed results of AutoVerus components
7.3.1 The effectiveness of merging, ranking, filtering, and Houdini. For 14 tasks, although none of
the direct output of the Phase-1 agent is correct, merging some of them immediately provides
correct proof just like the example in Figure 5. Also during Phase-1, ranking LLM’s output based
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Table 3. Ablation study: # of tasks proved under different variations of Phase-1 and Phase-2

AutoVerus Few-shot examples Fusion of Disable

default W/o 1st W/o 2nd W/o 3rd phases 1 and 2 ranking

Inference Dataset 78 67 69 48 75 71
Refinement Dataset 22 N/A N/A N/A 18 17

on Verus output has made a difference, as more than half of the top-ranked proof candidates are
not the first output produced by the LLM. During AutoVerus’s run of producing the results in
Table 2, LLM generated 2,637 proof candidates in total, of which as many as 326 (12.4%) are unsafe.
Fortunately, they are filtered out by our Lynette tool. The Houdini algorithm contributed to 16
successfully proved tasks across all phases, with 5 in Phase-1, 6 in Phase-2, and 5 in Phase-3.

7.3.2 The effectiveness of agents. For the 22 tasks that are not proved after Phase-1 but are suc-
cessfully proved after Phase-2 (refinement) of AutoVerus, 6, 3, 3, and 10 tasks are proved imme-
diately after the use of Constant-Propagation agent, Array-Length agent, Quantifier agent, and
Conditional-Loop-Invariant agent, respectively.

For the 37 tasks that require Phase-3 of AutoVerus to prove, their average number of debugging
iterations is 3.5 (median is 2). Only 2 tasks require more than 8 iterations to be verified. Notably, 5
tasks are verified by adding #[verifier::loop_isolation(false)] to the best proof generated by
Phase-2, and hence requires 0 iteration of LLM-based repair (as discussed in § 5).

We further checked how different repair agents are used by AutoVerus in producing the result
of Table 2. Among all repair agents, the ones that repair Assertion Failure are used the most, for
326 times in total across 150 proof tasks, followed by the agent that repairs Loop Invariant Failed
Before Loop (131 times) and at the End of the Loop (85 times). Due to the wide variety of assertion
failures, the assertion failure agents only has a success rate of 47.9% (i.e., in 47.9% of times, the
agent generates a repair that reduces the number of assertion failures). In comparison, all other
agents, except for the Arithmetic Overflow repair agent, have a success rate of more than 50%.

7.4 Ablation study
7.4.1 Phase-1 and Phase-2 of AutoVerus. As shown in Table 3, we conducted a number of ablation
studies to understand different design choices for Phase-1 and Phase-2 of AutoVerus. For this
study, we used two subsets of proof tasks from Verus-Bench. The Inference Dataset includes all the
78 tasks that can be correctly proved by AutoVerus using Phase-1 alone; the Refinement Dataset
includes all the 22 tasks that require both Phase-1 and Phase-2 to be proved by AutoVerus.

As shown in Table 3, the number of tasks that can be proved drops if we remove any one of the
three examples used by AutoVerus’s Phase-1 agent. The third example stands out as particularly
influential, resulting in the most reduction in proved tasks when removed.
If we combine all five agents in Phase-1 and Phase-2 together into one agent with a combined

prompt, 7 tasks that originally can be proved now cannot. This includes 3 tasks that originally can
be proved with just Phase-1. Notably, we maintain the same post-processing procedures, including
filtering, ranking, merging, and the application of the Houdini algorithm, for the fused version.

As also shown in the table, when we discard our ranking scheme, which is based on Verus results,
and instead relies on LLM to tell us the best output, AutoVerus verifies 12 fewer tasks.

7.4.2 Phase-3 of AutoVerus. We have designed an alternative generic debugging agent. This agent
is equipped with three few-shot examples that contain examples of asserts and proof functions,
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the same as what is used in our repair agents. This agent is programmed to take in the whole Verus
error report, and can decide which error to fix and how to fix by itself. To compare this design
with the current design of AutoVerus, we focus on those 37 tasks that can be correctly proved by
AutoVerus through debugging. For each of these 37 tasks, we take the imperfect proof produced
by the refinement phase of AutoVerus, which was used by AutoVerus’s debugging phase to get
the correct proof. And, we change Verus’ loop-isolation configuration to the easy-to-prove mode,
just like that in Phase-3, and feed these 37 imperfect proofs to this new debugging agent. Even with
the same debugging budget (three attempts, each with up to 10 iterations), the new design only
manages to produce a correct proof for 17 out of 37 tasks.

7.4.3 LLM choice in AutoVerus. Due to resource constraints, instead of using the whole Verus-
Bench, we randomly sampled from Verus-Bench a smaller dataset of 30 problems, preserving the
original benchmark-source distribution (i.e., 2 from CloverBench, 8 Diffy, 15 MBPP, and 5 Misc).
While trying three different LLMs, we observe that GPT-4-turbo delivers competitive performance
compared to our default setting with GPT-4o, with both models power AutoVerus to prove 26 out
of the 30 tasks. In contrast, GPT-3.5-turbo only allows AutoVerus to prove 18 tasks. However, upon
further analysis, we find that GPT-4-turbo requires significantly more time in AutoVerus to figure
out the correct proof — an average of 229.8 seconds per task, compared to just 70.0 seconds for
AutoVerus with GPT-4o. Finally, while setting the temperatures of GPT-4o to be 0.1, 0.4, 0.7, and
1.0, AutoVerus proves 21, 24, 25, and 26 tasks, respectively. This aligns with our design intuition
that a higher temperature setting is beneficial in fostering LLM’s creativity and exploring a wider
range of potential solutions, as long as human experts and discipline are also applied.

8 Threats to Validity
There is an inherent randomness in AutoVerus and our evaluation given the probabilistic nature of
LLM. We have made our best effort to make Verus-Bench an unbiased and meaningful benchmark
suite. However, it is still just a collection of 150 tasks. It cannot represent many real-world proof
tasks in large system code; it also cannot guarantee to represent all small-scale proof tasks. We have
tried our best to not tune AutoVerus based on features of specific proof tasks in our Verus-Bench,
and have our team that sets up the majority of the Verus-Bench not participating in the design
of AutoVerus. However, the authors who participated in the design of AutoVerus are already
familiar with some of the tasks in the Diffy benchmark and in the Misc set. Finally, our evaluation
does not yet cover some of the newest Rust features supported by Verus, such as iterators.

9 Related Work
Verification for Rust. As the popularity of Rust continues to grow, a variety of tools have
been developed to verify Rust programs [1, 12, 19, 20, 22, 25, 30, 43]. Among these, Verus and
Creusot stand out by allowing programmers to write specifications and proofs directly in Rust.
Verus distinguishes itself further by integrating Rust’s borrow checker into its verification process,
enforcing linearity and borrowing in specifications and proofs. This design simplifies reasoning
about pointers and concurrency, making Verus particularly suited for systems verification. [41, 51].
LLMs for proof synthesis. Large language models have been revolutionizing various software
engineering tasks [11, 44, 47, 48], especially for code generation [2, 8], but the reliability of the
generated code remains uncertain [28]. Formal proofs offer mathematical guarantees of correctness
against program specifications, yet writing these proofs remains a labor-intensive, expertise-driven
process. This challenge has sparked interest in using LLMs to automate formal proof synthesis [27].

Even before LLMs, researchers explored using neural networks to synthesize proof for interactive
theorem provers such as Coq [5], Isabelle/HOL [35], and LEAN [10], where proof to a theorem
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is completed by applying a sequence of proof steps, each being a proof tactic with its arguments
[4, 15, 16, 21, 36, 38, 49]. Recent proposals like LeanDojo [50], LEGO-Prover [45], and Baldur [17]
have used LLMs, and they all leverage the vast existing data of interactive theorem provers to create
RAG databases and to fine-tune models. Despite the promise of these tools, they only work for
interactive theorem provers and are primarily designed for maths rather than programs. Although
it is theoretically possible to transpile programs in Rust to interactive theorem provers and then
apply those tools, the cost is impractically high.
Recent work also tried using LLMs to generate proof/code in proof-oriented languages like

Dafny [29, 32, 33, 40] and F∗ [6]. As discussed in Section 2, implementation and proof are intertwined
in F∗, and hence the proof generation faces different challenges from AutoVerus. Recent work [6]
leverages the large quantity of existing F∗ code to create fine-tuned small models and a RAG
database that is used to augment its proof synthesis prompt.
Dafny is also an SMT-based verifier like Verus. It proves programs written in Dafny language.

None of the LLM-for-Dafny work focuses on synthesizing proof for a given code implementation.
Consequently, their designs and evaluation results are very different from AutoVerus. Laurel
[33] aims to synthesize asserts to help Dafny verify an existing proof function. Laurel uses a
novel lemma-similarity score to help LLM learn from similar assert in the same code base, with
a success rate of over 50%. It could help the Assertion Failure repair agent in AutoVerus in the
context of a mostly verified code base. Two recent projects [32, 40] aim to create a workflow from
natural language task description all the way to verified Dafny programs. Since their focus was
not on generating proof annotations for a given implementation, they simply feed the LLM with
one generic prompt [40] or a generic prompt augmented by a RAG database of Dafny examples
[32]. Given the difficulty of generating the whole program based on natural language, most of
the resulting Dafny programs contain easy or no proof annotations, as discussed in Section 6.1.
DafnyBench [29] creates a dataset of more than 750 Dafny programs and compares the proof-
synthesis capability across different LLMs. It feeds the LLM with the program under proof and one
generic prompt. When the LLM’s initial answer is wrong, DafnyBench adds the whole Dafny error
message into the prompt, similar to the alternative design of AutoVerus’s debugging agent studied
in Section 7.4. The result shows that the best model (Claude 3) can generate correct proof for 68% of
the programs, higher than GPT-4o’s 60%. Note that, 26.9% of the proof tasks in DafnyBench do not
require any proof annotations to verify. This type of proof tasks is not included in Verus-Bench.

Recent work [46] proposes a Lemur workflow that transforms program verification tasks into a
series of deductive steps suggested by LLMs (in the form of program invariants) and subsequently
validated by automated reasoners (a model checker in Lemur). The current Lemur tool cannot
directly apply for Verus (e.g., the type of program invariants and benchmark problems discussed
there do not involve quantifiers or proof functions). However, the high level idea could be beneficial
for future GenAI-for-Verus. Recent Loopy work uses LLM to generate loop invariants [23]. It
uses a long prompt to generate loop invariants, and uses Houdini algorithm to identify correct
subset of loop invariants. If Houdini fails, it feeds the whole error message to a long fixed repair
prompt. AutoVerus shares the similarity with Loopy as both leveraging Houdini algorithm. Loopy
focuses on loop invariants that do not involve quantifiers, arrays, etc. Due to the wide variety of
proof annotations that AutoVerus needs to deal with (assert, proof functions, loop invariants,
quantifiers, collection types, etc.), its design is completely different from Loopy.

10 Conclusions
In this paper, we explored using GenAI techniques to generate Verus proof for Rust code. By
embracing the unique features of Verus, we have designed AutoVerus that uses human expert
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knowledge and Verus-based formal methods to assist LLM in writing proof. AutoVerus has
achieved good results on Verus-Bench, and provides a starting point for future research.
LLM is quickly evolving and Verus is also evolving. It is possible that some of the designs in

AutoVerus will need to change when the next big LLM is released, just like almost every AI-based
technique these days. We have designed AutoVerus to contain composable parts to ease future
extension and improvement. We also believe some of the key insights in AutoVerus will last for a
long time, such as the power of the combined capability of human expertise, LLM creativity, and
formal methods’ rigor. We also hope the exploration made by us to accommodate various features
of Verus will be an interesting case study for other AI for software engineering efforts.

The code and artifact of AutoVerus are available at the companion site [3].
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