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Abstract

In the rapidly evolving field of machine learning, training models
with datasets from various locations and organizations presents
significant challenges due to privacy and legal concerns. The explo-
ration of effective collaborative training settings, which are capable
of leveraging valuable knowledge from distributed and isolated
datasets, is increasingly crucial This study investigates key factors
that impact the effectiveness of collaborative training methods in
code next-token prediction, as well as the correctness and utility
of the generated code, showing the promise of such methods. Ad-
ditionally, we evaluate the memorization of different participant
training data across various collaborative training settings, includ-
ing centralized, federated, and incremental training, showing their
potential risks in leaking data.

Our findings indicate that the size and diversity of code datasets are
pivotal factors influencing the success of collaborative trained code
models. We demonstrate that federated learning achieves competi-
tive performance compared to centralized training while offering
better data protection, as evidenced by lower memorization ratios
in the generated code. However, federated learning can still pro-
duce verbatim code snippets from hidden training data, potentially
violating data privacy or copyright. Our study further explores the
patterns of effectiveness and memorization in incremental learning,
emphasizing the importance of the sequence in which individual
participant datasets are introduced. Also, we identify the memo-
rization phenomenon of cross-organizational clones as a prevalent
challenge in both centralized and federated learning scenarios. Our
findings highlight the persistent risk of data leakage during in-
ference, even when training data remains unseen. We conclude
with strategic recommendations for practitioners and researchers
to optimize the use of multisource datasets, thereby propelling the
cross-organizational collaboration forward.
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1 Introduction

Large language models for code [15, 28, 58] automatically gener-
ate code snippets, functions, or entire programs based on given
inputs, significantly enhancing developer productivity and aiding
in software development [7, 44, 55]. Effective training of code gen-
eration models requires large and diverse source code datasets.
However, reliance on open-source repositories is becoming increas-
ingly unsustainable. For instance, StarCoder2 [20, 26] has been
trained on a massive dataset aggregated from various platforms
like GitHub and Kaggle, demonstrating that current models have
nearly exhausted the available open-source training data. Moreover,
open-source datasets pose significant risks, including the presence
of vulnerable or malicious code and legal concerns related to the
commercial use of copyleft-licensed code [39]. Studies on GitHub
Copilot have shown that models can inherit vulnerabilities from
unvetted code [27]. Given these concerns, there is a growing need
to use collaborative approaches to explore the untapped value of
proprietary (closed-source) code datasets from different organiza-
tions [11, 38].

Several collaborative training methods are available, but privacy
concerns remain a significant obstacle. Traditional centralized train-
ing is effective when data can be aggregated [40], but due to privacy
concerns, such as sensitive information and legal constraints on data
sharing, it becomes impractical [10, 24]. These challenges necessi-
tate the exploration of privacy-preserving collaborative learning
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Description: This figure illustrates the overall workflow of our study, which includes constructing cross-organizational datasets,
collaboratively training code models using various methods (centralized, federated, and incremental learning), and evaluating the models.
The evaluation of effectiveness encompasses next token prediction accuracy, as well as the correctness and utility of the generated code.
The assessment of memorization in the participants’ training data involves prompt construction, data extraction, and memorization
detection. Specific tools, benchmarks, and metrics are employed for detailed analysis.

Figure 1: Overview

methods such as federated learning [25] and incremental learn-
ing [8]. Federated learning allows for collaborative training without
centralizing data, enabling participants to maintain control over
their private datasets [9, 19, 47]. Incremental learning, which up-
dates models gradually with new data, offers a promising solution
for dynamic environments where data continuously evolves [31].

However, even though certain methods can protect privacy by
ensuring data remains unseen during training, studies on data
extraction attacks reveal that models can still leak training data
due to memorization [3, 17, 50]. This is a significant concern that
may discourage organizations from providing their private data
for collaborative training [2, 56]. Moreover, preprocessing cross-
organizational datasets poses a substantial challenge due to the
unseen nature of other participants’ data. One issue is the presence
of cross-organizational clones, since code clones not only waste
computing resources on duplicates but also increase the likelihood
of these clones being memorized [50]. Ideally, the model should
learn to generalize from the training data and develop the capability
to generate new code, rather than reproducing the training data ver-
batim due to memorization. This is crucial because using verbatim
generated code that is the same as some copyrighted code can lead
to legal issues, as demonstrated by Oracle’s lawsuit against Google.
In this case, Google developed Android without a Java license and
copied its APIs, resulting in a copyright infringement case over

"nine lines of code".!

!Google LLC v. Oracle America, Inc. https://en.wikipedia.org/wiki/Google LLC_v. Or
acle_America,_Inc.

Key Research Question. The main objective of this paper is to bet-
ter understand the promise and peril of collaborative training in the
context of code generation task using several cross-organizational
code datasets. This research aims to investigate a key question:

How do the effectiveness and memorization patterns vary in
code models trained under different collaborative training
settings?

Our investigation underscores the critical impact of dataset size and
diversity on the effectiveness of collaborative trained code models,
where effectiveness is measured as the model’s next token predic-
tion ability and the correctness and utility of its generated code.
We found that federated learning approaches yield results compa-
rable to centralized training while maintaining data confidentiality
during training and showing lower memorization rates during in-
ference. Centralized training, however, tends to exhibit increased
memorization, particularly with duplicate-heavy datasets. Both
centralized and federated models showed higher memorization of
cross-organizational clones than incremental models. Additionally,
the effectiveness and memorization tendencies of incremental learn-
ing heavily depend on the order of participant datasets introduction.
Crucially, our findings highlight the ongoing threat of data expo-
sure during the inference stage, even without direct observation of
the training data.

Main Contributions.

e We have conducted a comprehensive analysis of various col-
laborative training setups, assessing the impact of dataset size,
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diversity, and data presentation sequence on the effectiveness
of these methods for code generation.

o To the best of our knowledge, we are the first to systematically
examine the phenomenon of training data memorization in
various centralized, federated, and incremental learning set-
tings, identifying the associated risks of training data leakage.

o Our findings provide actionable insights and recommendations
for industry professionals and academic researchers, aiming to
facilitate collaborative training practices, maximize the poten-
tial of extensive, multisource code repositories, and minimize
the risk of code leakage. These insights ultimately urge the
enhancement of privacy- and copyright-preserving capabili-
ties of large code models while propelling cross-organizational
collaboration forward.

Paper Structure. Section 2 details the methodology of our study.
Section 3 describes the datasets we collected. Section 4 describes
the experimental setup. Section 5 presents our evaluation results,
analyzing model effectiveness and memorization patterns. Section
6 discusses the findings and threats to validity. Section 7 reviews
related work. Section 8 concludes with key findings.

2 Methodology

In this section, we present our specific research questions (Section
2.1) and the workflow and tools employed to answer the questions.
The workflow of our study is illustrated in Figure 1. It begins with
the explanation of our dataset construction method (Section 2.2),
followed by a description of the collaborative training methods we
used to train models (Section 2.3). Subsequently, we outline the
method and metrics used to evaluate the effectiveness of the trained
models (Section 2.4). Finally, we detail the training data extraction
techniques and memorization evaluation methods employed to
assess the extent of data memorization (Section 2.5).

2.1 Research Questions

We aim to investigate the promise and peril of collaborative training
in the following research questions.

RQ1. What factors most significantly impact the effectiveness of
collaborative training methods for code generation models?

Motivation. To enhance the practical utility of code generation
models trained on diverse datasets from multiple organizations, it
is essential to understand how different factors influence collabora-
tive training methods. By exploring how the size and diversity of
datasets, as well as the sequence of data presentation, impact the
performance of these models, we can derive valuable insights. This
research seeks to identify these factors to inform the development
of collaborative training strategies—such as centralized training,
federated learning, and incremental learning—that optimize model
effectiveness and support their application in real-world scenarios.

RQ2. To what extent is data from different participants memorized
in various collaborative training settings?

Motivation: Privacy concerns regarding the potential leakage of
sensitive training data pose a significant barrier to organizational
participation in collaborative training. Even with techniques like
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federated learning and incremental learning, which ensure that
training data remains unseen during the training process, there re-
mains a risk of data leakage through memorization during inference.
Understanding how data from different participants is memorized
and uncovering the memorization patterns can provide insights for
improving collaborative training methods to mitigate memoriza-
tion risks and enhance privacy or copyright preservation, thereby
encouraging more organizations to engage in collaborative training
and increasing the utility of valuable untapped proprietary datasets.

RQ3. How are cross-organizational code clones memorized in collab-
orative models?

Motivation: Collaborative training scenarios present unique chal-
lenges, particularly concerning cross-organizational code clones.
While centralized training can efficiently remove these clones, fed-
erated learning and incremental learning prevent participants from
performing cross-dataset checking and filtering. This limitation
can lead to the persistence of cross-organizational clones. A higher
occurrence of code clone snippets can increase the risk of unin-
tentional verbatim code exposure [50]. For instance, clones might
include licensed code reused properly within organizations, but if
a model reproduces this code verbatim due to memorization, users
might unknowingly misuse these clones, potentially violating li-
censing regulations. Additionally, the quality of the generated code
could be compromised if these clones contain vulnerabilities. This
RQ is to evaluate how these clones are memorized in code models
trained under different collaborative settings, providing insights
into memorization patterns and highlighting the need for special-
ized dataset preprocessing in collaborative training scenarios.

2.2 Dataset Construction Method

Our investigation on collaborative training naturally needs datasets
from different participants or organizations. Although we cannot
use real-world proprietary codebases, we can construct separate
datasets from open-source code repositories to simulate multisource
datasets for our evaluation.

Cross-Organizational Datasets Construction Approach. Due
to the difficulty of obtaining proprietary code datasets from indus-
try sources for collaborative training, our methodology involves
collecting cross-organizational datasets from GitHub repositories
while adhering to the following principles:

e Ensuring that the code in one dataset comes from a single
organization while the code in different datasets comes from
different organizations, simulating scenarios where each par-
ticipant in a collaborative training setting has their own private
codebase.

e Limiting the datasets to a single programming language to
facilitate more consistent evaluation of effectiveness and mem-
orization issues in the trained models.

Based on these principles, our methodology involves curating Python
code files from the open-source repositories of three prominent
tech organizations hosted on GitHub: Facebook (F)?, Microsoft (M),

2Facebook is now Meta. Although the company has undergone a rebranding, many
repositories on GitHub continue to use the name Facebook. Therefore, for consistency
and clarity within this context, we will refer to the company as Facebook (F).
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Table 1: Collaborative Training Methods

Method Decentralized? Synchronous?
Centralized Training X v
Federated Learning v v
Incremental Learning v X

and Google (G). These Python code files are primarily developed
by internal software engineers from these organizations, enabling
effective simulation of collaborative training methods in real-world
scenarios.

Data Collection Platform. We utilize Google’s BigQuery to col-
lect our code datasets as it contains extensive GitHub data®. This
GitHub data on BigQuery is updated weekly and can be accessed
through efficient SQL queries, ensuring timely access to the lat-
est GitHub data. Section 3 gives more details about our collected
codebases.

2.3 Collaborative Training Methods

There are different ways to perform collaborative training using
datasets from different participants or organizations. We summarize
three common methods in Table 1: traditional centralized training,
ideal for mutually trusting participants who combine datasets on a
centralized location; and federated learning and incremental learning,
able to train models in a decentralized manner. The latter two
methods prevent dataset centralization, ensuring that the training
data remains unseen during the training process, and consequently,
to some extent, safeguard the privacy of the source data.

In terms of the synchronicity in the training process across differ-
ent datasets, that is, whether in each training round (epoch) of a
model, the data from all parties are involved in the training and
contribute to the model’s update, we classify the three methods
into Synchronous Collaborative Training (e.g., centralized training
and federated learning) and Asynchronous Collaborative Training
(e.g., incremental learning with sequential dataset training).

We provide a detailed explanation of the three methods using a
unified representation, to better illustrate the collaborative training
approaches utilized in this study.

2.3.1 Dataset and Model Representation

Datasets. We use D; to denote a dataset from a participant i. Given
n participants, the centralized union of all their datasets is denoted
as D¢ = UL D;. In our study, we have three datasets D, Das, D
from Facebook, Microsoft, Google, respectively. Each data point in
the dataset can be a Python code file, a Python class, or a function,
optionally associated with some docstrings or comments. These
datasets will be used in various ways to train various models for
code generation tasks in our evaluation.

Models. Our study focuses on models that are based on deep neural
networks, as they have been shown to be effective for code genera-
tion tasks [53, 7, 26, 23]. We denote a model M;, together with its
internal weights ©;, potential inputs Xj, and potential outputs Y;,
as Y; = M;(©;, X;). There may exist ground-truth outputs Y; for the

3https://cloud.google.com/blog/topics/public-datasets/github-on-bigquery-analyze-
all-the-open-source-code
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input X;, and a model trained on the ground-truth data should have
adjusted its internal weights ©; so that the differences between
Y; = M;(©;, X;) and Y; are minimized.

In our study, each participant i can individually train a model on its
own dataset D; as usual to minimize the differences between the
M;(©;, D;) and its ground truth D;. When it comes to collaborative
training, the settings need to be adjusted as follows.

2.3.2 Centralized Training. This training method is ideal when
two participants share a profound mutual trust. In this approach, the
participants train a common model using centralized datasets that
combine information from all participants. That is, the method is to
train a centralized model M¢ so that the differences between Yo =
Mc(®¢, Dc) and D¢ are minimized, where Dc = Dp U Dy U Dg.

2.3.3 Federated Learning. This is a method for multiple par-
ticipants to collaboratively train one central model as well while
keeping their data localized [36]. This method enhances privacy
and mitigates the risks associated with data centralization [47]. Its
key idea is for each participant to calculate the updates needed
for the central model weights using their own dataset locally and
only share the weight updates with all the participants. Thus, a key
component of federated learning is often the aggregation strategy
used to aggregate weight updates from individual participants.

In our study, we applied two federated learning aggregation strate-
gies, FedAvg [27] and FedYogi [35], to diversify our experimental

settings. The FedAvg algorithm [27] simply averages the model

weights updated by each participant to form the global model

weights. It is often used for cases when datasets across parties are ho-
mogeneous. That is, FedAvg trains a model Mregaog(OFedAvg X)

where X is unknown, and each participant locally trains a M; (®;, D;),
and Opegang = % 2, wi - ©;, where w; is the weight of the i-th

participant’s contribution which is often based on the size of D;.
Note that the averaging operation is often done at the end of each

training round (epoch). Also, to facilitate the averaging operation,

it would be better for individual M;s to have the same structure

(e.g., the same numbers and positions of the weights).

The FedYogi algorithm [35] is similar to FedAvg, but adapts the Yogi
optimizer [52] to adjust the model weights and the model learning
rates for non-IID data [57] across participants during training. Thus,
FedYogi is often used for cases when datasets across parties are
heterogeneous.

2.3.4 Incremental Learning. This method involves gradual up-
dates to a model with new datasets [43]. It is particularly useful in
situations where the data evolves over time, allowing the model to
adapt to the new data without being retrained from scratch [41],
suitable for not only collaborative training, but also internal train-
ing with one organization. That is, it trains a sequence of models
[M1 (@1, D]), My (@2, Dz), ceey Mn(@n, Dn)] such that ;41 are ini-
tialized with ©; but updated according to D;;; without referring
back to Dj, and the last model M, is often used as the final collab-
orative model M;. Note that, to facilitate the initialization of ©;41
from ©;, it is often better for all models M; to use the same structure.
Also, the order of using [D1, Dy, - - - | datasets can affect the trained
models. In our study, we sequentially train various incremental
models using our datasets in different orders. We use the order of
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the datasets used to train a model as the name of the model. For
example, we use Mpapr2G to denote the model that is incrementally
trained from the Facebook (Df), Microsoft (Dyy), and Google (Dg)
codebases in that order.

2.4 Effectiveness Evaluation Method

This paper focuses on code generation tasks using collaborative
models, which involves creating code snippets from prompts or
specifications to enhance software development productivity. To
evaluate the effectiveness of code generation models, we selected
two primary metrics: perplexity and pass@k. These metrics provide
a balanced assessment of the model’s predictive capabilities and
practical utility, making them the most suitable choice for RQ1 in
our study.

Perplexity: Evaluating Next-Token Prediction Ability. Perplex-
ity measures the model’s ability to predict subsequent tokens, en-
suring syntactic correctness. Lower perplexity values correspond
to improved predictive performance [13].

Pass@k: Evaluating Code Correctness and Utility. Pass@k
for a model is defined as the probability that at least one of the
top-k code samples generated by the model for a query problem
passes the unit tests defined for the problem. Higher pass@k values
indicate better performance in providing relevant and accurate
code solutions [4]. For each trained model, this measurement is
calculated using the EvalPlus [23] benchmark, which builds upon
the HumanEval [4] benchmark. EvalPlus enhances the scope and
robustness of HumanEval by incorporating a more diverse set of
real-world coding problems.

2.5 Memorization Evaluation Methods

As our research goal is to investigate the memorization of each
participant’s training data, we adapt the data extraction strategies
used by Al-Kaswan et al. [17], which formulates a targeted data
extraction security game to extract data from models. In the tar-
geted attack scenario, the adversary is provided with a prefix and is
tasked with recovering the suffix associated with the prefix from the
training data. Targeted attacks are more critical for security because
they allow the extraction of specific information, such as sensitive
configuration, personal identifiers, or proprietary algorithms [16,
22].

Prompt Construction for Data Extraction Different from the
setting in [17], our training data is available, which allows us to
construct prefix prompts directly from each organization’s dataset
instead of from an identified extractable dataset [17]. For construct-
ing prompts, we choose to use function signatures with docstrings
as our "prefix" prompt. This format better reflects real-world scenar-
ios where an adversary has access to an API’s function signature
and functionality description document and aims to extract the
function’s coding details in the function body.

Specifically, we use static analysis to parse the source code from the
training data into abstract syntax trees (ASTs) to extract functions.
Subsequently, two filtering conditions are applied to construct pre-
fix prompts: each function must have a corresponding docstring,
and the combined length of the tokenized function signature and
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docstring must not exceed 512 tokens.* Listing 1 provides a concrete
example of the function prompt utilized in our evaluation.

Listing 1: Function Prompt Example

def async_close(self, xxkwargs: Any) -> bool:

“async_close ()™ must be called at the very end of
any script that uses the asynchronous ~opena’
feature. This calls “async_join()~ first and
then closes the thread pool used for the
asynchronous operations.

Returns:
status (bool): True on success

After prefix prompts are extracted, we feed them into each of the
collaboratively trained models (Section 2.3) to get the models’ gen-
eration outputs, and then measure the amount of training data
memorization in the generated outputs.

Memorization Detection. We can detect memorized data by com-
paring the similarity between the outputs generated by the models
and the individual participants’ datasets. The availability of the
organizations’ training dataset in our study allows us to easily
make the comparison to check if there are duplications between
the generated code snippets and the training datasets. We adapt
the memorization detection technique from Yang et al. [50], which
employs the Simian clone detection tool® to detect Type-1 clones
between the generated code and the training code. A Type-1 clone,
or exact clone, refers to identical segments of code (with minimum
six lines as the default setting in Simian). If the model produces
these exact replicas, it strongly suggests memorization. Therefore,
we classify such a clone as an instance of memorization.

Memorization Evaluation. To better quantify the extent of train-
ing data memorization in the model-generated code, we introduce
the Memorization Ratio, which is defined in the following. Given
a set of specific prompts, the code model generates a set of code.
Simian is then used to detect x distinct blocks of code that are iden-
tical to some blocks of code in a training dataset; these x blocks of
code are considered as memorized code. The Memorization Ratio
is then calculated by summing the numbers of lines within all the
blocks and then dividing by the total number of lines in all the
generated code. Mathematically, this can be represented as:

2.7, lines of code in memorized block;

Mem. Ratio =
2. lines of code in all generations

3 Datasets

This section presents some characteristics of the datasets we col-
lected from different organizations (Section 2.2) and performs some
preprocessing for the following evaluation.

Collecting Organization’s Codebase. We utilized Google’s Big-
Query to collect all open-source licensed Python files from the
GitHub database, resulting in a total of 27,128,930 files, amounting

4GPT2 can only handle a total token length of 1024 (including input and newly gener-
ated tokens), so we set the maximum length of the input and the maximum length of
the newly generated tokens to 512, respectively.

Shttps://simian.quandarypeak.com/
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to 188.3 GB of data. Additionally, to identify the repositories on
GitHub that belong to a certain organization, we manually identi-
fied some repositories’ names that are very likely related to Google,
Microsoft, and Facebook, and use them to extract organization’
codebase. Table 2 shows sample names of the repositories collected
for the organizations. In total, we collected three Python codebase,
one for each organization. There were 125,847 files (1018.93 MB)
for Google, 33,560 files (703.29 MB) for Microsoft, and 5,207 files
(38.58 MB) for Facebook.

Table 2: Organizations’ Repositories

Org. # of Repos Sample Repos

Google (G) 32
Microsoft (M) 10
Facebook (F) 5

google, google-research, google-deepmind, etc.
microsoft, Azure, MicrosoftEdge, etc.
facebook, facebookresearch, fbsamples, etc.

Preprocessing and Splitting. As there can be duplicate files or
low-quality code in the codebases that may affect model training, we
respectively preprocessed each dataset using methods employed in
the training of the CodeParrot and PyCodeGPT models [53]. These
methods are based on heuristics proposed by OpenAI’s Codex [4]
and have been further refined and enriched. Sample filtering criteria
used are as follows:

e Removal of duplicate code files with method MinHash + LSH.

e Filtering out files with a fraction of alphanumeric characters
less than 0.25.

o Removing files containing the phrase "auto-generated” or sim-
ilar within the first five lines.

We then split each codebase into a training set and a validation set to
facilitate model training. Basic statistics of the resultant codebases
are shown in Table 3.

Table 3: Dataset Splits

Dataset Split Files Count Size
Google Training 53,545 501.77 MB
Validation 13,387 125.97 MB
Microsoft  Training 15,251  327.47 MB
Validation 3,813 87.63 MB
Facebook  Training 2,148 19.34 MB
Validation 538 4.99 MB

Cross-Org Codebase Characteristics. As shown in Table 4, we
measured average metrics per megabyte, including lines of code
(LOC), number of classes, number of functions, and number of
docstrings across three datasets. Notably, there are discernible vari-
ations in these metrics among the datasets.

Table 4: Basic Metrics Per Megabyte

Dataset LOC Classes Funcs Docs
Google 5,309.70 184.87 946.05 547.44
Microsoft  4,823.18 173.50 460.67 358.63
Facebook  7,588.45 248.58 1,435.30 557.21

Note: LOC - Lines of Code, Classes - Number of classes, Funcs - Number of functions,
Docs - Number of docstrings.

Internal clone detection was then performed with a threshold
of minimum six lines to define a clone block for each organiza-
tion’s datasets. Figure 2 shows the clone statistics per megabyte for
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datasets from Google, Microsoft, and Facebook. The metrics ana-
lyzed include the average number of clone blocks and the lines of
code (LOC) within these clone blocks. We examined these statistics
to understand the extent of duplicated content within the datasets,
as the findings by Yang et al. [50] suggest that the occurrence of
duplicate samples is correlated with an increased tendency for data
memorization by code models.

Clones Statistics Per Megabyte

20000 = Clones Blocks

mmm Clones LOC

17500.42

17500

15000

12500

10000

Count

7531.45

7500

5000
2444.84

2500

Google Microsoft Facebook
Dataset

Figure 2: Clones Statistics Per Megabyte

The result reveals that the Microsoft dataset has the highest number
of clone blocks (755.40) and clone LOC (17500.42) per megabyte,
indicating a significant presence of duplicated content, which could
lead to increased memorization during model training. In compar-
ison, the Google and Facebook datasets have fewer clone blocks
and LOC, indicating relatively lower duplication.

4 Experiment Setup

This section describes the specific experimental settings imple-
mented to provide answers to each research question.

4.1 Base Model

To minimize interference from existing training data, we chose
GPT-2 as our base model because it was trained on the WebText
dataset [34], which includes substantial web data but not specif-
ically GitHub code. This choice ensures that the Python dataset
we collected from GitHub is relatively new to GPT-2’s training
data, reducing the potential memorization effect of the base model.
Although there are other models that meet our requirements, we
selected GPT-2 because it serves as the foundation for many widely
used models, such as CodeParrot.

Table 5: Comparison of Large Language Models

Model Training Data Log(PPL)/Zlib Release Date
Basic LLMs (~125M Parameters)
GPT-2 WebText (8M web documents) 0.0020256 Feb 18, 2019
GPT-Neo-125M The Pile(include code repos) 0.0014813 Apr 6, 2021
CodeParrot-Small Python code from GitHub 0.0008022 Nov 5, 2021
PyCodeGPT Python scripts from Github 0.0008196 Jan 4, 2023
Advanced LLMs (~7/8B Parameters)
LLaMA-2-7B ‘Web, books, code data 0.0006497 Jul 18, 2023

Mistral-7B-v0.1 Mixed web and code data
CodeLlama-7B-Python  High-quality Python code
LLaMA-3-8B Enhanced web and code data

0.0007225 Sep 20, 2023
0.0003863 Mar 14, 2024
0.0006599 Apr 17, 2024

To assess potential overlap between our collected Python codebase
and LLMs’ pre-training data, we employed a membership inference
attack using the PPL-Zlib Ratio metric, which measures the ratio
of log perplexity to zlib entropy [50]. A lower ratio suggests that a
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code snippet was likely seen during pre-training [3]. We sampled
10% of our data and computed the average ratio for each LLM. As
shown in Table 5, models specifically trained on Python code, such
as CodeParrot, PyCodeGPT, and CodeLlama-Python, display lower
ratios compared to similarly sized models. Advanced models like
LLaMA-3 and Mistral, which also include code in their training,
similarly show low ratios. Given the unavailability of real-world
proprietary codebases and the risk of data leakage from GitHub
repositories, GPT-2’s higher PPL-Zlib Ratio, compared to models
trained on Python code, suggests a lower likelihood of overlap with
our dataset, making it a more suitable choice for our evaluation of
collaborative training scenarios.

4.2 Collaborative Training

We conducted all collaborative training using the NVIDIA A100-
PCIE-40GB GPU, which features 40GB of high-bandwidth memory.

Training Settings.

e For centralized learning (CL), we aggregated the three codebases
into a single dataset and trained the model for 10 epochs. Due to
computational resource constraints, we set the training batch size
to 2. For other hyperparameters, we followed the configurations
used by CodeParrot®.

o For federated learning (FL), we conducted a total of 10 rounds of
training, with each client training on its own codebase for 1 epoch
each during each round using the Flower federated learning
framework.” For the federated learning aggregation methods
FedAvg and FedYogi, we utilized the default hyperparameters
implemented in previous work [35] and maintained the same
setup as centralized learning for each client’s own training.

e For incremental learning (IL), we considered all six distinct se-
quences for the three codebases: Facebook (F), Microsoft (M),
and Google (G). The models were trained sequentially on each
codebase for 10 epochs using the same hyperparameters as in
the centralized setting.

Trained Models. We obtained nine collaborative models from
collaborative training: one centralized model (Centralized_FMG),
two federated learning models (Federated_Avg FMG and Feder-
ated_Yogi_FMG), and six incremental learning models (Incremen-
tal_SEQUENCE). The SEQUENCE represents the training order
of the datasets from Facebook (F), Microsoft (M), and Google (G)
(either F2M2G, F2G2M, M2F2G, M2G2F, G2F2M, or G2M2F). Ad-
ditionally, we trained three baseline models, one for each dataset
(Facebook_Only, Microsoft_Only and Google_Only) for comparison
with various collaborative models.

4.3 Effectiveness Evaluation Settings for RQ1

The combined evaluation dataset, derived from the unseen valida-
tion datasets of all participants, is used to calculate the Perplexity
score. To assess correctness and utility, we estimated the pass@k
metric in the EvalPlus benchmark with n_samples = 200, following
the settings of previous work [4], performing sampling with tem-
peratures ranging from 0.1 to 1.0, and selecting the optimal value
for each metric, as outlined in earlier research [53].

Shttps://huggingface.co/codeparrot/codeparrot-small
"https://flower.ai/docs/framework/tutorial-series-what-is-federated-learning.html
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4.4 Memorization Evaluation Settings for RQ2

Prompt Construction. We followed the prompt construction method
from Section 2.5, extracting all functions and selecting signatures
and docstrings of appropriate lengths as prompts. Given the large
number of prompts obtained, we randomly sampled 10% of the
function prompts from each codebase for code generation. The
outcomes of our prompt construction are presented in Table 6.

Table 6: Function Prompts

Dataset  Total Functions Total Prompts Sampled
Google 475,256 187,900 18,790
Microsoft 150,248 58,068 5,807
Facebook 27,340 8,159 816

Data Extraction and Memorization Evaluation. To ensure effi-
cient data extraction, we set the temperature to 0.6 and the top-p
(nucleus sampling) to 0.6, following best practices outlined by Yu et
al. [51], which assess various techniques for enhancing the training
data extraction process from language models. Additionally, we
configured the number of generations per prompt to 5 and limited
the maximum number of newly generated tokens to 512. For the
memorization evaluation, we followed the methods described in
Section 2.5, using the Simian tool with a default threshold of a
minimum of 6 lines of code to report Type-1 clones, which are
considered instances of memorization.

4.5 Cross-Org Clone Memorization Evaluation
Settings for RQ3

Collecting Cross-Organizational Clones. To evaluate how such
clones are memorized in collaborative models, we first identified
the clones within the training datasets using the Simian tool, ap-
plying a default threshold of six consecutive lines to define a clone.
Since these clones may not be complete functions and there are no
function headers or docstrings, we need to construct prompts for
the clones differently from Section 2.5: we chose to use the first half
of a clone snippet as prefix prompts, and fed them to the models to
generate the rest of the code. For particularly long clones exceeding
the 1024-token limit of GPT-2 after tokenization, we split them into
smaller portions before creating the prefixes and suffixes.

First, we detected cross-organizational clones that are common
across all three training data. However, due to the significant size
disparity among these datasets—19.34 MB for Facebook, 327.47 MB
for Microsoft, and 501.77 MB for Google, there were only 41 com-
mon clones. The limited number of prefix prompts for common
clones led to inconclusive results. To enhance the evaluation of
cross-organizational clones and obtain more robust and evaluable
samples, we focused only on the Microsoft and Google datasets.
These two datasets are larger, allowing for more clones. We iden-
tified 316 common clones between Microsoft and Google, encom-
passing a total of 7,536 lines (see Table 7). To manage extra-long
clones, we divided them into smaller portions to ensure the tok-
enized lengths of the prefixes were under 512 tokens. This process
resulted in 349 prefix prompts, providing a more substantial basis
for evaluation.

Model Training with Two Datasets Only. To better evaluate
the memorization of cross-organizational clone from Microsoft
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Table 7: Cross-silo Clones

Dataset Total Lns Clone Blks Clone Lns
Google 12,040,783
Microsoft 6,501,197 316 7536

Note: Total Lns: Total lines of code in the training data. Clone Blks: Num of clone
blocks. Clone Lns: The total line counts of the clone blocks.

(M) and Google (G) codebases, we trained additional models: Cen-
tralized_MG, Federated_Avg_MG, Federated_Yogi_MG, Incremen-
tal_ M2G, and Incremental_G2M. These models were trained us-
ing only the two datasets with the same hyperparameter settings
described in Section 4.2.

Clones Memorization Detection and Evaluation. Finally, we
applied the same methods as described in Section 2.5 to assess the
memorization of cross-organizational clones, but using a detection
threshold of three lines instead of six, excluding the other minimal
three lines used as prefixes.

5 Empirical Evaluation Results

5.1 Effectiveness of Collaborative Models

The evaluation results for RQ1: What factors most significantly im-
pact the effectiveness of collaborative training methods for code gen-
eration models? are shown in Table 8.

Table 8: Perplexity Scores and Pass@k Results

Model Perplexity Pass@1 Pass@10 Pass@100
Baseline
GPT-2 1084.78 0.0% 0.0% 0.0%
Facebook_Only 181.54 0.0% 0.0% 0.0%
Microsoft_Only 39.52 0.009% 0.090% 0.763%
Google_Only 5.36 0.213% 1.190% 3.281%
Synchronous Collaborative Settings
Centralized_FMG 3.32 0.058% 0.530% 2.338%
Federated_Avg_FMG 3.71 0.598% 2.212% 3.943%
Federated_Yogi_ FMG 4.02 0.506% 1.781% 3.770%
Asynchronous Collaborative Settings
Incremental_F2M2G 5.30 0.546% 1.588% 3.800%
Incremental_F2G2M 26.34 0.003% 0.030% 0.305%
Incremental_M2F2G 5.36 0.521% 1.630% 3.165%
Incremental_M2G2F 37.45 0.012% 0.121% 1.068%
Incremental_G2F2M 25.42 0.0% 0.0% 0.0%
Incremental_G2M2F 53.38 0.006% 0.060% 0.458%

Baseline Models. The GPT-2 base model, not specifically trained
on the provided datasets, showed poor performance with a high
perplexity score and 0% pass rates across all k values in the Pass@k
metric. Among the individual dataset models, the Google Only
model exhibited the best performance, underscoring the importance
of a larger dataset size for better model effectiveness.

Synchronous Collaborative Settings. In synchronous collabora-
tive training settings, the Centralized_FMG model demonstrated
the best performance in next token prediction ability with the
lowest perplexity score of 3.32. The two federated models, Feder-
ated_Avg_FMG and Federated_Yogi_FMG, also achieved comparable
perplexity scores of 3.71 and 4.02, respectively. Overall, both central-
ized and federated models outperformed the incremental models in
the perplexity metric. For the pass@k metric, federated learning
models, particularly Federated Avg FMG and Federated_Yogi FMG,
surprisingly surpassed the Centralized_FMG model. This indicates
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that federated learning approaches can achieve effectiveness com-
parable to centralized training while keeping training data private.

Asynchronous Collaborative Settings. For asynchronous collab-
orative training settings, the effectiveness varied significantly based
on the order in which datasets were used. The Incremental F2M2G
model performed the best among incremental models, suggesting
that starting with smaller datasets and sequentially adding larger
ones might be beneficial.

Summary of Findings for RQ1

Our evaluation underscores the importance of dataset size,
diversity, and the order of data introduction in collaborative
training. Federated learning emerged as a promising method,
balancing privacy and performance better. However, the vari-
ability in effectiveness for incremental learning models high-
lights the need for careful planning and strategy when intro-
ducing datasets sequentially.

5.2 Memorization in Collaborative Models

The evaluation results for RQ2: To what extent is data from different
participants memorized in various collaborative training settings?
are presented in Table 9 and Table 10.

From a Dataset Perspective. The Microsoft training data shows
higher memorization compared to the other two datasets across
different collaborative models. For example, in the Centralized_FMG
model and the two incremental models ending with Microsoft
datasets (Incremental_F2G2M and Incremental G2F2M), the mem-
orization ratios are 6.353%, 7.169%, and 8.130%, respectively. This
can be attributed to intrinsic differences among the datasets. As
illustrated in Table 4 and Figure 2, these datasets vary significantly
in terms of internal duplicates, average file size, and the number of
docstrings and functions. The high number of internal duplicates in
the Microsoft dataset leads to increased memorization ratios across
models. This aligns with the findings of Yang et al. [50], which
indicate that frequently occurring code snippets in the training
data are more likely to be memorized.

From a Model Perspective. The ranked memorization ratios in
Table 10 indicate that the models Incremental_G2F2M, Incremen-
tal_F2G2M, and Centralized_FMG exhibit the highest overall mem-
orization ratios, significantly higher than others. By examining
Table 9, it becomes clear that this high memorization is largely
due to their substantial retention of the Microsoft dataset, which
contains a higher level of internal duplicates. Furthermore, when
examining other incremental learning settings, it becomes evident
that all models exhibit the highest memorization ratio for the last
dataset they trained on. This trend is concerning for collaboration,
as it suggests that the final dataset in the training sequence is mem-
orized at a disproportionately higher ratio, increasing the risk for
the last participants. Such a pattern raises significant concerns for
participants considering the use of incremental learning settings,
as the final participants might face greater risks of data leakage and
privacy issues.

Notably, our experiments reveal that both federated learning meth-
ods, FedAvg, which aggregates weights from different participants,
and Yogi, which adaptively adjusts the learning rate for non-IID



Promise and Peril of Collaborative Code Generation Models

ASE '24, October 27-November 1, 2024, Sacramento, CA, USA

Table 9: Memorization Evaluation Results for Different Training Datasets

Model Google ‘

Microsoft ‘ Facebook

Lns of Gen. Mem. Blks Mem.Lns Mem. Ratio ‘ Lns of Gen. Mem.Blks Mem.Lns Mem. Ratio ‘ Lns of Gen. Mem. Blks Mem.Lns Mem. Ratio

Synchronous Training Settings

Centralized FMG 2,961,075 554 7,372 0.249% 994,977
Federated_Avg FMG 2,954,757 723 7,799 0.263% 1,305,876
Federated_Yogi_ FMG 3,014,251 899 12,253 0.407% 1,492,648

Asynchronous Training Settings

Incremental_F2M2G 3,254,489 816 9,477 0.291% 1,507,980
Incremental F2G2M 2,900,802 98 877 0.030% 955,695
Incremental _M2F2G 3,017,063 870 11,235 0.372% 1,271,080
Incremental M2G2F 2,463,402 63 576 0.023% 1,120,943
Incremental_G2F2M 2,911,387 53 514 0.018% 967,170
Incremental G2M2F 1,932,255 62 528 0.027% 714,779

4,732 63,215 6.353% 170,951 4 40 0.023%
901 6,753 0.517% 168,833 11 112 0.066%

8 56 0.004% 162,671 3 31 0.019%

26 173 0.011% 173,845 4 37 0.021%
4,893 68,512 7.169% 136,075 3 31 0.023%
4 25 0.002% 162,598 4 40 0.025%

1 8 0.001% 120,339 23 188 0.156%
5,762 78,632 8.130% 136,737 2 23 0.017%
1 6 0.001% 96,647 14 146 0.151%

Table 10: Summed Memorization Results Across All Datasets

Rank Model Lns of Gen. Mem. Blks Mem.Lns Mem. Ratio
1 Incremental_G2F2M 4,015,294 5817 79,169 1.971%
2 Incremental_F2G2M 3,992,572 4,994 69,320 1.736%
3 Centralized FMG 4,127,003 5,290 70,627 1.711%
4 Federated_Avg_FMG 4,439,466 1,635 14,664 0.330%
5 Federated_Yogi_FMG 4,679,570 910 12,340 0.264%
6 Incremental_M2F2G 4,450,735 878 11,260 0.253%
7 Incremental_F2M2G 4,936,314 846 9,687 0.196%
8 Incremental_G2M2F 2,743,671 77 680 0.025%
9 Incremental _M2G2F 3,704,684 87 772 0.021%

datasets, exhibit relatively low levels of memorization across train-
ing datasets. This highlights federated learning as a promising
approach for collaborative training, as it protects privacy better by
keeping training data unseen during the training phase and main-
tains low memorization ratios during inference, all while achieving
performance comparable to centralized models.

Summary of Findings for RQ2

Our evaluation reveals that datasets with a higher number of
internal duplicates exhibit greater memorization in collabora-
tive training. Centralized models demonstrate relatively high
memorization ratios, whereas incremental learning settings
display unstable memorization ratios, heavily influenced by
their training sequence, with the last dataset in the sequence
being memorized at a disproportionately higher ratio. Fed-
erated learning methods, such as FedAvg and Yogi, maintain
relatively low level of memorization for training data, high-
lighting their promise for collaborative training.

5.3 Cross-Org Clones Memorization Evaluation

The evaluation results for RQ3: How are cross-organizational clones
memorized in collaborative models? are presented in Table 11.

Table 11: Cross-Org Clones Memorization Evaluation Results

and Federated Learning, models tend to exhibit higher memoriza-
tion ratios for cross-organizational clones. This can be attributed to
the repetitive learning of these clones during each weight update
across multiple datasets. Specifically, the Centralized model shows
a memorization ratio of 0.565%, while the Federated Avg MG and
Federated_Yogi MG models demonstrate memorization ratios of
0.552% and 0.480%, respectively. In contrast, cross-organizational
clones are memorized at a relatively lower ratio in incremental
learning settings. We believe this is due to catastrophic forget-
ting [37], where a model trained sequentially on different tasks or
datasets tends to overwrite the knowledge gained from previous
tasks with new information from the current task. Consequently,
incremental learning models exhibit a lower memorization ratio
than their synchronous counterparts, with the Incremental G2M
model having the lowest memorization ratio at 0.192%, followed by
the Incremental_M2G model at 0.246%.

Our findings indicate that memorization of cross-organizational
clones is relatively higher in centralized and federated settings. No-
tably, in the context of federated learning, participants are restricted
to processing their own datasets, making it challenging to reduce
cross-organizational clones. Redundant training on these clones
not only wastes valuable computing resources but also leads to
unbalanced feature learning and increases the risk of memorization.
This highlights a critical need in federated learning to deduplicate
clones across distributed datasets. Addressing this issue is essential
to ensure the trustworthiness of collaborative models.

Summary of Findings for RQ3

Our evaluation of cross-organizational clones in collaborative
training settings revealed that synchronous methods, such
as centralized training and federated learning, exhibit higher
memorization ratios of cross-organizational clones than asyn-
chronous methods like incremental learning. This underscores
the need for effective preprocessing strategies in collabora-
tive training scenarios to handle cross-organizational clones,
ensure balanced feature learning, optimize computational re-
sources, and mitigate memorization, especially when datasets
are decentralized and access to them is restricted.

Model Lns of Gen. Mem.Blks Mem.Lns Mem. Ratio
Synchronous Training Settings

Centralized_MG 46,173 55 261 0.565%

Federated_Avg MG 43,976 51 243 0.552%

Federated_Yogi_ MG 43,950 44 211 0.480%
Asynchronous Training Settings

Incremental_G2M 33,265 16 64 0.192%

Incremental_M2G 38,618 24 95 0.246%

Note: Lns of Gen: Total lines generated. Mem Blks: Num of memorized blocks. Mem
Lns: Total lines of memorized blocks. Mem. Ratio: ratio of Mem. Lns to Lns of Gen.

Based on our observations, it is evident that in Synchronous Collab-
orative Training settings, which include both Centralized Training

6 Discussion

6.1 Suggestions to Practitioners

For practitioners, it is crucial to focus on the size, diversity, and
internal duplicates of datasets. A diverse, well-preprocessed dataset
can significantly enhance performance and reduce memorization
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risks in collaborative training settings. Federated learning methods
like FedAvg and FedYogi strike a good balance between perfor-
mance and privacy preservation, maintaining low memorization
ratios while achieving performance comparable to centralized train-
ing, making them ideal for scenarios prioritizing data privacy. In
incremental learning, the sequence of dataset introduction must
be carefully planned, as the final dataset in the sequence is more
prone to memorization.

Notably, practitioners should be vigilant about data leakage risks
during inference. Even privacy-preserving methods like federated
learning, which ensure the training data remains unseen and main-
tain a relatively low memorization ratio, can still produce verba-
tim code snippets from hidden training data, potentially violating
data privacy or copyright. Therefore, implementing additional tech-
niques, such as differential privacy [42], should be considered to
mitigate these risks.

6.2 Suggestions to Researchers

For future research directions, it is imperative to explore integrat-
ing these settings with additional privacy protection techniques,
such as random perturbation [21] and differential privacy [18].
While these techniques offer more privacy-preserving approaches,
their potential impact on performance must be carefully considered.
Evaluating the combination of these techniques can help strike
a balance between the code generation model’s performance and
the memorization of participants’ training data. Furthermore, it is
crucial to explore advanced preprocessing techniques applicable in
distributed training environments. Reducing clones across differ-
ent datasets can save computing resources and prevent repetitive
training on duplicate content, thereby enhancing overall model
efficiency.

Moreover, investigating collaboration during the inference phase,
in addition to our study’s focus on the training phase, would be
beneficial for exploring more real-world collaboration options. Tech-
niques such as ensemble learning [60], which combines knowledge
from multiple models, or the ChatDev model [32], which lever-
ages natural language communication among agents to streamline
collaborative development, could offer valuable insights.

6.3 Threats to Validity

Threats to Internal Validity. Several factors may threaten the in-
ternal validity of our study. Differences in dataset size, quality, and
diversity from Facebook, Microsoft, and Google could introduce
biases. Hyperparameter choices may have influenced performance,
and while we used recommended settings, optimal values could
vary. The implementation details of federated and incremental
learning algorithms, such as aggregation strategy and data order,
might have affected the results. We adhered to best practices to min-
imize these threats but acknowledge potential variations. Another
potential threat to internal validity is our choice of GPT-2 as the
base model, which is less powerful and advanced compared to more
recent models like LLaMA-3 or Mistral. However, the same experi-
mental setup was applied across all collaborative training scenarios,
ensuring consistent improvements or degradations, regardless of
the base model. For example, as Yang et al. [50] demonstrated, more
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powerful models tend to memorize more training data. Therefore,
the observed patterns in different collaborative scenarios should
still hold true. Moreover, as discussed in Section 4.1, GPT-2 was se-
lected due to the unavailability of real-world proprietary codebases
and to mitigate the risk of data leakage from our collected GitHub
codebase. While our preliminary work lays the groundwork for
understanding collaborative training scenarios, it also highlights
the need for industry and academia to collaborate. With access to
large-scale private codebases, we could leverage more advanced
models like LLaMA-3 to conduct a more thorough evaluation of
collaborative training in large code models.

Threats to Construct Validity. A potential threat to construct
validity is whether the metrics (perplexity, pass@k, and memoriza-
tion ratio) and prompts (function signatures and docstrings) are
appropriate and sufficient for measuring model performance and
memorization. To mitigate this threat, we use a combination of
metrics to comprehensively evaluate syntactic accuracy and the
practical utility of generated code. Additionally, the prompts were
constructed from realistic targeted attack scenarios to ensure rele-
vance to potential real-world usages. This multi-faceted approach
ensures that our evaluation reflects the constructs of interest, en-
hancing the validity of our findings. Another threat to construct
validity is the potential impact of deduplication methods on the
quality of participants’ training data. Different models use various
deduplication approaches, such as SHA256 hashing for exact file
deduplication (e.g., CodeGen [28], PolyCode [45]), Levenshtein dis-
tance (PaLM Coder [5]), and MinHash + LSH for near-duplication
applied in CodeParrot and StarCoder [20]. To mitigate this threat,
we used the same near-deduplication methods as CodeParrot to en-
sure consistency and minimizing bias. Future research could explore
substring deduplication®, balancing diversity and redundancy.

Threats to External Validity. The generalizability of our findings
may be limited by focusing on datasets from three major technol-
ogy companies, which may not represent other domains. Differ-
ent model architectures might behave differently under collabora-
tive training methods. Our performance and memorization metrics
might not capture all aspects of model quality. The collaborative
training scenarios we investigated may not cover all real-world
cases. To address these threats, we used diverse settings to enhance
the validity of our findings.? Besides, there are other collaborative
learning methods beyond the three kinds of collaborative training
methods studied in this paper, e.g., voting-based ensemble learning
[30], which focus on collaboration that happen during the infer-
ence/generation phase, instead of the training phase. They may
have different collaboration mechanisms and allow models trained
by individual participants to have very different structures. It can
be interesting future work to investigate more kinds of collabora-
tive models. Another threat to external validity is that the code
generation evaluation benchmark we used may not fully repre-
sent real-world code generation scenarios. Our training codebase is
sourced publicly from GitHub, which may not be comparable to the

8https://huggingface.co/blog/dedup

9For memorization detection, we also tested thresholds of 4 and 8, which showed
high correlation with the default threshold of 6. Consequently, we use the default
threshold. Results for thresholds 4 and 8 are available in the replication package, under
the /appendices directory.
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private and more complex source code used in real-world commer-
cial software. To address this limitation, we focused on function
generation tasks rather than more intricate real-world scenarios.
To evaluate the effectiveness of different collaborative settings,
we selected EvalPlus [23], a modern and advanced peer-reviewed
benchmark. EvalPlus extends the popular HumanEval [4] bench-
mark with 80 times more test cases, making it a suitable choice
for our study. For future work, we recommend collaboration with
academia and industry partners to conduct larger-scale collabora-
tive training experiments with more comprehensive and complex
proprietary codebase and advanced base models. This would allow
evaluation on more complex benchmarks like BigCodeBench[59],
which was released in June 2024 and is currently under peer review
as of the writing of our study.

7 Related Work

7.1 Memorization in Large Code Models

Memorization in large code models is a significant concern in soft-
ware engineering [49]. Research [6, 33] indicates that code recom-
mendation models often memorize numerous clones from their
training data. Additionally, recent studies have revealed that sen-
sitive information can potentially be leaked or extracted by large
language models for code (LLM4Code) [12, 17, 29, 50]. For instance,
Niu et al. [29] designed prompts likely to induce privacy infor-
mation from GitHub Copilot, discovering that approximately 8%
of these prompts resulted in privacy leaks. Yang et al. [50] exam-
ined how large-scale datasets and advanced architectures lead to
models inadvertently memorizing and reproducing code snippets
verbatim, posing security and privacy risks. Their study categorizes
memorized content, identifies exacerbating factors, and offers mit-
igation strategies. Al-Kaswan et al. [17] compared memorization
in code-specific large language models (LLMs) to those trained on
natural language, highlighting the susceptibility of code LLMs to
data extraction attacks. Their findings emphasize the need for fur-
ther exploration into memorization to develop effective safeguards
against data leakage. Huang et al. [12] found multiple instances of
credentials generated by neural code completion tools, including
two that successfully authenticated real online service APIs.

Our research extends these investigations by exploring memoriza-
tion challenges in models trained on distributed datasets under
complex collaborative training settings. We aim to deepen the un-
derstanding of memorization concerning participants’ training data
and cross-organizational clones, fostering the development of se-
cure, privacy-conscious collaborative code generation models.

7.2 Federated Learning for SE

Federated Learning (FL) in Software Engineering field has primarily
focused on tasks such as defect prediction, code clone detection,
and code summarization, which offer deterministic outputs. For
instance, Yang et al’s ALMITY [48] and Kumar et al’s FedLLM [14]
enhance model performance on skewed data distributions while
ensuring data privacy. Yamamoto et al. [46] explored FL for Cross
Project Defect Prediction (CPDP), preserving data privacy while
maintaining competitive performance. Zhang et al. [54] introduced
a federated learning-based framework for vulnerability detection,
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and Alawdi et al. [1] developed FedCSD for code-smell detection,
enabling collaborative training while safeguarding data privacy.
Our research diverges by applying federated learning to the gen-
erative task of code generation. Unlike defect prediction or bug
detection tasks, code generation involves creating executable code
based on diverse specifications, presenting greater unpredictability
and a higher risk of leaking participants’ training data. By com-
paring model effectiveness and training data memorization with
centralized and incremental learning settings, our study uncovers
both the potential and the memorization risks of federated learning
for the code generation task in a collaborative training scenario.

8 Conclusion

Our research highlights that the size and diversity of datasets
are critical for the success of various collaborative training ap-
proaches for code generation. Specifically, federated learning mod-
els showed performance on par with centralized training while
maintaining a relatively low memorization ratio, making them
ideal for privacy-preserving training. Conversely, centralized train-
ing exhibited higher memorization ratios, especially for codebase
with numerous internal duplicates. Furthermore, the sequence of
dataset introduction significantly influenced the effectiveness and
memorization patterns in incremental learning. Additionally, cross-
organizational clone memorization is more prevalent in centralized
and federated learning settings, underscoring the need for spe-
cialized preprocessing for decentralized datasets. Importantly, our
study emphasizes that data leakage risks persist during the infer-
ence phase, even when strategies are employed to ensure the train-
ing data remains unseen during the collaborative training. We offer
practical and insightful recommendations for both practitioners
and researchers to enhance privacy- and copyright-preserving ca-
pabilities and facilitate cross-organizational collaboration for code
generation. By doing so, we can better leverage the untapped value
of segregated code datasets, thereby driving advancements in code
generation models.

Replication Package: To support reproducibility, verification,
and further research, we are providing our scripts, datasets, and
prompts at this URL: https://osf.io/7486g/?view_only=39b6cbb0
c9d54439aabff52ad4aa827b
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