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Abstract. The observable behavior of a system usually carries useful
information about its internal state, properties, and potential future be-
haviors. In this paper, we introduce configuration monitoring to deter-
mine an unknown configuration of a running system based on obser-
vations of its behavior. We develop a modular and generic pipeline to
synthesize automata-theoretic configuration monitors from a featured
transition system model of the configurable system to be monitored. The
pipeline further allows synthesis under partial observability and network-
induced losses as well as predictive configuration monitors taking the
potential future behavior of a system into account. Beyond the novel
application of configuration monitoring, we show that our approach also
generalizes and unifies existing work on runtime monitoring and fault di-
agnosis, which aim at detecting the satisfaction or violation of properties
and the occurrence of faults, respectively. We empirically demonstrate
the efficacy of our approach with a case study on configuration monitors
synthesized from configurable systems community benchmarks.

1 Introduction

Almost all modern systems are highly configurable, posing significant challenges
for their design, analysis, and maintenance due to the huge amount of possible
system configurations [25,3]. While a system’s configuration may be known at
time of deployment, this can no longer be assumed at runtime where configura-
tions often are not readily exposed [66]. For instance, configurations of legacy or
physical components might be unknown to the running system itself—imagine a
factory worker who physically configures a machine prior to a production step.
Configurations might also carry sensitive information and are hence disguised
to increase security and privacy [17]. Reconfigurations after deployment can be
another reason for the configuration being unknown during runtime. Further,
configurations might be not reported due to system faults, e.g., when the system
becomes unresponsive to queries regarding its configuration. Since configurations
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heavily influence a system’s properties, knowing them at runtime, however, is
beneficial for many purposes: Debugging and other corrective actions might re-
quire knowledge about the features a system has or how it is configured. Tools
interacting with the system could adapt their behavior according to the sys-
tem configuration, e.g., monitoring and diagnostic equipment [29,44]. Also to
detect configuration vulnerabilities [58], to determine information leakages [54],
or to reason about possible configuration-based attacks that compromise system
security, information about the system configuration is very valuable.

In this paper, we propose a formal and rigorous solution to the problem
of determining possible configurations of a running system by solely observing
its behavior. Specifically, we introduce configuration monitoring, where system
configuration verdicts are drawn from system observations, similar to property
verdicts that are drawn in runtime monitoring [48§].

The Challenge: Configuration Monitor Synthesis. Configurable systems are typ-
ically modeled as featured transition systems (FTSs), an extension of transition
systems where transitions are guarded by sets of configurations [22]. As an illus-
trative example, Fig. 1 depicts an FT'S model of an email system with an encryp-
tion (e) and signing (s) feature, of which at least one must be enabled leading to
three valid configurations [42]: c,s for both e and s, ¢, for just e, and c, for just s.
Depending on the configuration, emails are

then signed, encrypted, or both before they {Cone, Cs} : sign

are sent. FTSs have been successfully uti-
lized to model and analyze a variety of sys-
tems [21,27,22]. While they have been stud-
ied in the literature quite extensively, there is
no work on effective techniques to determine
a given system’s configuration by observing
its behavior at runtime. With this paper, we
tackle the challenge of synthesizing config-
uration monitors from FTS system models.  Fig. 1: Model of an email system
When fed with an observation sequence, a with an encryption (e) and sign-
configuration monitor should output a set of ;g (s) feature.

possible configurations. For instance, a con-

figuration monitor for the email example should output { c. ., ¢, } after observing
sign and {c,,. } after observing sign followed by enc.

In practice, determining the possible configurations of a system is aggravated
by the fact that systems are usually only partially observable, i.e., not all transi-
tions can be observed, and observations may be lost, e.g., if they are transmitted
over an unreliable network. The techniques we develope in this paper, allow the
effective synthesis of configuration monitors accounting for these observational
imperfections. Moreover, they also allow for predictive configuration monitor-
ing taking future system behavior into account under the assumption that the
system keeps running—a common assumption for reactive systems.
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The Approach: Verdict Transition Systems. For the effective synthesis of con-
figuration monitors from FTSs, we develop a generic and modular synthesis
pipeline. This synthesis pipeline is centered around verdict transition systems
(VTSs), a novel formalism generalizing lattice automata [47]. A VTS represents
a system that reads an observation sequence and outputs a verdict. A verdict
can be a set of possible systems configurations and VI'Ss will thus serve as the
target representation of configuration monitor synthesis. The pipeline is generic
in the sense that it makes only little assumptions about verdicts, making it use-
ful beyond configuration monitoring. It is modular in the sense that it consists
of multiple building blocks which can be flexibly combined to meet the needs of
an application, e.g., in terms of observational imperfections.

Beyond configuration monitoring, we show that VTSs unify and generalize
existing work in the spectrum of automata-based runtime monitoring and fault
diagnosis (e.g. [6,5,7,31,60,61]) into a coherent foundation. While runtime moni-
toring aims at detecting the satisfaction or violation of properties, diagnosis aims
at detecting faults. Typically, both are integral components of larger systems,
serving as mechanisms to pinpoint issues that require corrective action. This
may involve actions like initiating a safe shutdown or alerting a human opera-
tor. As such, they are key elements for ensuring the safe operation of systems,
with diverse practical applications (e.g. [48,41,36,4,40]). This safety critical role
also entails the need of dealing with observational imperfections. We are not
aware of any attempts to unify and generalize runtime monitoring and fault di-
agnosis into a coherent foundation, e.g., such that results and algorithms can be
shared and made useable for both. Through VTSs as a unifying foundation, our
pipeline is also useful to synthesize runtime monitors and fault diagnosers under
partial observability and tolerant to delays and losses of observations, as well as
for producing predictions by taking future system behavior into account.

Contributions and Structure. The main contributions of this paper are threefold.
First, we introduce VTSs forming the foundation of our synthesis approach and
unifying existing work on diagnosis and runtime monitoring (Section 3). Second,
we develop modular building blocks for a generic VT'S synthesis pipeline and ap-
plications to configuration monitoring and beyond (Section 4). Third, we empir-
ically evaluate our implementation of our framework on configuration monitors
synthesized from well-established configurable systems benchmarks (Section 5).

2 Preliminaries

For a finite alphabet X of symbols, let X* denote the set of finite words over X
and let e € X* denote the empty word. For 0,0’ € X*, let |o| denote the length
of 0 and o ¢ ¢’ denote the concatenation of o and ¢’. For A C X and o € X*,
the A-projection of o, denoted by o|4, removes all symbols not in A:

(cla)oa ifaeA
€la =€ (coa)|a:= .
ola otherwise
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A language £ C X* is a set of finite words. Further, let £]/4 := {o|a |0 € £}
denote the A-projection of the language £.

A transition system (TS) is a tuple & = (S, Act, S;,T) comprising a finite set
of states S, of actions Act, and of initial states S;CS, and a transition relation
T C SxActxS. For SCS and ACAct, let A(S, A) be the set of A-successors
of S, ie, A(S,A):={s €S |IseS,acA:(s,a,s)cT} We also write
A(s,a) for A({s},{a}). We call & deterministic iff | S| = 1 and Vs€S, a€Act :
|A(s,a)] < 1. An action a€Act is enabled in a state s€S iff A(s,a) # @. & is
action-enabled iff every action is enabled in every state. For o€Act*, let S(o)
denote the set of o-reachable states:

S(e) :== 851 S(ooa):=A(S(0),{a})
A word o €Act* is accepted by & iff S(0) #@. The language L(S) of & is the set
of its traces, i.e., the set of words accepted by &. An ezxecution of G is a sequence
e = ((s;,;,s;))i=y € T* of transitions such that s, = s;_; for 1 < < n and
s; € St if n > 0. The trace of the execution e, denoted by o(e), is the sequence
(a;)i of its actions. We denote the set of all executions of & by E(S).

Given a set F' of features, a subset ¢ C F' is called a configuration. Systems
can only be configured towards valid configurations Conf C P(F) [42]. Here, P
denotes the power set. Behaviors of configurable systems are typically modeled
as featured transition systems [22]. Formally, an FTS F = (S, Act, S;,T,g) is a
TS extended with a guard function g: T — P(Conf) \ {@}. A transition ¢t € T
in F can only be taken in systems with a configuration ¢ € g(t). Formally, the
semantics of an FTS F for configuration ¢ € Confisa TS F|. := (S, Act, S, T|c)
where T|c:={t €T | cegt)}.

A join-semilattice is a partially ordered set (X, C) where every two-element
subset {z,2’} C X has a least upper bound, denoted by = U 2/, and called
the join of z and z’. Analogously, a meet-semilattice is a partially ordered set
(X, C) where every subset { z,2’ } C X has a greatest lower bound, denoted by
x M ', and called the meet of x and z’. Every finite subset Y C X of a join-
or meet-semilattice (X, C) has a join or meet, respectively. For (X, C), we refer
to the maximal element as the top element, denoted by T, and to the minimal
element as the bottom element, denoted by L, if they exist. A lattice is a partially
ordered set that is both a join- and a meet-semilattice. We write 1c(k) for the
worst-case time complexity of computing the join/meet of k elements.

Lattice automata, pioneered by Kupferman and Lustig, generalize Boolean
acceptance of classical finite automata to the multi-valued setting [47], providing
an automata-theoretic foundation for multi-valued reasoning about and verifica-
tion of systems [46,14,13,2|. For a lattice (L,C), a lattice automaton (LA) is a
tuple (L, X, Q, Qo, d, F') where X is a finite alphabet, @ is a finite set of states,
Qo:Q—L,6:QxXYxQ— L,and F: Q@ — L. A run of a lattice automaton
on a word w = (a;)7—; € X* of length n is a sequence 7 = (g;)i—y € @* of n +1
states. Each such pair of a word and a run, induces a value of the lattice L:

val(w,r) :== Qolqo) M (M 6(gi-1, i, 4:)) 1 F(qn)
By joining the values of all runs on a word, a value of L is obtained for each word,
i.e., val(w) := U{val(w,r) | r is a run on w }. We may now interpret val(w) = T
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and val(w) = L as clear acceptance and rejection of a word w, respectively. A
lattice automaton is called simple, if the image of Qo and ¢ is {T, L}. For simple
lattice automata, Qo(q) = T marks ¢ as an initial state and 6(q,a,q') = T
marks the existence of an a-labeled transition from ¢ to ¢’. The theory of lattice
automata has been developed in a series of publications [37,38,35].

3 Theoretical Foundation

As the underlying formal foundation of our synthesis approach, we introduce
verdict transition systems (VTSs), a generalization of lattice automata with a
focus on system behaviors rather than language acceptance. VI'Ss capture how
verdicts are obtained and evolve over time as new observations are made.

Definition 1. Let (V,C) be a join-semilattice, called verdict domain. A VTS V
over V is a tuple (Q, Act, Qr, T, V,v) where (Q,Act,Q,T) isa TS andv: Q — V
is a verdict function assigning a verdict to each state.

Lemma 1. VTSs generalize lattice automata.

Proof. As established by Kupferman and Lustig, every lattice automaton can be
simplified, i.e., transformed into a simple one [47, Theorem 6]. Recall that for sim-
ple lattice automata, Qo(gq) = T marks initial states and §(g, a, ¢’) = T marks the
existence of transitions. Hence, any simple lattice automaton (L, X, Q, Qo, 0, F')
is trivially transformed to a VTS with @ = Q, Act = X, Qr = {q | Qo(q) =T },
T={t|d¢t)=T} V=L,and v=F. While the reverse transformation also
applies if V is a lattice, VT'Ss are more general as they only require the verdict
domain V to be a join-semilattice. a

The partial order C of a verdict do-

main is assumed to order wverdicts v € V {Cones Csr Cet

based on their specificity. A verdict v, is SN

said to be more specific than a verdict vy {cones G} {esce}  {coperCet
iff v; T v, and v; # v,. Given two ver- NS ST 7
dicts vy,v, € V, their join v; U vy is the {cs} {Csne} {c.}

most-specific verdict subsuming v, and v,.
A configuration verdict C € P(Conf)\ {&}
is a non-empty set of possible configura-
tions in which a system can exhibit the observed behaviors. Naturally, a config-
uration verdict C; is more specific than another C, iff it considers less configu-
rations possible, i.e., iff C; C C,. Fig. 2 depicts the verdict domain for the email

example (Fig. 1). Thus, configuration monitors can be represented by VTSs over
the configuration verdict domain (P(Conf)\ {@},C):

Fig. 2: Configuration verdict do-
main for the email system (Fig. 1).

Definition 2. Given a set Conf of valid configurations, a configuration monitor
is a VTS with verdict domain (P(Conf)\ {@},C).
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In every state ¢ € Q, a VTS yields a verdict v(q). As a VIS may be non-
deterministic, a given trace o € £(V) may lead to multiple states with different
verdicts. To account for these possibilities, we leverage the inspiration from lat-
tice automata for the join-semilattice setting.

Definition 3. Let 0 € L(V) be a trace of a VTSV = (Q,Act,Q;,T,V,v). We
define the verdict v(o) yielded for o as follows:

v(o) :=={v(e) [¢€5(0)} (1)

Recall that S(o) is the set of o-reachable states, which is finite and non-empty
for every o € L£(V). Thus, the join in (1) must exist. The verdict v(o) can be
interpreted as the most-specific verdict subsuming all non-deterministic possibil-
ities. Take the verdict domain of the email system as an example: If both {c,}
and {c, } are non-deterministically possible verdicts, the VTS yields {c,,c, }
indicating that both configurations are possible.

A configuration monitor V targeting a configurable system modeled by an
FTS F should be both, sound and complete. Soundness requires that for all words
o € L(V) and verdict configurations c € v(o) we have that o is a trace in F|c,
i.e., a sound configuration monitor never provides a verdict configuration that has
no witness in the system model F. Completeness ensures that for all witnesses
there is also a verdict configuration, i.e., a configuration monitor V is complete iff
¢ € v(o) for every configuration c € Conf and every trace o € L(F|c). Together,
soundness and completeness gurarantee that the configuration monitor V for the
FTS F always provides the most-specific configuration verdict, i.e., the smallest
set of configurations that may result in the observed behaviors.

In case of our email example, after observing sign, the verdict provided
by a most-specific configuration monitor should not contain the configuration c,
(soundness) but both, ¢, and c,,, (completeness). This verdict indicates that the
system has the sign feature s enabled and still leaves the possibility to have the
encryption feature e also enabled. If then sign is followed by send, the verdict
should be {c.}, while it should be {c,,.} if followed by enc.

Monotonicity, Refinement, and Equivalence. A state ¢ € Q of a VTS is called
monotonic iff v(q") C v(q) for all ¢ € A({q}, Act). That is, the verdicts of the
state’s successors are at least as specific as the verdict of the state itself. A VTS
is called monotonic iff all its states are monotonic.

We further define a refinement and an equivalence relation for VT'Ss:

Definition 4. Let V and V' be two VTS over the same verdict domain (V,C).
We say that V refines V', denoted by V X V', iff (i) their language is the same,
i.e., L(V)=LY'), and (ii) V yields at least as specific verdicts as V', i.e.,
v(o) C V(o) for all o € L(V).

We say that V and V' are verdict-equivalent iff they refine each other, i.e.,
V=V andV <V.

It is easy to see that two verdict-equivalent VT'Ss V and V' yield exactly the
same verdict for each trace, i.e., v(c) = v/(c) for all ¢ € L(V).
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3.1 A Unifying Foundation for Monitoring and Diagnosis?

We now demonstrate that VIT'Ss provide a unifying foundation for automata-
based monitoring and fault diagnosis. To this end, we rephrase paradigmatic
instances from the literature [6,5,7,31,60,61] with VTS concepts.

Ezxample 1. As an illustrative example, consider a simple model of a coffee ma-
chine (see Fig. 3). After receiving a coffee request, the machine either dispenses
a coffee, or experiences one of two faults: Either the pump breaks and it contin-
ues accepting requests but ignores them, or there is a short circuit and it stops
accepting requests and starts burning.

Diagnosis of Discrete-Event Systems. Diagnosis of discrete-event systems is con-
cerned with synthesizing diagnosers from system models [60,61]. To this end,
the system is assumed to be modeled as a deterministic TS & = (S, Act, Sy, T),
whose actions are partitioned into a set of observable OAct C Act and unobserv-
able UAct C Act actions. The latter includes a set FAct C UAct of fault actions,
partitioned into fault classes F = {Fq,...,F, }.

Assuming that faults may occur multiple times, a diagnoser is a determin-
istic TS © = (P(S x P(F)),OAct,Qr,T). Each state ¢ of © corresponds to a
diagnosis d(q) = { F | (s,F) € ¢} C P(F). A diagnosis D C P(F) is a set of
sets of fault classes. Each I’ € D indicates a possibility that faults of the classes
F, € F occurred. Hence, a fault of class F, certainly occurred iff F, € F' for all
F € D and it possibly occurred iff F, € F' for some F' € D [60, cf. Def. 6]. These
considerations lead to an inherent specificity order: A diagnosis D is more spe-
cific than another diagnosis D’ iff it considers less sets of fault classes possible,
ie, iff D C D’. As a result, we can cast ©® into a VTS Vg over the verdict
domain (P(P(F)),C) with verdict function d as given above. Traditionally, a
diagnoser © is constructed such that £(®) = £(&)|oact- Hence, for each trace
o € L(6) of the diagnosed system, Vg yields a diagnosis v(c|oact) as verdict
that indicates which faults occurred while taking only observable actions into
account. In general, VT'Ss obtained from diagnosers may be non-monotonic. For
further details on diagnosis, we refer to Sampath et al. [60].

Example 2. Fig. 4 depicts the diagnoser constructed from the model of the coffee
machine (Fig. 3). Here, request, dispense, burn € OAct are observable actions
and pump_fault, short_circuit € FAct are fault actions. Further, each fault
action forms its own fault class F, and Fj, respectively. In states { (p, {Fp}) }
and { (s, {Fs}) } of the diagnoser, pump_fault and short_circuit certainly oc-
curred, respectively, while in state { (i, @) } no fault possibly occurred.

request pump_fault @:) request

dispense Short_circuit @:D burn

Fig. 3: Illustrative transition system model of a coffee machine.
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request
—{62) p. {Fp}), (s, {F:})})
dlspense requey \b‘urn
request {p, {Fp})} (s, {Fs})} burn

Fig. 4: Diagnoser synthesized from the model of the coffee machine (Fig. 3).

request

. request dispense
request

dispense

Fig.5: LTL3; monitor for the LTL property ¢ = O (request — (Odispense).

LTL Runtime Monitoring. Linear temporal logic (LTL) [56] is used to express
properties over infinite words, extending propositional logic with temporal op-
erators. We use the notation ¢ ¢ for eventually ¢, (¢ for globally ¢, and ()¢ for
next ¢. For an LTL property ¢, LTL runtime monitoring aims at deciding from
a finite prefix of an ongoing run of a system whether ¢ is satisfied or violated,
independent from the future behaviors of a system [5,7,31,6]. To adapt the clas-
sical LTL semantics to finite prefixes of ongoing runs, different truth domains
have been proposed [31]. LTL3 monitoring uses Bs = {t,?,f } and, for a prefix
o of an ongoing run, yields t iff all infinite continuations of o satisfy ¢, yields
£ iff all infinite continuations of o violate ¢, and yields ? otherwise [5, Def. 1].
Naturally, t and f are more specific than ? since they represent definite truth
values while ? does not. Every LTL3 monitor [5, Def. 2] is a TS which can be
cast into an action-enabled, deterministic, and monotonic VTS over Bs.

Ezample 3. Fig. 5 depicts an LTLg monitor for the property ¢ that every coffee
request is met in the next step, i.e., ¢ = [ (request — (Odispense). Note that
we can never be sure that this property is satisfied because it may always be
violated by the unknown future. Hence, there is no state with verdict t.

To deal with properties like [0 (request — (response), o
i.e., that every request is met eventually, Bauer et al. in- A ’ K
troduce RV-LTL monitoring using the truth domain B; = P £P
{t,tP,£P, £ }, where tP denotes possibly true and £P denotes T T
possibly false [6,31]. As such properties can always be satis- t f

fied and violated by the unknown future, LTLs monitoring Fig. 6: RV-
would always yield 7. For further details we refer to Falcone 177, verdict do-
et al. [31]. To technically accommodate RV-LTL monitoring,
we introduce a fifth verdict ? to obtain the verdict domain
depicted in Fig. 6. Without this fifth verdict, tP and £P would not have a least
upper bound. Analogously to LTL3, every RV-LTL monitor can be cast into an

main.
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action-enabled and deterministic VT'S. This VTS may be non-monotonic since
RV-LTL monitors may toggle between tP and £P.

A Unifying Foundation. We sketched how VTSs can serve as a unifying founda-
tion for paradigmatic examples of existing work in the spectrum of automata-
based monitoring and diagnosis (e.g. [50,1,23,4,16,49,48]). For approaches not
based on automata, like stream-based monitoring (e.g. [26,24,8,36]), we leave it
to future work to explore how the generic concept of VT'Ss may transfer.

4 Generic Building Blocks for VTS Synthesis

The VTS foundations presented in the last section enable us to approach the
challenge of configuration monitor synthesis in a generic way: From a system
model annotated with verdicts, synthesize a VTS that yields most-specific ver-
dicts when fed with (imperfect) system observations. For featured transition
systems, this would provide sound and complete configuration monitors. In this
section, we establish an automata-based solution providing modular building
blocks for a various problem instances. These blocks enable handling of verdict
predictions, realistic observational imperfections, and enable efficient VTS imple-
mentations. Together, they form a generic and modular VTS synthesis pipeline
(Fig. 7) where each building block maintains most-specificity of generated VTSs.

v
S — Model-Based Lookahead Observability Finalization > T
Construction Refinement Adjustment
Section 4.1 Section 4.2 Section 4.3 Section 4.4

Fig. 7: Generic pipeline for model-based VTS synthesis.

4.1 Model-Based VTS Construction

Existing constructions for runtime monitors and diagnosers can be cast into
VTSs (see Section 3.1), however, they are specific to their respective applications
and, in the case of monitors, typically do not take a system’s model into account.
We here develop a fully generic approach, coined annotation tracking, based on
verdict annotations, which can be used for configuration monitoring as well as
runtime monitoring and diagnosis. Formally, for a TS & = (S, Act, S, T) and a
verdict domain (V,C), a verdict annotation is a pair of functions f: S — V and
g: T — V assigning verdicts to states and transitions, respectively.

In the configurable systems domain, FTSs are in fact already TSs whose
transitions are annotated with verdicts of the configuration verdict domain
(P(Conf)\ {@},C) (cf. Section 2). For runtime monitoring, a way to gener-
ate verdict annotations is to use off-the-shelf model checking [20] to determine
whether a state satisfies or violates a given property and then assign a matching
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verdict from the B3 verdict domain to each state. For diagnosis, we may assume
the transitions with fault actions to be annotated with respective sets of fault
classes (we discuss this in more detail later in Section 4.5).

For each execution e € E(&) of the TS &, we define a verdict y(e) by

ey = F) s €51} A((Gsnansi)y) = )1 ([ollsi 00 i) ()

if the meet of the respective verdicts exists. In cases where it does not exist, we
ignore the respective execution and leave v undefined. For instance, for FTSs,
this means that executions are ignored whose transitions do not share common
configurations, as they cannot arise within any valid configuration.

We now aim to construct a VI'S V that yields most-specific verdicts under
the idealized assumption that all actions of G can be observed, i.e.:

v(o) = |_| {~(e) | e € E(6) with 0 = o(e) s.t. y(e) is defined } (3)

In words, the VTS V should produce, for a given trace o, the most-specific verdict
that subsumes the verdicts y(e) of all executions e whose trace o(e) is o and for
which ~(e) is defined. To construct such a VTS, we exploit results from lattice
automata [47]: By adding a sentinel bottom verdict # to the verdict domain
(V,C), we obtain a lattice L. The construction proceeds by first constructing
a lattice automaton over L, then applying simplification to obtain a simple LA
(Theorem 6 [47]), and finally converting the simple LA to a VTS according to
Lemma 1 while additionally stripping #-labeled states. We amalgamate those
steps, except the stripping of #-labeled states, into a single definition:

Definition 5. Given the system model & = (S, Act, S1,T), the verdict domain
(V,C), and verdict annotation f: S =V and g: T — V, we define:

V# = (S x V,Act, Syx {T}, T",VU{#},v)

where v({s,v)) = v M f(s) and ((s,v),a,(s',v")) € T" iff there exists a transition
(s,a,s") €T in the system model and v' = v M g({s,a,s’)).

Note that the meet M used in the definitions of v and v’ is defined as we extended
the verdict domain with #, i.e., it is a lattice. Stripping #-labeled states from
V# to obtain the VTS V over the original verdict domain (V, C) is trivial.

Theorem 1. For each trace o € L(V), we have:

v(o) = |_|{7(e) | e € E(&) with o =o(e) s.t. v(e) is defined} (3)
Furthermore, we have L(V) = {o(e) | e € E(&) s.t. y(e) is defined}.

Recall that FTSs are TSs whose transitions are annotated with verdicts of
the domain (P(Conf)\ {@},C). In addition, we assume states to be annotated
with Conf, as they are not constrained by configurations. As per Theorem 1,
the presented annotation tracking construction produces a sound and complete
configuration monitor (cf. Section 2).

The worst-case time complexity of the construction is O(|Q] - V|- D - 1c(D))
where D is the maximal outdegree of G.
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VTS Specialization. Instead of annotating a system model directly, one may also
use another action-enabled VTS, e.g., synthesized with third-party techniques,
and specialize it for a given system model. When combined with the other build-
ing blocks, this paves the way for accommodating observational imperfections
and enabling predictions based on the model and a VTS obtained with other
synthesis techniques (see Section 3.1).

Definition 6. Let & = (S, Act,S;,T) be a TS andV = {(Q,A,Q;,T',V,v) be
an action-enabled VTS with A C Act. Let Vg := (SxQ, Act, St xQr,~,V,V')
be a VIS with v'((s,q)) = v(q), and where {(s,q),a,(s',¢')) € ~ iff (1) a € A,
(s,s'y €T, and (q,¢) €T, or (2) a ¢ A, (s,s') €T, andq=¢.

The VTS Vg specializes V for the system model &. Essentially, Vg follows a
product construction of ¥V and &, synchronizing over the shared actions A. As
V is action-enabled, the synchronization never blocks and thus, L(Vg) = L(6).
Further, 1, (o) = 1y,(0) for each 0 € L(Vg). The worst-case time complexity
for this specialization construction is O(|Q| - |S| - |T'| - |T])-

4.2 Most-Specific Predictions

Under the additional assumption that the system keeps running, we can further
refine the verdicts yielded by a VTS by taking into account possible future be-
haviors. In practice, this can be highly valuable for identifying issues earlier, how-
ever, it is only justified if the system indeed keeps running. Lookahead refinement
refines verdicts of monotonic states ¢ € Q of a VIS V = (Q,Act,Q;,T,V,v)
by taking into account future system behaviors starting from ¢. To this end, we
define a lookahead refined-verdict function v, for ¢ € N by:

Uyeaw vild) i£¥q € Alg) : v(d) E v(q)
v(q) otherwise

volq) =v(q)  vilg) = {

That is, v, ; refines the verdict of each monotonic state ¢ by joining the verdicts
of ¢’s successors from the previous iteration v,. Note that v, reaches a fixpoint af-
ter at most |Q| iterations, ensuring verdicts have propagated from all successors.
Using this fixpoint, we obtain the lookahead refined VTS V'

V/ = <Q7ACt7QI7T7V7V‘QI>

It is easy to see that V' indeed refines V, ie.,, V' <V (cf. Definition 4): The
transition relation is not changed and Vig| yields more specific verdicts than v
due to v;1(¢q) C v,(q). In particular, we obtain /(o) C v(o) for all o € L(V).
For the very same reasons, lookahead refinement preserves monotonicity. Note
that ©/(o) is a prediction concerning all possible futures.

Lookahead refinement iterates v; at most | Q| times towards a fixpoint, joining
at most D verdicts in time 1c(D) in each iteration, where D is the maximal
outdegree of V. Hence, the worst-case time complexity is O(1c(D) - |Q[?).

Fig. 8 shows an example of lookahead refinement of configuration verdicts,
with an excerpt of the original VT'S on the left and its refinement on the right.
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Assume that the system continues running, we know that its configuration must
either be ¢; or ¢, since a or § will inevitably be observed, yielding verdicts { ¢, }
or {c, }, respectively. This leads to refining { ¢;,cy,¢c5} to {cq,¢y ).

tal Lookahead tal

. 2 O—> Refinement . 2 O_>

C1,Co,C /8 O—> Cqi.C /8 O—>
{c1,¢0,c5} {c1,c2}

{2} {2}

Fig. 8: An example of lookahead refinement of configuration verdicts.

4.3 Observational Imperfections

In real-world scenarios, observations are rarely perfect. Accommodating com-
mon and often unavoidable observational imperfections, we develop generic VTS
transformations for dealing with partial observability, delays, and losses, all in a
provably most-specific manner. In the following, we define such transformations
for given a VIS V = (Q, Act,Q;,T,V,v). For delays and losses, we handle the
bounded and unbounded case. Industrial network stacks often provide guaran-
tees in the form of bounds that can be obtained by analyses (e.g. [32,64,28,63]).

Observability Projection. Under the assumption that only actions OAct C Act
are observable, observability projection transforms a VIS V into a VTS V.
Towards the construction of V', let X;(¢q) be the set of states reachable from
q € Q by taking at most ¢ € N unobservable transitions:

Xolg) ={q} Xi11(q) = X;(q) U A(X,(q), Act\OAct) (4)
X, reaches a fixpoint after at most |Q| iterations. We define

V= (Q, 0Act, Qr, T, V,V')  with Vi(q) :=yex (o V(2) (5)

12|
where (¢,a,q") € T" iff {(¢/,a,q"") € T for some ¢’ € XIQI(q).

Theorem 2. For OAct C Act, we have (i) for all o' € L(V'):
V(o) = ]{v(o) | for o € L(V) s.t. oloac =0"} (6)
and (ii) LOV') = L(V)|oAct -
Theorem 2 states that V' yields most-specific verdicts subsuming the verdicts
generated by traces with the same OAct-projection, i.e., traces that are indistin-
guishable when only observing actions in OAct.
For constructing V', the fixpoint computation on X; (see (4)) has to be

carried out for each of the |Q| states before at most |Q| verdicts are joined (5).
Hence, the worst-case time complexity is O(1c(|Q|) - |Q] + | Q).
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Delays. Another realistic observational imperfection are delays. Given a bound
B, observations may be delayed by up to B steps. A VTS robust to a delay of
up to B steps is synthesized following a similar approach to (4):

Xolg) ={q} Xi11(q) = X,(q) U A(Xy(q), Act) (7)

If observations may be delayed by up to B steps, we must look up to B obser-
vations ahead. This is achieved with the following transformation:

V' i=(Q,Act,Q;,T,V,V') with V(q):= uqleXB(q) v(q') (8)
The transformed verdict function v’ looks up to B observations ahead.

Theorem 3. We have (i) for all o' € L(V')
V(o) = L{ o)
and (ii) £OV') = { ()17 ] (0011 € £(V) and 0 < A< B .

foroe L(V) st. < ALB: (U-)Li‘l_A = J’} 9)

K2

Theorem 3 states that the verdict yielded for some trace o’ by V' is the most-
specific verdict subsuming the verdicts yielded by V for those traces of which
o’ may arise by a delay of up to B steps. Unbounded delays can be handled by
using the fixpoint X‘Q‘ instead of Xj.

Losses. 1t is well-known that in communication networks, packet loss often oc-
curs in bursts. This insight lead to the established Gilbert-Elliott channel model
[34,30]. Using this model, one may obtain a bound B on consecutive losses such
that the probability for more than B losses is below a certain threshold p. We
aim to synthesize a VTS that is robust to up to B consecutive losses. To formal-
ize such bounded losses, we follow a formalization established in the literature
on weakly-hard real-time systems for consecutive deadline misses [11,53].

Let w € {L, A} be a finite sequence over the set {L, A} where L indicates that
an observation gets lost and A indicates that it arrives. The word w = (w;);
satisfies the constraint of at most B € N consecutive losses iff:

Vlgigjgn:wi:wj:L/\j—i>B = FI<k<Ljiw, =A
That is, there is at least one arrival between any two losses that are more than
B apart. For B € N, we denote the set of such words by (2. Given a trace

o € L(V) of a VTS and a word w € 25 of equal length, i.e., |o| = |w]|, the
w-projection of o, denoted by |, removes all lost observations:

0lw iffx=L
€le i=€ (0 00a)|(wo) = { |

(0|lw)oa otherwise
A VTS robust to at most B consecutive losses is synthesized in a similar way
as for bounded delays. In addition to looking B observations ahead, which po-
tentially have been lost, we also need to adapt the transition relation, as those
observations may never arrive. Thus, using X as defined in (7), we define

V'i=(Q,Act,Qr, T',V,v)  with V(q) :=ycx ) v(7) (10)
and where (q,a,q") € T" ift (¢, a,q¢"") € T for some ¢’ € Xyz(q).
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Theorem 4. We have (i) for all o' € L(V')
V(o) ={v(o) | forc € L(V) s.t. Fw e N, lw|=]o|:0|le=0"} (11)
and (i) LV') ={olw | 0 € L(V) andw € 2f s.t. |w| = o]}

Theorem 4 states that the verdict yielded for some trace ¢’ by V' is the most-
specific verdict subsuming the verdicts yielded by V for traces of which ¢’ may
arise by up to B consecutive losses, with B = |Q| handling unbounded losses.

Possiblity Lifting. When faced with observational imperfections, certain verdicts
become indistinguishable. We deal with those indistinguishable verdicts by sub-
suming them into a most-specific verdict (cf. join in (5), (10), and (8)). It can
be beneficial to keep verdicts as individual possibilities instead, e.g., when syn-
thesizing diagnosers. Possibility lifting of a VIS V achieves this by replacing
its verdict domain (V,C) by (P(V),C) and v by v/(q) := {v(q) }. After such a

lifting, all presented techniques can be applied and retain individual verdicts.

4.4 Towards Efficient Implementations

To efficiently implement a VTS, whether in software or hardware, it is desirably
deterministic and minimal in size. This is particularly crucial for environments
with space limitations, like embedded devices or FPGAs [12,67]. Determinization
and minimization results have been developed for lattice automata [47,37]. For
VTSs, they also follow from elementary automata-theoretic results.

Determinization. Any VTS can be determinized by adapting the usual power
set construction for finite automata [57]. Let V = (Q, Act,Q;,T,V,v) be a VTS.
We define a VTS Vet (V) := (P(Q) ,Act, { Q1 },T",V,V') where

V(Q) = yeq V(@) (12)
and (Q,a,Q") € T"iff Q' = A(Q,{a}).
Theorem 5. For each VISV, V and Vaet(V) are verdict-equivalent.

For each of the 2/2! states of Vyet (V) the join over at most |Q| verdicts must be
computed as per (12). Hence, the worst-case time complexity is O(2/¢! - 1¢(|Q|)).

Minimization. For any finite automaton there is a unique minimal deterministic
one accepting the same language [52,51]. This result carries over to VTSs.

Definition 7. A deterministic VTS V is minimal iff all deterministic VTSs
that are verdict-equivalent to V have at least as many states as V.

Theorem 6. For each VTS there is a unique minimal deterministic VTS.
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In contrast to deterministic finite automata, VI'Ss may not be action-enabled,
i.e., their transition relation may be a partial function. To see why the results
for finite automata carry over to VTSs, assume all missing transitions to end in
a non-accepting trap state, while all other states are accepting. In the minimal
VTS, states then correspond to the classes of the coarsest partition where states
with distinct verdicts or distinct Myhill-Nerode equivalence classes [52,51] are
separated. These classes guarantee verdict-equivalence as states with different
verdicts or a different language belong to different classes.

Typical minimization algorithms for finite automata use partition refinement.
Building upon Hopcroft’s earlier work [39], Valmari and Lehtinen present an al-
gorithm starting with a partition into accepting and non-accepting states [65].
Their algorithm is adapted for VTS minimization by initially partitioning states
according to their verdicts. The time complexity of O(|T'| - log|Q|) remains un-
changed also for VT'Ss, as all states may form their own class.

Minimization preserves the language of a VI'S V in accordance with Defi-
nition 4. If only verdicts matter but not the language, an alternative approach
may construct a VIS V' with v/(¢) = v(o) for all ¢ € L(V) and where V' is
admitted to accept additional words, i.e., £(V') D L(V). Such a VTS V' can be
even smaller than the minimized V. Finding the smallest such V' is a challenge
on its own, and beyond the scope of this paper. As a first step, we simply adapt
the minimization algorithm to only split an equivalence class if there are actual
transitions hitting inside and outside of a splitter (cf. [39,65]). Note that the re-
sulting minimization algorithm, referred to as language-relaxing in the sequel, is
non-deterministic since it depends on the order in which splitters are considered.

4.5 Putting Everything Together

We now have all the building blocks of the generic synthesis pipeline for VTS
synthesis (see Fig. 7). In the first step, a VTS is constructed based on a system
model, either by annotation tracking or by some other means. Annotation track-
ing takes a system model annotated with verdicts, e.g., an FTS, and produces
a VTS tracking these annotations. Optionally, lookahead refinement can be ap-
plied to enable predictions. Then, to account for partial observability, delays, or
losses, the presented transformations can be applied to obtain a VTS robust to
imperfect observations. Note that these transformations can be cascaded to ob-
tain a VTS that accounts for multiple imperfections in a most-specific manner.
Lastly, the VTS is determinized and minimized to an efficient implementation.

Diagnoser Synthesis. We can istantiate the pipeline to synthe- o

size VT'Ss equivalent to the traditional construction by Sampath AR

et al. [60]. To this end, a TS with fault actions, as described in (F,} {F)}
Section 3.1, is annotated with verdicts from (P(F),2) (e.g., r o
Fig. 9). Transitions with fault actions f are annotated with sin- N7
gleton sets { F } of the respective fault class F 5 f. All other {Fp Fi}
transitions (and states) are annotated with the empty set @. Fig.9: Fault
Thus, for each execution e, the meet in (2) gives us a set of (555 lattice.
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fault classes, corresponding to the faults that occurred on e

since M := U. Using this annotated TS, we obtain a diagnoser by annotation
tracking, followed by possibility lifting, observability projection onto OAct, deter-
minization, and then minimization. Here, possibility lifting changes the verdict
domain from (P(F), D) to the usual diagnosis domain (P(P(F)),C). The cor-
rectness of the construction follows by combining the theorems of the individual
algorithms. By incorporating lookahead refinement before possibility lifting, we
obtain predictive diagnosers. A predictive diagnoser indicates inevitable faults
no later than the traditional techniques.

Moving further beyond the traditional construction, we can also annotate
transitions with boolean expressions over some set E of basic fault events (inde-
pendent of the actions). For instance, e; V eg or e; A —eg with eg,es € E. The
usual semantics of boolean expressions induce a lattice (P(P(E)), C) where each
expression b corresponds to a set [b] C P(E) of its satisfying assignments. Nat-
urally, a boolean expression b; is more specific than another b, iff b; implies by,
which is the case iff all assignments satisfying b, also satisfy b,, i.e., iff [b;] C [b5]-
By annotating a T'S with boolean expressions indicating whether or not they are
enabled in the presence of certain combinations of basic fault events, we obtain
an annotated T'S over the verdict domain (P(P(E)), C). Notably, fault trees may
serve as a basis for such annotations as they are commonly used to model how
top-level faults are caused by lower-level faults, and have a natural interpreta-
tion as boolean expressions over a set of basic fault events [59]. By applying the
instance of the VTS synthesis pipeline with possibility lifting as described above
to such a TS, we obtain a diagnoser over the verdict domain (P(P(P(E))),C).
Here, each verdict can be interpreted as a set of sets of possible worlds in terms
of modal logic [18]. For instance, given a verdict v € P(P(P(E))), it is necessary
that fault e; or fault es occurred iff W C [e; Veq] for all W € v, and it is
possible that fault e; occurred and fault es did not occur iff W C [e; A —es] for
some W € v. Hence, the thereby constructed diagnoser goes well beyond what
is traditionally possible and allows answering powerful modal logic queries.

Related Work. For our theoretical foundation, we generalized lattice automata
as introduced by Kupferman and Lustig [47], exploiting their simplification re-
sult for annotation tracking. Zhang, Leucker, and Dong [68] use finite predictive
words to obtain possible continuations towards predictive verdicts regarding LTL
properties. Such words can be obtained via static analysis of a monitored pro-
gram. The work by Pinisetty et al. [55] and Ferrando et al. [33] incorporates
assumptions about a system in terms of properties the system fulfills. Cimatti,
Tian, and Tonetta [19] leverage fair Kripke structures [43], a kind of transition
system model, to incorporate assumptions about a system into LTL runtime
monitoring. Their approach can deal with partial observability and produce pre-
dictions. In contrast to the generic techniques we developed, the aforementioned
approaches are specifically tailored towards truth verdicts for properties. Due to
the generality of the VTS framework, our approach is also suitable to apply on
future automata-based monitoring techniques.
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|| SvMm | MINEPUMP | AERrROUCH | CPTERMINAL | CLAROLINE
|Conf| 24 32 256 4774 820193 280
|Act| 12 23 11 15 106
FTS| 9/13 25/41 25/46 11/17 106/11 236
monitor || 87/120 | 560/992 94/178 102/161 5431296/575 717 376
minimized || 87/120 | 496/928 56/156 93/152 65536/6 946 816
relaxed || 17/26 53/337 4/4 11/26 65536/1 515520

Table 1: For each model, the rows show (1) the number of valid configurations,
(2) the number of actions, (3) the size of the FTS (states/transitions), (4) the
size of the monitor constructed from the FTS, and the size of the monitor after
(5) language-preserving and (6) language-relaxing minimization.

5 [Evaluation: Configuration Monitors

To demonstrate the efficacy of the developed synthesis techniques, we consider
configuration monitors synthesized from established FTS benchmarks of the con-
figurable systems community: SvM and MINEPUMP [21], and AEROUCS, CPTER-
MINAL, and CLAROLINE [27]. Table 1 shows an overview of these benchmarks and
their important characteristics. We developed a partially symbolic implementa-
tion of the synthesis pipeline instantiated for configuration monitors where we
use BDDs [15,62] to succinctly represent and operate on sets of configurations.
There, we first apply annotation tracking to the FT'Ss, followed by observability
projection, determinization, and minimization. This leads to deterministic, min-
imal, sound, and complete configuration monitors. The experiments have been
conducted on a 16 core AMD Ryzen 9 5950X CPU with 128 GiB of RAM running
Ubuntu 22.04. An artifact with the implementation and everything necessary for
reproducing the experiments is available online [45].

In our evaluation, we aim to answer the following research questions concern-
ing our novel contribution of configuration monitors:

RQ1 How do monitor sizes scale with the number of configurations?
RQ2 What are the potential space savings of minimization?
RQ3 How does partial observability impact the specificity of verdicts?

RQ1: How do monitor sizes scale with the number of configurations? Except for
CLAROLINE, the size of the FT'Ss and the number of configurations is compara-
bly small. Note that a configuration monitor may need to distinguish all possible
configurations, potentially leading to an exponential blowup. Table 1 shows the
size of the configuration monitors prior to minimization (4) and after minimiza-
tion (5,6). We observe across all benchmarks that configuration monitors can be
significantly smaller than the number of configurations would suggest. CLARO-
LINE shows the greatest divergence with roughly 8- 108 configurations while the
monitor has about 5-10° states. A similar but not as extreme observation can be
made about AEROUCH and CPTERMINAL. Monitor sizes also influence the con-
struction timings. The CLAROLINE monitor synthesis took around seven minutes,
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| k=1 | k=2 | k=3 | k=4 [k=]Ac

SvM || 26% (0%) | 61% (23%) | 79% (26%) | 83% (33%) 83%
MINEPUMP || 26% (0%) | 456% (0%) | 60% (0%) | 71% (0%) 79%
AEROUCH || 25% (07) | 44% (0%) | 44% (07) | 44% (0%) || 44%
CPTERMINAL || 24% (0%) | 37% (0%) | 40% (0%) | 40% (8%) 40%

Table 2: Maximal (minimal) expected percentage of ruled-out configurations
after 1000 steps over all combinations of k£ observable actions.

while for all other benchmarks the synthesis (including determinization and min-
imization) took only few milliseconds. Reachability analysis on CLAROLINE was
already shown to be challenging [10,9]). Even for CLAROLINE, our techniques
allow for comparably fast and effective configuration monitor synthesis.

RQ2: What are the potential space savings of minimization? Table 1 shows the
size of the monitor after language-preserving (5) and language-relaxing (6) mini-
mization, respectively (see Section 4.4). For the latter, we also removed self loops,
i.e., the monitor stays in its state if a non-enabled action is observed. In partic-
ular, language-relaxing minimization reduces the number of states significantly,
leading to very small monitors. For AEROUCS, CPTERMINAL, and CLAROLINE,
we discover that the number of states is even further reduced. So, we conclude
that minimization can indeed significantly reduce VTS sizes. Noteworthy, the
number of states provides an upper bound on the number of configurations
which can be distinguished by observation. In the extreme case, CLAROLINE,
this number is four orders of magnitude lower than the number of configura-
tions. Thus, most configurations are indistinguishable by an observer, even un-
der full-observability. So, as a byproduct, our work on configuration monitoring
has revealed an explanation for successes reported in family-based analysis [22].

RQ3: How does partial observability impact the specificity of verdicts? To answer
this question, we employ the following methodology: We construct monitors
where only a limited number of k actions of Act are considered to be observable.
For this, we range over all subsets of Act with & elements, for 1<k<4 and k=|Act|,
and employ Monte Carlo simulation to compute the expected percentage of
ruled-out configurations after 1000 steps. To this end, 160 - 10% runs, each of
length 1000, are simulated through the system models and observations are
fed to the synthesized monitor. For each of these runs, we uniformly sample
a configuration and choose actions uniformly at random. Note that this gives
us a set of expected percentages for each k of which we report the maximum
and minimum in Table 2. In total, for Table 2, we synthesized 14 200 different
monitors and conducted approximately 2272 - 10 simulation runs. Exploiting
parallelization, this took 2.5 hours on our benchmark machine. For CLAROLINE
this approach is unsuitable as the huge number of valid configurations would
require many more runs to obtain statistically significant results.

We see that for AEROUCS and CPTERMINAL, on average only around 42%
of configurations can be ruled out after 1000 steps (which is sufficient for the
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monitor to converge on a verdict). In contrast, for SvM and MINEPUMP, on
average 81% of configurations can be ruled out. Again, this fits our earlier ob-
servation that they have a higher number of states compared to the number of
valid configurations than AEROUCH, CPTERMINAL, and CLAROLINE.

The results also show that the precise set of actions is crucial, as otherwise the
specificity of the verdicts may not improve at all. For instance, for AEROUCS,
with k& = 2 observable actions, we already can obtain optimal verdicts, while
even with k = 4, there are sets of observable actions where we cannot discern
any configurations at all. For SvM k& = 4 and for CPTERMINAL k£ = 3 actions
can be sufficient. For MINEPUMP, no k-combination for k < 4 is sufficient. Note
that the number of possible subsets of Act is 2/Atl| hence, we did not investigate
anything beyond k = 4, except k = |Act|, which represents full observability.

6 Conclusion

With the aim to synthesize configuration monitors, we introduced verdict tran-
sition systems (VTSs) as a foundational model which turns out to also cover
classical notions of automata-based runtime monitors and diagnosers.

Enabled by this foundation, we developed a modular and generic VTS syn-
thesis pipeline. We showed that the pipeline can be instantiated for the synthesis
of diagnosers, runtime monitors, and configuration monitors, thereby solving the
configuration monitor synthesis challenge. Our techniques go well beyond classi-
cal constructions, enabling predictions and robustness to imperfect observations
for all these applications. Furthermore, for diagnosis, we showed how to synthe-
size diagnosers capable of answering powerful modal logic fault queries.

We demonstrated the efficacy of our approach for configuration monitoring
on multiple well-established benchmarks from the configurable systems commu-
nity. Our results show that the approach scales well and can effectively deal
with benchmarks which are known to be challenging in the configurable systems
literature. They also provide a new explanation of the success of family-based
verification in configurable systems analysis.

For future work, we plan to develop a fully symbolic VTS synthesis frame-
work. We also plan to extend the observational imperfections, e.g., to bounded
reorderings, and study the interplay between different instances of VT'Ss, e.g.,
in cases where configurations and possible faults interact. Another interesting
direction is to use VT'Ss to obtain actionable consequences for verdicts and as a
basis for planning actions towards making verdicts more specific.
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