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ABSTRACT

With the rapid development of artificial intelligence (AI), ethical
issues surrounding Al have attracted increasing attention. In par-
ticular, autonomous vehicles may face moral dilemmas in accident
scenarios, such as staying the course resulting in hurting pedestri-
ans or swerving leading to hurting passengers. To investigate such
ethical dilemmas, recent studies have adopted preference aggrega-
tion, in which each voter expresses her/his preferences over deci-
sions for the possible ethical dilemma scenarios, and a centralized
system aggregates these preferences to obtain the winning deci-
sion. Although a useful methodology for building ethical AT sys-
tems, such an approach can potentially violate the privacy of vot-
ers since moral preferences are sensitive information and their dis-
closure can be exploited by malicious parties resulting in negative
consequences. In this paper, we report a first-of-its-kind privacy-
preserving crowd-guided Al decision-making approach in ethical
dilemmas. We adopt the formal and popular notion of differen-
tial privacy to quantify privacy, and consider four granularities
of privacy protection by taking voter-/record-level privacy protec-
tion and centralized/distributed perturbation into account, result-
ing in four approaches VLCP, RLCP, VLDP, and RLDP, respectively.
Moreover, we propose different algorithms to achieve these pri-
vacy protection granularities, while retaining the accuracy of the
learned moral preference model. Specifically, VLCP and RLCP are
implemented with the data aggregator setting a universal privacy
parameter and perturbing the averaged moral preference to pro-
tect the privacy of voters’ data. VLDP and RLDP are implemented
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in such a way that each voter perturbs her/his local moral pref-
erence with a personalized privacy parameter. Extensive experi-
ments based on both synthetic data and real-world data of voters’
moral decisions demonstrate that the proposed approaches achieve
high accuracy of preference aggregation while protecting individ-
ual voter’s privacy.
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1 INTRODUCTION

Artificial intelligence (Al) is becoming an integral part of our daily
lives and critical infrastructures. With the widespread applications
of Al ethical issues surrounding AI have become an important
socio-technical challenge [4, 27]. One of the fundamental questions
in Al ethics is how to allow humans to guide AI to make moral de-
cisions when faced with ethical dilemmas. An ethical dilemma is a
situation in which any decision violates certain aspects of ethics [29].
The following is a concrete example of an ethical dilemma that
autonomous vehicles encounter [16]. A self-driving car has a sud-
den mechanical failure and cannot brake in time. If the car were
to continue its current trajectory, it would kill pedestrians but the
passenger would be safe. Alternatively, if it were to swerve into
a wall, the pedestrians would be safe but the passenger would be
killed. In such a situation, an ethical dilemma arises when the Al
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must choose between the two alternatives. This is just one exam-
ple of many ethical dilemmas Al technologies face [23]. To enable
Al to deal with such situations, it is useful to aggregate opinions
from the human society.

To explore moral dilemmas faced by autonomous vehicles, Bon-
nefon et al. [5] surveyed via Amazon Mechanical Turk whether
people prefer to save many versus few lives, or the vehicle’s passen-
gers versus pedestrians. Their findings suggest that participants
prefer others to buy autonomous vehicles which sacrifice their pas-
sengers for the greater good, but prefer for themselves to ride in
autonomous vehicles which protect passengers at all costs.

In a study similar to [5], Awad et al. [4] also gathered data about
voters’ decisions in scenarios where autonomous vehicles face eth-
ical dilemmas, but at a much larger scale and with each voter’s
data containing more dimensions. Specifically, they built an online
experimental platform named the Moral Machine [1], which col-
lected 39.61 million decisions in ten languages from 4 million peo-
ple in 233 countries and territories. The data collected from each
voter are high-dimensional, which include preferences of saving
many versus few lives, passengers versus pedestrians, the young
versus the elderly, humans versus pets, and pedestrians who cross
legally versus pedestrians who jaywalk, etc. With such a high vol-
ume of crowdsourced data, Awad et al. [4] summarized global and
regional moral preferences as well as cross-cultural ethical varia-
tions.

Using the data collected from the Moral Machine, Noothigattu et al.

[21] built a global moral preference model so as to guide auto-
mated ethical decision-making. Specifically, each voter’s data are
analyzed to infer her/his parameter of moral preference, and the
moral preference of the society is obtained by averaging voters’
parameters. Each voter’s data consist of a number of records, with
each record being the voter’s preference in a given ethical dilemma
scenario. In each scenario, no matter how the autonomous vehicle
decides to act, some undesirable outcome will happen. A voter’s
preference in each scenario means that the voter prefers a deci-
sion made by the autonomous vehicle (e.g., staying the course and
killing the crossing pedestrians) over the other alternative (e.g.,
swerving and killing the passengers).

As discussed above, existing studies on Al ethics (e.g., [4, 5, 21])
directly analyze voters’ data of moral decisions. However, such
approaches may violate the privacy of voters. Since moral pref-
erences are sensitive information and their disclosure may be ex-
ploited by malicious parties to produce negative consequences. One
may wonder how the learned and aggregated moral preference
model for the society can leak a voter’s sensitive choices about the
moral dilemmas. A recent work [14] has shown that an adversary
can successfully use a learned deep neural network model to infer
users’ sensitive facial information in the training dataset. Specif-
ically, for an attacker which obtains the learned face recognition
model, although it is difficult to infer all users’ faces, the attacker
may recover an image which is close to one user’s face, resulting in
a privacy breach of the particular user in the training dataset [14].

In this paper, to prevent the learned preference model of the so-
ciety from leaking individual voter’s sensitive information, we pro-
pose a differential privacy (DP)-based secure preference aggrega-
tion model to enable crowdsourced opinions to guide Al decision-
making in ethical dilemmas without exposing sensitive privacy in-
formation. We adopt the formal notion of DP [10, 12] to quantify
privacy. Intuitively, by incorporating some noise, the output of an
algorithm under DP will not change significantly due to the pres-
ence or absence of one voter’s information in the dataset.

Contributions. With the proposed approach, we make the fol-
lowing contributions in this paper.

e We quantify four granularities of privacy protection by comb-

ing voter-/record-level privacy protection and centralized/distributed

perturbation, which are denoted by VLCP, RLCP, VLDP, and
RLDP. We further propose different algorithms to achieve them.
Specifically, to achieve VLCP and RLCP, the aggregator adds
Laplace noise to the average preference parameter of all vot-
ers. VLDP and RLDP are achieved by having each voter adding
Laplace noise to her/his local moral preference parameter with
apersonalized privacy parameter. Moreover, we also propose to
achieve RLDP by perturbing the objective function when learn-
ing each voter’s preference parameters, which achieves higher
accuracy than the addition of Laplace noise.

e We conduct extensive experiments on both synthetic datasets
and a real-world dataset extracted from the Moral Machine.
The results demonstrate that our algorithms can achieve high
accuracy while ensuring strong privacy protection.

To the best of our knowledge, this is the first research on privacy is-
sues in studies of human-guided ethical Al decision-making. More
specifically, we proposed privacy-preserving mechanisms to ad-
dress voters’ privacy in computing a society’s moral preference.
Organization. The remainder of the paper is organized as fol-
lows. Section 2 reviews the related studies of Al ethics and pri-
vacy protection. In Section 3, we discuss the preliminaries of dif-
ferential privacy and formalize the research problem. Section 4
presents the proposed privacy-preserving crowd-guided ethical Al
decision-making algorithms. In Section 5, we conduct extensive ex-
periments to evaluate the effectiveness of our algorithms. Section 6
provides discussions and future directions. Section 7 concludes the

paper.

2 RELATED WORK

The widespread adoption of AI has made it pertinent to address
the ethical issues surrounding this technology.

Greene et al. [15] advocated solving Al ethical issues via pref-
erence aggregation, in which each voter expresses her/his prefer-
ences over the possible decisions, and a centralized system aggre-

gates these preferences to obtain the winning decision. Conitzer et al. [7]

discussed the idea of collecting a labeled dataset of moral dilem-
mas represented as lists of feature values, and then leveraging ma-
chine learning techniques to learn to classify actions as morally
right or wrong. However, no actual data collection or analysis was
presented. Using a large-scale dataset of voters’ ethical decisions
collected by the Moral Machine [4], Noothigattu et al. [21] built a
moral preference model for each voter and averaged these models
to obtain the moral preference of the whole society. Hammond and
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Q, which measures the maximum change of the outputs over neigh-

boring datasets (i.e. A = MaXpeighboring datasets D, D’ lQ(D) - Q(D/) ll1)-
Problem Formulation. In our system model, each voter i €

{1,2,---, N} owns a dataset of n pairwise comparisons (i.e., n records),

Belle [17] utilized tractable probabilistic learning to induce mod-
els of moral scenarios and blameworthiness automatically from
datasets of human decision-making, and computed judgments tractably
from the obtained models. Zhang and Conitzer [30] showed that

many classical results from Probably Approximately Correct (PAC)
learning can be applied to the preference aggregation framework.
For a comprehensive study of more related work on Al ethics, in-
terested readers can refer to a recent survey by Yu et al. [29].

The above studies significantly contributed to the emerging area
of Al ethics, but unfortunately, none of them is designed to protect
voters’ privacy in the data analysis process. Moral preferences of
voters are sensitive information and should be well protected, since
their disclosure can be exploited by malicious entities to have ad-
verse consequences. A recent work [14] has shown that even a
learned deep neural network can leak sensitive information in the
training dataset. Hence, it is critical to incorporate formal privacy
protection into models for Al ethics guided by humans.

To quantify privacy, we use the rigorous notion of differential
privacy (DP) [12]. Recently, differential privacy has been widely
studied in many areas [2]. For general statistical data release prob-
lems, DP can be achieved by the Laplace mechanism [11] which
injects Laplace noise into the released statistical results. Further-
more, for parameter estimation solved by an optimization problem,
an alternative algorithm to achieve DP is the functional mecha-
nism proposed by [31], which perturbs the objective function of
the optimization problem rather than the optimized parameters.

As a representative example, this paper adds voter privacy pro-

tection into the learned moral preference model of Noothigattu et al. [21].

Incorporating privacy protection into other studies are future di-
rections. Although Jones et al. [18] and Brubaker [6] emphasized
the importance of security and privacy protection in Al ethics, to
the best of our knowledge, our paper is the first technical work to
formally build privacy protection into the study of Al ethics.

3 PRELIMINARIES

Differential privacy (DP) [10, 12] provides strong guarantees for
the privacy of any individual in a query response, regardless of
the adversary’s prior knowledge.

DEFINITION 1 (e-DIFFERENTIAL Privacy (DP) [10, 12]). A
randomized algorithm Y satisfies e-differential privacy, if for any
two neighboring datasets D and D’ which differ in only one tuple,
and for any possible subset of outputs Y of Y, we have

P[Y(D) e Y] < e xP[Y(D) € Y], (1)

where P [-] is the probability of an event. € refers to the privacy pa-
rameter. Smaller e means stronger privacy protection, but less utility
as more randomness is introduced into Y.

There are two variants of DP: bounded DP and unbounded DP [26].
In bounded DP, which we adopt in this paper, two neighboring
datasets have the same sizes but different records at only one of all
positions. In unbounded DP, the sizes of two neighboring datasets
differ by one (i.e., one tuple is in one database, but not in the other).

The Laplace Mechanism [11] can be used to achieve DP by
adding independent Laplace noise to each dimension of the query
output. The scale A of the zero-mean Laplace noise Lap(A) is set as
A = A/e, where A is the £1-norm sensitivity of the query function

denoted by D; = {(X{", "), (x{". Z{), -+ (X, ) 1. x{" and
Z;i) are pairwise alternatives capturing moral dilemmas in a sce-
nario (e.g., X]@ means staying the course resulting in killing cross-
ing pedestrians, while 7D means swerving leading to killing pas-
sengers). Any pair (Xj(.i),Zj(.i)) for j € {1,2,---,n} means that
voter i chose Xj(.i) over Z](.i). Each Xj(.i) or Zj(.i) is a d-dimensional
vector such that Xj(.i)[k] and Z](.i)[k] for k € {1,2,---,d} denote

the k-th dimensional value of X](.l) and Z](.l), respectively. The di-
mension of a scenario represents its features (e.g., the number of
young passengers, the number of old pedestrians, the number of
pets, etc).

Noothigattu et al. [21] adopted the Thurstone-Mosteller pro-
cess [20], which models the utility as a Gaussian random variable.
Let B; € R? be the preference parameter of voter i, where R de-
notes the set of real numbers. It is assumed [20] that the utilities of

alternatives Xj(.i) and Z](.i) follow Gaussian distributions N (ﬂ;'—Xj(.i), %)
and N (ﬂ;rZ](i), %) respectively. Thus, the result of the utility by
choosing X;.l) minus the utility by choosing Z}l) follows a Gauss-
ian distribution N (ﬁ;r (X;i) - Z;i)), 1), so that

P [a voter i chooses X;.i) over Z;i)] = q’(ﬂ;r(X;i) - Z;i))), where
@ is the cumulative distribution function of the standard normal
distribution (i.e. ®(s) := % + \/L; fO‘E et dt). Then, the maximum

likelihood estimation (MLE) method is used to learn the parameter
Bi for each voter i € {1,2,---, N}. In particular, the log-likelihood
function is defined as follows:

n
LB, Di) = y @Bl (X" -z, (2)
j=1

Based on Eq. (2), MLE is used to estimate the f; of each voter
[21]. However, the optimal parameter f; to maximize Eq. (2) may
not always exist. For example, given i € {1,2,--- , N}, ifXj(.l) —Zj(.l)
is positive for each j € {1,2,---,n}, suppose there exists f; to
maximize Eq. (2), then each dimension of f; is positive. However,
a contraction occurs with £(28;,D;) > L(fi,D;). Hence, in the
case of positive X;.l) - Z;.l) forall j € {1,2,---,n}, no B; exists to
maximize Eq. (2). In order to ensure that (i) the optimal parameter
can always be found, and (ii) bounded sensitivity that will be used
in the Laplace mechanism for achieving differential privacy, we
introduce a constraint that each voter’s parameter has an {1-norm

at most B. Specifically, we define user i’s parameter El-(D,') by

argmax L(B;, D;). ®3)
Bi: Bilh<B

ﬂi(Di) =

After learning the parameters Ei(Di) for all voters, the prefer-
ence parameter B(D) for the whole society is computed by averag-
ing all voters’ preference parameters (ie. f(D) := ﬁ Zfi 1 Bi(Dy),
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for D := {Dy,Dy,---,DN} denoting the whole dataset of N vot-
ers). Therefore, the purpose of this paper is to design privacy-preserving
algorithms to guarantee voter privacy while learning a society’s
preference parameter with high accuracy.

4 OUR SOLUTIONS

This section first introduces four privacy protection paradigms and
then presents our algorithms to achieve these paradigms.

4.1 Privacy Modeling

Our paper incorporates privacy protection into preference aggre-
gation of Noothigattu et al. [21]. In this setting, each voter’s data
consist of a number of records, with each record being the voter’s
preference in a given scenario. In each scenario, no matter how
the autonomous vehicle decides to act, someone will get hurt. A
voter’s preference in each scenario means that the voter prefers a
decision made by the autonomous vehicle (e.g., staying the course
and killing crossing pedestrians) over the other alternative (e.g.,
swerving and killing passengers).

Based on the above observations, in our study of privacy protec-
tion for crowdsourced data collection in Al ethics, we will consider
two variants for the meaning of neighboring datasets: 1) record-
neighboring and 2) voter-neighboring datasets, which allow us to
achieve voter-level privacy protection and record-level privacy pro-
tection, respectively:

(2) RLCP: For e-differential privacy with RLCP, the aggregator chooses
a universal privacy parameter € and enforces a randomization
algorithm Y such that for any two record-neighboring datasets
D and D’, and for any possible subset of outputs Y of Y, we
have P[Y(D) € Y] < e€ xP[Y(D’) € V].

(3) VLDP: For ¢;-differential privacy with VLDP, voter i chooses a
privacy parameter ¢; and enforces a randomization algorithm
Y; such that for any two datasets D; and D (which are naturally
voter-neighboring), and for any possible subset of outputs Y; of
Y;, we have P[Y;(D;) € ;] < e€i xP [Yi(D;) € y,] Note that
VLDP is the same as the notion of e-local differential privacy [8]
which has recently received much interest [13, 25, 28].

(4) RLDP: For €;-differential privacy with VLDP, voter i chooses a
privacy parameter ¢; and enforces a randomization algorithm
Y; such that for any two record-neighboring datasets D; and
Di, and for any possible subset of outputs Y; of Y;, we have
P[Y;(D;) € Mi] <e€i xXP [Yj(Dl/-) € %]

In what follows, we further disambiguate the above four privacy
protection paradigms, and outline how each of them can be real-
ized.

First, VLCP can be achieved with the data aggregator setting a
universal privacy parameter € and perturbing the averaged moral
preference by adding Laplace noise to protect the privacy of each
voter’s complete data. Second, RLCP can be achieved in the same
way as VLCP when using Laplace mechanism. This is because the

e Voter-level privacy protection. Two datasets are voter-neighboring {1 sensitivity of the averaged parameter under RLCP is the same as

datasets if one can be obtained from the other by changing one
voter’s records arbitrarily.

e Record-level privacy protection. Two datasets are record-
neighboring if one can be obtained from the other by changing
a single record of one voter.

For completeness, we also consider the case of a trusted aggre-
gator and the case of an untrusted aggregator, where privacy is
achieved with centralized perturbation and distributed perturbation,
respectively:

e Centralized perturbation. When the aggregator is trusted by
the voters, the aggregator perturbs the aggregated information
(e.g., by adding noise) in a centralized manner to protect pri-
vacy. We refer to this as centralized perturbation.

o Distributed perturbation. When the aggregator is not trusted
by the voters, each voter independently perturbs her/his local
data (e.g., by adding noise) in a distributed manner for privacy
protection. We refer to this as distributed perturbation.

Permutating centralized/distributed perturbation and voter-level/
record-level privacy protection yields four alternative privacy pro-
tection paradigms: (1) voter-level privacy protection with centralized
perturbation (VLCP); (2) record-level privacy protection with centralized
Eerturbation (RLCP); (3) voter-level privacy protection with distributed
Eerturbation (VLDP); (4) record-level privacy protection with distributed
Eerturbation (RLDP).

(1) VLCP: For e-differential privacy with VLCP, the aggregator chooses
a universal privacy parameter € and enforces a randomization
algorithm Y such that for any two voter-neighboring datasets
D and D’, and for any possible subset of outputs Y of Y, we
have P[Y(D) € Y] < e X P[Y(D') € V].

that under VLCP, which will be proved in Theorem 1. Third, VLDP
is a strong privacy protection paradigm and can be achieved by per-
turbing each voter’s moral preference by adding Laplace noise to
protect each record in the dataset. Each voter i can choose a per-
sonalized privacy parameter €; to perturb her/his moral preference
accordingly, and report the noisy moral preference to the aggre-
gator. Finally, RLDP can be achieved by the same way as VLDP
when using Laplace mechanism. The reason is that the ¢; sensitiv-
ity of each voter’s parameter under RLDP is the same as that under
VLDP, which will be proved in Theorem 3.

However, achieving RLDP by adding Laplace noise directly leads
to limited utility even for weak privacy protection, as illustrated
in our experiments in Section 5. Therefore, to pursuing better util-
ity, we propose to adopt the functional mechanism [31], which en-
forces differential privacy by perturbing the object function of the
optimization problem, rather than the optimized parameters (i.e.,
each voter’s moral preference). Note that we can’t adopt the func-
tional mechanism to estimate the social preference parameter un-
der voter-level privacy protection or centralized perturbation. This
is because the social preference parameter is derived by averaging
the preference parameters of all voters instead of the solution of
the optimization problem. The functional mechanism itself is used
for analyzing and solving the optimization problem.

Thus, we will consider the above four privacy protection paradigms
to achieve differential privacy for ethical decision making of Al and
will propose three algorithms which cover the above four paradigms.
Specifically, the three algorithms are outlined as follows.

e VLCP/RLCP algorithm via perturbing the average moral pref-
erence parameters of all voters by Laplace mechanism.
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e VLDP/RLDP algorithm via perturbing the moral preference pa-
rameters of each voter by Laplace mechanism.

e RLDP algorithm via perturbing the object function of each voter.

In the following subsections, we will introduce the proposed algo-
rithms in detail.

4.2 VLCP/RLCP: Perturbing the Average Moral
Preference Parameters
In this section, we propose an algorithm to achieve VLCP and RLCP

by perturbing the average moral preference parameters estimated
from maximum likelihood estimation. Each voter i obtains its pa-

rameter Ei(Di) according to Eq. (3), which enforces the {1-norm
of Ei(Di) to be at most B. Then each voter i sends it to the aggre-
gator, and the aggregator computes the average estimate E(D) =
% Z{il Ei(Di), for D := {D1,Dy,--- ,DN}. The {;- sensitivity of
E with respect to neighboring datasets equals 2B/ N, since the max-
imal range that Ei(Di) can change is no greater than 2B by the
triangle inequality (see Theorem 1 for specific proofs). As shown
in Algorithm 1, after computing the average parameters of all vot-
ers, a random noise vector R will be drawn from the Laplace dis-
tribution [Lap( )] Then, the perturbed preference parameter
B(D) = e
parameter. Note that we may suppress the argument D; in 8;(D;)
and the argument D in B(D), B*(D) for simplicity.

ﬂ(D) + R is returned as the final social moral preference

Algorithm 1: VLCP/RLCP: Perturbing the Average Moral Prefer-
ence Parameters by Adding Laplace Noise

Input: voters pairwise comparison data D = {Dy, D, - - -
universal privacy parameter €, norm bound B
Output: noisy parameter *

1 for each voter i with data D; = {(Xl(i), Zl(i>), (X('> pr)} do
2 Apply MLE to estimate 8, of voter i with log—hkehhood function
L(Bi) = Sy m@(B] (X ~ Z")), subject to |6, < B:

3 voter i sends El- to the aggregator;

, DN}

4 The aggregator computes the average estimate: E = % Zf\i 1 E,—;
5 The aggregator draws a random Laplace noise vector

~ [Lap(ZE))¢
6 Return §* = B +R;

THEOREM 1 (PRIVACY OF ALGORITHM 1). Algorithm 1 satisfies e-
differential privacy for both VLCP and RLCP.

Proor. First, we prove that the sensitivities Ayrcp and Agrcp
with respect to voter-neighboring datasets and record-neighboring
datasets are both 2B/N under centralized perturbation, where

A = B(D)- B, (4
vLce D and D’ differing iIIIiléai)s(ingle voter’s records ”ﬁ( ) ﬁ( i @
Arrcp = max IB(D) = BD")Ilr- (5)

D and D’ differing in a single voter’s one record

LetD = {Dl,- - ,Dj, - ,DN}andD’ = {Dl, s ,D;,- .. ,DN}
be record-neighboring datasets such that D and D’ differ in only
a single voter i’s one record, ie., D; and D;. We assume D; :=

{(Xii),ZY)L (Xéi),Z;i)>, e ,(Xﬁli),Zfli)) }, where each dimension

ofX?)—ZY) is 1, and each dimension ofX;i)—Z;i) forje{2,...,n}
is close to 0, and D} := {(XY),,ZY),), (Xéi),Z;i)>, e, (Xﬁli),Zfli))
}, where each dimension of Xii) - Zii) is —1, and each dimension
ofX](.i) - Z](.i) for j € {2,...,n} is close to 0. Therefore, based on
Eq. (3), we know that each of the d dimensions of ; (D )and B;(D;)
are close to B and - d’ respectively. Given ﬂ(D) = N Z 1 /3 (Di)

andﬂ(D )= Nﬂ (D] )+ 4 ~ Zje{l 2. N}\{l}ﬂ](D]) the 51 -norm

difference between ﬁ(D) and ﬁ(D ) equals N ﬁ (D;) - ﬁ (D)),

which can be made to be arbitrarily close to %. Hence, the ¢1-

norm sensitivity of E with respect to record-neighboring datasets
is 215;

In a way similar to the above argument, the {1-norm sensitivity
of E with respect to voter-neighboring datasets is %. For voter-
neighboring datasets D = {Dy,- -+ ,Dj,--- ,Dy}and D’ = {Dy, - -
voter i’s dataset variants D; and D/ can differ arbitrarily.

Thus, we obtain Arpcp = Ayrcp = 2B/N. Recall that Algo-
rithm 1 considers the centralized perturbation paradigm and adds
noises drawn from [Lap( Izv—fi)]d to the average parameters of all
voters. From Laplace mechanism [11], it can be proved that Algo-
rithm 1 satisfies e-differential privacy for both VLCP and RLCP.

m}

We now analyze the utility of Algorithm 1. At the end of Al-
gorithm 1, the aggregator obtains the parameter vector of moral
preference B*, which can be understood as a noisy version of the
true result ﬁ We consider the utility of Algorithm 1 by analyzing
the probability that the p-norm of the estimation error * —ﬁ is no
greater than a given quantity «. To this end, we note that §* —E fol-
lows a d-dimensional multivariate Laplace distribution, with each
dimension being an independent zero-mean Laplace random vari-

able with scale m With h(p) denoting the probability density

function of random variable * — ﬁ being a given y, the expression
of h(pu) involves Bessel function. Hence, for general p-norm, it is

* — B = -
p ﬂ|p < “] = Ju Il <a h40) dpt Be
low we consider the special case of co-norm following [12], where

we use the union bound to present the utility result of Algorithm 1
in the following Theorem 2.

difficult to compute P [

THEOREM 2 (UTILITY OF ALGORITHM 1). For anyy € (0,1), Al-

gorithm 1 ensures ”ﬂ* - E” < a with probability at least 1 -y for

a = Ne -In(d/y).

Proor. WithR := ﬁ * E we know that R follows the probabil-
ity distribution [Lap( )] . Then denoting the d dimensions of R
by R[1], R[2 ],...,R[d] wehave

7|

:P[( max |R[k]|)2a]$
ke{L,2,....d}

~B|_ = o] =PUIRI. > al

>, PlIRIK]|a]

ke{1,2,..., d}
=d -P[|lLap(£L)| > a] =y fora := 2B -In(d/y),
where the step of “<” uses the union bound. m]

D,

i’

,DNn



This paper has been published as a full paper in ACM International Conference on Information and Knowledge Management (CIKM) 2019.

Algorithm 2: VLDP/RLDP: Perturbing the Preference Parameter of
Each Voter by Adding Laplace Noise

Input: voter i’s dataset D; = {(Xj, Z;)|j € {1, 2, ,nt},
personalized prlvacy parameter €;, norm bound B

Output: noisy parameter /3 ; of voter i
1 Apply MLE to estimate f; of voter i with log-likelihood function
L(Bi) = T} In®(B] (X; — Z))), subject to || ;11 < B;
2 Draw a random Laplace noise vector R ~ [Lap(ZB/e,-)]d;

— =
3 return B; = B, + R;

Theorem 2 shows that the utility of Algorithm 1 decreases as d
increases. This is confirmed by Figure 5 for experimental results.

From Theorem 1, both VLCP and RLCP assume a universal pri-
vacy parameter for all voters; i.e., the same privacy protection level
for all voters. In the following, we focus on proposing algorithms
with distributed perturbation so that voters can choose personal-
ized privacy parameters to achieve different privacy protection lev-
els.

4.3 VLDP/RLDP: Perturbing the Moral
Preference Parameter of Each Voter

This section introduces an algorithm to achieve VLDP and RLDP
by perturbing the moral preference parameter of each voter un-
der Laplace mechanism. Algorithm 2 shows the pseudo-code of
perturbing the preference parameter of each voter i with a per-
sonalized privacy parameter ¢;. Each voter i obtains its parameter
ﬂ (D;) according to Eq. (3), which enforces the £;-norm ofﬂ (Dj)
to be at most B. Then, the sensitivity of each voter’s parameter f;
will 2B since the maximal changing range of f; is no greater than
2B with respect to neighboring datasets (see Theorem 3 for the
specific proofs). Then, the parameter of voter i will be perturbed
as F: (Dy) = Ei(Di) + R, where R is a random Laplace noise vector
drawn from [Lap(ZB/si)]d.

After obtaining the noisy parameter of each voter i in a dis-
tributed way, the final social moral preference parameter can be
computed by averaging all voters’ parameters, that is f*(D) =
L 3N B;(Di)for D :={Dy,--- ,Dj,---
suppress the argument D; in Ei(Di), F;(Di) and the argument D
in B*(D) for simplicity.

, DN }. Note that we may

THEOREM 3 (PRIVACY OF ALGORITHM 2). For each voter i, Algo-
rithm 2 satisfies €; -differential privacy for both VLDP and RLDP.

. . e (D)
Proor. First, we prove that for voter i, the sensitivities AV LDP

and AEU)M pp Withrespect to voter-neighboring and record-neighboring

datasets are both 2B under distributed perturbation, where
Ayppp = max, [1B,(D:) = (D), ©

(2)
RLDP*

18:(Di) - B;(DPIr.  (7)

max
D,- and Dj differing in one record

For voter i, let D; and D} be two record-neighboring datasets.
Specifically, for D; = {(x\”, Z"y, (x{?, Z0y . (xP), Z0y ),

where each dimension of Xii) - Zii) is 1, and each dimension of

X]@ - Z]@ forje {2,...,
that each of the d dimensions of Ei(Di) is close to g For D; =
{(Xii)/, Zii)/>, (Xgi), Z;i)), cee, (XS), pr} }, where each dimension
of Xii) - Zii) is —1, and each dimension of X](.i) - Zj(.i) for j €
{2,...,n} is close to 0, we know from Eq. (3) that each of the d di-
mensions of Bi(D;) is close to — 7 B Hence, the £;-norm difference

between Ei (D;) and Ei (D)) can be made to be arbitrarily close to

n} is close to 0, we know from Eq. (3)

2B. Hence, for voter i, the {1-norm sensitivity of Ei with respect
to record-neighboring datasets is 2B.

In a way similar to the above argument, the {1-norm sensitivity
of Ei with respect to voter-neighboring datasets is 2B. Note that
voter i’s voter-neighboring datasets D; and D; can differ arbitrar-
ily.

Therefore, we obtain A(‘;)L pp = Agj)d pp = 2B.Since Algorithm 2

adds noises drawn from [Lap(ZB/el)]d to the parameter of each
voter i, thus it satisfies ¢;-differential privacy for both VLDP and
RLDP based on Laplace mechanism [11]. m]

THEOREM 4 (UTILITY OF ALGORITHM 2). For anyy € (0,1), Al-

gorithm 2 ensures

=28 .In(d/ y)

ﬁ “ < a with probability at least 1 — y

fora :

Proor. With R := Ej - Bi, we know that R follows the proba-
bility distribution [Lap(2B/€;)]¢
Theorem 2, we can easily obtain the conclusion of Theorem 4. We
omit the specific proof due to the space limitation. m]

. Then, by referring to the proof of

Our experiments in Section 5 will show that achieving VLDP/RLDP
by adding Laplace noise to each voter’s parameter will lead to a lim-
ited utility. Recall that VLDP (voter-level privacy protection with
distributed perturbation) itself is the strongest notion among four
paradigms focused in this paper. Thus, it accordingly has the worst
data utility. Clearly, we can know that the definition of RLDP is
relatively weaker than VLDP. However, RLDP holds the same low
data utility as the VLDP when using Laplace mechanism. There-
fore, in the next section, we focus on proposing a novel algorithm
which can achieve RLDP while ensuring a higher data utility.

4.4 RLDP: Perturbing the Object Function of
Each Voter

To further enhance the data utility, an alternative approach is to
perturb the objective function of each voter when conducting MLE
optimization. This is the functional mechanism of [31]. For compar-
ison, we will show in Section 5 (Figures 4 and 8(d)) that the func-
tional mechanism can provide better utility than adding Laplace
noise directly for record-level differential privacy.

In view of Eq. (2), we define V(l) X(l) Z](.i). We split the
log-likelihood function for voter i 6 {1,2,---,N} as
LBV e ny) = 2y (BT V). (8)

Later, we will focus on one arbitrary voter i, and omit the notation
i in the analysis for simplicity. Since the final parameter g is just
the average of each f;, we can process each f; one by one. We then



This paper has been published as a full paper in ACM International Conference on Information and Knowledge Management (CIKM) 2019.

split the objective function (8) for each record j € {1,2,--- ,n} as
(v, B) = n®(BTV)). ©)

Therefore, the optimal model parameter € for each voter is:
B° = argglaXZ 1 f(V}. B). (10)

We denote a d-dimensional vector f by (f[1],-- -, f[d]). By the
Stone-Weierstrass Theorem [22], any continuous and differentiable
f(Vj, B) can always be written as a (potentially infinite) polyno-
mial of (f[1],-- -, f[d]). For some W € [0, oo], we have

F0B) = ZW oy Sy, g, B, (11)

where /195,‘/,- € R is the coefficient of ¢(B) in the polynomial. #(f)
denotes the product of [1],- - -, f[d] for some ¢y, -- - , ¢4 € N (the
set of non-negative integers). ¥,,(w € N) contains the set of all
products of B[1],- - -, f[d] with degree w, that is
= {(13[1])”1(13[2])”2 (Bl | 2 e = w
Thus, we will express the objective function (9) for each user i

and each record j as a polynomial like Eq. (11). Let f; and g; be
two functions defined as follows:

g1V, B) = B7Vj and fi(z) = In(2). (12)

Then we have f(V;, B) = fi(91(V, B)). i
Using the Taylor expansion at 0, we write f(V}, B) as fp(f) be-
low:

f1 (0)

fo(B) = By 5o " BTV (13)
Then we adopt an approx1mat10n approach to reduce the degree

of the summation. In particular, we only use the value of fl(k)(O)

for k = 0,1, 2, where fl(k) denotes the k-order derivative. Specif-
. From f 1)(z) = Cg)((;)), we
get fl(l)(()) = /2/7. From fl<2)(2) -2 (z)-@(gz-(f)@-@ @ we have

fl(z)(O) = —2/r. Thus, we approximate fD(ﬁ) by

ically, we can compute f )(0) = ln

p 0
o) = xm, 52 IO gk (14)
For eachi € {1,2,--- ,N},] € {1,2,--- ,n}, we preprocess the

data to make ||X]<~i)||2 < 1/2 and ||Z](~i)||2 < 1/2. Then ||V]~(i)||2 <1
by triangle inequality. For simplicity, we suppress both i and j, and
write V. € DtomeanV € {V' : X' — Z'|{X’,Z’) € D}. Given

IVIlz = yZ¢_,(V[K])? < 1, we have $¢_ V[k] < Vd by Cauchy-

Schwarz inequality, where V[k] denotes the k-th dimension of the
vector V. Thus, from Lemma 1 in [31] and Eq. (14), we can compute
the ¢1-sensitivity A of the coefficient vector for §[1],---, f[d] in
Eq. (13) with respect to record-neighboring datasets as

A =2 - max ZW 1 Zgev,,

VeD A, V“
~ 2 uax (52 xf vie) +

2 (VZd/n + d/rr), which we denote by Aypper below.

0)
IT Yi<k,i<d VIKIV[]

After computing the sensitivity’s upper bound Aypper as above,
we inject Laplace noise with scale Aypper/€; to the coefficients of

Algorithm 3: RLDP: Perturbing the Object Function of Each Voter
Input: voter i’s dataset D; = {(X}, Z;)|j € {1,2, -+, n}} with
d-dimensional vector V; := X — Z;, objective function
fp; (Bi), personalized privacy parameter €;
Output: noisy parameter §; of voter i
Decompose cost function as f(V}, Bi) = f1(91(V}, Bi))s
Build an approximate objective function fDi (Bi), such that

R o

foi(Bi) = 27y Ty e @ (Vi B
Set Aupper = 2v/2d/ 7 +2d/7;
for each0 < w < 2do

L for each ¢ € ¥,, do

-

N}

[ S BTN

L Compute A(ﬁ = ZVjeDi /1¢"/j + Lap(Aupper/Ei);

7 Let £y, (Bi) = X2mg Spev, AgH(Bi)
p; = argmax i, (5o

i

3

©

Return f;;

the objective function and then solve the noisy objective function
to estimate the moral parameters 8} of each voter i. Algorithm 3
shows the pseudo-code of our algorithm. From the above analysis,
we have a Theorem 5 which follows the above analysis.

THEOREM 5 (PRIVACY OF ALGORITHM 3). Algorithm 3 satisfies €; -
differential privacy for RLDP.

The utility of Algorithm 3 is bounded by a small quantity, which
can be proved by following the utility analysis of the functional
mechanism in [31]. We omit the details due to space limitation.

5 EXPERIMENTAL EVALUATION

This section implements our proposed algorithms and evaluates
their performance on synthetic datasets and a real-world dataset
extracted from the Moral Machine, respectively.

5.1 Synthetic Data

We first present the experimental results on synthetic data. De-
note the true parameter of each voter i as §; which is sampled
from Gaussian distribution N (m, I;), where each mean m; for j €
{1,2,...,d} is independently sampled from the uniform distribu-
tion U(—1, 1), and I; is the dxd identity matrix with d being the di-
mension size (i.e., the number of features). By default, we setd = 10
when not specified. For each voter i € {1,2,..., N}, we generate
its n pairwise comparison via the following two steps (by default
n = 50 when not specified). First, we sample two alternatives x;
and x3 independently from the Gaussian distribution N(0, I ;). Sec-
ond, we sample their utilities Uy, and Uy, based on the Gaussian
distribution N (ﬁ;rxl, %) and N (ﬁ;rxz, %), respectively. To evalu-
ate the performance of our algorithms, we compute the accuracy
which is defined as the fraction of test instances on which the true
and noisy parameters give the same exact outcome. Besides, the
parameter B is set as B = 2 in the following experiments.

The results in Figures 1, 2 and 3 show high accuracies of our Al-
gorithms 1, Algorithms 2 and 3 on the synthetic dataset with the
privacy parameter € varying from 0.01 to 10; specifically, we con-
sider € € {0.01,0.02,0.03,0.05,0.07,0.09,0.1,0.2,0.3,0.5,0.7, 0.9,
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Figure 1: Accuracy of Algorithm 1 (VLCP/RLCP under Laplace
mechanism) vs. privacy parameter € on synthetic dataset.
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Figure 3: Accuracy of Algorithm 3 (RLDP under functional mecha-
nism) vs. privacy parameter ¢ on synthetic dataset.
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Figure 5: Accuracies of Algorithm 1 and Algorithm 3 vs. dimension
d on synthetic dataset.
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1,2,3,5,10}. Note that we here use the same privacy parameter e
for all voters and will analyse the personalized privacy parameter
specifically in the following. As shown in all figures, a smaller €
(i.e., higher privacy protection level) will lead to a lower accuracy.

Moreover, Figures 1, 2 and 3 (all with d = 10) show that for three
Algorithms 1, 2 and 3, a larger number of voters (i.e., N) or a larger
number of records (i.e., n) leads to better accuracy. This is because
our output is the average of each voter. Then with more voters,
each one is relatively less sensitive. Therefore, it can achieve better
accuracy (less noise) while keeping the same privacy.

We also compare the accuracies of three Algorithms 1, 2 and 3.
As shown in Figure 4, Algorithms 1 outperforms the other two al-
gorithms. Also, both Algorithms 1 and 3 have much better accuracy
than Algorithm 2. This is because Algorithm 2 realizes distributed
privacy protection by adding Laplace noise, which ensures strong
privacy guarantees, thus leading a relatively low data utility. In
contrast, Algorithm 3 also achieves distributed privacy protection
by perturbing the objective function instead of parameters directly,
which improves the data utility greatly. Therefore, Figure 4 illus-
trates the superiority of functional mechanism over Laplace for
record-level privacy protection with distributed perturbation.

Impact of the dimension d. Figure 5 shows the comparisons
of the impact of parameter d on the accuracy of the Algorithms 1
and 3. Due to the space limitation, we no longer present the result
of Algorithm 2 here since it has limited data utility as shown in
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Figure 2: Accuracy of Algorithm 2 (VLDP/RLDP under Laplace
mechanism) vs. privacy parameter ¢ on synthetic dataset.
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Figure 4: Comparisons of Algorithms 1, 2, and 3 on synthetic
dataset.

Figure 4. It can be seen from Figure 5 that the accuracy of both
Algorithms 1 and 3 will be decreased with the increase of dimen-
sion d. For Algorithm 1, the larger d means more information to
be protected so the accuracy will be reduced. For Algorithm 3, the
sensitivity will increase with the increase of d, thus leading to the
reduction of the accuracy when d becomes larger.

Impact of the personalized privacy parameters. We also im-
plement personalized privacy parameter choices for RLDP (i.e., Al-
gorithm 3) and conduct extensive experiments to show the impact
of the personalized privacy parameter on accuracies. Although Al-
gorithm 2 can also achieve personalized privacy protection, we no
longer present the result of Algorithm 2 here since it has limited
data utility and due to the space limitation.

We set personalized privacy parameter specifications based on
the findings from studies in [3, 19]. The voters are randomly di-
vided into three groups: (i) conservative, (ii) moderate, and (iii) lib-
eral, representing voters with high/medium/low privacy concern,
respectively. The fraction of voters in three groups are fc, fa, and
fL, where fc + fm + fiL = 1. We set default values as fo = 0.54,
fm = 0.36, and fi = 0.1, which are chosen based on the findings
reported in [3]. The privacy parameters € of voters who belong
to conservative or moderate groups are chosen uniformly at ran-
dom from [ec, epr] or [ep, €] correspondingly (and rounding to
the nearest hundredth), where ec € {0.01,0.05,0.1,0.2,---,0.5},
em € {0.05,0.1,0.15,0.2,---,0.5}, and ¢ = 1, and the default
values are underlined.

Then, we implement Algorithm 3 by setting personalized pri-
vacy parameters as specified above. Figure 6(a) shows the accuracy
of Algorithm 3 by varying the fraction of conservative voters fc
from 0.1 to 0.6 by setting n = 50 and d = 10. Note that for each set
of fc, the fraction of moderate voter is fixed as fa; = 0.36 and the
fraction of liberal voters is equal to 1 — (fc + far). We can observe
from Figure 6(a) the accuracy will be reduced when increasing fc.
This is because increasing fc will increase the number of conser-
vative voters (prefer for choosing small €) but decrease the number
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Figure 8: Accuracies of Algorithms 1, 2 and 3 versus privacy parameter € on real dataset from the Moral Machine.

of liberal voters (prefer for choosing large €), thus leading to more
noise injections and accuracy reductions.

Furthermore, Figures 6(b) and 6(c) present experimental results
on the impact on accuracy when varying the range of ec or ey,
respectively. Figure 6(b) shows the accuracy of Algorithm 3 when
varying ec from 0.01 to 0.5 by fixing moderate privacy parameter
as ey = 0.5 (rather than the default value of €); = 0.2 to ensure
ec < ey in all cases). It can be seen that the larger ec or N will
induce better accuracy. Besides, Figure 6(c) shows the accuracy of
Algorithm 3 when changing es from 0.05 to 0.5 by fixing ec = 0.01.
We can observe again that larger ejs or N will lead to better accu-
racy. What’s more, the accuracy of Figure 6(b) is higher than that
of Figure 6(c). This is because the conservative privacy parameter
in Figure 6(c) always equals to 0.01 and the fraction of conservative
voters is bigger than that of moderate voters.

Impact of the norm bound B. In addition, we also analyze the
impact of norm bound B on the accuracies of Algorithms 1 and 2,
as shown in Figure 7. It can be observed that the accuracy will be
relatively higher when norm bound around at 2 or 3.

5.2 Moral Machine Data

The Moral Machine data contain the moral decisions by voters
about ethical dilemmas faced by autonomous vehicles. Each voter
is asked to view 13 scenarios (i.e. n = 13), each of which includes
two possible moral dilemma alternatives. Each alternative is char-
acterized by 23 features (i.e. d = 23). We sample 200 voters’ data
(N = 200) from the Moral Machine dataset to evaluate our algo-
rithms.

Figures 8(a), 8(b) and 8(c) plot the accuracies of our Algorithms 1,2
and 3 on the real dataset for privacy parameters € from 0.01 to 10
and for different numbers of voters (i.e., N), respectively. The pri-
vacy parameter specifications follow the same settings of the syn-
thetic dataset in Section 5.1. As expected, larger N or larger € will
induce better accuracy for all three Algorithms 1,2 and 3.

In addition, Figure 8(d) shows the comparisons of three Algo-
rithms 1,2 and 3 with N = 100,n = 13. It can observe from Fig-
ure 8(d) that Algorithm 1 relatively outperforms Algorithms 2 and 3
and the Algorithm 2 has the lowest accuracy in all cases. This is

because Algorithm 2 follows a strong privacy definition with dis-
tributed Laplace perturbation, which leads to larger noise addition.
In contrast, Algorithm 3 also achieves distributed privacy protect
while ensuring a good data utility since it perturbs objective func-
tions instead of parameters. Thus, this demonstrates the superior-
ity of functional mechanism over Laplace mechanism for record-
level privacy protection with distributed perturbation.
Furthermore, extensive experiments for personalized parameter
settings are also conducted on the Moral Machine data, which fol-
lows the same privacy parameter specifications as Section 5.1. Fig-
ure 9 shows the accuracies of the Algorithm 3 under different per-
sonalized privacy parameters. Two figures in Figure 9 present the
impact of the conservative privacy parameters ec (resp., moderate
privacy parameters €)y) on accuracies by varying ec from 0.01 to
0.5 with epr = 0.5 (reps., ey from 0.05 to 0.5 with ec = 0.01). Both
figures show that larger ec or ejr will lead to higher accuracy.

5.3 Comparisons with No Privacy

To further show the effectiveness of our privacy-preserving algo-
rithms, we present the ratio of the accuracy of our algorithms to

the baseline method that with no privacy protection (i.e., solution

of Noothigattu et al. [21]). As shown in Figure 10, Algorithms 1 and 3
hold better accuracy than Algorithm 2 on both synthetic dataset

(with N = 50 and n = 100, Noothigattu et al’s method has 92.4% ac-
curacy) and real dataset (with N = 200 and n = 13, Noothigattu et

al’s method has 98.2% accuracy). In particular, we can observe that

Algorithms 1 and 3 can ensure greater than 80% accuracy when

€ > 0.3 and greater than 90% accuracy when ¢ > 1.

6 DISCUSSIONS AND FUTURE DIRECTIONS

Choice of €. Our algorithms adopt the formal notion of e-DP in
which smaller € means stronger privacy protection but less utility.
In the literature, typical € values chosen for experimental studies
are mostly between 0.1 and 10 [2, 19, 28]. In the industry, both
Google Chrome and Apple iOS have implemented e-DP (in partic-
ular, a specific variant called e-LDP [8]). In Google Chrome [13], €
per each datum is at most 2, and € per each user is at most 9. Apple
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eters with ¢; = 1 on real dataset from the Moral Machine.

claims that € per each datum per day in iOS is between 1 and 2, but
a recent study [25] shows that it can be as high as 16.

Privacy Protection for Crowdsourced Data Collection for
Fairness Studies of Machine Learning. Fairness of machine learn-
ing algorithms has received much interest recently [24]. Among
various fairness notions, demographic parity means equalizing the
percentage of people who are predicted by the algorithm to be
positive across different social groups (e.g., racial groups) [9]. Sri-
vastava et al. [24] have collected a large crowdsourced dataset to
capture people’s perception of fairness of machine learning. As a
user’s perception of fairness may contain sensitive information, a
future direction in the same vein as our current paper is to preserve
the privacy of users in the aggregation of fairness preferences.

7 CONCLUSION

This paper incorporates privacy protection into crowdsourced data
collection used to guide ethical decision-making by AL Based on
the formal notion differential privacy, we proposed four different

privacy protection paradigms with the consideration of voter-/record-

level privacy protection and centralized/distributed perturbation.
Then, we specifically propose three algorithms which achieve the
above four granularities of privacy protection paradigms. We have
proved the privacy guarantees and the data utilities of our algo-
rithms. To show the effectiveness of our algorithms, extensive ex-
periments have been conducted on both synthetic datasets and a
real-world dataset from the Moral Machine project.
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