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Abstract—A hot topic in data center design is to envision lower the risk of multiple correlated failures such as banid
geo-distributed architectures spanning a few sites acroswide cable cuts, energy outages, or large-scale disasters [2].
area networks, allowing more proximity to the end users and  Athough DC distribution has positive side-effects, the de
higher survivability, defined as the capacity of a system toperate ian decisi th b d locati f DC sit d
after failures. As a shortcoming, this approach is subject® an sign ec!5|on on . e nu_m er an_ ocafion o Sites needas
increase of |atency between servers, caused by their geoghic to take Into Cons|derat|0n the Increase Of network |atency
distances. In this paper, we address the trade-off betweeatency between Cloud servers located in different sites, and tls¢ co
and survivability in geo-distributed data centers, through the tg interconnect sites in wide area networks (WANSs). Thetatt
formulation of an optimization problem. Simulations consdering  5gpact typically depends on various external factors, sisch
realistic scenarios show that the latency increase is sididant the traff trix inside the DC and CAPEX iderati
only in the case of very strong survivability requirements, e traflic ma_l rx insidae the ar_1 considerations.
whereas it is negligible for moderate survivability requirements. The former is of a more operational nature and becomes
For instance, the worst-case latency is less than 4 ms whenincreasingly important in Cloud networking as even a few
guaranteeing that 80% of the servers are available after a fdure,  milliseconds of additional delay can be very important ia th
in a network where the latency could be up to 33 ms] delivery of advanced services [1]. In this work, we concatetr

l. INTRODUCTION on the trade-off between survivability and interconnattio

i _latency in the design of geo-distributed DCs. Hence, we hode
Cloud computing can take advantage from server consohqﬁ—e DC design as an optimization problem meeting both
tion provided by virtualization, for management and lagist survivability and latency goals.

aspects. Virtualization glso allows the distribution ofo@d In a general picture, survivable geo-distributed DC design
Servers across many sites, for the sa_ke of fault-recovetly Ycently started to be addressed in the literature, fogusin
surV|yab|.I|ty. Indeed, the current trend |n.da'.[a centerI@t- optical fiber capacity provisioning between DC sites [3], [4
working is to create a geographically-distributed ardttitee 5; A common characteristic of these works is that they pro-

spanning a few sites across wide area networks. This allowspbse optimization problems to minimize the cost to provisio

reduce the Cloud access latency to end users [1]. In additiﬂ'étwork capacity and physical servers, leaving surviitgtsls

geo-distribution can guarantee high survivability agasi® 5 onsyraint. Also, they assume that all services and desnand
failures or disconnection to clients. Virtual machines (M .o ynown at the time of DC design. The propagation delay
can in this way span various locations, and be instantiad;ed(%used by geo-distribution is only considered(in [4], alijio
a function of various performance and resiliency goals,emnqt does not provide an explicit analysis of the trade-offien
an appropriated Cloud orchestration. The main motivations41ency and survivability. Our work adds to the state of the a
build up a geo-distributed DC are typically: in that we optimize both latency and survivability to assess
« the achievable increase in DC survivability, hence avai!heir trade-off and answer to different Survivabi"tyﬂﬂty
ability and reliability; requirements. Hence, we isolate these two metrics by iggori
« the reduced Cloud access delay thanks to the closer lag@ier factors such as physical costs (i.e., bandwidttzatibn
with some users; and cost to build a DC site). Furthermore, our conclusioes ar
« the possibility to scale up against capacity constrainigdependent of the services supported by the DC and of the
(electricity, physical space, etc.). traffic matrix generated by them. We claim that the physical
We concentrate our attention on the survivability aspebe Tcost and the traffic matrix are undoubtedly important fastor
survivability of a Cloud fabric can be increased by disttibg to consider in DC design. However, these factors should be
the DC over many sites, as much as possible, inside a giignored at a first approximation to better analyze the traitle-
geographical region. The larger the geographical regioa, tbetween latency and survivability.
Our simulation results show that in irregular mesh WANs
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Fig. 1. Example of a geo-distributed DC composed of inteneated sites. Our model captures the characteristics of a DC deIivering
laaS (Infrastructure as a Service) as main service type. In
. . . o the laaS model, a DC provider allocates VMs to its clients,
racks stay operational after any single failure, while @asing ;e in turn can have the possibility to remotely managé the
the maximum latency by_ only 3.6 ms when compared 13as to some extent (computing resources allocation, alirtu
the extreme case of a single DC site. On the other hary king, automated orchestration or manual migrations,)et

very strgng survivabili_ty requiremepts mig_ht incur in."f‘ I’migA rack can host VMs from different clients, and each client
latency increase. For instance, by increasing the suriiab gp o paye multiple VMs distributed across different raaksl

guarantee from 94% to 96% of racks considering single failubc sites to improve survivability and flexibility

cases, we observe that the latency may increase by 46%. As the VM of 4 ai lient tentiall distributed
This paper is organized as follows. Sectibh Il presen s he VIVIS of a given client are potentially geo-aistrioute

our modeling choices and design criteria, and Seckigh rézgt-a\e/alﬁ-bllgocnin at}fe;n?aﬁars‘:sd E)%;%ags go%r.c;?r%';? or
describes the related optimization problem. Sedfidn I\orep v \grati PUres. 9 IStribat

our simulation results and Sectibi V concludes this work. th_ere_fore meets 'a"?‘s availability requwgments b_y allgdrs-
tribution of computing resources over different sites. ldver,

1. DATA-CENTERNETWORK MODEL since laaS’s VMs may intensively communicate with each

Our DC model is based on the following assumptions: other, the geo-.dlstrlbutlon increases the distance bet\rmé(s

. i ) and thus can impact the performance of the applications run-

« the smallest DC unit is a rack, which consists c_)f Severﬁ[:]g on the VMs. Obviously, a Cloud infrastructure wheres thi
servers connected bY a top-of-rack_ (ToR) switch. T'}?adeoff is well adjusted can provide better VM allocation t
servers_also have their external traffic aggregated by tﬁug clients, considering survivability and latency reguirents.
ToR switch; ) ) , ) This is a constant concern in Cloud networking, especialty f

« there are many DC site candidates in a given geograplig, e area network communications, where even an ircreas

region where we can install a given number of racks. W& 1 “i5 in RTT can represent a substantial performance

C"’I‘" tge siteactive if it has at least ﬁne m;talled rack:  gegradation given the stringent /O delay requiremefts [7]
« Cloud users access _DC services through gateways (lmﬁre'xt, we detail the two goals analyzed in this work. The main
net dependent or private) spread across the WAN;

) notations used in this work are provided in Tafle I.
« only some DC sites have gateways for Cloud access

traffic, as it happens in the current practice;
o we account for link and node failures, where a node 5& Survivability goal
a WAN switch/router or a DC site, and a link is the

physical medium interconnecting a pair of nodes. EachTo quantify the survivability of a geo-distributed DC, we
link or node belongs to one or more Shared Risk Groupge the concept of “worst-case survival” defined fin [8] as
(SRGs), where an SRG is defined as a group of elemefig fraction of DC services remaining operational after the
susceptible to a common failure][6]. For example, aforst-case failure of an SRG. In the following, we thus
SRG can be composed of DC sites attached to the safafer to “survivability” asthe smallest fraction of total racks
electrical substation. available after the failure of any single SRG. In fact, by
Figured depicts an example of the reference scenario, whasing the smallest fraction of racks, we consider the worst-
DC sites can host a different number of racks. Dependigse failure. We believe that this definition of survivaiis
on the WAN topology and on the density of gateways, difrery appropriate for geo-distributed DCs providing ladB¢ce
ferent survivability and interconnection latency levelde having less than 100% of connected racks does not necgssaril
achieved, as described in the next paragraphs. imply a degraded availability, i.e., a given service canipet



delivered. Formally, our survivability metric is computad: no failures, to better analyze the trade-off between latenc
and survivability. Upon failure, alternative paths are st
(ZkeAf Tk)

$ = min

(1) If these paths have higher lengths, the latency increases.
feF R

[1l. PROBLEM STATEMENT
whereF is the set of all SRGsR? is the total number of racks oy DC design problem has the twofold objective of max-
distributed among the DC sitesl; is the set of accessiblenizing the survivability while minimizing interconneoii

subnetworks after the failure of SRG andry, is the number |yiency |t takes as parameters the latency between DG sites
of racks in the accessible subnetwdrk: A;. An accessible g gjze of each DC site (i.e. the number of supported racks),
subnetwork is defined as a subnetwork that is isolated rofke information, and the number of racks to allocate. The
the other subnetworks, but that has at least one gateway, @t indicates how many racks to install in each site asd, a
the outside world. Recall that, after a failure, the network consequence, which DC sites to activate. The problem can

can be partitioned into differgnt subnetworks. If a submtw be formulated as a Mixed Integer Linear Program (MILP) as
does not have a gateway, its racks are not accessible fr§fiows using the notations of Table I:

the outside world and thus cannot deliver DC services. For
example, if in Figurd]l the links B and D fail, the network l

is split in two accessible subnetworks: one composed of DC maximize (1 - 8)s - ﬁme 3)
sites 1, 2, and 3; the other composed of DC sites 4 and 5.
Considering another failure scenario, where only link Asfai subject to Z My, —sR>0 VfeF. 4)
the network is also split in two subnetworks. One subnetwork i€D
is accessible and composed of DC sites 1, 3, 4, and 5. The I Ao — Ao > —Aid

. . . 15 We 1y Wy — J
other subnetwork, composed of DC site 2, is not accessible . o (5)
since it does not have a path to a gateway. Hehce, 4, 7+ Vi,j €D, i <.
in Equation[1 is the number of accessible racks after failure Ru;j—x; >0 VieD. (6)
of SRG f. ,

According to this definition, the survivability metric as- ui <@ VieD. @
sumes values in the intervid, 1]. It assumes the minimum sz —R. (8)
value (zero) when all DC racks are in sites affected by a singl ieD
SRG. The maximum value (one) occurs V\{her_l th_e netw_ork has v, < 7, VieD. @)
a certain level of redundancy and the DC is distributed irhsuc
a way that no single SRG can disconnect a rack. §s>0, >0, z;>20VieD. (20)
B. Interconnection latency goal seR; 1eRy w;€{0,1},VieD; x,€Z Vi E(D-)

11

We consider that the DC interconnection latency is mainly L . . .
due to the inter-DC path’s propagation delay. That is, we The objective given by Equatioril(3) maximizes the sur-

. , . vivability s, as defined in Equationl 1; whereas it minimizes
der that th twork Il d and that th ’ . X . ’
consider that the nNework 1S e provisioned an a the latencyl, as defined in Equatidd 2. The trade-off between

latency due to congestion and retransmissions at inteatedi R ) . X
nodes is negligible. Under this assumption, we quantifylahe 'a‘e'?cy angl survivability is adjusted in Equatidd (3) b_y the
scaling weight) < 8 < 1. AlSO, L. = max; jep(Aij) iS

tency for DC interconnection dke maximum latency between . .
pairs of active DC sites, considering all possible combinations. used to normahz@ to the mterval[_(), 1]. Hence, botl and's
fgsume values within the same interval.

Choosing the maximum value as reference metric is import - Equationg]1 arid 2 i i ize th
to account for the fact that the VMs allocated to a given tlien Ince Equation a are nonlinear, we finearize tnem

may be spread over many sites. Thus, the maximum laterfty " Equations[i4) andl(5), respectively. For survivapili

corresponds to the worst-case setting, where VM cons@ialat aB’pIymg Equatlon[(l4)_ is equivalent 10 seto be less than or
is conducted independent of site location or there is notigho equal to the value defined by Equatidn 1. As Equalidn (3) tries

capacity to perform a better VM allocation. Formally, ouFC;I'nngiie rt:ﬁ Sltjr:\é'vsa;)r'rl]'? \évl'"ehz\sle.;hEe h%]:r?tlpoji'lr?lethe
latency metric is computed as: value, assuming valu in Equ - Using

same reasoning, Equatidd (5) forées assume the maximum

I = max (A uu;), (2) latency between two active DC sites. To force Equatidn (5) to

“ieD consider only active DC sites, we use the binary variables

whereD is the set of DC sites)\;; is the propagation delay u;,i € D. Hence, if eitheru; or u; are zero, the constraint
between the sites and j, as defined above, and; is a is not effective (e.g., ifu; = 0 andu; = 1, the constraint
binary variable that is true if at least one rack is installeid I > 0). The constraints defined by Equatioh$ (6) ahd (7)
in site ¢. We consider that\;; = Aj;, as paths using L1/L2 are used to set; = 0 if ; = 0, andu; = 1 if z; > 0.
inter-DC WAN links are commonly set to be symmetric. IEquation [B) is applied to force the total number of racks
is important to note that in the design problem describad place ), while Equation[(P) limits the number of racks
below, the interconnection latency is evaluated when thege (x;) allowed in each sité, respecting its capacity;. Finally,
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Fig. 2. RNP topology, with 27 sites and 33 links between them. Fig. 3. RENATER topology, with 45 sites and 54 links betwekent.

Equations[(I0) and_(11) specify, respectively, the boumds a
domain of each variable.

The latency parameters,; are computed over the shortest
paths between the DC sitésand j. The binary parameters
My, are evaluated by removing from the network all elemeni[ 5 o oo o
(nodes and links) of SRG@. Then, we analyze each DC site
1 € D to check if it has a path to a gateway. Obviously, if &
DC site is on the analyzed SRG, it is considered disconnecte

A Gateway

IV. EVALUATION

We perform our analysis using real Research and Educati
Network (REN) topologies formed by many PoPs (Points c
Presence). We thus consider that each PoP is a candid
DC site. We adopt the WAN topologies of RNP (Figlide 2
in Brazil, RENATER (Figure[B) in France, and GEANT
(Figure[d) in Europe. Each figure shows the DC sites and
gateways of a given topology. For the sake of simplicity, we Fig. 4. GEANT topology, with 42 sites and 68 links betweennthe
only specify in the figures the names of the sites that are
mentioned along the text. Note that each topology covers a
geographical area of different size. RNP and GEANT with We set to 1024 the total number of racRsto install. This
respect to RENATER both cover a much larger area, withraimber of racks was arbitrarily chosen, since the allonatio
surface more than 10 times larger than metropolitan Frandepends on the relationship betweBnand the capacityZ;
However, RENATER has more nodes than RNP; whereafeach site; and not on any absolute values. In addition, we
GEANT has a number of nodes close to RENATER. perform the evaluation for differerf; values (and consider-

We use IBM ILOG CPLEX 12.5.1 as solver for the MILPing, for simplicity, that all DC sites have the same cap3gcity
problem. In addition, we adopt a single failure model, witfrinally, to make the results independent of a spedifi@lue in
one SRG for a single failure on either a DC site or a link. Thequation [[B), the simulation is performed for the entiregen
distance over a link is estimated as the length of a straighft 3 (specifically, from0 to 1 in steps 0f0.05).
line between the centers of the two cities; the propagationWe plot in Figure[b the normalized latency versus the
delay is hence directly proportional to the distance, and vsarvivability for all networks, using the simulation dafehe
use a propagation speed ®fx 108 m/s, which is a common normalized latency is simpIyL"fT, where L, .. IS indicated
assumption for optical fibers [9]. We use NetworkX][10] as the captions corresponding to each topology. Recall that
graph analysis toolbox. Lya: is the maximum latency computed over a shortest

D Nicosia

10 Jerusalem




path between any two DC sites, active or not. Each curve 1

in Figure[ represents a different rack capacityassigned 3z 1% -
to all DC sites (64, 128, 256, or 1024). Note that, assigning & 081 256 .8 B
a capacity of 1024, we assign full capacity to a single site 0.6 1024 [N
since all racks can be put there. Each data point in Figlre 5?; e'éi
is obtained by plotting the values of normalized Iatencyz 0.4 ¢ E ]
and survivability achieved for the same For example, for 5 5,1 J
RENATER in Figure[5b with a capacity of 1024, we have < EjJ
a data point with a survivability 00.89 and a normalized 0 ‘ DU
latency of1.47, obtained using3 = 0.45 in the simulation. 0 01020304 _0'5 _9'6 0.708 09 1
Note that the x-axis evolves on the opposite direction3pf Survivability
since a largep increases the importance of the latency over (@) RNP, Lmag = 32.37 ms.
the survivability.
Results show a similar behavior for all topologies: for high 1 64 @
survivability values, a small gain in survivability repeggs a § 08| 128 ke
high increase in latency. This happens because in all considg ' 1(2)52’3 o ;
ered networks there are always a few nodes far away from theg 0.6+ i
others. Therefore, when survivability requirements iases X 04l e--i;i |
(i.e., 8 decreases), these nodes are chosen because of lagk B
of options. Thus, a slight improvement on survivability is g 0.2t A--:-;-fj
achieved by inducing a severe increase in latency. As an o ERTTIoee - o
example, for a full capacity (1024) setting and a survivabil 0 0 0102 03 04 05 06 07 08 09 1
of 0.96 in GEANT, the DC sites in Nicosia (Cyprus) and Survivability
Jerusalem (Israel) are chosen, each one with 34 racks. As
shows Figurd14, the path between these sites pass through (b) RENATER, Limaz =7.12 ms.
the node in Frankfurt (Germany), having a total length of .
5,581 km, which results in the maximum normalized latency __ 1 64 @ T
of 1.00 ' = Lmax = 27.9 ms) as shown by Figurél5. £ og| 323 jl'jl'l'a'l'l'l'l'
When the survivability decreases t95, the worst case ® 1024
for latency becomes the path between Riga (Latvia) andg 0€/
Bucharest (Romania). This path has a length of 2,267 km%‘ 0.4l @3
which represents a normalized latencyof0 (I = 11.33 ms). E %
Conversely to the previous results we observe that, for2 027 .
lower survivability values, a significant increase in sufvi 0 e s - L
ability produces a small increase in latency. As an example, 0 0.1 0.2 0304 0506070809 1
Figure[Bb shows that by varying the survivability frobmb Survivability
to 0.75 with a rack capacity of 256, the normalized latency (c) GEANT, Limax = 27.9 ms.

has a negligible increase from06 (I = 0.42 ms) to 0.08

(I = 0.58 ms). Hence, it shows that with very low latency

values, the network can still achieve a moderate level of

survivability. Considering all networks, the maximum iease

in latency when improving the survivability from 0 to 0.5 et decrease the DC site capacity, the curves start from higher

negligible value of 0.70 ms, which happens in RNP networRUrvivability values, since a lower capacity forces the [C t

In this same network, a survivability 6£80 is achieved with be more distributed into different geo-locations. For eplm

only 0.11 (I = 3.6 ms) of normalized latency. The low latency@SSigning a capacity of 64, we are imposing at légét = 16

values achieved even with moderate levels of survivabiliictive DC sites. However, this minimum number of activessite

are a consequence of a common characteristic among f@uces the solution space an thus can lead to worse latency

considered networks: all of them have a high DC site densitglues. Hence, for some networks, the first data point (i.e.,

in a given region and they do not disconnect together. ARinimum survivability, achieved whefi = 1) has a higher

an example, we can cite the nodes in the northeast of Brad@fency as we decrease the capacity. After this point, all th

(e.g., Natal, Campina Grande, Recife, etc.) and in the so@ta points lie on the full capacity curve for all networks.

of France (e.g., Toulon, the two nodes in Marseille, etcg. W In a nutshell, if the survivability requirement of a DC is not

can thus spread DC racks in these regions without a significarry high, it is easy to ensure moderate values of surviigbil

latency increase. without experiencing a significant latency increase in WAN
The behavior highlighted above is valid for different sitenesh networks. However, moving the survivability to values

capacities, as seen in Figurk 5. One difference is that, as elese to 1 increases a lot the latency and may impact the per-

Fig. 5. Latency vs. survivability.
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Fig. 6. Survivability vs. number of active DC sites.

formance of DC applications with tight latency requirensent
Note that these conclusions are valid for the three topekgi

Also, for a given capacity, the network can have different
survivability levels for the same number of active DC sites.
When observed, this behavior occurs only for the minimum
possible number of active sites imposed by the capacity, (e.g
1924 — 4 for a 256 capacity) achieved wheh= 1, where the
survivability is not considered in the problem.

V. CONCLUSIONS ANDFUTURE WORK

In this work we have analyzed the trade-off between la-
tency and survivability in the design of geo-distributed DC
over WANs. Simulations performed over diverse and realisti
scenarios show that when the DC survivability requirement i
very high, a small improvement on the survivability prodsiae
substantial increase in latency and hence a substantisdakex
in laaS performance. This is essentially due to the presehce
very long paths for a few pair of nodes. At high survivability
levels, our results show that an increase of 2% (from 0.94
to 0.96) in the survivability level can increase the latebgy
46% (from 11.33 ms to 27.9 ms). On the other hand, when the
DC survivability requirement stays moderate, the sunilitstb
can be considerably improved with a low latency increase.
Considering all the WAN cases, the maximum latency increase
is 0.7 ms when improving the survivability rate from 0 to 0.5.
In addition, we observe in the considered WANs a maximum
latency of 3.6 ms when the survivability is 0.8.

At present, the legacy situation is mostly characterized
by monolithic DCs with a single or a very low number of
sites, hence guaranteeing a very low survivability agasitet
failures, as often experienced today by Internet users. Our
study suggests that, considering a realistic scenario of DC
design over wide area networks, increasing the geo-dig&ib
DC survivability requirement to a moderate level only h#teli
or no impact on laaS delay performance.

As a future work, we plan to extend our study to include
other objectives and constraints in the optimization peohl
such as the network cost and the latency for end users.
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