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Abstract—This paper studies the private key generation of the eavesdropper but also from all the helper node. The works
a cooperative pairwise-independent network (PIN) withM + 2 in [11], [12] utilized estimates of wireless channels foe th
terminals (Alice, Bob and M relays), M > 2. In this PIN, ey generation in cooperative wireless networks, in whieh t

the correlated sources observed by every pair of terminals re . e ; .
independent of those sources observed by any other pair of relay nodes provide additional resources of wireless fadin

terminal. All the terminals can communicate with each otherover ~ channels. In[[I1], a relay-assisted algorithm was propased
a public channel which is also observed by Eve noiselesslyh& enhance the secret key rate for the scenario without secrecy

objective is to generate a private key between Alice and Bobnder  constraints at relays, and then an XOR-based algorithm was
the help of the M relays; such a private key needs to be protected proposed to generate a relay-oblivious key, (i.e., privg).

not only from Eve but also from individual relays simultaneously. | ltioant | idered to help th
The private key capacity of this PIN model is established, wbse ' [12], a multi-antenna relay was considered to help the

lower bound is obtained by proposing a novel random binning legitimate terminals to generate a secret key, and then the
(RB) based key generation algorithm, and the upper bound is optimal attacker’s strategy was characterized to minintiee
obtained based on the construction of\/ enhanced source models. secret key rate when Eve is an active attacker.

The two bounds are shown to be exactly the same. Then, we g nroplem of private key generation is investigated i thi

consider a cooperative wireless network and use the estined of Wi i ticul tive PIN del with
fading channels to generate private keys. It has been showmat ~P2P€r. VW€ consider a parlicular cooperative model wi

the proposed RB-based algorithm can achieve a multiplexingain M + 2 terminals (Alice, Bob,M relays) and an eavesdropper
M — 1, an improvement in comparison with the existing XOR- (Eve), whereM > 2. Under the help of relays, Alice and Bob

based algorithm whose achievable multiplexing gain isM] /2. ish to establish a private key which should be protectethfro
Index Terms—PIN model, Private key capacity, Multiplexing not only Eve but also from individual relays simultaneously
gain One of the main contributions of this paper is to find the
|. INTRODUCTION private key capacity of this PIN model. To obtain the lower
The pairwise-independent network (PIN) was introduced mound, we propose a novel algorithm for generating the fmiva
[1] for secret key generation. Since then, many other relatkey. Specifically, using the observations at relays and the
works have also investigated a variety of PIN models (€2} [ transmissions over the public channel, Alice and Bob first
[4]), and each of them aimed to find the secret key capacity afree on) common messages, each of which is open to
a particular PIN model. The PIN model is actually a special certain relay. Then a random binning process is adopted
case of the multi-terminal “source model [5[.1[6], in whichin the key distillation step to map these insecure common
the correlated sources observed by every pair of termimals anessages into a private key. Such an algorithm is termed as
independent of those sources observed by any other pairtled “RB-based algorithm” for simplicity. On the other hand,
terminal. Note that the so-call “source model” was first gdd the upper bound of the private key capacity is obtained by
by Ahlswede and Csisar for generating secret keys betwemmsidering)/ enhanced source models, each of which relaxes
two terminals using their correlative observations andlipubthe secrecy constraints on some relays, and assumes that the
transmissions [7]. relay observations are known by Alice or Bob in advance. Such
In recent years, the PIN model has been applied to practieal upper bound is tight and matches with the lower bound.
wireless communication networks for key generation. BasedThe proposed RB-based private key generation algorithm
on channel reciprocity, the correlated source observaiiorm in the PIN model can be extended to more practical wire-
PIN model can be obtained via estimating the wireless faditess communications. In particular, we consider a cooperat
channels associated with legitimate terminals. This isabse wireless network, in which Alice, Bob and th&/ relays
all the wireless channels in a network are mutually indepehd use estimates of wireless channels as the correlative esourc
as long as the terminals are half-wavelength away from eaghservations. It is assumed that Alice and Bob are far away
other [8]. This physical layer (PHY) security approach hesrb from each other, sthere does not exist the direct link between
recognized as a promising solution for generating secrgt k&lice and Bob. Compared to the XOR-based algorithniid [11]
in recent years (e.g/ [[9]=[12]). whose multiplexing gain i$M | /2 for the considered wireless
Existing works have demonstrated that user cooperation aagtwork, the proposed RB-based algorithm achieves a larger
effectively enlarge the key capacity by introducing addifl multiplexing gaini/ — 1.
helper nodes for cooperative key generatioh [5],] [11],] [12]
The work in [5] first studied cooperative key generation
(including the generation of secret keys and private keys)Consider a DMS model, where Alice and Bob, with the help
in a single-helper discrete memoryless source (DMS) modef, M > 2 relays, wish to establish a private key that needs to
where the private key needs to be protected not only frobe protected from Eve and individual relays simultaneously
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relays are assumed to be curious but honest: they will comply M + 1, Alice generates an indek; € {1,--- ,2”’5”}
with the proposed transmission schemes for helping Ali@é an  according top(f;|z", f\=1); in rounds( satisfying !

Bob to generate a key, but would also try to intercept the key mod (M + 2) = 0, Bob generates an inde¥; <
information if they can[[Il]. The nodes can communicate to  {1,---,2"%} according top(f;|z, f'~1).

each other over a noiseless public channel whose capacity is  (ii) Two decoders, one for Alice (decoder 1) and the
infinite, but the transmitted information over the publi@ohel other for Bob (decoder 2). After receiving therounds

is also available to Eve noiselessly. Eve is passive in theese of transmissions (i.eE'Y = {Fy,--- , F,}) over the public
that it only receives but not transmits information. channel, decoder 1 generates a randomiKgyaccording

to K4 = Ka(X7%,F?); Decoder 2 generates a random

X =Y key K according toKp = Kp(X2, F9).
Relay 1 O e A private key rateR is said to beachievableif there exists
a(2nfa ... 2nfa) code such that
X! =YY
P " PooAes Pr(K Kp) <k, 2
Xi=W Yy ) Relay 2 Q Xo =Y ) 1T( AF B) S € 2
O O ~H(Ka)> R~ 3)
ice E ) 1 1
Al Bob —H(Ka)> ~log|Ka| — e, 4)
X =Y @ 7 "
reiynr () ot SI(Ka; X, F) <, forVme {1, M}, (5)

where |IC4| denotes the size of the alphabet of the key

K 4. Note that the secrecy constraints i (5) implies that
Forvm e {1,--- ,M}, letY,, 4 andYy, ,, denote the cor- the relays are assumed to ben-colluding.

relative source observations at Alice and refayrespectively. e The private key capacit;CK is the supremum of all

Y., andYp ,, denote the correlative source observations at achievable rate®. le) is used to denote the private key

Fig. 1. The considered cooperative PIN model with relays.

Bob and relaym, respectively. Specifically, Alice observes capacity with deterministic encoding and key generation
i.i.d. repetitions of random variabl& 4 = (Y1, 4, ,Yam,4), functions. According to[[l5],0§g) = Ck, which means
denoted byX7} = (Y4, -+ ,Y}; 4); Bob observes: i.i.d. that randomization is useless for key generation in the
repetitions of random variableXg = (Yi.5,---,Ya.B), addressed source model.

denoted byX 7 = (Y"p, -+, Y3} p); relaym observes: i.i.d.

repetitions of random variabl&,, = (Ya.m, Y5 m), denoted I11. PRIVATE KEY CAPACITY OF THE PIN MODEL

by X7, = (YA, Y ). This DMS model is a PIN in the  For simplicity, we first define

sense that]1]
) _ IZ-:min{I(K7A;YA7i),I(Y}73;YBJ-)},Vz’E {1, 7]\/f}
I(Yia, Yo {Y)8, Y5, : (4, B) # (i,)}) = 0, (6)

fori,je{l,--- M}, € {A B}. (1) Furthermore, these parameters are ordered accordihg,te

This means that Alice and relay: have access to a pair/(z) = --- < I Then the private key capacity for the
(Yyn.4, Ya.m) Which is independent of any other pair of sourcgonsidered scenario is given in the following thgorem.
observations, so i€/, 5, Y5 m ). Note that there does not exist Theorem 1: For the considered PIN model witl relays,
correlated source observations between Alice and Bob, ¢ Private key capacity is given by

private key can be generated only via the help from the relays M
Moreover, we do not consider correlated sources observed by Ck = Z*’i —  max I (7
any pair of relays, since the common randomness shared by i=1 me{l,, M}
any pair of relays cannot contribute to the private key rate. M-1
More definitions are given as follows. =Y Iu. (8)
1=1

o Without loss of generality, assume that the nodes use the ) . ]
public channel to communicate in a round robin fashion ~Proof: The achievability part is proved by a novel RB-
over g rounds. Letl < [ < gandl < m < M. basedkey generation algorithm that is based on two steps: ke

Specifically, relaym transmits during roundsthat satisfy agreementand key distillation. In the key agreement stépe A
I mod (M+2) = m; Alice transmits during roundsthat and Bob can agree al/ common messages, each of which is

satisfy! mod (M +2) = M + 1; Bob transmits during revealed to a certain relay. In the private key distillatatap,

rounds! that satisfyl mod (M -+ 2) = 0. these common messages will be mapped into the final private
e A (2711%17 L ’2711%(1) code for the cooperative key gener_key via a RB-based private-key codebook.
ation problem consists of : The converse part is proved by deriving the upper bounds

(i) M + 2 randomized encoders, one for each nod&f M symmetric enhanced channels. Each of these enhanced
In rounds! satisfying! mod (M + 2) = m, relay m channels relaxes the secrecy constraints and assumes Alice
generates an inde¥; € {1,---,2"%} according to and Bob to be genie-aided (i.e., knowing part of the sources

n fI=1): in roundsl satisfyingl mod (M +2) — ©Observed by the relays).
plilen. ) fyingl mod ( ) The details of the proof will be provided as follows. ®



A. Proof of Achievability
Algorithm 1 briefly shows the achievable scheme that

based on two steps: key agreement and key distillation. L

Ra; = I(Ya,Yia) —¢, R, = I(Yp,:,Y;B) — € for
1 <i< M, R; = min{Ri7A,Ri7B} I; — e, and they
are ordered according tdt;) < Ryr). Besides,

M—1
Rpey = Zi:l R(i)'

- <

Algorithm 1: Algorithm of Relay-oblivious Key Generation

Step 1: Key Agreement:

e Alice and Relay: agree on a pairwise ke}/4 ; from
the correlated observation(&;”,,Y?,); Bob and Relay
i agree on a pairwise keyVp,; from the correlated
observationgY;"s, Yz ;), i = 1,--- M.

e Relay i sendsW,; & Wpg,; over the public channel,

so Alice and Bob can obtain both,, and Wg;,

i1 =1,--- M. Then they will choose the one with a smalle

size as the common message, denotetVas W;.
Step 2: Key Distillation:
e In advance, randomly grouped all the sequenods in

WM into 2"(Fxev=¢) bins each with equal amount of

is generated based on random binning, so it provides negessa
[@andomness such that the bin number is secret from all the
rgjays and Eve.

Remark 1: The main difference between the proposed al-
gorithm and the one in[11] lies in the key distillation step:
the former is based on the RB process and the latter is based
on an XOR process. In[[11], Alice and Bob concatenate
Wy @ Wa,--- ,Wy—1 @ Wyy) as the final private key in the
key distillation step. Heré/ is assumed to be even.

We will provide more details of the RB-based codebook in
the following.

Codebook Generation Let w; € W; = {1,--- 2"t}
wM = (wy, - ,wy). Then, based on the concept of ran-
dom binning, the private-key codebook can be constructed.
Specifically, randomly and uniformly partition all the elents
wM in set WM = W, x Wy X -+ x Wiy into 27(Bkey—€)
pins each witte" (o0 <) codewords. So each codeward”
can be indexed ag™ (k, k), wherek € {1,--- ,2n(Brey =)}
ke{1,---,2"Rant9} Fig.[ illustrates the binning assign-
ment for the private-key codebook, denotedhyhat is known
by all nodes (including Eve).

codewords. All the other nodes also know this private-

key codebook.
e Alice and Bob find the sequend&™ = (W, --- , W)

in the RB based private-key codebook, and choose its bin

number as the final private key.

1) Key Agreement: In the key agreement step, Alice and -

Bob will agree onM common messages.
First, each relay and Alice agree on a pairwise kéy 4 ;
using their correlated sourceg’y;,Y;",); each relay and

1 2 ee. tRanto
O Q . O bin 1
1@ OO bin2
.o .
w" (k, k) =w™ (2,1) :
() () -] bin2"®e™

Bob agree on a pairwise key using their correlated sources

(Y3, Yi"p)- According to the standard techniques [7] [2], each, ,
pairwise keyWa; (Wg;) is generated using Slepian-Wolf(w, .-

coding and public transmissiof’s ; (Fz,;). Moreover, the

pairwise keysiW, , and W ; have the following properties

[, 2

i) They can achieve the ratd3, ; and Rp ;, respectively;

The binning assignment for the private-key codebodherew™ =
JU]V[) € WM[, w; € {l, e ,Q"Ri}.

Decoding and key generation:Based on the common
messages collected in the key agreement step, Alice and

i) They are uniformly distributed and can be decoded bob can find their corresponding indices in the private-key

both Alice and Bob correctly;
iy The pairs{(Wa.i, Fa,i)ac{A,B}.ic{1, M} } are mutually
independent, due to the definitions of the PIN model.
Second, each relaysends outV4 ; & W ; over the public

codebook. Specifically, knowingiVy, - -- ., W), Alice finds
the index pair(k, l%) from the private-key codebook such that
wM(k, k) = (Wh,---,War). Then, it sets its keyK 4 = k.
Similarly, Bob can also correctly find the kdyg = k. Since

channel, so Alice and Bob can obtain both the two pairwidB€ €rror probability of the event that Alice and Bob share

keys, and choose the one with a smaller size as the comn}
message, denoted d4%;. Hence the rate of each commo

messagédV; is R;. According to [11],

1
EI(Wla aWI\f7Fq)§€l (9)

2) Key Didtillation: In the key distillation step, both Alice
and Bob map all the insecure common messages assemble
from the key agreement step into the unique codeword in theAnalysis of

g sameg(Wy, - - -, Wyy) is insignificant, the error probability

nP(KA # Kp) is arbitrarily small as» — oo.

Analysis of the key rate Since the private-key codebook
is based on the random binning proce$S, is uniformly
distributed over{1,--- ,2"(Fxv—)} averaged over the code-
book (i.e.,C). Therefore, it can be obviously obtained that

(fealC) = n(Rrey — ).

the secrecy constraints For Ym €

private-key codebook, and set the bin number of this codéwdfl,--- , M}, we will prove that the generated private key is

as the final private key. Note that such a private-key codkbosecret from relaym. Define W

(Wl, s ,WM) Then,



averaged ovef, we have

(a)
I(Ka; F1,X1|C) < I(Ka; F1,W,,|C)
< I(KA;Wi|C) + I(K 4, WM FYW,,,C)

(b)
< I(K ;Wi |C) 4 ney
=I(Ka;Wp,|C) + nes. (10)
where (a) is due to the fact thak” — (W,,, F'?) — K4 is
a Markov chain;(b) is due to [®) and the fact thak , is
determined byiv? for a given codebook. Furthermore,
I(K ;Wi |C)=T(K 4, WM W, |C) = TI(WM; W, | K 4, C)
=I(WM.W,,|C)~HW™|Ka,C)+HWM|W,,, Ka,C)

=H(W,|C)—HWM|K4,0)+HWM|W,,,K4,0). (11)
For the first term, obviously we have
H(W,,|C) = nR,,. (12)

Since H(W;|C) = nR;, we haveH(WM|C) = n 3| R.

So the second term can be obtained as

HWY|K4,C) = HWM|C) + H(KA|WY,C) — H(K4[C)
= HWM|C) — H(KlC)

M
=N Z R(i) — n(Rkey — 6)
i=1

= (R + €). (13)

The third term is bounded in the following lemma.
Lemma 2: When R,y = max{Ry,---, Ry} andn is
sufficiently large,

HWM|W,,, Ka,C) < n(Riary — R + 6(€)). (14)

I(Ya::Yia) = min{I(Ya;Yia),[(Yp:;Yip)} if relay 4
lies in By,

Then, assume without loss of generality that relayg
Ag, ---, A; are allocated toAy,, and relays B;, B,

-, By1-; are allocated toB),,, 0 < j < M —

Here {Ay,---,A;}({B1,- - . Bu-1—j} = 0 and

{Ay, - AYULBL, - Buoij) = {1, ,m — 1,m +
1,---,M}. In other words, A, = {Alice, relays A;, ---,
Aj}; By ={Bob, relaysBy, ---, By —1-j}. Now, by the
max-flow principle [1], the max follow between the two sets
Ay @nd By, can be expressed @;’;1 I; — I,,, which is
the upper bound of the:-th enhanced channel. Due to space
limitation, the details are omitted here.

Choosing the smallest bounds among all theenhanced
channels, we can obtaifix < >°M | I; — max,eqi... ) I

IV. KEY GENERATION IN WIRELESSNETWORK

In this section, we will extend the RB-based algorithm
proposed for the PIN model into the wireless network, and use
the estimates of wireless fading channels as source oliegva
for private key generation.

A. Model

The considered wireless network can be viewed as a practical
example of the PIN model in Sectigd Il. All the nodes have a
single antenna and are half-duplex constrained. In thisless
network, it is assumed that there is no direct link between
Alice and Bob, since they are located far from each other.
Denoteh 4 ; (hp ;) as the fading channel gains between relay
1 and Alice (Bob). All channels are assumed to be reciprocal.
It is reasonable to assume that all the fading channel gains
and noise are random variables and independent of each other
An ergodicblock fading model is considered, in which all the

Proof: This lemma can be proved using similar methods ighannel gains remain constant for a block7ofsymbols and
existing related works, such ds [13] (proof of Lemma 22.3) arfhange randpmly to other independent values after the rdurre
[14], with some necessary variations. The details are enhittblock. For simplicity, we assumg,; ~ N(0,04,:), hp,i ~

here due to space limitation. [ |
Combining [Z0) with [(TIh),[(T12)[{13) and{(14), we have

1 1
EI(KA; F1 X" |C) < EI(KA; WnlC) + e
< d(e) + €1 —e. (15)

M-1
i 1

So the private key rat®., = > (i) — € is achievable.

B. Proof of Converse

The calculation of the upper bound is based\drsymmetric
enhanced channels. For theth enhanced source modet, =

1,---, M, we only consider the secrecy constraint on relay

N(0,65,;). Moreover, none of the nodes knows the values of
ha,; andhp ; a priori, but all the nodes know their statistics.

Assume that terminals transmit in a time-division manner.
For L channel uses, le8; = [s;(1),---,s:(L;)]T, Sa =
[s4(1),--,54(L )T andSp = [sp(1),---,s5(Lg)]" de-
note the signals sent by relay Alice and Bob, respectively,
wherei = 1,--- , M, and L4 + Lp + Zi\ilLi = L. For
simplicity, we consider an equal power constraint for the
legitimate terminals, that is

1 1 1
—E{S{Si}, L—]E{SgSA}, —E{SESp} < P.
; A

l s (16)

m, and ignore the secrecy constraints on all the other relays. proposed RB-based Algorithm

Moreover, Alice and Bob are assumed to know the observation

of two subsets of relays a priori, respectively. The defnisi
of the two subsets are given as follows.

For a givenm ¢ {1,---,M}, we will form two sets
of nodes, i.e., A, and By, in the next. First, allocate
Alice and Bob toA;,,,; and By,,[, respectively. Second, for

relay i, i # m, if I(Ya,;;Yia) > I(Yp,:;Y; g), allocate it
to A, otherwise, allocate it td3),,;. So I(Yp;YiB) =
min{I(Ya,i;Yia), [(Yp,;YiB)} if relay 4 lies in Ay,[, and

SI'he proposed RB-based algorithm (Algorithm 1) can be
extended to wireless networks for private key generation.
Briefly speaking, all the relays, Alice and Bob take turns to
broadcast training sequences. After the channel estimsatéap,
Alice and Bob will generate the private key using the RB-base
scheme in Algorithm 1 (Sectidn]ll). Now, we will explain the

Uf j = 0, {A1,---,A;} = 0 and Ay, = {Alice}; if j = M — 1,
{B1,--+,By—1-;} = 0 and By, = {Bob}.



channel estimation step in more detail. Fi§. 3 shows the tiregisting scheme suffers a loss 8f/2 multiplexing gain in
frame for the training of the proposed scheme in each fadiogmparison with the case without secrecy constraints at the
block. Each fading block is divided intd/ 4+ 2 time slots, and relays. Hence the proposed RB-based scheme can effectively
the numbers of symbols in these time slots @ke--- ,Th;, enhance the performance of the private key generation.

T4, T, respectively, WherE’A+TB+Zf\i1 Ty =T. Suppose

relay 7, Alice and Bob sends known training sequen&es V. CONCLUSION
of sizel x T;, S4 of sizel x T4 andSp of sizel x Tg, In this paper, we have investigated the problem of private
respectively. The energy of each sequencgSs||> = T;P, key generation. A particular cooperative PIN model witht2
I[Sal|> = TaP, ||Sg||*> = TP, where|| - || denotes the terminals is considered, where Alice, Bob add relays
Euclidean norm. observe pairwise independent sources. Under the helpayfsel
Alice and Bob wish to establish a private key that is secure
T from Eve and all relays. The private key capacity of this
1) Relay 1 sends M) Relay M sends | M+1) Alice sends | M+2) Bob sends PIN model has been found. The achievability is proved via
s Su S S a novel RB-based algorithm for generating the private key.
L= o T, T, T, —> The upper bound of the private key capacity is obtained by
considering M enhanced source models. Then, we further
Fig. 3. Time frame for the training phase in each fading block consider a cooperative wireless network, in which estisate

of wireless channels are regarded as the correlative source
From n fading blocks, Alice can obtain the estimate§bservations. Compared to the XOR-based algorithm_in [11]

(h RS hM 41); Bob can obtain the estimateswhose multiplexing gain ig M |/2, the proposed RB-based
(hl B hM.B) relay i can obtain the estimates@lgorithm achieves a larger multiplexing galf — 1.

(h Az,h’,}g ;), i@ = 1,---,M. These estimates are noisy

versions of the corresponding fading channels. The detéils ACKNOWLEDGEMENTS
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becauseonly one multiplexing gain is sacrificed, no matter University Press, 2011.

how large M is. But for the XOR-based algorithm in_[11][14] H. Zhang, L. Lai, Y. Liang, and H. Wang, “The capacity i@y of

(Corollary 10)’ its multiplexing gain iS{M/ZJ if there does the source-type model for secret key and private key ganaral EEE

. . . . . Trans. Information Theory, vol. 60, no. 10, pp. 6389-6398, Oct 2014.
exist the direct link between Alice and Bob. Therefore this
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