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Abstract—In this paper we present an analytical study of depending on different DHT designs and implementation

dynamic membership (aka churn) in structured peer-to-peer decisions. Examples include the work of: éfi al. [10], Rhea
networks. We use a fluid model approach to describe steady- et al. [14], and Rowstroret al. [5].

state or transient phenomena, and apply it to the Chord systa. . .
For any rate of churn and stabilization rates, and any system In this paper, we present a fluid model of Chord [15], a

size, we accurately account for the functional form of the specific DHT, under churn. Fluid models have been used to
probability of network disconnection as well as the fractim of model data communication systems at least since the early
failed or incorrect successor and finger pointers. We show w  'g0jes [2], and in some sense since the work of Erlang [4].

we can use these quantities to predict both the performancenal More recently, in the context of P2P systems, it has been

consistency of lookups under churn. All theoretical preditions .
match simulation results. The analysis includes both featies used to model the performance of BitTorrent [13] and the

that are generic to structured overlays deploying a ring as wll  Squirrel caching system [6]. This technique has much in
as Chord-specific details, and opens the door to a systematiccommon with macroscopic and mesoscopic descriptions of
comparative analysis of, at least, ring-based structured verlay  physical and chemical phenomena (from where the term fluid
systems under churn. has obviously been borrowed), and carries the same adweantag
of conciseness and computability relative to an underlying
I. INTRODUCTION more exact description. Our analysis is directly based en th
master equation approach of physical kinetics,esgehe text

N intrinsic property of Peer-to-Peer systems is the prey, [12], which provides a scheme for taking the various

cess of never-csa&nkg dynarglc rgembirshlgl. Structur@%amical processes involved systematically into account
Peer-to-Peer Networks (aka Distributed Hash Tables (DHTs The fluid model requires the notion ofséateof the system.

lhave thehunderlying prin<|:ip|e of gr(rjgnging n(zlfjhe_s :(n anlo(\j/efhis is just a listing of the quantities one would need to know
ay graph of known topology and diameter. This knowledgg,. description of the system at a given level of detalil.

results.in the provis_ion of .performance guarantees. Howevgor Chord, we us@rosso moda level of description which
dynamic membership contmuqusly “corrup?s/churns" therev requires keeping track of how many nodes there are in the
!‘ay grap/)h 3”0' _e\,{e:]y DHThSF”ViS th pro‘;'dﬁ, a teChT)'ql_Je gﬂ/stem and what the state (whether correct, incorrect ladfai
correct ma'”t"’?'” the grap ' n the ace o this perturbatl ¢ o401 of the pointers of those nodes is. This information is
Both theoretical and empirical studies have been conducw& enough to draw a unique graph of network-connections

to analyze the performance of DHTs undergoing “churn” arl?ecause, for example, if we know that a given node has an
simultaneously performing “maintenance”. Liben-Nowell

the details of the Chord protocols. Having defined a state, th
lower bounds_, on Fhe numbe_r of messages needed to IO_ ftt model is simply a set of equations for the evolution & th

a _node/data item in a DHT in the p_resence_of qode or I obability of finding the system in this state, given theadlst
failures. The value of such theoretical studies is that th the dynamics. The master equation approach is useful for
provide insights neutral to the details of any particularDH keeping track of the contribution of all the events which can

Empirical stu.dies haye also bee_n conduc_teq to complem%pihg about changes in the probability in a micro-instant of
these theoretical studies by showing how within the asytitoy o' o evaluating all the terms in the dynamics leading to
bounds, the performance of a DHT may vary substantial gain or loss of this probability
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standard in modeling, as it typically brings out the salieri$, Vi € 1..M, n points to a node whose key is equal to
features of the system with as few obscuring details from+2i~1. We denote that key by. fin;.start. However, for a
the probabilistic model as possible. We then derive the funcertaini, there might not be a node in the network whose key
tional forms of the following:(i) Chord-specific inter-node is equal ton +2¢~1. Therefore, points to the first successor
distribution properties angii) for every outgoing pointer of a of n + 2! which we denote by. fin;.node.

Chord node, the probability that it is in any one of its poksib The Successor ListMoreover, each node keeps a list of
states. This probability is different for each of the susces the S = O(log(V)) immediate successors as backups for its
and finger pointers. We then use this information to predifitst successor. We use the notatios to refer to this list and
other quantities such gsii) the probability that the network n.s; to refer to thei’” element in the list. Finally we use the
gets disconnectedjv) lookup consistency (number of failednotationn.p to refer to the predecessor.

lookups), andv) lookup performance (latency). All quantities Stabilization, Churn & Steady State. To keep the pointers
are computed as a function of the parameters involved and @-to-date in the presence of churn, each node performs

results are verified by simulations. periodic stabilization of its successors and fingers. In our
analysis, we defing; as the rate of joins per nod&, the rate
Il. RELATED WORK of failures per node and, the rate of stabilizations per node.

Closest in spirit to our work is the informal derivation ireth The fraction of stabilizations which act on the successes i

original Chord paper [15] of the average number of timeou%JCh that the rate of successor stabilizationa.is, and the

encountered by a lookup. This quantity was approximatmlr?ite of finger stabilizations il _.O.‘))‘S' In all that follows, we
there by the product of the average number of fingers us8Pose the stea_dy_ state cond|tlag-1_ = unless_ oth_erW|se
tated. Further it is useful to define = £ which is the

in a lookup times the probability that a given finger pointg . . o s : .
to a departed node. Our methodology not only allows us Eglevant ratio on which all the quant|t|e§ we are interested
derive the latter quantity systematically but also dematss will depend, e.g;r = 50 means that a join/fail event takes

how this probability depends on which finger (or succes:t:nr)‘?Iace every6half an QouTrrl:or a rs]tatzlltﬁatmn which ta_ll?es @'3}0
involved. Further we are able to derive a precise relation (gnee evenys6 seconds. Throughout the paper we will use the

lating this probability to lookup performance and consiste :ﬁrmS)‘jNAt_t’ /\fNAbt’g).‘If\t?NAtﬁ atnd(l_—_oz)/}s_ZIVAt to denote
accurately at any value of the system parameters. teb.rllespt.ec ve pr(:_ aot I?sb'l'a t'a J(imk' a||ure, a stjv;oes
In the works of Abereret al. [1] and Wanget al. [16], stabilization, or a finger stabilization take place anyvenen

DHTs are analyzed under churn and the results are compa‘i%%l ring during a micro period of time of lengtht.

with simulations. These analyses can also be classifiedids fly Parameters. The parameters of the probler_n_ are herfCe:
models. However the main parameter is the probability thé’t' “ and r. A”. relgvant measurable quantities should be
a random selected entry of a routing table is stale. In oﬁPt'rely expressible in terms of these parameters.

analysis, we determine this quantity from system detaits an .Sllmulanon Slr?ce we are collgctlng statistics like the prob-
churn rates. ability of a particular finger pointer to be wrong, we need

A brief announcement of the results presented in this pap@r, repeat each experimem00 ti.mes pefore obtair_ling weII—.

- averaged results. The total simulation sequential reaé tim
has appeared earlier in [8]. . .

for obtaining the results of this paper was ab®800 hours
that was parallelized on a cluster @ff nodes where we
had N = 1000, £ = 22°, § = 6, 200 < r < 2000 and
The Chord Ring. The general philosophy of DHTs is t00.25 < o < 0.75.

map a set of data items onto a set of nodes where the insertiogvhile the main outlines of the chord protocol are provided
and lookup of items is done using the unique keys that th its authors in [15], an exact analysis necessitates the
items are given. Chord’s realization of that philosophy $s &rovision of a deeper level of detail and adopted assumption

follows. Peers and data items are given unique keys (usuaplfiich we provide in the following subsections.
obtained by a cryptographic hash of unique attribute lilke th

IP address or public key for nodes, and filename or checksum _ | ) _ N
for items) drawn from a circular key space of sike The A Joins, Failures & Ring Stabilization
Chord system dictates that the right place for storing am ite Initialization. Initially, a node knows its key and at least
is at the first alive node whose key succeeds the key of thee node with key that already exists in the network and
item. Since we refer to nodes and items by their keys, tiralive. The knowledge of such a node is assumed to be ac-
insertion and lookup of items becomes a matter of locatimlired through some out-of-band method. The predecessor
the right “successor” of a key. All nodes have successor aadccessorss(.s) and fingers fin,_a.node) are all assigned
predecessor pointers. F&f nodes, using only the successoto nil.
pointers to lookup items require%iN hops on average. Joins (Fig. ). A new noden joins by looking up its
Fingers. To reduce the average lookup path length, nodssccessor using the initial random contact noedé also starts
keep M = log, K pointers known as the “fingers”. Usingits first stabilization of the successors and initializediitgers.
these fingers, a node can retrieve any keyiflog N) hops. Stabilization of SuccessorgFig.[d). The functionfixSuc-
The fingers of a noder (wheren € 0---K — 1) point to cessorsis triggered periodically with ratex\;. A noden
exponentially increasing distances of keys away fronThat tells its first alive successay that it believes itself to be’s

IIl. OUR IMPLEMENTATION OF CHORD



n.join(c)
s1 = c.findSuccesson(
fixSuccessors()
initFingers(s1)
n.fixSuccessor§
y = firstAliveSuccessor()
{y.p,y.s} = y.iThinklamYourPred)
if (y.p € (me,y)) /[Case A
prependy.p)
fixSuccessors()
elsif (y.p € (y, me)) /[Case B

n.initFingers(s1)
['=s1.f
Vi € 1.M s.th. (fin;.start € (n, s1]),
fin;.node = s1
Vj € 1.M s.th. (fin;.start ¢ (n, s1]),
finj.node =localSuccessdyf’, fin;.start)
n.localSuccessdf k)

T n.fixFingers(k)
fori=1.M 1 < i = random()< M
it (k € (n, fin;l) fin;.node =
return(fin;) findSuccessof(in; .start)
return(nil)

considerANewPred(p)
reconcilcef).s)

else //Case Cy.p == me
reconcilef.s)

n.firstAliveSuccessd)
while (true)
if (s1 == nail)
//Broken Ring!!
if (isAlive(s1))
return (s1)

n.iThinklAmYourPred(x)
if ((isNotAlivep) or (p == nil))
p=
return({s, z})
if (xz € (p, me))
oldp =p

. p==x

Viel.(S-1) return({ s, oldp}) .

8i = Sitl else '
sg = nil

return({s, p})
n.considerANewPre(r)

Fig. 2
INITIALIZATION AND STABILIZATION OF FINGERS.

B. Lookups and Stabilization of Fingers

Stabilization of Fingers (Fig.[d). Stabilization of fingers

occurs at a rat¢l — «a)\s. Each time thdixFingersfunction

s triggered, a random fingefin; is chosen and a lookup

for fin;.start is performed and the result is used to update

if (isNotAlivep) n.reconcilgs’) ""f’repe_”“g) ) fini.node.
or (p == nil) for i =1..(S — 1) ot e
or (z € (p,n))) Si41 = 5] s :Zy ot n.findSuccessdk)
p=x /ICase A:k is exactly equal tan
) if (k== mn)
Fig. 1
return(n)
JOINS AND RING STABILIZATION ALGORITHMS. /ICase B:k is betweenn and s1
if (k € (n,s1])

predecessor and expects as an anggepredecessaoy.p and
successorg.s. The response aj can lead to three actions:
Case A Some node exists betweenandy (i.e., n's belief
is wrong), son prependsy.p to its successor list as a first
successor and retridsxSuccessors
Case By confirmsn’s belief and informs: of 4's old prede-
cessory.p. Thereforen considersy.p as an alternative/initial
predecessor fon. Finally, n reconciles its successor list with
Y.S.
Case C y agrees thath is its predecessor and the only tas
of n is to update its successor list by reconciling it witls.
By calling iThinklamYourPred(Fig. [1), some noder in-
forms n that it believes itself to bex’'s predecessor. Iiv's
predecessop is not alive ornil, thenn acceptsz as a
predecessor and informsabout this agreement by returning
x. Alternatively, if n’s predecessap is alive (discovering that
will be explained shortly in sectidn TI[HC), then there aveot
possibilities: The first is that is in the region between and
its current predecessgr, thereforen should accept: as a

new predecessor and informabout its old predecessor. The

second is thap is already pointing ta: so the state is correct
at both parties and confirms that tox by informing it that

return(firstAliveSuccessorNoChange());
/ICase C: Forward to the lookup to
/lthe closest preceding alive finger
cpf = closestAlivePrecedingFingety;
if (epf == nil)
y = firstAliveSuccessorNoChange();
it (k € (n,y])
return(y);
cpf = closestAlivePrecedingSucc(k);
return(cp f.findSuccessor(k))
else
return (cpf.findSuccessor(k));

n.firstAliveSuccessorNoChangp
i=1
while (true)
if (s; == nal)
/IBroken Ring!!
if (isAlive(s;))
return (s;)

n.closestAlivePrecedingSugk)
fori =8..1
if ((si € (n,k)
and (s; # nil)
and isAliveg;))
return(s;)
return(cpf)

vt -
n.closestAlivePrecedingFingék)
fori=M..1
if (fin; € (n,k))
and (fin; # nil)
and isAlive(fin;))
return(fin;)
return(nil)

Fig. 3
THE LOOKUPALGORITHM.

z is the predecessor of. In all cases the function returns a Initialization of Fingers (Fig.[d). After having initialized its

predecessor and a successor list. first successos;, a noden sets all fingers with starts between
The functionfirstAliveSuccesso(Fig. [1) iterates through n ands; to s;. The rest of the fingers are initialized by taking

the successor list. In each iteration, if the first successas a copy of the finger table of; and finding an approximate

alive, it is returned. Otherwise, the dead successor ispdrp successor to every finger from that finger table.

from the list and nil is appended to the end of the list. If the Lookups (Fig. [3). A lookup operation is a fundamental

first successor igil this means that all immediate successomgperation that is used to find the successor of a key. It is used

are dead and that the ring is disconnected. by many other routines and its performance and consistency
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are the main quantities of interest in the evaluation of any(a)
DHT. A node n looking up the successor of runs the
findSuccessaalgorithm which can lead to the following cases:

Case AlIf k is equal ton thenn is trivially the successor
of k.

n.fin,. node n.fin,.

= p.fin, . no n.fin,_, . node

Case BIf k € (n, s1] thenn has found the successor bf P nfing. st =042 ey
but it could be that; has failed and: has not yet discovered T P mestan =2 e st
this. However, entries in the successor list can act as Ipacku EARRA
for the first successor. Therefore, the first alive successor Fig. 4

nis the successor df. Note that, in this case, while we Y (a) CASE WHENT AND p HAVE THE SAME VALUE OF finy,.node. (B)
to find the first alive successor, we do not change the entrieg,se wiere A NEwLY JOINED NODEP COPIES THER! ENTRY OF ITS
in the successor list. This is mainly because, to simpli® th <,ccessor NODE: AS THE BEST APPROXIMATION FOR ITS OWNath
analysis, we want the successor list to be changed at a fixed gy (BY THE JOIN PROTOCON. IN THIS CASE, THERE COULD BE A

rate ratea\; only by thefixSuccessorgunction. NODE 0 WHICH IS THE ' CORRECT ENTRY FORp. finy.node. HOWEVER,
Case C.The lookup ShOl_”d t.)e forwarded_ toa noqie ClOS&SiNCEp IS NEWLY JOINED, THE ONLY INFORMATION IT HAS ACCESS TO IS
to k, namely the closest alive finger precedindgn »’s finger THE FINGER TABLE OF7.

table. The call to the functiormlosestAlivePrecedingFinger
returns such a node if possible and the lookup is forwarded to
it. However, it could be the case that all alive precedingdiisg

to k are dead. In that case, we need to use the successordiSength. then involves: — 1 consecutive unpopulated keys,
as a last resort for the lookup. Therefore, we locate the fitghd then one populated key, which explains the formula.

alive successog and if k € (n,y] theny is the successor of  \ye now derive some properties of this distribution which
k. Otherwise, we locate the closest alive preceding SUcCesgf| pe used in the ensuing analysis.

to £ and forward the lookup to it. Property 4.2: For any two keys: andv, wherev = u + z,

let b, be the probability that the first node encountered in
C. Failures between these two keys is at+ i (where0 < i < x). Then

Throughout the code we use the calbAlive and b; = p*(1 — p). The probability that there is definitely at least

isNotAlive. A simple interpretation of those routines would"® _n_ode betweerz_r_ and v is: a(.x) =1 _.pz' Henge the
be to equate them to a performance of a ping. However,cgnd't'onal prol?ablllty that the flrst_ node_ is at a Fﬂstance
correct implementation for them is that they are discoverdiVénthatthere is atleast one node in the intervaiis, ») =

by performing the operation required. For instance, a call p(i)/a(z). N

firstAliveSuccesor in Fig.[ is performed to retrieve a node Property 4.3:The probability that a node and at least one
y and then cally.iThinkIamY our Pred, so alternatively the Of its immediate predecessors share the sarfiefinger is

k_ . .
first alive successor could be discovered by iterating on the(k) = (1 — P72 T_he explanation for this property
successor list and callinghinkIamY our Pred. goes as follows. If the distance between nodeand its

predecessop is x, the distance between.fin,.start and
p.fing.start is alsox (see Fig[#(a)). If there is no node in
betweenn. finy.start and p. fing.start thenn. fin,.nodeand
A. Distributional Properties of Inter-Node Distances p.fing.node will share the same value. From Propelfyl4.1,

In this section we will assume that all keys are populatéﬁﬁ probability that the distance betweenaﬂj piszis
by peers with independent and equal probability, and, ésrth (1 — ). Howeverz has to be less thazf !, otherwise
more, that this probability does not change with time. TH&/f#-node will be equal ton. The probability that no

first condition is a natural consequence of peers joining afi@de exists between. finy.start and p. fing. startis p* (by
leaving/failing independently. The last condition, on titaer PrOPert4.P). Therefore the probability that thefin,.node
hand, does not hold strictly since the number of peers ptes@fdp. fin.nodeshare the same value B2, i1
under churn is a fluctuating quantity, Nevertheless, it can p)p” = ﬁ(l—p2 ~2). It is straightforward (though tedious)
expected to hold to good accuracy in sufficiently large syste to derive similar expressions for (k) the probability that a

A detailed analysis along these lines will be given elsewhemnode and at leasdtvo of its immediate predecessors share the

Definition 4.1: Given two keysu,v € {0..K — 1}, the samek'" finger,ps(k) and so on.

“distance” between them is— v (with modulo/C arithmetic). Property 4.4: We can similarly assess the probability that
We interchangeably say that and v form an “interval” of the join protocol (see Sectign IIIB) results in further liea-
lengthu — v. Hence the number of keyssidean interval of tion of thek*" pointer. Let us define the probabilipyi,, (i, k)

IV. THE ANALYSIS

length? is ¢ — 1 keys. as the probability that a newly joined node, choosesithe
Property 4.1: The probability P(z) of finding an interval entry of its successor’s finger table for its owtt entry. Note
of lengthz is: P(x) = p® (1 — p) wherep = ’C‘TN that this is unambiguous even in the case that the succgssor’

Under the stated conditions, each key will be populated wiii* entry is repeated. All we are asking is, when is tHeentry
the same probability% =1—-p, for N << K. An interval of the new joinee the same as ti#& entry of the successor?
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« 7 ele” e  .e 0 Change inW1 (7, @) Probability of Occurrence
- - Wl(t+At)=W1(t)+1 c1.1 :()\jNAt)(l—wl)
Before a Failure After a Failure W+ Wit + At) = Wi(t) +1 | cra = ApN(1 —wi)2At
® ® o | @ ™% PY +1 Wl(t + At) = Wl(t) -1 c1.3 = )\wa%At
e e e Wy (t + At) =W (t) -1 c1.4 = adsNwi At
d - d | - b -1 Wi (t + At) = Wi (t) 1—(c11+ci2+ci.3+cra)
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Before a Stabilization] After a Stabilization W+ 0 the seco_nd successor pointer_ of a node is clearly relatdrdeto_t
e » o ° - ® 0 state of its first successor pointer as well the state of tise fir
e e . - -1 successor pointer of the successor. This is taken into atcou
_.--*  Failed or outdated s, pointer in the analysis of second and higher successor pointers. In
— = Correct s, pointer characterizing the states of higher successors, we loothéor
L4 Alive node

® Fai leading order behavior in terms of the parameter
- ailed or outdated node i . .
Consider first the successor pointers. Lgf(r, o) denote
Fig. 5 the fraction of nodes having wrong k" successor pointer
CHANGES IN W1, THE NUMBER OF WRONG(FAILED OR OUTDATED) 51 anq di(r,a) the fraction of nodes having failed successor
pointer. Also, letWj(r,a) be the number of nodes having
a wrong k'" successor pointer anfd(r, o) the number of
nodes having dailed successor pointer. Aailed pointer is
one which points to a departed node whileveong pointer
Clearly i < k. In fact for the larger fingers, we only need tgooints either to an incorrect node (alive but not correctpor
considemn;oi, (k, k), sincep;qin (i, k) ~ 0 for i < k. Using the dead one. As we will see, both these quantities play a role in

POINTERS DUE TO JOINS FAILURES AND STABILIZATIONS.

interval distribution we find, for largé, pj.in(k, k) ~ p(1 — predicting lookup consistency and lookup length.
P2 ) (1= p) (1= p¥ 72 = (1= p)p(2k—2—2)p2" 3, By the protocol for stabilizing successors in Chord, a node
This function goes td for large k. periodically contacts its first successor, possibly cdinecit

We can also analogously computg,;, (i, k) for any i. and reconciling with its successor list. Therefore, the bem
The only trick here is to estimate the probability that stayt Of wrong k" successor pointers are not independent quantities
from 4, the lastdistinct entry of n’s finger tabledoes not but depend on the number of wrong first successor pointers.
give p a better choice for itsky, entry. This can again We write an equation folV1(r,«) by accounting for all
readily be computed using propeffy 4.2, but we do not do tiee events that can change it in a micro event of tifvte An

computation here since for our purpoges;, (k, k) suffices. illustration of the different cases in which changedfin take
place due to joins, failures and stabilizations is provided

) Fig.[8. In some casdd’; increases/decreases while in others it

B. Successor Pointers stays unchanged. For each increase/decrease,[Table tigsovi

We now turn to estimating various quantities of interest fdhe corresponding probabilities.
Chord. In all that follows we will evaluate variowsverage By our implementation of the join protocol, a new nadg
guantities, as a function of the parameters. To do this j@ning between two nodes, andn_, always has a correct
need to understand how the dynamical evolution of the system pointer after the join. However the state wof.s; before
affects these quantities. the join makes a difference. lfi,.s; was correct (pointing

In the case of Chord, we only need to consider one of thren.) before the join, then after the join it will be wrong
kinds of events happening at any micro-instant: a join, laifai and therefordd; increases byl. If n,.s; was wrong before
or a stabilization. One assumption made in the following the join, then it will remain wrong after the join ard’ is
that such a micro-instant of time exists, or in other wordsinaffected. Thus, we need to account for the former case only
that we can divide time till we have an interval small enoughhe probability thatn,.s; is correct isl — w; and terme; 1
that in this interval, only one of these three processesrscciollows from this.
anywhere in the system. Implicit in this is the assumptiaat th For failures, we havel cases. To illustrate them we use
a stabilization (either of successors or fingers) is donefasnodesn,, n,, n. and assume that, is going to fail. First,
than the time-scales over which joins and fails occur. if both n,.s; andn,.s; were correct, then the failure of,

Another aspect of this system which simplifies analysis will make n,.s; wrong and henc&/’; increases by. Second,
that successor pointers of adjacent nodes are indepentlenif o,.s; andn,.s; were both wrong, then the failure of,
each other. That is, the state of the first successor poifitervadll decreasell’; by one, since one wrong pointer disappears.
a given node does not affect the state of the first succes3ird, if n,.s; was wrong andn,.s; was correct, theriV;
pointer of either its predecessor or its successor. The sameunaffected. Fourth, ifn,.s; was correct andh,.s; was
logic also works for the state of the second successor psintarrong, then the wrong pointer ai, disappears ane,.s;
of adjacent nodes and so on. On the other hand, the statdbefomes wrong, therefoi®; is unaffected. For the first case
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0.035 | w)(r,0.5) Simulation = | A stabilization performed by node.s; then results in the
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w1 (r,0.25) Theory gain of aN, configuration. On the other hand, non-stabilized
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dy(r,0.75) Simulation & | by noden (when it gets the correct successor list from its
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0.02 1 | successor and hence correetss), or by corrupting either
n.s1 or x(n.s1).s1 (by a join or failure). The latter possibility

0015 £ 1 gives terms of ordeg; and we can ignore it in the limit that

001 P\ 1 stabilizations happens on a much faster time scale thas join

0.025

w(r,0), d;(r,0)

0.00s - . and failures ice., » much larger than unity). The equation for
. [ + ] .
L Ny is hence
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Fig. 6
THEORY AND SIMULATION FOR THE PROBABILITY OF WRONG1*?
SUCCESSORw (7, o) AND FAILED 15! SUCCESSORI (7, ).

which impliesn, ~ w; to orderl. Thus, we havev, ~ &.

For higher successors we reason similarly by considering
the state of thé: — 1°* successor pointer of nodg the suc-
cessor pointer of thé — 1°* successor, and thg" successor
pointer of noden. We can write a recursion equation fay,

to happen, we need to pick two nodes with correct pointef§€ fraction of nodes with wrong'" successor pointer
the probability of this is(1 — w;)2. For the second case to
happen, we need to pick two nodes with wrong pointers, the
probability of this isw?. From these probabilities follow the Wheren,, is the density of configurations where the- 1°*
termsc; » andey 3. successor pointer of nodeand the first successor pointer of
Finally, a successor stabilization does not affdgt, unless the k — 1°" successor are both correct, but this information

the stabilizing node had a wrong pointer. The probability dfas not yet been used to correct #f¢ successor pointer of
picking such a node is. From this follows the terna; 4. noden. If noden does not as yet have the correct information

W = W1 + Wg—1 — Wr—1W1 + Nk (4)

Hence the equation foi; (r, o) is: about itsk? successor, that means that either all the nodes
in betweenn and its k — 1° successor have the correct
dWh = N(1—wy) + (1 — wy)? — )\fwf — adaw; information but noden has not as yet stabilized, or that the
Ndt stabilization has propagated back from the- 1°* successor
Solving forw,; in the steady state and putting = A, we to some node in between but not as yetite;. To elaborate
get: on this further, there is the case where the second successor
wi (r, @) = 2 ~ 2 1) pointer of thek — 2"_d successor has not been cor_rected, then
3+ra ra the case where this has been done, but the third successor

This expression matches well with the simulation resulginter of thek —3™¢ successor has not been corrected, and
as shown in Figll6d: (r, o) is then~ Lw,(r,a) since when SO ON. Egch of these is _apa}logous 1o and each occurs
A; = )z, about half the number of wrong pointers are incorre¥fith density (1 — wy_1)w, if joins and failures are neglected
and about half point to dead nodes. Thig$r, ) ~ -- which compared to stabilizations. Hence, if to leading ordet iwe
also matches well the simulations as shown in Elg. 6. havew; ~ £k, then

The fraction of wrong second successors can be estimated

in an analogous manner. Consider, for a nagé¢he possible G = G- + ey ®)
states of the successor,s;, the successor of the successowhich leads to

x(n.s1).s1, and the second successorss. In a fully correct wy & k(k+1) (6)
state,*(n.s1).s1 andn.sy of course point to the same node. ar

If in such a state eitheti.s; or x(n.s1).s; becomes incorrect . We note that this expression obviously depends on thelgletai
through the action of a join or a failure, thenss is also of the stabilization scheme, and is in principle only valjg u
incorrect. On the other hand.s, cannot be corrected byto k ~ /r. As shown in Fig[T, the agreement between theory
the stabilization protocol unless boths; and=(n.s1).s; are and simulation is still however quite reasonable;at 5 and
both already corrected. Hence,s, is wrong if eithern.s; or = 100.

*(n.s1).s1 are wrong, and also if both.s; and *(n.s1).s1
are correct, but..sy has not yet been corrected. If the numb

of such non-stabilized configurationsi§ and the fraction is c. Break-up (Network Disconnection) I?robablllty
ny, We have We demonstrate below, how calculatidg(r, «): the frac-

tion of nodes with dead!” pointers, helps in estimating the

probability that the network gets disconnected for any ealfi
To estimaten, we consider how these configurations might anda. Let Py, (n, r, «) be the probability that consecutive

be gained or lost. The gain term arises from stabilizatidns nodes fail. Ifn = S, the length of the successor list, then

wy = 2wy — w% + ng (2)
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Fig. 7
THEORY AND SIMULATION FOR THE PROBABILITY OF A WRONGK!"
SUCCESSORwg (7, ).

TABLE II
GAIN AND LOSS TERMS FORNy,, (2, 7, &): THE NUMBER OF NODES WITH
DEAD FIRSTand SECOND SUCCESSORS
Ny (2,7, ), a stabilization event reduces the number of such

JCVTT(]? ilg)bfhfi(t) +1 Zzbib'('g ]‘\),fg):;i’zfr;‘;e configurations by one, if the node doing the stabilizatiod ha

Ny (t + At) = Ny (8) + 1 | 2.0 = A\fNAH(L — di)d2 such a configuration to begin with.

Nou (t + At) = Npy (t) =1 | c2.3 = @AsNALPy, (2,7, ) Solving the equation forV,, (2,7, ), one hence obtains

Nou(t + A1) = Nou () - (c21tcazters) that Py, (2,7, ) ~ 3/(ar)?. As Fig.[9 shows, this is a precise
estimate.

We can similarly estimate the probabilities for three con-

clearly the node whose successor list this is, gets disctede secutive nodes failinggtc and hence also the general discon-
from the network and the network breaks up. For the range & 9

of r considered in Fig6P.(S,r, o) ~ 0. However should e_ction_probabilitbeu(S,r,a). In. fact P (S, r, o) may be
. L .written in terms of thel,(r, ) as:

we go lower, this starts becoming finite. The master equation

analysis introduced here can be used to estinfaién, r, «) ZS di(r, )

for any 1 < n < S. We indicate how this might be done P (S) = (S — 1)!(1)% (8)

by first considering the case = 2. Let N, (2,7, «) be the ar

number of configurations in which a node has bettends,  The logic behind this equation is similar to that used for

dead andP,,(2,r, «) be the fraction of such configurationssolving for P, (2), namely that forS consecutive nodes to

Table[T] indicates how this is estimated within the preseffil, any S — 1 of the S nodes should have failed first, and

framework. then a failure event kills the remaining nodgl (8) is readily

A join event does not affect this probability in any way. Seolved by substituting the values of thg’s to get

we only need to consider the effect of failures or stabiicat Sa1)

events. The terms ; accounts for the situation when tfiest P (S) = @ (9)

successor of a node is dead (which happens with probability 2(ar)®

dy(r,a) as explained above). A failure event can then kill its As mentioned above this is again correct only to leading

second successor as well and this happens with probabiliffje; Namely there will be correction terms of the ord&t!
c2.1. The second term is the situation that the first successpi-n we haven't computed at this level of approximation.
is alive (_W'th probgl_mlltyl —d) bu_t the second SUCCESSON ISt Master Equation formalism thus affords the possibility
dead (with probabilitydz). The logic used to estima, (Or ¢ aking a precise prediction for when the system runs the
di In general) is very similar to the reasoning we used t@,qqr of getting disconnected, as a function of the parmsiet
estimate thau,’s. So we have Lookup ConsistencyBy the lookup protocol, a lookup is

d = di + (k — 1)dy = kd; @) inconsistent if the_ immediate predecessor of the squght key

has a wrongs; pointer. However, we need only consider the
Thus thek'" successor of a node is dead if the- 1°* succes- case when the; pointer is pointing to an alive (but incorrect)
sor's successor is dead, or the- 1° successor’'s successomode since our implementation of the protocol always reguir
is not dead but the intermediate nodes think it is becauge ththe lookup to return an alive node as an answer to the query.
haven't stabilized. Hencé, ~ 2/ar. This estimate ford, The probability that a lookup is inconsistehfr, o) is hence
matches the simulation results very well, as shown in[Hig. &; (r,«) — di(r,«). This prediction matches the simulation
Coming back to counting the gain and loss terms faesults very well, as shown in Fig.]10.
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CHANGES IN F},, THE NUMBER OF FAILED finj POINTERS DUE TO JOINS
FAILURES AND STABILIZATIONS.

TABLE Il
THE RELEVANT GAIN AND LOSS TERMS FORF},, THE NUMBER OF NODES
WHOSEkth FINGERS ARE POINTING TO A FAILED NODE FOR: > 1.

Fi.(t + At) Probability of Occurence

= Fk(t) +1 C3.1 = ()\J NAt) le pjoin(iv k)fz

= Fi(t) =1 | c32 = (1 — @) 57 fe(As NAL)

=F(t) +1 | ea3=(1—fx)2[1 —p1(k)](Af NAY)

=Fp(t) +2 | cza=(1— fi)*(p1(k) — p2(k))(\f NAL)

= Fi(t) +3 | ca5 = (1~ fu)?(p2(k) — ps(k))(\s NAt)
) 1—(c31+c32+c33+c34+c35)

Let fx(r, o) denote the fraction of nodes whos& finger
points to a failed node and’.(r,«) denote the respective
number. For notational simplicity, we write these as simply
Fy, and f,. We can predict this function for any by again
estimating the gain and loss terms for this quantity, calsed
a join, failure or stabilization event, and keeping only thest
relevant terms. These are listed in Tablé Il and illustlate

We now turn to estimating the fraction of finger pointer&ig.[11
which point to failed nodes. As we will see this is an A join event can play a role here by increasing the number
important quantity for predicting lookups, since failedgiéms of F, pointers if the successor of the joinee had a failéd
cause timeouts and increase the lookup length. However, p@inter (occurs with probabilityf;) and the joinee replicated
only need to consider fingers pointing d@adnodes. Unlike this from the successor as the joinel’s pointer. (occurs with
members of the successor lisljve fingers even if outdated, probability p,.:» (i, k) from property4}). For large enough
always bring a query closer to the destination and do nibtis probability is one only fop;.. (k, k), that is, the new
affect consistency or substantially even the lookup lengtioinee mostly only replicates the successaitls pointer as its
Therefore we consider fingers in only two states, alive oddeawn k" pointer. This is what we consider here.

(failed). By our implementation of the stabilization protd

A stabilization evicts a failed pointer if there was one to

(see Sectiong TII-A and1II-B), fingers and successors abegin with. The stabilization rate is divided by, since a
stabilized entirely independently of each other to sinyplife node stabilizes any one finger randomly, every time it decide
analysis. Thus even though the first finger is also always tteestabilize a finger at ratel — a)\;.

first successor, this information is not used by the node inGiven a noden with an alive k" finger (occurs with
updating the finger. Fingers of nodes far apart are indepgndprobability 1 — f;), when the node pointed to by that finger
of each other. Fingers of adjacent nodes can be correlated &ils, the number of failedk!” fingers () increases. The
we take this into account. The only assumption in this sacti@mount of this increase depends on the number of immediate
is in connection with the join protocol as explained below. predecessors af that were pointing to the failed node with



their k*" finger. That number of predecessors couldObé, To find the expected cost for reaching a general disténce
2,.. etc. Using property 4.3 the respective probabilitiethobe we need to closely follow the Chord protocol, which would

cases arel — p1(k), p1(k) — p2(k), p2(k) — ps(k),... etc. lookup ¢ by first finding the closest preceding finger. For the
Solving for f}, in the steady state, we get: purposes of the analysis, we will find it easier to think imier
~ of the closest precedingtart Let us hence defing to be the
[2prep(k) +2 = pjoin(k) + W} dtart of the finger (say thé'”) that most closely precedes
fe = t. Hence¢ = 21 4+ n andt = ¢ + m i.e, there arem

20+ Frep(k)) keys between the sought targeaind the start of the closest

\/|:2pre (k) +2 — proin (k) + r(l—a)}Q —4(1 4 Pey (k)2 preceding finger. With that, we can write a recursion refatio
i ’ M i for C¢,,, as follows:

2(1+ Prep(k))

10
A0 rp = Gl - am)
where P, (k) = ¥p;(k). In practice, it is enough to keep the mel
first three terms in this sum. To first order jnwe have, in ~ + (1 = fi)a(m) |1+ Z be(i, m)Cr—;
analogy to[(B), . =0
-1
(14 Prep(k))M + fra(m) [1 + ) ha(i)
fem— (11) —
(1—-a)r i=1
Thi i impl that the fracti f dead fi !
is expression simply says that the fraction of dead fingers be(l. €721 + (i — 1) + s O(hu(k
is inversely proportional to the rate of finger stabilizagp IZ; e(6/2) (A + (0 = 1) + Ci—tm) + Olhe (k)
(1 — a)r, and proportional to how many fingers there are to a (12)
stabilize, M, with the proportionality factor(l + P,.,(k))
depending only om. where; =3, _,;£/2™ and hy(i) is the probability that

To sum up, the computation of the fraction of deld @ node is forced to use its — it" finger owing to the death
finger pointers is analogous to the calculation of the foacti Of its k" finger. The probabilities., b, bc have already been
of wrong first successor pointer, albeit a bit more involveddtroduced in Sectioh IV, and we define the probabilify(i)

No recursion is involved, in contrast to the calculation dpelow.
the fraction of wrong higher successor pointers. The aboveThe lookup equation though rather complicated at first sight
expressions[{10) match very well with the simulation ressulmerely accounts for all the possibilities that a Chord Iqoku

(Fig.[I3). will encounter, and deals with them exactly as the protocol
dictates.
] o The first term (Figl_IR (a)) accounts for the eventuality that
E. Cost of Finger Stabilizations and Lookups there is no node intervening betweénand ¢ + m (occurs

In this section, we demonstrate how the information abowith probability 1 — a(m)). In this case, the cost of looking
the failed fingers and successors can be used to predictshe & £ + m is the same as the cost for looking far
of stabilizations, lookups or in general the cost for reaghi The second term (Fig._12 (b)) accounts for the situation
any key in the id space. By cost we mean the number when a node does intervene in between (with probability
hops needed to reach the destinaiiociuding the number of a(m)), and this node is alive (with probability — fi). Then
timeouts encountered en-route. Timeouts occur every timéh& query is passed on to this node (wlttadded to register
query is passed to a dead node. The node does not answerthadncrease in the number of hops) and then the cost depends
the originator of the query has to use another finger insteauh the length of the distance between this node tand
For this analysis, we consider timeouts and hops to add lgqual The third term (Fig[ZIR2 (c)) accounts for the case when the
to the cost. We can easily generalize this analysis to imgagst intervening node is dead (with probabilifiz). Then the cost
the case when a timeout costs some fagttimes the cost of increases byl (for a timeout) and the query needs to find an
a hop. alternative lower finger that most closely precedes theetarg
Define C;(r,a) (also denoted byC;) to be the expected Let thek — i" finger (for somei, 1 < i < k — 1) be such a
cost for a given node to reach some target key whiahkisys finger. This happens with probability, () i.e., the probability
away from it (which means reaching the first successor #fat the lookup is passed back to the- i‘" finger either
this key). For example(’; would then be the cost of looking because the intervening fingers are dead or share the same
up the adjacent keyl(key away). Since the adjacent key idinger table entry as thg'" finger is denoted by (i). The
always stored at the first alive successor, therefore if tise fistart of thek — ‘" finger is at¢/2¢ and the distance between
successor is alive (which occurs with probabillty- d,), the &/2° and¢ is equal tozm:ug/zm which we denote by;.
cost will be1 hop. If the first successor is dead but the secoritherefore, the distance from tetart of the k—i*" to the target
is alive (occurs with probabilityl; (1 — ds)), the cost will be is equal to¢; + m. However, note thafin,_,.node could be
1 hop + 1 timeout =2 and theexpectectost is2 x d; (1 —dz) | keys away (with probabilityc(l, £/2%)) from fing_;.start
and so forth. Therefore, we havey = 1 —d; +2 x dy (1 — (for somel, 0 < I < £/2%). Therefore, after making one hop
da) +3xdide(1—ds)+---=1+dy =1+1/(ar). to finy_;.node, the remaining distance to the targetéis+
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THEORY AND SIMULATION FOR PROBABILITY OF FAILURE OF THEKL!” FINGER fy,(r, &), AND THE LOOKUP LENGTH L(r, a).

m — . The increase in cost for this operationlist+ (¢ — This can again be computed from the inter-node distribution
1); the 1 indicates the cost of taking up the query again bgnd from the functiongy. (r, «) computed earlier. However in
fini_;.node, and the: — 1 indicates the cost for trying and practice, the probability for this is extremely small excéy
discarding each of the-1 intervening fingers. The probability targets very close ta. Hence this does not significantly affect
hy(7) is easy to compute given propetfy4.2 and the expressithe value of general lookups and we ignore it in our analysis.
for the f;.'s computed in the previous section. The cost for general lookups is hence

K—1
hx(i) =ale/2)(1 ~ fi) P )
xTMg=1i-1(1 — a(§/2 S) +a(§/2 S)fk—s)a i<k 13 e lookup equation is solved recursively numericallyegiv
hie(k) =Hs=15-1(1 = a(§/2°) + a(€/2°) fie—s) the coefficients and’;. In Fig.[13, we compare theoretical
In (I3) we account for all the reasons that a node magsults with simulation foiV = 1000. It is seen that the theory
have to use its: — i*" finger instead of itsk?” finger. This matches the simulation results very well.
could happen because the intervening fingers were either dealn Fig. [I4 we also show the theoretical predictions for
or not distinct. The probabilitied (i) satisfy the constraint some larger values ofV. From the structure of Equation
Zle hi(i) = 1 since clearly, either a node uses any one {2, it is clear that the dependence of the average lookup
its fingers or it doesn’t. This latter probability is,(k), that is on churn comes entirely from the presence of the tefins
the probability that a node cannot use any earlier entrysin iBince f;, ~ f is independent ok for large fingers, we can
finger table. In this case; proceeds to its successor list. Thepproximate the average lookup length by the functionahfor
query is now passed on to the first alive successor and the ne(w, ) = A+ Bf + Cf? +---. The coefficients4, B, C etc
cost is a function of the distance of this node from the tatgetcan be recursively computed by solving the lookup equation t
We indicate this case by the last terni1d 12 whiclVig,.(k)). the required order irf and depend only o& the number of

L(r,a) =
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done on DHTs in that it aims not at establishing bounds,

N=1000

1 keeping track of most of the relevant details of the system.

1 We expect that a similar analysis can be done for most other

1 DHT’s, thus helping to establish quantitative guidelines f

1 their comparison.

0 200 400 600 800 1000 1200 1400 1600 The main conclusions for the analysis of Chord in a
(1-a)r statistically steady state are the following.

Property 5.1: As a function ofr, the ratio of the rate of
stabilizations to the rate of failures, the fraction of wgon
pointers of any kind (successors or fingers) is to leadingrord
and good approximation Const, where the constant depends
on the pointer.

Property 5.2: The probability of break up of a ring can be
nodes1 —p the density of peers aridthe base or equivalently estimated from the knowledge of the fraction of wrong first
the size of the finger table of each node. The advantagespfccessors, wrong second successors, etc. This propadilit
writing the lookup length this way is that churn-specificalist generally very low when every node has a sufficient number of
such as how new joinees construct a finger table or haccessors, indicating that Chord is robust against rieglor
exactly stabilizations are done in the system, can be slagp.
in the expression fof. If we were to change our stabilization ~ property 5.3: At a given value ofr, the fraction of wrong
strategy for example [9], we could immediately estimate thgiccessorsy;, and the fraction of dead fingers,, increases
lookup length by plugging in the new expression fom the \ith k. The fraction of wrong successors increases indefinitely,
above relation. and becomes of order one Atabout./r for the particular

The coefficient4, which is the lookup cost without churnstapijlization strategy that we have used. The fraction aflde
can be obtained very precisely for any basérom analyzing fingers on the other hand tends to a constant for sufficiently
(I2) in the zero-churn case. This analysis is rather lalbisriojarge k.
and will be presented elsewhere [9]. It confirms the well- property 5.4: The look-up cost, which is the expected num-
known resultA = § log, N and in addition reproduces smallper of hops including time-outs, can be computed by numierica
deviations from this behavior previously observed by us icursion. The fraction of incorrect finger pointefs (~ f
numerical simulations [7]. The values of in Fig.[14 are for largek) is a required input for this recursion. The lookup
taken from this analysis. cost tends to the well-known average number of hops without

B can be qualitatively estimated as follows : every suthurn whenf is small (or churn is low) and increases whgn
ficiently long finger is dead with some finite probabilify/ s Jarge. We show that it can be well described by the formula
given by [ID). If A is the average value of the lookupA(1 + ¢(f)), whereA is the value of the lookup cost without
lengthwithout churn, then each look-up encountgid dead churn andy(f) is well approximated by +3f2 for N << K.
fingers on average. This estimate predicts a look-up cost|gfgeneral(f) can be obtained accurately to any desired order
approximatelyA(1 + f), giving B = A andC' and all other py selving Eq[IR recursively to the required orderfin
coefficients equal to.. Property 5.5: The preceding note brings out the following

In Fig.[14 we show that the best fit to the data is obtainefimple feature of Chord: under any state of churn, suffigjent
in fact by takingB = A and C' = 3A. The expression |ong fingers are all dead with essentially the same prottgbili
for f is taken from[ID for large: (for a system with20 Hence, in a sufficiently large system, a look-up will almost
fingers, the expression fof;, becomes independent &ffor syrely encounter one or more dead fingers, leading to time-
k = 13). In general, as mentioned earligs, and C' can be oyts. For applications where time-outs should be the eiaept
obtained accurately for any value of the system parametersghd not the norm, this paper helps in estimating how much
the numerical solution of EqL_112 to the required order.  stapilization is necessary under a given level of churn, to

achieve such a level of performance.
V. DISCUSSION ANDCONCLUSION Property 5.6: The preceding note also brings out the ad-

In this paper we have presented a detailed theoretichfional feature that by writing the lookup cost in the above
analysis of a DHT-based P2P system, Chord, using a flisanplified form, we can isolate the effects of churn-specific
model. The technique for deriving the fluid model has beatetails in the expression fof. Changing details in the join
borrowed from the master equation approach of physics,twhiprotocol or changing the maintenance strategy [9] merely
helps in systematically taking different dynamical effentto cause a change in the expression foflThe lookup cost with
account. This analysis differs from previous theoreticatkv this new strategy can then be immediately assessed for,any

< Ejggg 1 but on _precise de'Fermination of the relevant quantitiedis t

g Npﬁgggg = ] dynamlca[ly evqlvmg .system. From the match of our t_heor_y
f-, 784647 AGH 43 1 and the simulations, it can be seen that we can predict ywth
% ggjg:g:gigzgﬁgzg T an accuracy of greater tha_]r% in most cases. Though this

= 6.346+6.346*(F+3*() | analysis is notexact since it takes only some (and not all)
S w0f 58465 BAGHEIT) T 4 correlations into account, yet it provides a methodology fo
2

s

3

Fig. 14
LOOKUP COST THEORETICAL CURVE, FOR 1000,2000,4000,8000 AND
16000 PEERS THE RATIONALE FOR THE FITS IS EXPLAINED IN THE TEXT



by plugging in the new expression fgrin the expression for
the lookup cost (as opposed to solving Egl 12 each time for)
each value of).

The impact of this work can be summarized as fO||OWS'[2]
given that periodic stabilization is a fundamental techeiq
for topology maintenance in DHTSs, the question: "How often
should a DHT node perform periodic stabilization?” is ofajre [3!
practical relevance. The answer to this question depends on
several factors. First we need to know where the DHT i$4]
deployed, in a LAN, in a cooperative milieu, or among puinc[S]
non-trusting partners.e., what is the expected join/failure rate
(churn)? Secondly, since DHTs involve different types abst
lizations, we need to know which of these rates is of intei@st
optimize. For example, in the DHT studied in this paper,eher
is both ring stabilization as well as finger stabilizatiohir@ly,
we also need to know whether we have performance goald
which require us to know how much stabilization is needed,
or constraints on bandwidth which necessitate a knowledge
of the expected performance. Previous analytical attempté
(see Sectiori]l) have addressed these question through the
identification of general (algorithm/system-neutral) bds on
stabilization rates. o]

In this paper, we have taken another point of view. We hayg,
traded-off generality for accuracy. That is, we have preduc
results that can describe to a very high degree of accuracy
guantities like the probability of inconsistent look-upwahe [11]
expected look-up length as functions of the stabilizatiod a
churn rates. Many of the insights we get from this analysgsz]
such as most of the points listed above, would be very hard %o
come by from simulations alone. So for instance, the foreulg 3]
produced in this paper could directly be used by a system
administrator or the person in charge of deploying a DHT ag;
a guide for configuring stabilization rates. While the résul
are based on Chord, all analyses concerning the ring (break-
up and inconsistency) are applicable to many other systerps;
since consistent hashing on a ring is a recurring component i
many other DHTSs.

(6]

VI. LIMITATIONS AND FUTURE WORK el

The main limitation of this work stems from the fact that the
results are inherently dependent on the intricate detéitheo
analyzed algorithms. While some changes in the algorithms
can be easily accommodated without redoing the analysis (as
explained ir.56), others such as a different lookup styateg
a different placement of fingers would necessitate recaticig
all the quantities again. However, results concerning ihg-r
related aspects like successor lists, break-up probalaitit
inter-node distributions are likely to be reusable in other
variations of the Chord protocols as well other systemsgusin
a ring geometry.

For the future, the authors’ research agenda include the
introduction of extensions to the current model to be able to
account for locality-awareness and different topology rnai
tenance techniques. Some work towards the latter goal has
already been done in [9]. Relatedly, a useful application fo
this work is to enable systems to dynamically self-tunerthei
stabilization rates and choose the best maintenance tpahni
to achieve a desired hop count.
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