OEBESE~ELEN+ =

PAERFCRA (A= IUEEBE RE =) B =+ =ROARNERLHE =+ =50+
A —HICB W CHER T 2564 5T, ) RKOE A, H=+ =80 NE—HE=1T=50
FTHE ZHICBWTHERT 25628, ) KO H, B+ =50+ =8 " mIr s
=50+ HECHENE HOBE (IO OREZMOEFIZBWTHERT256%
e, NCESE | BBERENEET 2B EIEO FREZ RO L IICED, Fl_+A
Ft+ZA+F=A00HATT 5, 2B CER FEUA ZHUREFA SR At
P AR+ A+ HRY , BT S,

PRk AANE A

EBRE B Br

1 BRGSO

1 AT 2 BRI

(1) PEEBRCHAIFEIBRO6FAEFE S DNT + 227 (LT THFEMRET 4 227 &v
Do )DNT w7 T F—< vy ME EEFEEE (EM245EEE18575) IS < BA
PEFERUE (LT THARBESRERME] L9, )X6241 IX6281IZH AT D EAR120X U A
— MVOYT 4 A7 OFAEIEECHAT A Z ERARERLOICL D, A 2a— 2 KW
77 A NERE, B AREZFERIEX0606 X I1EX061012 X D,

(2)  PEFEBELHRIEE33R D6 FATRFE2 5 O RV G ARGIRIEE (LU T THFEH A €
V1w o,) OffiET, 2—T AL —A VT Y A X —XT 5 —F AWNEDT-USBL. 0,
USBI. 1, USB2. 03X}&USB3. 0IZj# & L. 7>, Standard AW T %M 27~ bDICk 5, &R
U 2—L R ONT 7 A VHERRIE File Allocation Table 16,File Allocation Table 32,
NT File SystemX|Extended File Allocation TablelZ X%,

(3) MEOHFEHIET 4 A7 UTHFEH AT VITIE, WO HFEICIRD s RS
335 D6 A BRI FLE: (UL FH2E TloB\\WT MBS L), ) DB %R
35,

2 TrANA
7 7 A%, TSHINSEL] &%,
3 T I AINADEEED ST
(1) 77 AVCFTERE (T — ) ZAMT 2RI ROUTTED 5 & ALY 7
SR M 2 E VT, MR oERICit > T T7 0= K licigs
HERELZFLIT D, ZOHAITENT, [F—28) foRAIL, EEREEHED
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TE 8D 7= 14%8824-1:1998, 8824-2: 1998, 8824-3: 1998, 88244 : 1998 DGt ST (LA
T OTASN 1) WD, ) KU ERUICED D & 2 AIZ X 5,
(2) FT—Z O FAIE, EBEELHRETS0, TEC8825-1 : 2015 DRKBIFF BB (LL T
DER] &9, )ITL D,
() TZA—NEFWD [—] H3E, 74—V EIBRERSIN TN WD 2R, LT
AT,

4 FEERITHEE Y 7 AV

74—V K 7 — 2l %ﬁ'ﬁﬁlﬁ WVAZH
(JE1)
— PKIMessage
header PKIHeader
pVNOo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) O
recipient GeneralName ( [4] )
— Name (RDNSequence) O
body PKIBody ( [0] )
— CertRegMessages
— CertRegMsg
certReq CertRequest
certReqld INTEGER ©
certTemplate CertTemplate
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subject (5] A
(1E£2)
— Name (RDNSequence)
— RelativeDistinguishedNa A
e (H3)
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2. 5.4.10 1©
(J£2)
value DirectoryString RGO AN 335506 | 1 ©
(UTF8String) EOTEHORTIC L v paE |(E2)
FOREFEFEE D —v T
THERLTEDLOETET
HEEITIX, ek T 5,
(J£4)
— RelativeDistinguishedNa AN
me (1F5)
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2. 5.4.3 1O
(1E£2)
value DirectoryString PEER R RRIZE335: 06 | 1 ©
(UTF8String) FOHOBTEIC LV K4 |(E2)
DFRE & 10—~ THETH
P L72b D ERLET 55

3/94




FLik T D, (1E4)

publicKey [6]
Sub jectPublicKeyInfo
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1 ©
parameters NULL A
sub jectPublicKey BIT STRING A RFE S BIREX5731-8ft | ©
& EDIZE 8 5 UTiE
> THERK L722, 048 €
N DA E Z T
Do
extensions [9] Extensions
(registeredCorporationl [Extension
nfo)
extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 3 ©
extnValue OCTET STRING
— RegisteredCorporationln
foSyntax
corporateName [0]
— DirectoryString [PHF ) Zhtekd 5, (F O
(UTF8String) 6)
corporateAddress (2]
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— DirectoryString TAE (FNEEEE HH 3 A3 P ©
(UTF8String) A I BN TH
HEEX ENENEE
BiPAES A SN2 ARV -1
CEPT) | aRiekT 5, (F
6)
representativeDirect | [3]
orName
— DirectoryString FNEREEORSA ] 2| ©
(UTF8String) g4 5., (1E6)
representativeDirect | [4]
orTitle
— DirectoryString THISEREE OEK] = | O
(UTF8String) g4 5., (1E6)
pop ProofOfPossession
( [1] POPOSigningKey)
algorithmIdentifier AlgorithmIdentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11 ©
parameters NULL AN
signature BIT STRING (JE7) ©
regInfo SEQUENCE OF
AttributeTypeAndValue
(suspensionSecretCode) JAttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300.1.2.105| ©
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value SuspensionSecretCode
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 0.16.840.1.101.3.4.2. 1| ©
parameters NULL AN
hashedSecretCode OCTET STRING (1E8) ©
(timeLimit) AttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300.1.2. 104 ©
value TimeLimit P B LIRS 1250251 ©
IH 25 O MM (A %0 %
FLEkd 5, (1F9)

Fl W] MPICOMDH 5 7 4 —v RiTix, S ridk L g iuide 570,
(WZE] fHFIZOD&H 5 7 4 —/v RiE, TR RITER 6720, TWzE] il
WZAHID®H D7 4=V Rid, Gk T 2B L > THHEBICRIT L2 03 TE 5, T
ZH]MPICTODH D7 4 —/ RIZiE, EMICT 4 — 0 FERT 2L T, 491
ZRLER L2 T TR B 7wy,

2 PEERECHIIEE 335 D66 DBLEIC K V) EREAIFEER I P 5 TR A EDOREE
U —~FETHET DGEICE, 207 4 — /L RERET D,

3 PR FHRIE33SROFHEOBTEIC LV EEORE L2 0 —~FTETRR L
HOEFLERT DHEAITIE, 27 41—V REFRET D,

H4 BEESEORGTE v FHETRKLT DHEOLFHITMULFLNE L, KRADFE
F a0 —< TETRILT DA OCTEUIS0C TN & 45, 8 4 5 307455 o #ilH
1T, BARPEZESIFEX0201-1997D T 7 o LFHARE L FHEG R RAR—2 L L, LFO
bR BT, B AEEERIRX0208-1997/HE E L ET 5 iic &

S PAEEGHAIE RO EEDHEIC LW RADREEZ D —~TEHETHR R LD
DEFLFRT DHEAITIE, ZDO7 41—V RERET D,

W6 (=) o RIS (AR E DR S HE I ATH D L&, 2hEivE
FPT UL BN E BT T ) RO TR HE O& R OSCTHIT, £12830F
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2

1

PmeE L, THIERNFEORA | OCTFHIT, 12630FLURNE T2, EHT 5 07%
OFPHIT, BAEEHFRX0208-1997TD231 NHBLTHEES L L, Z ORI OT
S, GEPHN OBBIO SCFE UL ORE 2 4 1@ &z TRl 2, SUFO%
LRI, B AEEBIREX0208-1997F B EHLIZHLE T 2 HAUT X D,

2RF. BT UIELN & B T AL D H ARV TE, MRk TR
(ARDEROREIC, ZnEi T(EER ] X TCRAZBEWZEER) | &kt
Tt T 5.

1ET  TcertReql (ZJ&T 2R84y ZDERIZ &L Y 7554k L 72 iZsha-256Wi thRSAEncryption

2L DETES (B AEEFFEXS007 L OX603ICHET 547 ¥ =7 M#hll1 (LLF

(7Y =7 MAIF] EWH, )& [1.2.840.113549. 1. 1. 11) LF 57 L2 Y XA
ICHESE BT HH#EEEZ VD (LLF [sha-256WithRSAIC K DB T4 £ D, ). )
Za LT 2 ek 2,

TE8 PR RCHLRIEE 33 DO HEBIH A S I Z BUE 9% HIGE N D3 E 0 % R 75 &

SHA-256 (A7 ¥ = 7 NilkBl 1% 12.16.840.1.101.3.4.2. 1] L F 57 /03U X L%
9o TR, NTX AW LIEZRRET 5, RS OBEICL D HEEARED il
MRS DR SIE, 834 FLLE6ASA R 45, AT LCFHFEORMIT, BA
PERERUEX0201 CHUE ST 7 7 CFHRIECTFRE LT 5, LFEDORHFFLRE]
X, AAPEZERIEX0208-1997 B EUHET D NI Xk D,

9 T 2HCFIE. B ARREZERFEX0201 THIE SN2 7 7 U PR TS DR

FLT D, ZOBEITBNT, NOBFELZTLETH & 1L, RIS Fidk L C2Mr
LTI R b7, CFORFSERBLL, B ARPEESEX0208-1997H B E1ITH
Ed AT XD,

B AEEO R

il

(1) PEEEBFHRIE33R D8 2HDOE FREA F T HH (7 — &) 2R D BRI,
WOAED D L ZAICKY, 7 =28 W 5% VT, AEofkic
WEoT, 74—V KRBT 5 FHEEFLERT D, ZOBHEITBNT, [F—2%8)
FOFEUL, ASN. L OMFER2ICED D & ZAICL D, o, BRGSO RTE
(LT PRREE] &9, ) DSpaBRE BRI 33 D8 IO HEIZ L B T-E4 &l
THDIZHOWAAHNEZH LT B0, IROIZEDDH EZAIZLVIERT S
BEEOEFIEAEICOWTHEEL T 5,
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(2)

T —X DAL, DERIZ X %,

2 HIEEHEHE OB 1R E
74—V K 7 — 4 Al % E M
— Certificate
tbsCertificate TBSCertificate
version [0]
— Version 2
serialNumber CertificateSerialNumber |(JE1)
signature AlgorithmIdentifier
2]l gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
parameters NULL (1£2)
issuer Name (RDNSequence)
— RelativeDistinguishedNam
e
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2. 5.4.6
value PrintableString JP
— RelativeDistinguishedNam
e
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2. 5.4.10
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alue

DirectoryString

(UTF8String)

Japanese Government

RelativeDistinguishedNam

§

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 0.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
— RelativeDistinguishedNam
e
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.3
value DirectoryString Registrar of Tokyo Legal
(UTF8String) Affairs Bureau
validity Validity
hotBefore Time (UTCTime) (133)
hotAfter Time (UTCTime) (J£4)
subject Name (RDNSequence)
— RelativeDistinguishedNam
e
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 0.5.4.6
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Lalue PrintableString JP
— RelativeDistinguishedNam
e
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER . 5.4.10
value DirectoryString (1F5)
(UTF8String)
— RelativeDistinguishedNam
e
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER . 5.4.3
value DirectoryString (13:6)
(UTF8String)
sub jectPublicKeyInfo Sub jectPublicKeyInfo
algorithm AlgorithmIdentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 1
pbarameters NULL (1£2)
sub jectPublicKey BIT STRING ()
extensions [3]
— Extensions

(authorityKeyldentifier)

Extension

10/94




extnld OBJECT IDENTIFIER 2. 5.29.35

extnValue OCTET STRING

— AuthorityKeyIldentifier

keyldentifier [0] Keyldentifier (1£8)

authorityCertIssuer [1] GeneralNames

- GeneralName ( [4] )

— Name (RDNSequence)

— RelativeDistinguishedNam

e
(countryName) AttributeTypeAndValue

type OBJECT IDENTIFIER 0. 5.4.6
value PrintableString P

— RelativeDistinguishedNam

§

(organizationName) AttributeTypeAndValue

type OBJECT IDENTIFIER 0. 5.4.10
value DirectoryString Japanese Government
(UTF8String)

— RelativeDistinguishedNam

§
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(organizationalUni AttributeTypeAndValue
tName)
type OBJECT IDENTIFIER . 5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
— RelativeDistinguishedNam
e
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER . 5.4.3
value DirectoryString Registrar of Tokyo Legal
(UTF8String) Affairs Bureau
buthorityCertSerialNu | [2] (139)
mber CertificateSerialNumber
(subjectKeyldentifier) [Extension
extnld OBJECT IDENTIFIER 0.5.29. 14
extnValue OCTET STRING
— SubjectKeyldentifier (1£10)
(certificatePolicies) Fxtension
extnld OBJECT IDENTIFIER 0. 5.29.32
extnValue OCTET STRING

CertificatePoliciesSynta

X
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— PolicyInformation
policyldentifier CertPolicyld 1.2.392.100300. 1. 3. 3 (#¥11)
policyQualifiers SEQUENCE OF
PolicyQualifierInfo
— PolicyQualifierInfo
policyQualifierId |[OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
noticeRef NoticeReference
organization DisplayText (VisibleStrin Ministry of Justice
g)
noticeNumbers SEQUENCE OF INTEGER
— INTEGER 1
explicitText DisplayText (VisibleStrin |(}%12)
g)
(authorityInfoAccess) Fxtension

extnld

OBJECT IDENTIFIER

1.3.6.1.5.5.7.1. 1

extnValue

OCTET STRING

AuthorityInfoAccessSynta

X

AccessDescription
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accessMethod OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1

accessLocation GeneralName ( [6] http://crca. moj. go. jp/bin/dc

[A5String) wegi/DC_HUSR/cert/cert

(jCertificatePolicies) [Extension

extnld OBJECT IDENTIFIER 1.2.392.100300. 1. 1. 1

extnValue OCTET STRING

— JCertificatePoliciesSynt

[aXxX

— PolicyInformation

policyldentifier CertPolicyld 1.2.392.100300. 1. 3. 4 (3F11)

policyQualifiers SEQUENCE OF

PolicyQualifierInfo
— PolicyQualifierInfo
policyQualifierId [OBJECT IDENTIFIER 1.3.6.1.5.5.7.2.2
qualifier UserNotice
hoticeRef NoticeReference
brganization DisplayText (UTF8String) [EBE
noticeNumbers SEQUENCE OF INTEGER
— INTEGER 1
explicitText DisplayText (UTF8String) [(E13)
(registrar) Fxtension
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extnld

OBJECT IDENTIFIER

1.2.392.100300. 1. 1.2

extnValue

OCTET STRING

- RegistrarSyntax (UTF8Stri [ VAR R B E
ng)
(registeredCorporationlnfExtension
fo)
extnld OBJECT IDENTIFIER 1.2.392.100300.1.1.3
extnValue OCTET STRING
— RegisteredCorporationlnf
oSyntax
corporateName [0]
— DirectoryString (UTFSStri |(7H14)
ng)
registeredNumber [1]
— PrintableString (1£15)
corporateAddress (2]
— DirectoryString (UTF8Stri [(7E16)
ng)
representativeDirecto | [3]
rName
— DirectoryString (UTFSStri |(3E17)
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ng)
representativeDirecto | [4]
rTitle
— DirectoryString (UTFSStri |(7%18)
ng)
registryOffice [6]
— DirectoryString (UTFSStri |(7E£19)
ng)
algorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
parameters NULL (1£2)
sighature BIT STRING (E20)

I

L PSRRI B335k D822 5 DB FREHE O 5 AT 5,

H2 RSA77 > MMZ 10) Zited 5,

T3 PRI 335 D823 5 DB F-AEHE DI A Rf 4 77 U = » DA UERF
WXV ELERT %,

W4 EEAEEER LB OB EHEE L TOHES 125025 IH 25 O M D
T % HOAARKE23R:595759F & 7' ) = o VEEHERHC LV FREkT D,

5 TMOJ No. [&HIEANFEERS] - HSHFOREL I —FEHETERLIEHD] |
DN TRLET 5, 2B, - (HEFEOREL R —vTHETRRLIZLD] | 1E,
BRI TED 5 HHATRY . ZhEisT 5.,

6 [ EEFRS - TRAOKREEL R —vFHETRRLZLD] | O TRET D,

B, - TREDEREEZr—~FEHETERRLIELO) | X, BRI
HOHHEIRY . Tzt d 5,

T EREFLEED subjectPublicKey | |ZRidk SN 7= FHIEZFLERT D, HARFEEIE
X5731-8FfH B EDIZE ® 5 HHUTHE > TIERL L 722, 048 v R DABHINE iR SN D,

8 HEUE OB REHED [subjectPublicKey] OEGERBI VA2 7 v b, &4 77

p=dlt
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> b
%9

110

HEH OE

ROKFEHE Y F&ER<, ) #SHA-1IZ X 0 28 U742 20657 5,
AEAEOF S E T D,
FERAED [subjectPublicKey] OME GBI T4 277> b, B4 7T v M

==
==

ORFEHAE Y FER<, ) ZSHA-LZ X D A Ll Z ek T 5,

FELL BB R — L= VIR SN DB REFIC T 2 RS i 95 4
AVES/AN ¥l ohiik s o e
F12 EVREAELZFHT ABROEEHEIEA R TIC LY R 5,
13 EFREAEZ AT B0 FHA LT D,
F14  ERIAIEEEED [corporateName| |[ZECEk SN -FHIEAZ TS,
15 Stk NEFEER G ERLERT D,
16 ERAUFLERD [corporateAddress] (ZFLdk S V- FH A FLERT D,
F17  ERAFLEED TrepresentativeDirectorName| |ZFodk SN - HIHZ LT 5,
18 FEREMIFLERD [representativeDirectorTitle| (ZFddk Sz FHIH A FLET D,
119 PSRRI 335 D82 H A 475 DB FLET & Rl D,
120 TtbsCertificate] ZDERIZ X Y FF5{k L7-fEIZsha-256WithRSAIC X %7
i Ui A sk d 2,
3 BAEOE TN E
74—V 7 — & %Eﬁ
— Certificate
tbsCertificate TBSCertificate
version [0]
— Version 2
serialNumber CertificateSerialNumber |[(71)
signature AlgorithmIdentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11
parameters NULL (1£2)
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issuer Name (RDNSequence)
— RelativeDistinguishedNam
e
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER . 5.4.6
value PrintableString JP
— RelativeDistinguishedNam
e
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 0. 5.4.10
value DirectoryString Japanese Government
(UTF8String)

RelativeDistinguishedNam

c

(organizationalUnitName)

AttributeTypeAndValue

type OBJECT IDENTIFIER P.5.4.11
value DirectoryString Ministry of Justice
(UTF8String)
— RelativeDistinguishedNam
o
(commonName) AttributeTypeAndValue
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type OBJECT IDENTIFIER 0.5.4.3
value DirectoryString Registrar of Tokyo Legal
(UTF8String) Affairs Bureau
validity Validity
hotBefore Time (UTCTime) (7£3)
hotAfter Time (UTCTime) (1F4)
subject Name (RDNSequence)
— RelativeDistinguishedNam
e
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.6
value PrintableString P
— RelativeDistinguishedNam
e
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.10
value DirectoryString Japanese Government
(UTF8String)
— RelativeDistinguishedNam
e
(organizationalUnitName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2.5.4.11

19/94




alue

DirectoryString

(UTF8String)

Ministry of Justice

RelativeDistinguishedNam

§

(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2. 5.4.3
value DirectoryString Registrar of Tokyo Legal
(UTF8String) Affairs Bureau
sub jectPublicKeyInfo Sub jectPublicKeyInfo
2]l gorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1
parameters NULL (1F2)
sub jectPublicKey BIT STRING (1£5)
extensions [3]
— Fxtensions
(subjectKeyldentifier) [Extension
extnld OBJECT IDENTIFIER . 5.29. 14
extnValue OCTET STRING
— SubjectKeyIdentifier (13:6)
(keyUsage) Extension
extnld OBJECT IDENTIFIER . 5.29.15
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xtnValue OCTET STRING

— KeyUsage 101101100
(privateKeyUsagePeriod) [Extension
extnld OBJECT IDENTIFIER 0.5.29.16
extnValue OCTET STRING

— PrivateKeyUsagePeriod

hotBefore [0] GeneralizedTime ()

hotAfter [1] GeneralizedTime (1£8)
(basicConstraints) Extension
extnld OBJECT IDENTIFIER 0.5.29.19
extnValue OCTET STRING

— BasicConstraintsSyntax

cA BOOLEAN DEFAULT FALSE TRUE
(registrar) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300.1.1.2
extnValue OCTET STRING

- RegistrarSyntax (UTF8Stri | EUVER MR E

ng)
algorithm AlgorithmIdentifier
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algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11

parameters NULL (1F2)

signature BIT STRING (#9)

2

FEl BEHEOETEAEDE S LT D,
W2 RESA77 v M T0) #5e8kd 5,
3 BEENETAEAEOME A AT 5 B O B ARREEORES0 A 7Y = v DiEHE
RFlC KV Redd %,
F4 BEENETEAEOMEHAMETIANORRE LT, 2AZKRBLIEADAR
RFRH123595359F0 2 7 U = » DIRHUERF I LV 5Lk 2,
5 BEE OARNE 2T D,
6 EFREFED [subjectPublicKey] OEGRAIFA 277 v b BR&A 77T v P AW
REME Y h&ER<, ) ZSHA-1Z K 0 B L& 7dk T 5,
W7 BEENEREREOM A ARG T 5 A O B ARRRI0RF0530F0 % 7' U = » Ji ik
RRC L0 Redd 2,
I8 B ENEFAEAEOHEAEZMAT AN OER LT, 36H4KmLZADAR
R[] D 23K599359Fp & 7 U = » UARHERFIZ X 0 GREk T 2,
9 ltbsCertificate] ZDERIZ X ¥ £F75(k L 72 fEIZ sha-256WithRSAIZ X % & FE4 &
U A TR T Do
RERAF DOEE O H K
WE7e hay
PSR LRI 335 D8 IH D F AU KD FHEICHWDIBET = h o/t A v ¥ —
Xy b V=T VT B R T 4 — AN Request for Comments:2616(ZIWTE D=
Hypertext Transfer Protocol—HTTP/1.1(LLF THTTP) L5, )& T 5,
L DIRZAE DIEATE
BELE & HFEA L O OEXDEZIFIL, LLTOFIAIC
kB, ONL@F TOF/EIXOHERIT, 3LUTF TED D,
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(DB 45 B R T

v

i p @I ST *
i 2
A GERBERE L L1

Y

@FERAEREE T

O HEEAIE. BB TBRMAEERES] 2R ET 5,

@ BFEIL. HEEAITsha-256WithRSAIC L A E T B4 Zifk Ul [BHIAINAE %
HMET D,

@ HFEAIL, BRLETsha-256WithRSAIC L BB B4 i Ure [REIAZERE L
EIEET D,

@ BEEIX. HEEAOEFREAEL L@ ER 5 @I L 257 12

U RXLMZHEASLEEHTXZEZ W, )ICX VS LTz b DL S RICH W Im
NEEHFENOLHNE Z AW TS L7 b DT, sha—256Wi thRSAIZ L 5 &5
A waH U GEFISEE) #4515,
3 AEILOMERL

RTRL2DO KB LOMRIL, RO (1) KQ)IZED D &AL, FHEAICHEYET D

REMATE L, ZOWICKE Y T o8I S ( TCRy X MBI %, [LF) 1%

e17) 27, UTRLC, )&y 5,

(1) [BRAGELRESC) KO TR EERE ) OMERL

T PEH %E@ Xa]v
Request-Line POSTA\/bin/dcwegi/DC_HUSR/cert/cert CR+LF

AHTTP/1. 1 (ED
request—header Host:crca. moj. go. jp CR+LF
entity—header Content-Type:application/pkixcmp CR+LF
Content—Length:N(JE2) CR+LF
ceneral—header Connection:close CR+LF
CR+LF

entity—body (£3)
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EL o TA E, A= (k) 2 &7, LLTRLC,

w2 INJ 1. EES lentity-bodyl O/A NEEET S,

3 HHFED lentity-body) DOFREMEIL, HFLATED D E AL D,
(2)  [BRARIGETESC) KON TREAEIGE B O

HE P H X EAE X81v
1 Status—Line HTTP/1. 1 A200A0K CR+LF
2 entity—header Content-Type:application/pkixcmp CR+LF
3 Content—Length:N(7E1) CR+LF
4 general-header Date: (J£2) CR+LF
5 Connection:close CR+LF
6 response—header [Server: ({3) CR+LF
7 Set—Cookie Set—Cookie: CR+LF

(1£4) CR+LF
3 entity—body (1£5)

W1 TNJ . TEES Tentity-body] D 3A FNEZIERT D,
FE2 HMEOBHRZZ Y = VEREHERIC LV T D,
3 TServer:| OWKIZ, BIXENMETOHEHELTIT HZLNTE D,

¥4 TSet-Cookie:] DIT, HILENWHDFHZLEKT DI LN TE D,

£S5 THES lentity-body] DFREMIL. BFAUITED D &AL D,

4 FBIXH D Tentity-body] DHNE

(1) RIFE3DOKELHT D Tentity-body) (ZiX, KD 2) 125 (B) FTIZED D & ZAIL

L. TF—=20 ) M 2% VT, AESORICIE- T,

74— K]

WG 2 FEHZFLET D, ZOHAICBNT, 7 — 2B 15 5203, ASN. 1

K OFHESIZED D & Z AL D, T—X D/ 51ki%. DERIZ X %,
(2) [BHAREIRESL ] T Tentity-body] OHNE

74—V K 7 — 4 Al LV
(J£1)

— PKIMessage

Iheader PKIHeader
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pvno INTEGER 1
sender GeneralName ( [4] )
— Name (RDNSequence) (1F2)
recipient GeneralName ( [4] )
— Name (RDNSequence) (1F2)
transactionlD (4]
— OCTET STRING 131 F LA E32/84 R L
T OELE A RS T D,
senderNonce [5]
— OCTET STRING 134 RELE32/314 FEA
T OFEE A FLET D,
body PKIBody ( [21] )
— GenMsgContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 21
infoValue GenmInfoReqContent
— NegotiationKey
symmAlg Algorithmldentifier
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a1 gorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL A
pubAlg AlgorithmIdentifier

Al gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.1 ©
parameters NULL AN
hashAlg AlgorithmIdentifier

Algorithm OBJECT IDENTIFIER 0. 16.840.1.101.3.4.2.1| ©
Parameters NULL A

Fl T FPICORMDEH 5 7 4 —/b R, T EEFRER L e T iud7e e,
TWZH] fPICOID & 5 7 4 —/V Rid, BRI RN 6720, TWZH] il
FIZAFID®H D7 4 —/V FiE, il 2NFIC L > THERICRITH Z N TE D,
F2 RIA77 v M T0) Zitsd 5,

(3) [BRARIEESL] T Tentity-body] ONE

74—V K T — & F% M LV ZH
(1)
— PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (#2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (#2) O
protectionAlg [1]
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— AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
pbarameters NULL (1£2)
senderKID [2]
- Keyldentifier (#£3)
transactionID [4]
— OCTET STRING (7£4)
senderNonce [5]
— OCTET STRING (#£5)
recipNonce (6]
— OCTET STRING (7£6)
body PKIBody ( [22] )
— GenRepContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22
infoValue GenpInfoResContent
status PKIStatusInfo
status PKIStatus 0 (1£7)
negotiationKeys SEQUENCE OF
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NegotiationKey
— NegotiationKey
symmAlg Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.3.7 ©
parameters NULL (1F2) O
pubAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1. 1 ©
barameters NULL (1£2) O
hashAlg AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 0. 16.840.1.101.3.4.2.1| ©
barameters NULL (1£2) O
brotection [0]
— PKIProtection (7£8) ©
extraCerts [1]
— SEQUENCE OF Certificatel|(7£9) ©

HL T TRICOHID® % 7 4 —/L RIZIiE, P A FTER LRI UT e 6720,
[WZH] BFICOHIO® D 7 4 —/V Rid, BT ITRITNIER 520,

w2 RSA7T7 v M o) ey 5,

3 SRR SN BFE OB TREAFED TsubjectPublicKey) OfE GAITF4 2
Ty b REAFITT Yy FERORMEHE Y &R, ) ZSHA-1Z K0 A4 L7z i 43
o A

4 TBHARERAESL) > TtransactionID] (ZFLEk S AL EAFLERT 5,

5 134 RLLE32/A RLL T ORI Z ek 5,
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76 [BIAAEERESC) H1 > TsenderNonce] IZRidk S NIZEZFEkT D,

ET TBIMAERE S 2 EWICZE LI 2R, [0) #iskd 5., (Bl
FORE L ICEE RS- TH AT, HBEhC L D,

8 FHEk3IZ/RT [ProtectedPart | ZDERIZ L W £ Bk L 7-filZsha—256Wi thRSALZ &
HETEN W U AT 5,

19 BB ORMOBFIENAFLTLRKT 5,

(4)  TEERAEZERE ) T lentity-body) DA

74—V R 7 — 4 Al X EAE WA ZH
(E1)
— PKIMessage
header PKIHeader
pVNOo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (1E2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (1E2) O
transactionlD (4]
L OCTET STRING [BRGRISEE L] oD ©
[transactionID]| % EC8%
ERCE
senderNonce (5]
L OCTET STRING [BRGRISEESL] oD ©
[recipNonce| ZFCgrd
2,
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recipNonce (6]
- OCTET STRING AN EESL] o ©
lsenderNonce | # i@k
D,
body PKIBody ( [0] )
— CertReqMessages
— CertRegqMsg
certReq CertRequest
certReqld INTEGER 0 ©
certTemplate CertTemplate
serialNumber [1] INTEGER P SE B LI E 335 D8 | ©
2T 25 DB F-RIE
DFEFh sk T b,
publicKey [6]
Sub jectPublicKeyInfo
algorithm Algorithmldentifier
a1gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 1 ©
parameters NULL (1F2) O
subjectPublicKey BIT STRING SRR D AN E 2| O
Brd 5,
bop ProofOfPossession
( [1] POPOSigningKey)




algorithmIdentifier Algorithmldentifier

algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11 ©
parameters NULL A
signature BIT STRING (1£3) ©

EL TZHIRPICOMIDOH 5 7 4 —/b FIZiE, 3 EZ ek L2 T ide b 7wy,

TAZH] BTHICORIDS 5 7 4 —/L Fid, &I b,

HIZAHIO®H D 7 4 —L RiX, fedk T DB L > TEEIZHRIT D Z N TEX 5,

H2 EXAZ77 v b T0) &35,
HE3  [lcertReql (2B 585> ZDERIZ L YV £ 51k L 7-fiflZ sha—256Wi thRSAIZ & 5 &

T EBEL R U EETEET 5, 7272 L.

(C XY MEEE T B 2 DB REETE 2 b O TR TR 5720,

(5) [GERAENEEL) 0 lentity-body] DR

LWZH ) AR

[subjectPublicKey] |ZF0&k L7=ABNE

74—V K 7 — 4 Al EX EAE LA ZH
(1)
— PKIMessage
header PKIHeader
pVNo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (#2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (#2) O
protectionAlg [1]
L* AlgorithmIdentifier
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a1 gorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11
pbarameters NULL (1£2)
senderKID (2]
- Keyldentifier (#£3)
transactionlD (4]
— OCTET STRING (7£4)
senderNonce (5]
— OCTET STRING (J£5)
recipNonce (6]
— OCTET STRING (7£6)
body PKIBody ( [1] )
— CertRepMessage
response SEQUENCE OF CertResponse
— CertResponse
certReqld INTEGER 0
status PKIStatusInfo
status PKIStatus 0 (117)
certifiedKeyPair CertifiedKeyPair
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certOrEncCert CertOrEncCert ( [1] )
— EncryptedValue
symmAlg [1]AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 3. 7 ©
parameters CBCParameter TV ©
encSymmKey [2] BIT STRING (7£8) ©
keyAlg [3]Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1.1 ©
barameters NULL (1£2) O
encValue BIT STRING (139) ©
brotection [0]
— PKIProtection (F10) ©
extraCerts [1]
— SEQUENCE OF Certificate|(JE11) ©

EL TZHIRPICOHIO D % 7 4 —/L RIZIE, 4

TWZH] BTHICORIDSD D 7 4 —/b Fid, LT 2T/ b7,
Fe R&AZ77 v M T0) Zickkd 5,

E3 BB DEHTDE

SF 7Ty NEROSKRERE Y &K<, )%, SHA-

4 TREEERESC] H1o> ltransactionID] |
5 [GEHIEZRESC) D [recipNonce
6 TREEEREL] H10 [senderNonce]
ET TREREELRE ) 2 IEH]

B T 2K S

33/94

Rk SNl %

(ZRLEk ST &2 RRi T %,
(ZRCER S NV fE Z Ridk T D,

IRELIEZEZRTD, 10) Z5tikd 5,

1 ICEREDNH - T2 HAI1E, #%EEsIZ

FREE LTI B0,

AEBAFED [subjectPublicKey) O GRBlF42 7 v b, &

LT X0 2 Lz ez itdkd 5,

L5,

RLERT D
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18 EREEOR S (A7 Y =7 M4 11.2.840.113549. 3.7 & 2 3Li@
DERHEFRUICE D HBDICRD, VAW I@ENE DL [FEAZERES O
lsubjectPublicKey| |ZFRkSNTZAMNELZHWT, 7Y =7 MG+ %
M1.2.840.113549. 1. 1. 1] & T AT LU R A X VR SAb L7~ EZ 2T 5,

H9 B REEAZESOLENE 2 AW TH S LI EE 58T 5,

10 fHER31278 3 [ProtectedPart] ZDERIZ & U % 54k L 72 IZsha—256WithRSAIZ
K OETFEL L LT A TET 5,

1l BREFICEA L LR E OEFREAELTLET 5, Z05AICRB N T,
ZDOHEE OB T AEAENRHO b O TRV & XX R OE TR E L O TRl
T D,

5 SR QUEE
(1) [BRAAZEREESC) 1 Tentity-body) DOHNEMRIFLAD (2) IZE D DRI A L

OGS (L (2) OEE 2R )T, BB, [BIGISEEL) OmEF2ZON

Tl%. [IContent-Type:application/pkixcmp] (ZfX%2 T [lContent-Type:text/html |

Litdk L. Tentity-body] (Z2WTId, AilRE4D 3) DNAHIZR AT, IROWE LT

BLIZbDOZRET D, ZOHEIIE, BT, REAFEREN] 2XEFT52

EMTERUN,

< IDOCTYPE HTML PUBLIC” -//W3C//DTD HTML 4.0//EN” >

<HTML lang=" ja~ >

<META HTTP-EQUIV=" Content-Type” CONTENT=" text/html;charset=SHIFT_JIS” >
<TITLE> A v & — Y HE < /TITLE>

<BODY >

A=V NEICHER S D720, W TEEFATLE,
< /BODY >

</HTML >

(2)  TBAARELKRTESC] > Tentity-body) (ZRidkS M7z TsymmAlg) . TpubAlg)] X
(X ThashAlg) A%, RIRR4A® (2)IZE® ZHARUTHE L2WEEITIE, BieEiE. (B
BRI @ Tentity-body] 12, AFE4D (3) DHNEITR A T, AilEE4D (D ITED
HHAUCEY WONEZRERLIZHDOERET S, 2O, BiEAL, TFE
BIEERE) ZIMMET DI ENTERY,

7 4 —)L R 7 — A

FEE W2H
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(1)

— PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ( [4] )
— Name (RDNSequence) (1E2) O
Recipient GeneralName ( [4] )
— Name (RDNSequence) (1E2) O
protectionAlg [1]
— Algorithmldentifier
Algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11 ©
Parameters NULL (1F2) O
senderKID (2]
- KeyTdentifier (73) ©
transactionlD (4]
— OCTET STRING (4) ©
senderNonce (5]
— OCTET STRING (5) ©
recipNonce (6]
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H— OCTET STRING (1£6) ©
Body PKIBody ( [22] )
— GenRepContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 22 ©
infoValue GenpInfoResContent
Status PKIStatusInfo
Status PKIStatus D (117) ©
Protection [0]
— PKIProtection (7£8) ©
extraCerts [1]
— SEQUENCE OF Certificatel|(7£9) ©

I BIESE T, HE8KROVENZ DWW TIE, AlFE4D (3) DIELNHIE6E T, 8K UNEI
12 Co
T TBRARECRESL) ICRERDH -T2 LRI, (2] 5T 5,

(3)  TREFAEZREIL) h1 o lentity-body)] 23, ATFE4D (4)IZED 2 KU A L
WIEA (B0 (4) DFE &R, )X, BELEiE. [REAFSEE O
lentity-body] (T, HiiFE4® (6) DRI Z T, AlEL4D MIZED D HAUZ LY |
KONEETR L= DOEEET D, ZOBRAICE, B AL, TBBERE %
FRHEE LR TUde 5720,

74— E 7 — i AE il WAZH

R

PKIMessage
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Header PKIHeader
Pvno INTEGER 1
Sender GeneralName ( [4] )

— Name (RDNSequence) (1£2)
Recipient GeneralName ( [4] )

— Name (RDNSequence) (#2)
protectionAlg [1]

— AlgorithmIdentifier

Algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11

Parameters NULL (1F2)
senderKID [2]

- Keyldentifier (7£3)
transactionID [4]

— OCTET STRING (7£4)
senderNonce [5]

— OCTET STRING (7£5)
recipNonce (6]

— OCTET STRING (7£6)
Body PKIBody ( [23] )




— ErrorMsgContent

pKIStatusInfo PKIStatusInfo

Status PKIStatus D (117) ©
Protection [0]
— PKIProtection (7£8) ©
extraCerts [1]
— SEQUENCE OF Certificatel|(7E£9) ©

HEL1DHEEE TIZOW T, AifRt4D (6) DIELDHE6FE TIZMHE L,

W7 TREEERES ICRER S22 LR T o0, [2) Ziskd 5,

A8 {31279 [ProtectedPart | ZDERIZ L W 5k L 7-fE(Zsha—256Wi thRSALZ &
HETEL W AT 5,
H9 BB ORFOE FRIEEAE LT 5,

(4)  TREPAFEZRESC) 1 Tentity-body) IZFiEkI M7z [transactionID) |
senderNonce| . [recipNonce| . [serialNumber] XIZ [lsubjectPublicKey] 73,
RIFCAD (DICED DRI A L & &%, Bimix, REHEREE) o
lentity-body) (T, RFE4D (5) DI AT, AIFLAD (DIZED HHFRITLY |
RONEETELTEDOEEET S, ZOBAIIE, BT, [BBERE %
FHEE LR ITUEe 57220,

74—V T — & A %&Ef‘lﬁ V2
(E1)
— PKIMessage
eader PKIHeader
Pvno INTEGER 1 ©
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Sender GeneralName ( [4] )

— Name (RDNSequence) (1£2)
recipient GeneralName ( [4] )

— Name (RDNSequence) (1£2)
protectionAlg [1]

— AlgorithmIdentifier

Al gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11

pbarameters NULL (1£2)
senderKID [2]

— KeyIdentifier (1£3)
transactionlD (4]

— OCTET STRING (J£4)
senderNonce [5]

— OCTET STRING (J£5)
recipNonce (6]

— OCTET STRING (7£6)
Body PKIBody ( [1] )

CertRepMessage
Lesponse SEQUENCE OF CertResponse
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— CertResponse

certReqld INTEGER 0 ©

status PKIStatusInfo

status PKIStatus 0 (117) ©

brotection [0]
— PKIProtection (7£8) ©
extraCerts [1]
— SEQUENCE OF Certificatel|(7£9) ©

ELIPSEIE TIZOWTIE, AL (3) DIELNHEIE T ERF L,
4 ROIRES OZEE O JE A 5 R RE SR~ D FRER D T3
1 S 2 ERARREREA K O T 7 A V4
i 3 2 BREMIGCERBE R, 7 7 A VA KDY 7 A V~DFEERST RUT DUV T, BiTREE
IOIPBIETIZED D &L ZAITL D,

2 WS OERE M T 7 A v

74—V 7 — 4 Al X EAE V2
(E1)
— PKIMessage
header PKIHeader
pVNo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) O
recipient GeneralName ( [4] )
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— Name (RDNSequence) O
Body PKIBody ( [0] )
CertRegMessages
— CertRegMsg
certReq CertRequest O
regInfo SEQUENCE OF
AttributeTypeAndValue
(suspensionSecretCode) [AttributeTypeAndValue
type OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 105 ©
value SuspensionSecretCode
hashAlg AlgorithmIdentifier
a1gorithm OBJECT IDENTIFIER 0.16.840.1.101.3.4.2. 1| ©
parameters NULL AN
hashedSecretCode OCTET STRING (1F2) ©

F1 o TWZE] PO ®H 5 7 4 —b RIZiE, S EZ ek LR Tz b7,

[WAZE] fTICORID B 5 7 4 —/L RiZ, BT RITRTHIER B0,
WCAHIDO®H D 7 4 —L RiX, 5tk T DNEIC L > TERICRIT D Z LN TX 5,

MWZH ) M

2 W ORI 5 A4 SHA-2561C & 0 284 L 7 fE 2 Fikd 5, MBS oR I3, 8
NA REAE6ANSA FUAT T 5, T 2 3CFEO®MAIL, HAPEERBEX0201 TH
ESINZTT U XFHMELTFERAG E T 5, LFHEOMF LRI, A APEERK
X0208-1997Kt@ELZHET 5 HRUIZ L 5,

%55 ARILJEDEE DS
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1 @BE7e hay
PR FLHANEE 33D IS 2HDOHIEIZ X HEFICHWTIR, BB & T
SRR & R ADMER T 5 B E A & 2R WEEREZBEC T b L
L., TOWE7m hauix, HITPE 3%,
2 EXDOFEZAEDOIEAEA
BEE AL O OBXOEZFX, LFOFIEIC
5B, ONH@F TORELDOHEMIZ OV TIL, HFLLLFTED D,

OBAE R E T .

o ) MBI EET ¥
H B
A @Ik B ERE T . B

@ik RIS E BT

@O JEHEAE, BB BRMESRE] 2XMET D,
@ BFEIL. JEHAIZsha-256WithRSAIZ X 5T B4 ik Ule [BRAAINAE S &%
B9 2,
@ JEEANL BRLEICHENGEE DT — 4 E 2B EOARNE AN TS L
© MRIERZESREL) Z2¥ME57 5,
@ BFEIL. JEHIAIZsha-256WithRSAIZ X 5 FE B4 ik U MKILEINEESC) &
EET 2,
3 AEILOMER
RITRL2D A ELOMERIL, KO (1) KOCQICED D EZAHICEY | FEHBIZHEET D
RO A SR L. T OWIZ XY M 5 HIEEE 5 % ik 2,
(1) [BlARELRES) RO RIEEESREL) Ok

T PEH %E@ Xa]Y

1 Request-Line POSTA\/bin/dcwegi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1

2 request—header Host:crca.moj. go. jp CR+LF

3 entity—header Content-Type:application/pkixcmp CR+LF
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Content—Length:N(E1) CR-+LF
4 ceneral—header Connection:close CR+LF
CR+LF
5 lentity-body (1£2)
W1 OINJ I, EES lTentity-bodyl O/A NEEFET S,
2 IHES Tentity-body) OFBEMEIL, HEAUIED D L ZAHITL D,
(2) BRI EIL] KO HRIEJRISEE L] O
THFE Pl i fE XY
1 Status—Line HTTP/1. 1 A200A0K CR+LF
2 entity—header Content-Type:application/pkixcmp CR+LF
3 Content—Length:N(JE1) CR+LF
4 gceneral-header Date: (7£2) CR+LF
5 Connection:close CR+LF
6 response—header [Server: (7£3) CR+LF
7 Set—Cookie Set—Cookie: CR+LF
(1£4) CR+LF
8 lentity-body (I%5)
FEL Ny &, THES Tentity-body) D31 MREGET D,
2 KREOHEZ 7Y =y UHEERIC XLV LT 5,
3 TServer:] OKIZ, BELENEEDOFHEZFLIKT D52 LN TE D,
F4  [Set—Cookie:] DWIZ, BFlENHEDFHATIKT HZ LN TED,
15 B8 lentity-body) DOREMEIL., RILHUIEDD L ZAIZLD,

4 BEIXHF O Tentity-body] DHNE
(1) ATFRE3DFEXLH D Tentity-body) (ZiF, WD (2) 716 (B) ETITED D & ZAIT

£

(@)

A}

[ — 28 BT 20 VT R ofkicit - ¢,
BZHB 2 FHETET D, ZOHAITBNT,
OfHRACED D & ZAILE D, T—Z OFFE{kiE, DERIZ K 5,
BEARZERFESC) T Tentity-body)] DN

[7 4 —J)L K]

[ —2 | ORI X, ASN. 1%

74—V K

5 4o i

L\ ZE
(7E1)
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PKIMessage
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header PKIHeader
pvno INTEGER 1
sender GeneralName ( [4] )
— Name (RDNSequence) (1F2)
recipient GeneralName ( [4] )
— Name (RDNSequence) (1F2)
transactionlD (4]
— OCTET STRING 131 F LA E32/84 R L
T OELE A LS T D,
senderNonce [5]
— OCTET STRING 134 RELE32/314 R LA
T OFEE A FLET D,
Body PKIBody ( [21] )
— GenMsgContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 21
infoValue GenmInfoReqContent
L* NegotiationKey




symmAlg Algorithmldentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549.3.7
parameters NULL A
pubAlg AlgorithmIdentifier
Al gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.1 ©
parameters NULL AN
hashAlg AlgorithmIdentifier
a1 gorithm OBJECT IDENTIFIER 0. 16.840.1.101.3.4.2.1| ©
parameters NULL AN
#1

(W HFICORID & 5 7 4 — /v FIZiZ, T EZ e L2 TR B0,

[WZE] T ORID B 5 7 4 —/b RiL, TR R0 570,
FIZAFIOH D 7 4 —/L Rit.

PZa
R BIEIC £ > TIEBICRIT 5 2 L9 TR B,

Fe R&AZ77 v M T0) Zickd 5,

(3) [BRARIEESL] T Tentity-body] ONE
74—V K 7 — 4 Al EX EAE LA ZH
(1)
— PKIMessage
header PKIHeader
pVNo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (#2) O
recipient GeneralName ( [4] )
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L, Name (RDNSequence) (1£2)
protectionAlg [1]
— AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840. 113549. 1. 1. 11
pbarameters NULL (1£2)
senderKID [2]
- Keyldentifier (#£3)
transactionID [4]
— OCTET STRING (7£4)
senderNonce [5]
— OCTET STRING (#£5)
recipNonce (6]
— OCTET STRING (7£6)
Body PKIBody ( [22] )
— GenRepContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2. 22
infoValue GenpInfoResContent
status PKIStatusInfo
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status PKIStatus () ©
negotiationKeys SEQUENCE OF
NegotiationKey
— NegotiationKey
symmAlg Algorithmldentifier
a1gorithm OBJECT IDENTIFIER 1.2.840.113549. 3. 7 ©
barameters NULL (1E2) O
pubAlg AlgorithmIdentifier
a1gorithm OBJECT IDENTIFIER 1.2.840.113549.1. 1.1 ©
barameters NULL (1£2) O
hashAlg Algorithmldentifier
a1gorithm OBJECT IDENTIFIER 0. 16.840.1.101.3.4.2.1| ©
parameters NULL (1E2) O
brotection [0]
— PKIProtection (7£8) ©
extraCerts [1]
— SEQUENCE OF Certificatel|(7E9) ©
HEINBIEEE TIZOW T, AIREE3D4AD (3) DIEINHIEEE TIZF T,
ET TR ESRE ] # EWIZZE LI L 2T 720, [0) Z#5d&kd 5, [Bi4h

GSRE ] ICREND - -HEEITiE. %tz L b,
1E8  f§k4127~7 [ProtectedPart | ZDERIZ X W 51k L 7= sha—256Wi thRSAIC & % &
TEBL U EE T 5,
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HE9 BB ORKSDOE

FFBAE A Tk B,
(4)  MRIEEERESL] O lentity-body] DHE

74—V K 7 — 4 Al EX EAE LA ZH
(1)
— PKIMessage
header PKIHeader
pVNo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (#2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (#2) O
transactionID [4]
— OCTET STRING [BRAGINE RS oD ©
[transactionID| % ZC&HK
j—éo
senderNonce [5]
— OCTET STRING [BRAGINEE S oD ©
[recipNonce] ZEC&kd
Do
recipNonce (6]
— OCTET STRING [BRAGINE B S oD ©
senderNonce] % L&k 9
Do
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Body PKIBody ( [21] )
— GenMsgContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300.1.2.1 ©
infoValue GenmSuspReqContent
certDetails CertTemplate
serialNumber [1] INTEGER EREHEOE S ARk O
1%,
issuer [3]
— Name (RDNSequence)
— RelativeDistinguishedNa
me
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 0.5.4.6 ©
value PrintableString TP ©
— RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER . 5.4.10 ©
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alue DirectoryString Japanese Government ©
(UTF8String)
— RelativeDistinguishedNa
me
(organizationalUnitNa AttributeTypeAndValue
me)
type OBJECT IDENTIFIER 0.5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
— RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 0.5.4.3 ©
value DirectoryString Registrar of Tokyo ©
(UTF8String) [Legal Affairs Bureau
revocationReason ReasonFlags 6 ©
suspensionReasonCode INTEGER 1 ©
suspensionDetail EncryptedValue
keyAlg [3]Algorithmldentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.1 ©
parameters NULL AN
encValue BIT STRING (1£3) ©

HEL TRH]TICORID® % 7 4 —/b FIZid, P EAFRE L 21T TR 670,
TWAZH] BFICORID® 5 7 4 —/v Rid, 9T R bz, T il
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HFIZAHIDH D 7 ¢ —v R,

H2 E3A77 v M lo) st 5,

T3 RIS 335 D6 S IE 4B ORI 5 ORI, DERIZ X W 5k L7z
header] A SHA-LIZ X W AW L MEZ AL b D%, Bl EORANE L H
WC, A7 V=7 MNlBIT% 11.2.840. 113549. 1. 1. 1) L9 5K 7 /03U XA

KO Eb Lii & iiskd 5, BiE ORNE IR,

FINTZHOEEH LTI 720,

(5)  MRIEREISEFESL] D Tentity-body] OWE

RIRT DI L > THHERICRIT D ZENTE D,

[BHARINE RS DOIEIITFE

74—V K 7 — 4 Al EX EAE LA ZH
(1)
— PKIMessage
header PKIHeader
pVNo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (#2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (#2) O
protectionAlg [1]
— AlgorithmIdentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549.1.1. 11 ©
barameters NULL (1£2) O
senderKID [2]
— KeyIdentifier (1#3) ©
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transactionlD (4]
— OCTET STRING (7£4)
senderNonce (5]
— OCTET STRING (J£5)
recipNonce (6]
— OCTET STRING (7£6)
body PKIBody ( [22] )
— GenRepContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1.2.392.100300.1.2.2
infoValue GenpSuspResContent
status PKIStatusInfo
status PKIStatus 0 (1£7)
revCert Certld
issuer GeneralName ( [4] )
— Name (RDNSequence)
RelativeDistinguishedNa
me
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(countryName)

AttributeTypeAndValue

type OBJECT IDENTIFIER 0.5.4.6 ©
value PrintableString JP ©
— RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
type OBJECT IDENTIFIER . 5.4.10 ©
value DirectoryString Japanese Government ©
(UTF8String)
— RelativeDistinguishedNa
me
(organizationalUnitNa AttributeTypeAndValue
me)
type OBJECT IDENTIFIER 0.5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
— RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT IDENTIFIER 0.5.4.3 ©
value DirectoryString Registrar of Tokyo ©
(UTF8String) [Legal Affairs Bureau
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| | serialNumber INTEGER (1E8) ©
brotection [0]
— PKIProtection (#9) ©
extraCerts [1]
— SEQUENCE OF Certificate|(JE£10) ©

W1 TZEITICOMDOH 5 7 1 —)b RIZiE, S EE ek LT e 57220,
(W] BFRICODOH 5 7 4 —/V Rix, ST 2 b,

w2 RSAZ7T7 v Mz o) ey 5,

3 EI0ICRE SN2 BFLE OB TREAED [subjectPublicKey | OfE GRAlT7-4 2
Ty M RBESAIZTy PEROKEHE Yy FEFR<S, ) Z, SHA-UT KD A L%
LT D,

H4 MARIEJRZERESC) D TtransactionlD] (ZFREEk SN EZFLET D,

5 MRIEJEZERE L) T [recipNonce| |ZRLHEk S 7B A FLEkT D,

6 MRIEJEERE L] F D [senderNonce] (ZFLdk S N7-E%EFLdkT D,

HT MRIEREREL) 2 EWICZE LI L 2mnRd7zd, [0) #5895, MK
IERELRESL ) \ZRERH > HAITE, #%Ehlc L b,

8 B REHEOEF S E T D,

9 AHEk4IZRT [ProtectedPart | ZDERIZ L W £ Bk L7 M2 sha—256Wi thRSALZ &

BB EH# T EE ST 5,
H10 BEEOEHOEFIEHEL TS D,

5 HEED LR

(1) TBRARELRESC) D Tentity-body] MATFEAD () IZE D AU S LW

B (RS D ) ITED DIGEERL ) IZB T DB E OHE IOV T, BiRtHE3D5
OWMICkD, ZOHEAITIE, BHEAZR., MRIEREREX] 2%ET52 N TE
fcil/\o

(2)  TBHMREREL] o Tentity-body) ZieEkS /- lsymmAlgl . TpubAlg] X

% ThashAlg] ASRTEEAD Q) IZED HERICHE S L WEAITL., B EIL.,  [BltAS

BRSO Tentity-body) 12, BIEEAD (3) DNEICALZ T, RIF4D (1) DED ST

54/94



KIC LY, ROWNAETER L= b OEEET D, ZOBAITIE, BHAE, AL
ZOREN) ZXET DI LB TERY,
74—V K T — 2l B} AZH
(1)
— PKIMessage
Header PKIHeader
Pvno INTEGER 1 ©
Sender GeneralName ( [4] )
— Name (RDNSequence) (HE2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (HE2) O
protectionAlg [1]
— AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11 ©
barameters NULL (1£2) O
senderKID [2]
— KeyIdentifier (##3) ©
transactionID [4]
— OCTET STRING (F4) ©
senderNonce [5]
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L OCTET STRING (7%5)
recipNonce (6]
- OCTET STRING (7%6)
Body PKIBody ( [22] )
— GenRepContent
— InfoTypeAndValue
infoType OBJECT IDENTIFIER 1. 2.392.100300. 1. 2. 22
infoValue GenpInfoResContent
status PKIStatusInfo
status PKIStatus D (:7)
brotection [0]
— PKIProtection (18)
extraCerts [1]

SEQUENCE OF Certificate

(139)

EINDHIESE TIZOW T, RIERE3D4D (3) DIEINHIE6E TIZF U,

17

LT EL

E9 BB DERHTDE
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(BHAGELRE S ICRFE R D ST L ERT T2, [2] 25T 5,
8 fHEk4IZ/RT [ProtectedPart | ZDERIZ L U £ Bk L 7= M2 sha—256Wi thRSALZ &
i U B2 ek 2,
AEAE AR T D,
(3)  MRIEEERESL) F D Tentity-body] 25, AIFE4D (DIZED AU L7
WIS (R () DG ZBR< ) ITiE BRI, RIEEIGE TS @ lentity-body]
(2. ATRL4D (5) DN AT, H/Re4D (DIZED 2 HHUIT LY | IRONE Zisk L




ZbDEEET D,

DEFEITIE, A,

BHARELREESC) Z k(e Ll

A CYANAN
74—V K 7 — 4 Al EX EAE LA ZH
(1)
— PKIMessage
header PKIHeader
pVNo INTEGER 1 ©
sender GeneralName ( [4] )
— Name (RDNSequence) (#2) O
recipient GeneralName ( [4] )
— Name (RDNSequence) (#2) O
protectionAlg [1]
— AlgorithmIdentifier
a1 gorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
barameters NULL (1£2) O
senderKID [2]
— KeyIdentifier (1#3) ©
transactionID [4]
— OCTET STRING (F4) ©
senderNonce [5]
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L OCTET STRING ({£5) ©
recipNonce (6]
OCTET STRING (¥£6) ©
Body PKIBody ( [23] )
— ErrorMsgContent
pKIStatusInfo PKIStatusInfo
status PKIStatus 0 (&) ©
brotection [0]
PKIProtection (1E8) ©
extraCerts [1]
SEQUENCE OF Certificate|({E9) ©

HEIDHEEE TIZOWTIE, RiTRLAD (5) DIFELDHIE6E TIZ[F L,

H7 URIJEERES ICRERD ST 2R, 12] Zitekd 5.

8 fHEk4IZ/RT [ProtectedPart | ZDERIZ L W £ Bk L7 M2 sha—256Wi thRSALZ &
LETEL M U AT D,

9 BELE OERHTOEFREAE LT T D,

(4)  MRIERZESREIL) o Tentity-body) (Zhtdk S 4172 TtransactionID) |

senderNonce] . [recipNonce] . serialNumber . [issuer]. [suspensionReasonCode |

X% TencValue) 23, AiREAD (D) ITED HHNUITHEA Ligv & Xid, BeEix, K

IEJRISZEESC) @ Tentity-body]) 1T, AIFR4AD (5) DI AT, AlFE4D (1) IZE

HEFRUICE Y RONEELE LT b OEERET 5, ZOGAICE, B AL, B

PRELREESL] ZFFIEE LR TER B0,

74—V K 7 —Z R fIE WAZS|

(1D

— PKIMessage
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header PKIHeader
Pvno INTEGER 1
sender GeneralName ( [4] )

— Name (RDNSequence) (1£2)
recipient GeneralName ( [4] )

— Name (RDNSequence) (#2)
protectionAlg [1]

— AlgorithmIdentifier

a1 gorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11

barameters NULL (1£2)
senderKID [2]

- Keyldentifier (7£3)
transactionID [4]

— OCTET STRING (7£4)
senderNonce [5]

— OCTET STRING (7£5)
recipNonce (6]

— OCTET STRING (7£6)
Body PKIBody ( [22] )




GenRepContent

InfoTypeAndValue

infoType OBJECT IDENTIFIER 1.2.392.100300. 1. 2.2
infoValue GenpSuspResContent
status PKIStatusInfo
status PKIStatus 0 (JET)
revCert Certld
i ssuer GeneralName ( [4] )
— Name (RDNSequence)
— RelativeDistinguishedNa
me
(countryName) AttributeTypeAndValue
type OBJECT IDENTIFIER 2. 5.4.6
value PrintableString JP
— RelativeDistinguishedNa
me
(organizationName) AttributeTypeAndValue
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type OBJECT IDENTIFIER 0.5.4.10 ©
value DirectoryString Japanese Government ©
(UTF8String)
— RelativeDistinguishedNa
me
(organizationalUnitNa [AttributeTypeAndValue
me)
type OBJECT IDENTIFIER . 5.4.11 ©
value DirectoryString Ministry of Justice ©
(UTF8String)
— RelativeDistinguishedNa
me
(commonName) AttributeTypeAndValue
type OBJECT TDENTIFTER 0. 5. 4.3 ©
value DirectoryString Registrar of Tokyo ©
(UTF8String) [Legal Affairs Bureau
serialNumber INTEGER (1£8) ©
brotection [0]
— PKIProtection (1£9) ©
extraCerts [1]
— SEQUENCE OF Certificatel|(7£10) ©

HE1IPBEEE TITOUWT, BifFEAD (5) DL HIE6E TIZF L,

7T URIERERES) ICREN D722 Lamd e, [2) Zidd 5,
8 EWTREHEDOE SRR T 5,
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9 k412789 [ProtectedPart | ZDERIZ L W Bk L 7-fHIZsha—256Wi thRSALZ &
HETEL W I EE T 5,

H10 BEEORHOEFREHEEZ LT D,

56 B REHEICLR DREH K OV OFF kD 7R

1 @BE7e hay

PAER LIRS 335 D152 D HIE & ORISR B3I B W CTHEH 9~ 5 55335 D85 1
HOMEIZ L DFEFEITHNL@ET 7 »auiE, HITPE T 5,

2 BIXOEZAG DA
BLE EHFEA L OMOEXDOEZEIL. LLTOFIEIZ
728, ORVQDKEILOHERICOWVTIE, HFt3LL FTED D,

i OIEHEREY . 5
A ” QERLEEX B
O HFEAPBLEICHET D REAZSRES] 1, FHRICR L EFREAFIC RS

7 TnotAfter] @ HKFE TIZ, BTGB EATIZEIZE LR ITNIE R 6720, £72,
FORED B (BT REHZEO SR S 7 InotBefore] 75 InotAfter) F CTOHiPH
WZBR 2D, JIZDWT o TFEZERESL] 1, F5RICMR 2 EFREA FICFisk S i
MmotAfter] OHDEANLEF L TCTAZHEARWHE TIZ, B R EATIZE
ELRTELZR B0,

@ BB, Hi5AITsha—256WithRSAIZ K D EF B4 ik U= [FEIGEE L) &%
595,
3 HELOHERL

ATRL2 DAL ORI, RO (1) KQ)ICED D L ZAICLY, FHAIZHEET D
AREMEZ FLER L. T OWIZKY) D WIS % HIEED 5 2 fidk 9™ %,
(1) TREBAZSRESC) DR

T PEH %Eﬁ Xa]Y

1 Request-Line POSTA\/bin/dcwegi/DC_HUSR/cert/cert CR+LF
AHTTP/1. 1

2 request—header Host:crca.moj. go. jp CR+LF
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3 entity—header Content-Type:application/ocsp—request CR+LF
Content—Length:N(JE1) CR+LF
4 ceneral—header Connection:close CR+LF
CR+LF

5 entity—body (JE2)

EL OINJ 1Z. THEFSD Tentity-body] O NA NEZIET 5,
H2 IEFESD lentity-body] DOEEEMEIL., Rit4lZEDD ETAITLD,
(2)  TEERAIGEESC) ORERL

HHE @l I%QE@ X8) Y
1 Status—Line HTTP/1. 1A200A0K CR+LF
2 entity—header Content-Type:application/ocsp—response CR+LF
3 Content—Length:N(JE1) CR+LF
4 general-header Date: (JE2) CR+LF
5 Connection:close CR+LF
6 response—header [Server: (J£3) CR+LF
7 Set—Cookie Set—Cookie: (}34) CR+LF

CR+LF
3 entity—body (7#5)

EL - INJ i, TS Tentity-body] D3 bRAZFLEKT D,
2 FMEOHEFLZ VY =y VR L D 58T 2,
73 [Server:] OWRIZ, BLENEAEDFEL KT HZENTED,
14 [Set—Cookie:] DWIT, HILENHEEDOHHAFLEKT H I ENTE D,
5 HHEBD lentity-body] DEREMIT, HZAL4HUIEDD L AL D,
4 ZEXTO Tentity-body] OHNE

(1) ATFE3DAEICH D lentity-body ) IZI1X, RD (2) KITB)IZEDDH L ZAIZED
(7 =2 T 5 DT AEsORRICHiE-> T, 70— ) i
B2 FHAZET 5, ZOHEICBWT, [F—28] fMorRux, ASN. 1RO
FROIZTED D & ZAILE D, T —F DFFkiE. DERIZ X %,

(2)  TREPHZRESC) ' Tentity-body] DS

7 4—)L K T — & X B

53
RS
o
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(1)

— OCSPRequest
tbsRequest [BSRequest
requestList SEQUENCE OF Request
— Request
reqCert CertID
hashAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL A
i ssuerNameHash OCTET STRING GEFA DX L 72 B ETHE| ©
B2 lissuer] (/BT
%Ry % DERIZ & 0 755
L L7-fE% ., SHA-1IZ L
1 R Ok [ R Tak g I
issuerKeyHash OCTET STRING (1F2) ©
serialNumber CertificateSerialNumber FIFFH DF5RIZ/EHEFEHE| O
EOFK 5 & 5lek T D,
singleRequestExtensions [0] AN
(#£3)
— Extensions
(confirmationTime) Fxtension
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extnld OBJECT IDENTIFIER 1.2.392.100300.1.2.102| 1 ©
extnValue OCTET STRING
— ConfirmationTime FEOxt G L 72 LD | 1O
RFEDHIFZ 7 ) =¥
P AERF I KV BREk T D
(7£4),
requestExtensions [2]
— Extensions
(nonce) Fxtension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2 ©
extnValue OCTET STRING
— Nonce 134 RELE32/514 FEA ©
T OFEE A FLET D,

El WHIRTPIZOMDH % 7 4 —/v RiZid, L 91E
ML) AFICORD & % 7 4 —/v &, B FRITRITNIER 5720,
HIZARIO®H A7 4 —/L K
MAZH] IS

VPEZ sk L 22 T IEe B,

F2 FEBHO%G L 7 HE

AR A (B L i O

X, FhERT DA

AR £ 0D

ZoRidk L2 e 6720,
MWAZH ] il
KXo TERICERITHZ N TE S,
TOHIOH D7 4 —)v RIZiX, EWIC7 4 — /L RERITIZ L E1X

lsubjectPublicKey] OEGERENFA 27T v b, BE&F 7T v MEROKREHAE » b

ZFr<, ) ZSHA-1IZ

AU % | Yt [ Rk = RS
HEOHEE D H ROV T OFRE % 7%

HE3 K74 — /W RERETDHILIZLD,

F5 2 ERTE B,

H4 HREOREOHE i3, ROOXIFEO© LT 5,

O FEHOXG L2 DHE
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SERAEIC TnotAfter] & L CiddkSN /- AWML TOM



IZdH o T, BFEFHEIC ThotBefore] & LT

T2 £ TOMDEED B
@ EFREPIFEIC MnotAfter] & L TRk S N7z ARFLARE S TnotAfter] & LT

LB SNZ A ZfE LT BTA ZB A2V H £ TORIZH > T,

g
E=

RLdR S U7 RIS BREFA 252K

IR

IZ notBefore] & L TRk I3/ HEFHS TnotAfter) & L CitdkI 7z HHEF
F TOMOEED QI

(3)  TEERAISEE L] F oo Tentity-body)] ONE

74—V R 7 — 2l R I A WAZH
(1)
— OCSPResponse
responseStatus OCSPResponseStatus 0 (1£2) ©
responseBytes [0]
— ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48. 1. 1 ©
response OCTET STRING
— BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID( [2] )
— KeyHash (JE3) ©
broducedAt GeneralizedTime (1£4) ©
responses SEQUENCE OF
SingleResponse
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SingleResponse

certID CertID
hashAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL (1F5) O
i ssuerNameHash OCTET STRING (1F6) ©
issuerKeyHash OCTET STRING (FED) ©
serialNumber CertificateSerialNumber |(JES8) ©
certStatus CertStatus (CHOICE)
good (0] NULL (1£9) ANO
(#£9)
revoked [1] RevokedInfo (139) ANO
(1£9)
revocationTime GeneralizedTime (#10) 1O
revocationReason [0] CRLReason (F11) 1©
unknown [2] UnknownInfo (1#9) AO
(#£9)
thisUpdate GeneralizedTime (1E12) ©
singleExtensions [1]
— Fxtensions
(ocspStatusCode) Extension
extnld OBJECT IDENTIFIER 1.2.392.100300.1.2.103| ©
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extnValue OCTET STRING
— OcspStatusCode (FE11) ©
(confirmationTime) [Extension A
(E
13)
extnld OBJECT IDENTIFIER 1.2.392.100300.1.2.102| 1 ©
extnValue OCTET STRING
— ConfirmationTime (F14) 1©
responseExtensions [1]
— Fxtensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2 ©
extnValue OCTET STRING
— Nonce (1£15) ©
signatureAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549. 1. 1. 11 ©
parameters NULL (1E5) O
signature BIT STRING (1F16) ©
certs [0]
— SEQUENCE OF Certificatel|({E17) ©
HE1 IWHEIPICOOH 5 7 4 —/V RIZiZ, T EATEE L2 T 5720,
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TWZH] fPICOFID & 5 7 4 —/V Rid, BRI RN 6720, TWZH] il
FIZAFIDO®H D7 4 —/V FiE, il 2NEIC L > THERICRITH Z N TE D,
(] MR T OHID®H 5 7 4 —/L Ricid, Blic 7 4 —/L REgEITZ & &1
VFEZ RS LT T2 o2, T FIZAOCHID® 57 1 —/L RiZi
HINTEDD EZAIZLY WTRNIDT 4 — /L RELTERE L2TIER 50,

2 [RERAZRE) #EWICZE L2 2T 0, [0) 25iékd 5, [FEH
FURES ICRER D - G EITIE, HEESI X D,

3 FEIIZED D E B T T2 BFLE OB TREHED [subjectPublicKey] @
B GRTA27 Ty M, BEF7 Ty REOKRERAE Y F&FR<, ) ZSHA-LIZ XD
M LTl % fLER T D

FE4 ZOBLEAER LIz ARE 7Y = v UHEHERHC X 0 5edk 92,

W5 RSA 7T v Mz o) &iekd 5.

6 TREBESREESC) D lissuerNameHash| (ZFE&k ST HZ LT 5,

ET  TGERIELRESL) D TissuerKeyHash) [ZFREk ST FL8kT 5,

8 TEEBIERESC) D [serialNumber] (ZREEkSN7-E%EFLERT D,

9 RORITHEIT HFHITEY T 250, BENFITEDD 7 4 —/V RERET

Do
= IH @EW%
SFRAZEIZ DWW TTHEE2 I3 WTNOFEIAEIZ G| [good)

BLApnZ E

E11IOFRF, EEINSTE TOWVTNOOFERIEICE Y| [revoked)
ERA RS

[FEAA Rk EESC) ' lissuerNameHash] | lunknown |
lissuerKeyHash] # L < 1% lserialNumber] (2320 23
BV, UTEFIEAFICFES S 72 TnotAfter] OH
[k TLC TREPAZERE L) 3B FRERE B RL AT IS B
Ienole 2 &

E10 FENORPIEFINSGTE TCOWVT DO FENFLE SN DGAIT, YL FEN
EUT-AEEAE 7)) = DR LV 38T 5,
HELL RoOFET S THIE] 1YL T 2581, TRRENE] ICED D BT 23tk
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T2, ZOHBBITBNT, HEINLAE TOBBOBEHIZE YT 5 & i, RIS

A UTFHEICOWTOR T A BENOTE TOWNT OO FENE U =LA
B, EEINHAFEFTOWNWTNOOFEENA U & EE, HEINOAE TOHEED

B, ANZAE U TFHEIZOW T DHRLEKT D,

T (FRH FLERN A
K CRL OcspStatus
Reason Code
1 R IEE 125028 THD RN b o7z & & 5 1
2 [EEEEHAIEES3 LD 12 IEE2 S OHEIC LV ETFP 0
FEFT ISR SN BRI AT A AT D8 L
[CEOBHN Do L
3 [EEEBECHIAIZE33SR D16 1IHOBIEIZ LV | BiLATOR 4

%Eﬁlﬁii DEHE%;E#%) 0)75>$H%’|’C7ﬁﬁ< fﬁ’)ﬁ’_kmu&)é
L

P BRI 33 4R D16 LD BIEIZ L 0 | BELFT D
HM LA DOFEHIC LV FEAZ T 5 OBMHY TR 2o

[$2]
Do

ol L L&

5 PSR EGLBLAIES3R D 12 I 15 O@H A H -7 & %
= (FIEE3FOBHNH T2 L E 2R )

6 [FaZEB A3 RDISHIHEDOHEIC LV EFFEH p 1

EHOMHDIKIED RN S - 72 & = (FISRELHED E
N oT= L& &R, )

7 FEESKO6OWNTIICHEYTH L& 6 3
S [ X V., Tgood] 74—/ RERELZE X 0
9 W9z X Y. lTunknown] 7 4 —/)L RZZREL-L X

H12 BHEENEAOXMR MR LT- B2 7 ) = UERERFIC L 0 EEkd 5,
13 TEFBEERE ST 12 lConfirmationTime| Wi S N TV XX, Znbd
74—V RERIT DL,

F14  TEFBAEERE ) 12 [ConfirmationTime| NS CW- L X1T, 7 4 —/L

NIZAEZRLEkd 5,
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16 TRERZEREESC) @ [Nonce] ZRCER S LT MH & RLdkd 5,

7216  [ResponseData| ZDERCHF 54l L7 IZsha—256WithRSAIZ L B EFE4 ik

Ul asedd 5,

LT BB OB OB FIENE LR 2,
5 B RO QUEE

[FERAZEREESC) H > lentity-body) OWNEDETFLAD (2)IZED HFHAUTHA L
WG (ATRE4D (3) DTN XY Tunknown| D7 4 —/V RERET D50 & bR<, )L,
BHALEIE, [REFUSEESL) @ Tentity-body]) (T, ATRZAD (3) DNFITINA T, HiFL4
D) DEDLIFARIZEY, RONFZZTERLIZbDEEEFET D,

74—V R 7 — 4 Al %ﬁ@ V2
(1)

— OCSPResponse

responseStatus 0CSPResponseStatus 1 (7F2) ©

W1 W] fiPIZORDH 5 7 4 —/v RIZiE, ST EEZFEER L2 T IR 5720,
E2 TRERAZSRES) ICBFE N7 Z L 2mdizn, (1) 25T 5,

Bt R (SRR A N BIEBA S REA T Z5)

BRIT, AFTEEEA — B BT 5,

Bt R (SRR — A SN RIEBE SRS E NS E)

HRIE, AFCEt—A LA BT b,

ekl BREATRLERA~ DR (ASN. iE L 47V = 7 MAIT)
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1 Explicitly Tagged Nodule
WOJCHPRegistration { 1 2 382 100300 1 4 41 ]

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMFORTS

GertReoMessages, Genera|Mame. registeredCorporationinfo
FROM MOJCRMFRegistration | 1 2 382 100300 1 4 42 |;

PKIMessage @ := SEQUENGE |
header PKIHeader.
body PK1Bady

I

PKEHeader ::= SEQUENCE |

pyna INTEGER { ietf-version2 (1) |,
sender GeneralName,
recipient GaneralName

I

PKEBody ::= CHOIGE |

ir [0] CertReoMessages —Initialization Request
1
4| gorithmidentifier 1= BEQUENGE |
algorithm ALGORITHM-1D. &id{ [SupportedA | gor i thms)),
parameters ALGORITHM-1D. &Type { {Suppor tedAl gor i thms|

| falgorithm |1 OPTIONAL }
ALGORITHR-ID ::= CLASS {
&id  OBJEGT [DENTIFIER UNIGUE,
&Type OPTIONAL

|
WITH SYNTAX ( OID &id [PARMS &Type] |

SupportedAlgor ithns ALGORITHM-1D ::= { ..., -- extensible
rsaPub | ickey |
rsadHA-2566 |
sha?56ldentifier |

rsaPublickey ALGORITHM-ID ::= [ OID rsaEncryption PARMS NULL }

reaSHA-256 ALGORITHM-ID @ := { OID sha256WithRSAEneryption PARMS NULL |
sha?f6ldentifier ALGORITHM-1D -:= { OID id~SHA2G6 PARMS NULL |

pkoa-1 OBJECT IDENTIFIER @ :i= |
iso (1) member-body (2) us (840} rsadsi (113548) phesi®) 1]

rsafncryption OBJECT IDENTIFIER ::= { pkos-1 1 }
== subjectPublickey syntax
RSAPublicKey ::= SEQUENCE |
modulus INTEGER, -n
pub | icExponent INTEGER — @
i

shaZb6®ithREAEncryption OBJECT IDENTIFIER ::= | phes-1 111
id-5HAZ56 OBJECT IDENTIFIER ::= {
Joint-iso-itu-t(2) country{16) us(840) organization(1} gov(101)
csor (3) nistalgorithm(4) hashalgs (2} 1]
Sub jectPublickeylnfo = SEQUENCE
algorithm Algorithmldentifier.
subjectPublickey BIT STRING |
Extensions = SEQUENCE SIZE (1. MAX) OF Extension

Extension ::= SEQUENGE {

extnld EXTEMSION. &id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING |

ExtensionSet EXTENSION = { registeredCarporationinfo |

EXTENSION - = CLASS [
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&id OBJECT IDENTIFIER UNIQUE.

&ExtnType |

WITH SYNTAX |
SYNTAX &ExtnType
1DENTIFIED BY &id |

AttributeTypeAndValue = SEQUENCE [
type ATTRIBUTE. &id (|SupportedAttr ibutes}),
value ATTRIBUTE. &Type {|[SupportedAttributes) |Etype})]

Nane ::= CHOICE |
rdnSeguence  RDNSequence
}

RONSequence ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName @ = SET SIZE (1 .. MAX) OF AttributeTypeAndValue
1D ::= OBJEGT IDENTIFIER

ATTRIBUTE ;= CLASS |

AType.

&id OBJECT IDENTIFIER UNIOUE )
WITH SYNTAX [

WITH SYNTAX &Type

n &id |

SupportedAttributes ATTRIBUTE @:= |{
commorame | organizationMame | - RelativellistinguishedName attributes
timeLimit | suspensionSecretCode —— reglnfo attiributes

!
commoniame ATTRIBUTE -:= |
WITH SYNTAX DirectoryString |ub-common-name|

1D i d-at-commonlame |

organizationName ATTRIBUTE <= |

WITH SYNTAX DirectoryString {ub—organization-name)
] id-at-organizationName |

DirectoryString | INTEGER:maxSize | ::= CHOICE |
printableString PrintableString (SIZE (1. maxSize}},
utfaString UTFBString (SIZE(1. .max3ize))

1

timelimit ATTRIBUTE -:= |
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WITH SYNTAX TimeLimit
10 id-registeredcer t-mg-effectivelimelimit |

TimeLimit ::= OGTET STRING
suspens ionSecretCode ATTRIBUTE @ = |
WITH SYNTAX Suspans i enSecretCode
i id-registeredcer t-mg-suspensionSecretlode |
SuspensionSecretCode ::= SEQUENCE {
hashAlg Algorithmldentifier,
hasheddecretCode OCTET STRING
id-at OBJECT EDENTIFIER ::= ljoint-iso—ccitt{2) ds(5) 4}

 d-&t-commorams OBJECT IDENTIFIER ::= [id-at 3]
id-at-organizationName OBJEGT [DENTIFIER ::= [id-at 104

id-registeredoert OBJECT IDENTIFIER -:= [ 1 2 382 100300 1 }
id-registeredcert-mg OBJECT [DENTIFIER ::= [ id-registeredcert 2 |
id-registeredoert-mg-affact iveTimeLimit OBJECT IDENTIFIER . = [ id-registeredcart-mg 104 }

id-registeredoer t-mg-suspensionSecretGode OBJEGT IDENTIFIER ::= [
id-registeredoert-mg 105 ]

ub-common-name INTEGER ::= 64
ub-organizat i on-name INTEGER ::= 64
END

2 Implicitly Tagged Module
MOJCRMFRegistration [ 1 2 392 100300 1 4 42 |

DEFINITIONS IMPLIGIT TAGS ::=
BEGIN

IMFORTS
AttributeTypeArdialue, Algorithmldentifier, Name.

Sub jectPubl ickevInfo, Extensions, DirectoryString, EXTENSION
FROM WOJCMPRegistration { 1 2 392 100300 1 4 41 }:

CertRegMessages - 1= SEQUENCE SIZE (1. MAX) OF CertRegMsg
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CertRegMsg *:= SEQUENCE |
certReg  CertRequest,
poo ProofQfPossession OPTIONAL,
reglnfo  SEQUENGE SIZE(T..MAX) OF AttributeTypeAndValus |

CertRequest o= SEQUENCE |
cartReqld INTEGER,
certTemplate CertTemplate |

CertTemplate ::= SEQUENGE [
sub ject [5] Mame OPTIOMAL,
pub | icKey [6] SubjectPublicKeylnfo,
extensions  [9] Extensions

ProofOfPossession = GHOIGE (
signature [1] POPOSIzningkey }

POPOSigningKey ::= SEQUENCE |
algorithmldentifier Algorithmldentifier,

signature BIT STRING |
GeneralMame @ = CHOICE {
di rectar yName [4] Name

registeredGorporationlnfo EXTENSION ::= |
SYNTAX  RegisteredCorporationinfoSyntax
IDENTIFIED BY id-registeredcert-pe-registeredCorporationinfo }

RegisteredCorporat ionlnfoSyntax 1= SEQUENGE {
corporatehlame [0] EXPLICIT DirectoryString[ub-corporate-name},
corporatefiddress [2] EXPLICIT DirectoryString|ub-corporate-address),
representativebirectorName  [3] EXPLICIT DirectoryString
{ub-representative-director-name|,
representativelirectorTitle [41 EXPLICIT DirectoryString
{ub—representative—director—title}
}

id-registeredoert OBJECT IDENTIFIER ::= | 1 2 392 100300 1}

id-registeredcert-pe OBJECT [DENTIFIER ::= | id-registeredcert 1}

id-rezisteredcert-pe-registeradCorporationinfo OBJECT IDENTIFIER ::= |
id-registeredoert-pe 3 |

ub-corporate-name INTEGER - -

ub-corporate-address INTEGER :
ub-representative-director-name  INTEGER ®:= 126
ub-representative-director-titie [NTEGER ~:= 128

END

k2 B EO R ASN. G L 7Y = 7 MikilT)
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1 Explicitly Tagzed Module

MOJCorpCertExplicit { 1 2 392 100300 1 & 1)
DEFINITIONS EXPLICIT TAGS ::=

BEGIN
-— EXPORTS ALL —
IMPORTS
author ityKeyldentifier, subjectKeyldentifier, keyllsage,
privateKeylUsagePeriod, certificatePolicies,
basiclonstraints. authoritylnfohccess. jGertificatePolicies,
registrar, registeredCorporationinfo
FROM MOJCorpCertimplicit [ 1 2 392 100300 1 4 2 ]
Certificate :@:= SIGNED [ TBSCertificate ]
TBSCertificate = SEOUENCE {
version [0] Version,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Naima,
sub jectPubl icKey Info Sub jectPubl icKeyinfo,
extensions [3] Extenszions |
Version ::= INTEGER [ w3{2) ]

CertiTicateSerialNumber . .= INTEGER

Validity ::= SEQUENCE |

notBefore Time,
notAfter Tima ]
Time ::= CHOICE |
uteTime UTCT ime

|

SubjectPublickeyInfe ©:= SEQUENCE |
algorithm Algorithmldentifier,
subjectPubl ickey BIT STRING |

Extensions 1= SEQUENCE SIZE {1..MAX) OF Extenzicn

Extension ::= SEQUENCE [

extnld EXTENSTON. &id {[ExtensionSet]),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING |
ExtensionSet EXTENSION = [ authorityKeyldentifier |
aub jectleyldentifier |
keylsage |

privateKeyUsagePeriod
certificatePolicies |
bazicConstraints |
author ity InfoAccess |
CertificatePolicies |
registrar |
registeredCorporationinfo |

EXTENSION ::= CLASS |

&id OBJECT IDENTIFIER UNTOUE,
RExtnType |

WITH SYNTAX |
SYNTAX &ExtnType
IDENTIFIED BY &id ]

SIGNED | ToBeSigred | ::= SEQUENCE |

toBeSigned ToBeSigned,
algorithm  Algorithmlidentifier,
signature  BIT STRING

}

Algorithmldentifier ::= SEQUENCE |
al gor ithm ALGORITHE-ID. &id { {Supportedhlgor i thms}),
paramaters ALGORITHY-1D. &Type ( {Suppor tedAlgor i thns}

{ 2algorithm]} OPTIONAL ]

ALGORETHM-1D ::= CLASS |
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&id  DBJECT IDENTIFIER UNIOUE,
&Type  OPTIONAL

]
WITH SYNTAX [ OID &id [PARMS &Type] |

SupportedAlgorithes ALGORITHM-1D ::= [ ..., — extensibie
rsaPubl icKey |
rsaSHA-256 |

rsaPublicKey ALGORITHM-1D ::= [ OID rsaEncryption PARMS NULL |

rsaSHA-256 ALGORITHM-ID ::= [ OID sha2b6WithRSAEncryption PARMS NULL }

pkes-1 OBJECT IDENTIFIER ::= |
igo(1} member-body (2) us (840! rsedsi(113549) phes(1) 1]

rsaEnoryption OBJECT IDENTIFIER ::= [ pkos-1 1 ]
- subjectPublickey symtax
RSAPubl icKey ©'= SEQUENCE |
modulus INTEGER, — n
pub|icExponent INTEGER - &
)
sha2 56K i thRSAEncryption OBJECT IDENTIFIER = [ pkes—1 11 |
AttributeTypeAndValue @ = SEQUENCE [
type  ATTRIBUTE &id ([SupportedAttributes]),
value  ATTRIBUTE. &Type (|SupportedAttributes) [Etype]))
Name ::= CHOICE |
rdnSequence  RONSeguence
]
RONSequence ::= SEQUENCE OF RelativeDistinguishediare
RelativeDistinguishedName ::= SET SIZE (1 .. WAX) OF AttributeTypeAndValue
ID ::= OBJECT IDENTIFIER

ATTRIBUTE -:= CLASS |
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&Type,
&id OBJEGT [DENTLFIER UNIGUE §

WITH SYNTAX |
WITH SYNTAX &Type
1D &id }

Supportedhttr ibutes ATTRIBUTE = {
commonbame | countryMame | organizatiornMame | organizationallnitName |

commoriame ATTRIBUTE ::= {
WITH SYNTAX DirectoryString {ub-common-name]
1 i d-at-commonName |

countryName ATTRIBUTE @:= |
WITH SYNTAX PrintableString (SIZE (20)
10 id-at~countrylame |

organizationName ATTRIBUTE ::= [
WITH SYNTAX DirectoryString fub-organization-name}
10 id-at-organizationiame |

organizationalUnitMame ATTRIBUTE -:= |
WITH SYNTAX DirectoryString fub-organizational-unit-name]
b id-at-organizationalUnitName }

id-at OBJECT IDENTIFIER ::= [joint-iso—coitt(2) ds(5) 4}

i d-at-commonName OBJECT IDENTIFIER ::= [id-at 3}
id-at-countr yName OBJECT IDENTIFIER :'= [id-at 6]
id-at-organizat ionName OBJECT IDENTIFIER ::= {id-at 10}
id-at-organizationallnitName OBJEGT IDENTIFIER ©:= [id-at 11}
DirectoryString [ INTEGER:maxSize | := CHOICE |
printableString PrintableString (SIZE (1..maxSize)),
utf8String UTF8String (SIZE(1.  maxSize))
1
ub—caimon-nama INTEGER : = B4
ub—organ i zat i on-name INTEGER = 64

ub=prganizational=unit-name INTEGER ::= 64
END
2 Implicitly Tagged Module

MOJCorpCertimplicit [ 1 2 302 100300 1 4 2 }
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DEFINITIONS IMPLICIT TAGS ::=
BEGIN

—EXPORTS ALL —

IMFORTS
Mame, CertificateSerialNumber, DirectoryString, EXTENSION
FROM MOJGorplertExplicit [ 1 2 392 100300 1 4 1 };

authorityKeyldentifier EXTENSION @:= |
SYNTAX Buthor i tyKeyldentifier
IDENTIFIED BY  id-ce-authorityKeyldentifier }

Author ityKeyldentifier @ = SEQUENCE |
keyldentifier [0] Keyldentifier.
authorityCertissuer (1] GeneralNames,
authorityCertSeriallumber  [2] CertificateSerialNumber )

Keyldentifier ::= OCTET STRING
GeneralNames @ = SEQUENGE SIZE (1. MAX) OF GeneralMame

GeneralMame = GHOICE |
di rector yName (4] MName,
uniformResourceldentifier  [6] IASString

i
¥

subjectbeyident i fier EXTENSION = |

SYNTAX Sub jectKey ldentifier
IDENTIFIED BY  id-ce-subjectKeyldentifier |

SubjectKeyldentifier ::= Keyldentifier
keylsage EXTENSION = [

SYNTAX KeyUsage

IDENTEFIED BY id-ce<keyUsage |

Keylsage ::= BIT STRING |

digitaldizgnature (0.
kayEncipharmant (2).
dataEncipherment 3.
keyCertSign (5),
chLSign (6)
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privateleylsagePer iod EXTENSION @ = |
SYNTAX  PrivateKeyUsagePer iod
IDENTIFIED BY | id-ce-privateKeylsagePeriod | |

PrivateleyUsagePeriod = SEQUENCE [
notBefore o] General izedT ime,
notAfter [ GeneralizedT ime |

certificatePolicies EXTENSION ::= |
SYNTAX CertifTicatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies |

CertificatePoliciesSyntax =
SEOUENGE SIZE (1, MAX) OF PalicyInformation

Policylnformation ::= SEQUENCE |

policyldentifier CertPolicyld,

policyQualifiers  SEQUENCE SIZE (i..MAX) OF PolicyBualifierInfo |
CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierinfo ::= SEQUENCE [

policylualifierld CERT-POLICY-QUALTFIER. &id
{{SupportedPol icyQual ifiers]),
qualifier CERT-POL ICY-QUALTFIER, &Oual ifier

{{SupportedPolicylual ifiers)
|BpalicyOualifierld]) |

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= { noticeTolser |
CERT-POLICY-QUALIFIER @ = GLASS {

&id OBJECT IDENTIFIER UNIOUE,

&Oualifier |
WITH SYNTAX |

POLICY-QUALIFIER-ID &id

QUALTFIER-TYPE Blualifier |

noticeTolser CERT-POLICY-QUALIFIER ::= |
POLICY-QUALIFIER-ID id-gt-unotice OUALIFIER-TYPE UserNotice |

UserMatice ::= SEQUENCE [
noticeRaf NoticeReference.
explicitText DisolayText }

MoticeReference ::= SEQUENCE {
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organization DisplayText,
noticeNumbers SEQUENCE OF [NTEGER |

DisplayText ::= GHOIGE |
visibleString  VisibleString (SI1ZE (1. 2000),
utf85tring UTF8String (SIZE (1..2000) |

basicConstraints EXTENSION @ = |
SYNTAX  BaszicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints |

BasicConstraintsSyntax @ = SEQUENCE |
ch BOOLEAN DEFAULY FALSE

¥

authoritylnfolccess EXTENSION ::= |
SINTAX  Author ityInfohccessSyntax
IDENTIFIED BY id-pe-authoritylnfohccess |

AuthorityinfolccessSyntax =
SEQUENCE SIZE (1. MAX} OF AccessDescription

AccessDescription ::= SEQUENGE |
accesshethod OBJECT [DENTIFIER,
accessLocation Generalame |

jeertificatePol icies EXTENSION ;= |
SYNTAX  JCertificatePoliciesSyntax
1DENTIFIED BY id-registeredcert-pe- jCertificatePolicies |

JOertificatePol iciesSyntax | = SEQUENGE STZE (1..MAX) OF Policylnformation
registrar EXTENSION @@= {

SYNTAX RegistrarSyntax

IDENTIFIED BY id-registeredcert-pe-registrar |
RegistrarSyntax ©'= DirectoryStringjub-registrar}
registeredCorporationinfo EXTENSION ::= |

SYNTAX  RegisteredCorporationinfoSyntax

IDENTEFIED BY id-registeredoert-pe-registeredCarporationinfo |

RegisteredCorporationinfoSyntax - := SEQUENCE |

corporateName [01 EXPLIGIT DirestoryString [ub-corporate-name],
registerediumber [1] EXPLIGIT PrintablieString.
corporatefddress [#] EXPLICIT DirectaryString lub-corporate-address),
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representativelirectorlame  [3] EXPLICIT DirectoryString
[ub-representative—director-name],
representativelirectorTitle [4] EXPLICIT DirectoryString
{ub-representative-directar-title}.
registry0ffice [6] EXPLIGIT DirectoryString [ub-registry-office]
I

id-ce  OBJECT IDENTIFIER ::= [joint-iso-ccitt(®) ds (5 28]

id-ce-sib jectKeyldentifier OBJECT IDENTIFIER ::= {id-ce 14}
td-ce-keylisage OBJECT IDENTIFIER ::= [id-ce 15}
id-ca-pr i vateKeyUsagePer iod OBJECT IDENTIFIER ::= {id-ce 16}
id-ce-basicConstraints OBJECT IDENTIFIER @@= [id-ce 19}
id-ce—certificatePolicies OBJECT IDENTIFIER lid-ce 32}
id-ce=author i tyKeyldentifier OBJECT IDENTIFIER ::= {id-ce 35}

id-pkix OBJECT IDENTIFIER :@:=
{iso (1) identified-organization(3) dod(6) internet (1) security(5) mechanisms (5) pkix(7) |

id-pe  OBJECT IDENTIFIER ::= [ id-pkix 1}

id-pe-author ityInfohccess OBJEGT IDENTIFIER ::= [ id-pe 1)
id-at  OBJECT IDENTIFIER = [ id-pkix 2 }

id-gt-unotice OBJECT IDEMTIFIER -:= [ id-qt 2]

id-ad  OBJECT IDENTIFIER ::= [ id-phix 48 |

id-ad-ocsp 0BJECT IDENTIFIER :'= [ id-ad 1]

id-registeredcert OBJECT IDENTIFIER ::= [ 1 2 392 100300 1 }
id-registeredcer t-pe OBJECT [DENTIFLER ::= | id-registeredcert 1 }
id-registeredeer t-pe-jCertificatePol icies OBJEGT IDENTIFIER : = [id-registeredcert-pe 1}

id-registeredosr t-pe-—registrar OBJECT IDENTIFIER ::= { id-registeredsert—pe 2 }
id-registeredeer tpe-registeradCorporationInfo OBJECT IDENTIFIER -.= |
id=registeredeert-pe 3 |

ub-registrar INTEGER ::= 128
ub-corporate-nane INTEGER ::= 128
ub-corporate-address INTEGER ©:= 128
ub-representative-director-name  [NTEGER ::= 126
ub-representative-director-title [NTEGER ::= |28
ub-registry-office INTEGER ::= 128

END
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1 Ewplicitly Tagged Module
HoJcHFCertReq 12 392 100300 1 4 11 ]

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMPORTS

Certificate
FROM MOJCorpCertExplicit [ 1 2 392 100300 1 41}

GeneralName, CortRecMessages, EmcryptedValue
FROM MOMCRMFCertReq { 1 2 392 100300 1 4 12 |,

Algorithmldentifier :2= SEQUENCE |
algorithm ALGORITHM-ID. &id ({Suppartedhigorithms]),
parameters ALBORITHMW- 1D &Type {{SupportedA|gor i thms]
[ @algorithm 1) OPTIOMAL }

ALGORITHM-1D ;= CLASS |
&id  OBJEGT IDENTLFIER UNIOUE.
&lype  OPTIONAL

t
WITH SYNTAX { DID &id [PARMS BTypel |

Supportedhlgorithms ALGORITHM-ID -:= [ ..., — extensible
rsaPublicKey |
rsaSHA-256 |
des—EDEI-CBC |
des-EDE3-CBG-NoParms |
sha2561dentifier |

reaPubl icKey ALGORITHM=ID ::= { OID rsaEncryption PARMS NULL |

reaSHA-256 ALGORITHM-1D ::= { OID sha2S6WithRSAEncryption PARMS HULL |
des~EDE3-CBC ALGORITHM-1D ::= { OID dES-EDE3-CBC PARMS CBCParameter |
des-EDE3-CBC-NoParms ALGORITHM-ID ::= { 010 dES-EDE3-CBC PARMS NULL |

sha?561dentifier ALGORITHM-ID ::= { OID id-SHA256 PARMS NULL ]

phos-1 OBJECT IDENTIFIER -:= |
iso(1) member-body (2) us(840) readsi(113549) pkesi(l) 1]

ragEncryption OBJEGT IDENTIFIER ::= | phes-1 1]
-- Public key syntax
RSAPubl icKey ©:= SEQUENCE |
modutus INTEGER, — n
publicExponent [NTEGER -- e
|

sha2560 i thRSAEnaoryption OBJEGT IDENTIFIER ::= | pkes-1 11 ]

dES-EDE3-CBC OBJECT IDENTIFIER ::= |
iso(l) member-body (2) us(840) rsadsi (113549) encryptionhlgorithm(d) 7}
— dES-EDE3-CBC parameters
CBCParameter ::= [V
IV ::= OGTET STRING (SIZE {8..8))

i d-SHA256 OBJECT IDENTIFIER @:= {
Joint~iso=itu=t (2} country(16) us(B40) organization(1)
gov (101} csor (3) nistalgorithm(4) hashalgs(2} 1}

InfoTypeAndvValue : = SEQUENGE {

infoType INFORMATION-ID. &id [ {InfoSet]),

infoValue INFORMATION-ID. &Type { {InfeSet] {EinfoTypel)
}

INFORMATION-1D ::= CLASS [
&id  OBJECT IDENTIFIER UNIGUE,
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&Type
1
WITH SYNTAX { SYNTAX &Type IDENTIFIED BY &id |

InfoSet [NFORMATION-1D ::= | genmlnfoRegContent |

genplnfoResContent
1
germInfoReqContent INFORMATION-ID = [
SYNTAX GerminfoReqbontent

IDENTIFIED BY id-registeredcert-mg-germinforeq
I

gerplnfoResContent INFORMATION-ID = |

SYNTAX GenminfoReaContent.

IDENTIFIED BY id-registeredcert-mg-genpinfores
]

PHINessage = SEQUENCE §
header PKIHeader,
body PKIBady,
protection  [0] PKIProtection OPTIONAL,
extraCerts  [17 SEQUENCE SIZE (1. MAX) OF Qertificate OPTIONAL

]

PXIHeader © = SEQUENGE |

puno INTEGER [ ietf-version2 (1) 1,
sender GeneralName,
recipient GeneralName,
protectiondlg  [1] Algorithmldentifier OFTIONAL,
senderKID [2] Keyldentifier OPTIONAL,

transactionlD  [4] OGTET STRING,
senderlonce [5] OGTET STRING,

reciphonce [6] OCTET STRING OPTIONAL

|

PKIBody ::= CHOICE { ~ message-specific body elements
ir f0] CertReaMessages, —Initialization Request
in [t] CertRepMessage. —Initialization Response
genm [21] GenMsgContent, —feneral Message
genp  [22] GerRepContent, —General Response
error  [23] ErrorMsgContent ~Frror Wessage

|

PIProtestion - := BIT STRING
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ProtectedPart ::= SEQUENCE |
header PHIHeader,
body PIBody

1

Keyldentifier ::= OCTET STRING

PKIStatus := INTEGER {

granted {0,
— you got exactly whal you asked Tor
rejection (2}

— you don't get it, more information elsewhere in the message
|

PKIStatusInfo -:= SEQUENCE [
status PRIStatus
1

CertRepMessage = SEQUENCE |
response SEQUENCE OF CertResponse
!

CertRespanse @ °= SEQUENCE {
certReqld INTEGER.
status PKIStatusnfo,
certifiedfeyPair CertifiedkeyFair
|

CertifTiedKeyPair @ = SEQUENCE |
certOrEncert CertOrEncCert
I
CertOrEncCert -:= CHOICE |
encryptedlert  [1] EncryptedValus
I
GerMsgContent ::= SEQUENCE OF InfoTypeAndValue
GenRepContent -:= SEQUENCE OF InfoTypeAndValue
ErrorMsgContent ::= SEQUENCE {
pk15tatusInfo PKIStatusinfo
I

id-registeredcert OBJECT IDENTIFIER ::= { 1 2 392 100300 1 ]
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d-registeredcert-mg OBJECT IDENTIFIER ::= { id-registersdcert 2 |

d-registeredcert-mg—genminforeq DBJECT IDENTIFIER == [ id-registeredsert-mg 21 |
d-registeredcert-mg-genpinfores OBJECT IDENTIFIER ::= | id-registeredcert-mg 22 |

GerminfoReglontent = SEQUENCE OF Wegotiationkey

NegotiationKey | = SEQUENCE [
symmAlg  Algorithmldentifier,
pubflg  Algorithmldentifier
hashtig Algorithmldentifier

I

Genp InfoResContent ©:= SEQUENCE {
status PKIStatusInfo,
negotiationkeys SEQUENCE OF NezotiationKey OFTIONAL
}
END
2 Implicitly Tagged Maduls
MOJCRWFCertRen | 1 2 392 100300 1 4 12 )

DEFINTTIONS IMPLIGIT TAGS @ =
BEGIN

THPORTS

Algorithmldentifier
FROM MOJCHFCertReq [ 1 2 392 100300 1 4 11}

SubjectPubl icKeyInfo, Name, RDNSeguence
FROM MOJCorpCortExplicit | 1 2 392 100300 1 4 1 }:

CertReoMessages - -= SEQUENCE SI1ZE (1. . MAX} OF CertReqMsg

CertReoMsg @ = SEQUENCE [
certReq CertRequest,
pop ProofOfPossession |

GertReguest ::= SEOUENCE |
certReqld INTEGER,
certTemplate CertTemplate |

CertTemplate ::= SEQUENCE |

serialMumber [1] INTEGER
pub | icKey [6] SubjectPublicKeyinfo |

Proof0fPossession = CHOICE |
signature [1] POPOSigningiey |

POPOSianingkey @ i= SEQUENCE [
algorithmidentifier  Algorithmldentifier,

signature BIT STRING |
EncryptedValue = SEQUENCE |

symm| g [1] Algorithmldentifier,

enciymmtay [2] BIT STRING,

kevAlg [3] Algorithmidentifiar,

encValue BIT STRING |

GeneralName ;= CHOIGE |
directoryName [4] Name |

END
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1 Explicitly Tagged Module
MIJCHPSuspleq [ 1 2 392 100300 1 4 21 ]

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMPORTS

Certificate
FROM MOJCorpCertExplicit [ 1 2 302 100300 1 4 1 }

GeneralMame, EncrypledValue, CertTempiate, ertld. ReasonFlags
FROW MOJCRMFSuspReg { 1 2 302 100300 1 4 22 |

Algorithmldentifier 2= SEQUENCE [
algorithm ALGORITHM- 1D, &id ( (SupportedA | gor i thms) },
parameters ALGORITHS-1D. &Type { (SupportedAl gor i thns)

| #algorithm 1) OPTIONAL |
ALGORITHW-1D ©:= CLASS |

&id  OBJECT IDENTIFIER UNIGQUE,
&Type  OPTIONAL

1
WITH SYNTAX [ OID &id [PARMS &Tyoe] }

SupportedAlgorithms ALGORITHM-1D = | ..., — extensible
rsaPublicKey |
rsaShA-256 |
des-EDE3-CBC |
sha2bfldentifier |

rsaPublickey ALGORITHY-1D == | 01D rsaEncryption PARMS NULL )
reaSHA-256 ALGORITHW-ID “:= [ 0ID sha2GWithRSAEncryption PARMS NULL |
des—FDE3-CBG ALGURITHE-ID 2= | 01D dES-EDE3-CBC PARNS CBCParameter |
sha2561dentiTier ALGORITHM-TD ::= [ OID id-SHA?56 PARMS NULL }

pkes—1 OBJEGT IDENTIFIER ::= [
iso(l} member-body (2] us(240) rsadsi(113549) pkesil) 1}

rsaEncryption OBJECT IDENTIFIER ::= | pkes-1 1}
— subjectPublickey syntax
RSAPublicKey ::= SEQUENCE |
modulus INTEGER, — n
publ icExponent INTEGER — e
]

shaZ56Wi thRSAERCryption OBJECT IDENTIFIER = | phes-1 11}

dES-EDE3-CBC OBJECT IDENTIFIER = |
iso(l) member-body(2) us(840) rsadsi(113549) encryptionAlgorithm(3) 7 |
— dES-EDE3-CBC parameters
CGBCParameter = IV
IV ©.= OGTET STRING (SIZE (8..8))
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id-SHA?56 DBJECT IDENTIFIER ::= {
joint=iso-itu-t (2) country(16) us(840) organization(1)
gov {101} csor (3) nistalgorithm(4) hashalgs{?} 1 |

InfoTypeAndValue @ = SEQUENCE |

infaTypa INFORMATION-TD. &id{{TnfaSet}),

infoValue INFORMAT [ON-1D. &Type ({InfoSet] {#infoTypel )
I

INFORMATION-1D ::= CLASS |
Aid OBJECT IDENTIFIER UNIQUE,
&Type

1
WITH SYNTAX [ SYNTAX EType 1DENTIFIED BY &id ]

InfoSet INFORMATION-1D @ := | genmSuspReqlontant |
genpSuspResContent |
genmInfoReqGontent |
genplnfoResContent

1

germSuspReqContent INFORMATION-1D ::= |

SYNTAX GenmSuspReqGontent

IDENTIFIED BY id-registeredcert-mg-genmsuspreq
}

genpSuspResContent INFORMATION-1D ::= |

SYNTAX GenpSuspResContent

[DENTIFIED BY id-registeredcert-mg-genpsuspres
}

germInfoReqontent INFORMATION-10 1= |
SYNTAX GenmlnfoRegGontent
[DENTIFIED BY id-registeredcert-mg-genminforeq

genplnfoResContent INFORMATION-1D @ = |

SYNTAX Genp [nfoResContent

[DENTIFIED BY id-registeredoert-mg-genpinfores
|

PKIMessage ©:= SEQUENGE {

header PK1Header,
body FK1Body.
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]

pratection  [0] PKIProtection OPTIONAL,
extraCerts  [1] SEQUENCE SIZE (1. MAX) OF Gertificate OPTIOMAL

PHIHeader -:= SEQUENCE |

pyne INTEGER [ ietf-version2 (1) ],
sender Gener alNams,
recipient Gener alName,
protectionAlg  [1] Algorithmldentifier OPTIONAL,
senderK1D [2] Keyldentifier OPTIONAL,

transactionlD  [4] OCTET STRIMG,
senderNonce [5] OGTET STRIMG,

recipionce [6] OGTET STRING DPTIONAL

]

PKIBody ::= CHOICE { — meszage-specific body elements
germ  [21] GerMsgContent, —General Message
zenp [22] GenRepContent, ~--fieneral Response
error  [23] Error¥sgContent —Error Message

]

PIProtection := BIT STRING

ProtectedPart = SEQUENCE [

]

header PKIHeader,
body PK [Body

PK1Status ::= INTEGER |

]

granted o,
— you got exactly what you asked for
rejection (2)

— you don't get it, more information elsewhere in the message

Keyldentifier -:= OCTET STRING

PKIStatusinfo :i= SEQUENCE {

]

status PR 1Status

Gersglontent - := SEQUENCE OF InfoTypeAnd¥alue

BarRepContent . .= SEQUENCE OF InfoTypeAndValue

ErrorMsgContent ::= SEQUENCE |
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pklStatusinfo PEIStatuslnfe
|

id-registersdcert OBJECT IDENTIFIER ::= { 1 2 392 100300 1 }

id-registeredcert-mg OBJECT 10ENTIFIER “:= [ id-registeredcert 2 |
id-registeredcert-mg-germsuspreq OBJECT IDENTIFIER ::= { id-registeredcert-mg 1 |
id-registeredcert-mg-genpsuspres OBJECT IDENTIFIER ::= { id-registeredcert-mg 2 |

id-registeredcer t-mg~germinforeq OBJECT IDENTIFIER ::= { id-registeredcert-mg 21 |
id-reglsteredcert-mg-genpinfores OBJECT IDENTIFIER ::= { id-registeredcert-mg 22 |

GenmSuspReqContent = SEQUENCE [

certDetails GertTemplate,

revocat i onReason ReasonfF | ags,

zuepens i onReasonCode  IMTEGER,

suspens onDetail Encryptedyalue encrypted SuspData

|
— SuspData is made with conection of
— "guspenzionSecretCode” {which is password without tag and length) and
— hashed "header PKlHeader”.
The max size of Suspdata is BdBytes. (MaxbdBytes + 20Bytes)

GenpSuspResContent .= SEQUENCE [

status PH18tatusInfo
—— gtatus information of suspension results
reviert Certld

IDs for which revocation was requested (same order as status)

I
GerminfoReaContent | = SEQUENCE OF MegotiationKey
Negotiationtey @:= SEQUENCE [
symmb g Algorithmldentifier,
pubAlg  Algorithmldentifier,
hashAlg Algerithmldentifier )
GeripInfoResContent @ = SEQUENCE [
status PKIStatusinfo,
negotiationkeys SEQUENCE OF NegotiationKey OPFTIONAL |
EAND
2 Implicitly Tageed Module
MWOJCRMFSuspReg [ 1 2 392 100300 & 4 22 |

DEFINITIONS TMPLICIT TAGS ::=
BEGIN

IMPORTS
Mgorithmidentifier
FROM MOJCMPSuspReq | 1 2 392 100300 1 4 21 ]

SubjectPubl ickeyinfo, Name RDNSequence

FROM MOJCorpCertExplicit [ 1 2 392 100300 1 41

CortTemplate - = SEQUENCE {
ger ialNumber [1] INTEGER,
issuer 3] Name }
Encryptedvalue = SEQUENCE {
keyhlg [3] Algorithmlidentifier,
encValue EIT STRING |
Gertld :.= SEQUENCE [
issuer GeneraiName,
serialhumber INTEGER }

GereralMeme ::= CHOICE {
directoryName [43 Name }

ReasonFlags = BIT STRING |
certificateHold 6y }

END
f16%5 B AEAEIRDFEH N OFOFERO TR CEZEECOAN. G L4727
A1)
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MOJOCSP [ 1 2 392 100300 1 4 31 |

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

IMPORTS

Certificate
FROM MOJCorpCertExplicit [ 1 2 392 100300 141 }:

OCSPRequest ::= SEQUENCE [

thsRequest TBSRequest |
TBSRequest = SEQUENCE [

version [0] EXPLICIT Version DEFAULT v1,

requestlist SEQUENCE OF Request,

requestExtensions  [2] EXPLIGIT Extensions —- nonce

Version -:= INTEGER { vi(®) |

Request ::= SEQUENCE {

reqlert CertID,

singleReauestExtensions [0] EXPLIGIT Extensions OPTIOMAL — sonfirmationTime
i

CertID ::= SEQUENCE |
hashhl gor i the Meorithmldentifier.
i ssuerNameHash QCTET STRING, -— Hash of Tssuer's DN
i ssuerKeyHash OCTET STRING. -- Hash of Issuers public key
serjalNunber CertificateSerialMumber |

CertificateSeriallumber = [NTEGER

0CSPResponse ©i= SEQUENGE |

responseStatus 0CEPResponseStatus,
responsefytes [0] EXPLICIT ResponseBytes OPTIONAL }
0CSPResponseStatus - = ENUMERATED |
successtul . —Response has valid confirmations
mal formedRequast m -~1liegal confirmation request
i
ResponseBytes = SEQUENCE |
responseType  RESPONSE. &Type{ [Suoportediesponses| ),
response RESPONSE. &Value { {SupportedResponses] | @responceType |)

}
RESPONSE ::= CLASS {
&Type  OBJECT IDENTIFIER UNIQUE,
&Value
}
WITH SYNTAX [ SYNTAX EValue IDENTIFIED BY &Type |

SupportedRasponses RESPONSE ::= | ..., — extensible
basicOGSPResponse |
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bas i cOCSPResponse RESPONSE := |
SYNTAX BasicOCSPResponse
IDENTIFIED EY  id-pkix-ocso-basic
b

BacicOCSPResponse - = SEQUENCE |
thsResponseData ResponseData,
signaturedlgorithm  Algorithmldentifier,

signature BIT STRING,

carts [0] EXPLICIT SEQUENGE OF Certificate |
ResponseData ::= SEOUENCE |

version [01 EXPLICIT Version DEFAULT v1,

responder [0 Responder 10,

producedit General izedTime,

responses SEQUENGE OF SingleResponse,

responseExtensions  [1] EXPLICIT Extensions — nonce

1

Responder D ©:= CHOICE |
bykey [2] KeyHash |

KeyHash ::= OCTET STRING — SHA-1 hash of responder’ s public key
— f(excluding the tag and lenzth fields)

SingleResponze = SEQUENCE |

certiD CertlD,
certStatus CertStatus,
thistpdate GeneralizedTime,

singleExtensions [ EXPLIGIT Extensions
-- confirmationline and ocspStatusCode

|

CertStatus ::= CHOIGE {
good ] IMFLEGIT NULL.
ravokad [1 IMPLICIT Revokedinfo,
unknown [2] IMPLICIT UnknownInfo |

RevokedInfo ::= SEQUENCE |
revocationTime GeneralizedTime,
revocationReason  [0] EXPLICIT CRLReason |
Unsnowninfo = NULL

Klgorithmldentifier 1= SEOUENGE |
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algorithm ALGORTTHW-ID. & id{ {SupportedA|gor | thms]),
parameters ALGORTTHW-10. BType { {SupportedAlgor i thms}
{ #algorithm 1) }

ALGORITHM-ID ::= CLASS {
&id  OBJECT IDENTIFIER UNIGUE,
EType

i

WITH SYNTAX | OID &id PARMS &Type }

Supportedhlgorithms ALGORITHM-ID -:= [ ..., — extensible
rsaSHA-256 |

rsaSHA-256 ALGORITHM-ID ::= | OID sha256WithRSAEncryption PARMS NULL |

pkes-1 OBJECT IDENTIFIER ::= |
igo (1) member—body (2) us(640) rsadsi(113549) phes{l) 1]

sha256Ni thASAEncryption OBJECT IDENTIFIER == | pkes—1 11 |
CRLReason .= ENUMERATED {

cAComproni se 2,

affiliationChanged (3,

cessation0fOperation 5,

certificatelold (6)

|
Extensions |'= SEQUENGE SIZE (1..MAX} OF Extension

Extension ::= SEQUENCE |

extnld EXTENSION. &id ¢{ExtensionSet]},
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING |
ExtensionSet EXTENSION ::= [ ..., — extensible
norce |
confirmationTime |
ocspStatusCode

I

EXTENSION ::= CLASS [
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&id {08JECT [DENTLFIER UNIQUE,
&ExtnType
]
WITH SYNTAX |
SYNTAX 8ExtnType
IDENTIFIED BY &id |

nonce EXTEMSION ::= [

SYNTAX  Nonce

IDENTIFIED BY id-pkix-ncsp-nonce |
Nonce := OCTET STRING
confirmationTime EXTENSION ::= [

SYNTAX  ConfirmationTime

IDENTIFIED BY id-registeredcert-mg-confirmationtime }
ConfirmationTime : = GeneralizedTime
ocspStatusCode EXTENSION ::= (

SYNTAX OcspStatusCode

IDENTIFIED BY id-registeredoert-mg-ocspatatuscode |
OespStatusCode o= INTEGER

id-pkix OBJECT IDENTIFIER ::=
| iso(1) identified-organization(3} dod(6) internet (1) security{5) mechanisms(5) pkix(7) |

id-ad  OBJEGT IDENTIFIER = [ id-pkix 4B ]

td-ad-ocsp 0BJECT IDENTIFIER ©:= { fd-ad 1]

jd-pk | x=oCsp OBJECT IDENTIFIER -:= | id-ad-ocsp |
id-pkin-ocsp-basic OBJECT IDENTIFIER ::= [ id-pkix-ocsp 1]
id-pk i ¥-oesp-nonce OBJECT IDENTIFIER ::= { id-pkiz-ocsp 2 |

— The nonce will be identiTied by the object identifier id-pkix—ocsp-nonce,
== while the extnValue is the value of the nonce,

id-registeredcert OBJECT IDENTIFIER -:= [ 1 2 392 100300 1 }
td-registeredoert-mg OBJEGT IDENTIFIER ':= [ id-registersdoert 2 |

jd-registeradcer t-mg-confirmationtime OBJECT TDENTIFIER @:= | id-registeredcert-mg 102 }
id-registeredoer t-mg-ocsnstatuscode OBJECT IDENTIFIER ::= [ id-registeredcert-mg 103 |

END

94/94



