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Executive Summary

“The Sub-working Group for Trust-Assured Digital Transformation (DX)” was
established under the Data Strategy Promotion Working Group on October 25, 2021,
to discuss measures for digital transformation while assuring trust under the provisions
of paragraph 4 of “Convening of the Data Strategy Promotion Working Group”
(Selection of the Chair of the Digital Society Promotion Council on September 6, 2021).
Over a total of 11 sessions, this Sub-working Group carried out its discussions divided
into the three main pillars consisting of finding trust needs and issues through fact-
finding surveys and expert interviews, discussions on trust assurance, and trust
implementation use cases and the implementation scheme. This report summarizes
the discussions by this Sub-working Group, opinions of members and observers, and
the future direction.

l. Trust needs and introduction issues
» Scope of discussion

» The concept of “trust” which is expected in DFFT needs further clarification
going forward. Regarding the scope of “trust services,” we will start working
on assuring trust in terms of the authenticity and tamper resistance
possessed by paper in the digital realm as well.

» Regarding focus areas for assuring trust, “administrative agencies” will
independently promote the utilization of trust services in its procedures and
transactions. When the government promotes utilizing trust services, it is
imperative to devise measures to advance the utilization of trust services by
small to medium-sized enterprises, which account for the majority of
Japanese enterprises. Moreover, because transactions and procedures in
the private sector are also important in DX, electronic transactions and
procedures in the private sector must be explored at the same time.

» Fact-finding surveys on trust assurance

»  Factfinding surveys shows that there is a need for trust services in use
cases primarily in the industry/fields of “government,” “finance/insurance,”
“telecommunications,” “real estate,” “‘medicine/welfare,” and
“transportation/postal services.”

» The introduction issues with trust services highlighted issues including the
difficulty of vendor/service selection (“not sure which trust service vendor
would be appropriate to use, etc.”) in addition to the lack of recognition of



trust services and the difficulty of aligning actions between companies to
introduce trust services.

» Regarding use cases in foreign countries, we examined the utilization of elD
and trust services for information exchange and personal authentication in
Estonia's electronic prescriptions and discussed issues with their application
in Japan.

» Based on the “Administrative Procedures and Other Inventory Surveys
(Cabinet Secretariat (IT Office)),” we analyzed the current situations of
digitalization in procedures involving the government. While digitalization is
making progress in applications from the private sector to the government in
each ministry and agency, we found that progress is limited in other areas
which consist primarily of disciplinary notification/delivery, etc. from the
government to the private sector.

» Opinions from experts

» Regarding trust services which are needed in front line, utilization examples,
and issues concerning internal and external introduction/penetration, the
sub-working group heard opinions from experts of “auditing,” “taxation,”
“finance,” and “trust service provider.”

» The sub-working group heard opinions from experts regarding the
“examination progress of electronic seals” and the “competence of evidence
of electronic agreements” as policy and legal issues in trust services, and
discussed future improvements and the direction of discussions.

Il. Discussions of trust services based on fact-finding surveys
» Organization of the assurance levels. The fact-finding surveys found there is
a need to select the appropriate services in consideration of the risks and
convenience as well as cope with problems in digital procedures which differ from
those in analog procedures to adopt trust services, we discussed the organization
of the identification assurance levels as well as the standards for evaluating the
trustworthiness of trust services and the conformity assessment.

» Promotion of the utilization of trust services in administrative procedures.
The Special Commission on Digital Administrative Reform formulated digital
principles and has been discussing the review of “regulations requiring face-to-
face meetings and documentation in official certificates, course, and viewing” and
other requirements to promote “digital completion.” Because the utilization of trust



services is effective when reviewing regulations, trust services should be
proactively utilized.

» Promotion of the utilization of trust services in the private sector. In order to
incorporate diverse opinions about online contracts and procedures in the private
sector, we should discuss trust service policies in multi-stakeholder model. The
operation of a multi-stakeholder model requires a mechanism for fair discussion
so that it is not influenced by the interests of a specific party, a mechanism to
encourage the participation of stakeholders in the discussion, and a way to
ensure efficient operation. Moreover, in order to promote e-seals in private sector,
we should deepen discussions on policymaking of electronic seals.

> Key principles of trust policy: The Sub-working Group established key
principles of trust policy (international interoperability, technical neutrality, etc.),
which follow the “digital principles” for structural reforms in order for the multi-
stakeholders including the government to follow the principles when considering
policy making of trust services

lil. Actions required for implementing trust

® Promote digital completion in government: The government is playing a
central role in discussing the technology standards and utilization policies of trust
services used in official certificates and will provide input aiming for June 2025
(FY 2025), which is the intensive reform period for regulatory reviews by the
Special Commission on Digital Administrative Reform. At the same time, based
on the request of Ibaraki Prefecture to utilize electronic signatures based on job
responsibility electronic certificates issued by private sector certificate authorities,
we will discuss how trust services in which public institutions are involved should
be in terms of developing an environment in which users can easily verify the
validity of a signature, support for international standard specifications, and
continuous updating of technology standards, etc. In addition, we will proceed
discussions on enabling local governments to utilize trust services and to issue
disciplinary notifications and other documents online.

® Establish a community to discuss with diverse stakeholders: As topics
relating to transactions and procedures between private sector entities, a diverse
set of interested parties should participate and discuss issues pertaining to
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“private-sector’s online transactions and procedures,” “support for remote
signatures and electronic seals based on Act on Electronic Signatures and
Certification Business and updating of technology standards,” and “guidelines for
use cases based on needs from industries.” With regard to “trust service layer,”
which consists of the basis for trust assurance infrastructure, it is important to
clarify technical standards which have already been established internationally in
order to be referred in Japan and to seek to harmonize standards. In the long run,
as the requirements of “digital completion” become clear, it will be necessary to
explore the needs of trust services and usage environment of trust services.

Develop a policy of electronic seal: Since the need for issuer related
certification will increase in online transactions and procedures, we should support
the initiative by the Ministry of Internal Affairs and Communications aimed at the
establishing standards and conformity assessment based on the “Guidelines
Pertaining to Electronic Seals” issued by the ministry in order to evaluate the
reliability of private sector’s electronic seal services

Promote internationally harmonized rulemaking: Regarding identification
assurance levels, we should provide input to the Digital Agency Technology
Advisory Committee and utilize it in discussions concerning identity verification in
administrative procedures. Development regarding identity verification levels in
the private sector should continue to be discussed within the multi-stakeholder
model based on the DADC study results. In addition, we will also continuously
discuss the Digital Identity Wallet with international interoperability. Furthermore,
while exploring market needs of trust services with international interoperability,
we will also take into account international trends of “standards and conformity
for the evaluation of trust service reliability” and continue to discuss “standards
and conformity for the evaluation of trust service reliability” .

In proceeding with these studies, discussions on the multi-stakeholder model
should refer to international standards and should be conducted in collaboration
with experts and specialized institutions so that standards, which will be created
in the multi-stakeholder model, can be disseminated overseas. In addition, we
will clarify the concept of trust aimed at the promotion of DFFT with the goal of
introducing it at the G7 in 2023.



1. Introduction

As a new form of society following the hunter gatherer society (Society 1.0), agrarian
society (Society 2.0), industrial society (Society 3.0), and information society (Society
4.0), Japan is aiming for Society 5.0 as a “human-centric form of society which
balances economic development and the resolution of social issues through systems
that merge cyberspace and physical space to a high degree'.” Moreover, as privacy
and security issues are becoming more apparent due to digitalization, Japan proposed
the concept of “Data Free Flow with Trust (DFFT)” in 2019 to promote free data
distribution across national borders.

Despite proposing the type of vision described above, it became clear during the
response to COVID-19 that the development of a digital infrastructure for the
generation, distribution, and utilization of data in government was insufficient in Japan.
Accordingly, the Digital Agency was established in September 2021 with the goal of “a
society in which services can be selected according to individual needs and diverse
forms of happiness can be realized through the utilization of digital technologies?.” To
realize the type of society that the Digital Agency aims to achieve, the Special
Commission on Digital Administrative Reform chaired by the Prime Minister was
established in November 2021 for the purpose of conducting structural reforms such
as review regulations and systems that are not premised on digital technologies and
began to promote the integrated digitalization of government regulations and
administration based on the digital principles?®.

Regarding the establishment of a trust framework, the “Trust Related Working Team”
was founded in April 2021 under the Data Strategy Task Force in the Digital
Government Cabinet Meeting. Within the “National Data Strategy”# issued by the
Cabinet in June 2021, the main points directed at the establishment of a trust base
which would become the infrastructure for data utilization and application were
organized, and it was decided that the order of discussions should be clarified after
analyzing the needs with respect to trust services for the purpose of realizing Society
5.0 and promoting DFFT. Against such a backdrop, the “Sub-working Group for Trust-
Assured Digital Transformation (DX) ” was established under the Data Strategy
Promotion Working Group within the Digital Agency in order to discuss digital




transformation while assuring trust directed at the implementation of the “National Data
Strategy.”

Taking a look at individual initiatives within the establishment of trust base, the
“provisions regarding the certification of time authentication businesses” (2021,
Ministry of Internal Affairs and Communications Public Notice No. 146) were enacted
in June 2021, and a national authorization system for the time stamp was newly
established. Through relationships with foreign countries, the Japan-EU digital
partnership was launched at the Japan-EU Summit on May 12, 2022, which is
increasing the importance of mutual cooperation between Japan and other countries
regarding trust such as the continuation of a pilot project initiative aimed at
interoperability between trust services, an initiative aimed at determining the
equivalence between Digital COVID Certificates, and the coordination of continuous
information exchange regarding the Digital Identity Wallet.®

For the purpose of implementing the “National Data Strategy,” this Sub-working
Group identified the trust service needs and introduction issues through fact-finding
surveys and expert interviews, studied the assurance of trust based on fact-finding
surveys, and organized future trust implementation use cases and the promotion
system. This report summarizes the results of discussions by this Sub-working Group
and the direction of future discussions.




2. Scope of discussion

2.1 Scope of trust services

“Trust” constitutes an integral part of DFFT (Data Free Flow with Trust), which has
become an essential element for maximizing the value of data to the fullest extent.
Today, “trust” is used in various situations. It is hard to unequivocally define “trust”,
because the meaning differs according to each context. In discussing policies of trust-
assured digital transformation in this Sub-working Group, the members attempted to
organize an overall perspective of trust (Document 1) as well as organize the main
theme and scope involved with data trust and the issues (Document 2) to clarify what
kind of “trust” should be assured. In particular, regarding the overall perspective of trust
(Document1), some members pointed out that trust assurance mechanism could be
discussed by classifying “application layer,” which provides trust services based on
users’ needs and “trust service layer,” which provides authenticity and tamper
resistance as an infrastructure. Considering the argument, the sub-working group tried
to have elaborate discussions on trust service needs and introduction issues, trust
services policy issues, identification assurance levels, and standards and conformity
assessments for evaluating the reliability of trust services.

Through discussion, we learned that in aiming for Society 5.0, “trust” is a concept
that possesses different shades of meaning according to various fields, subjects, and
objectives. The members voiced the opinion that ensuring “trust” should include not
only ensuring online the authenticity (the creator, sender, or time of existence matches
what is described) and tamper resistance as paper assures, but also ensuring data
truthfulness (data contents are correct, including the fact that the data is not fabricated,
etc.), the accuracy of the sender (organization, person, thing) information, and the
longitudinal trust over a long period of time (Figure 1).  Atthe same time, trust services
that are currently being used or assumed to be in use to assure the procedural side of
things, and it has been pointed out that data truthfulness should be handled by the
base registry. Accordingly, because the clarification of “trust” in DFFT requires further
discussion, this report does not provide a definition of “trust”. To leave room for future
expansion of the scope of “trust,” we started the discussion from of trust services to
assure the authenticity and tamper resistance of paper in the physical space in
cyberspace as well. In addition, when establishing comprehensive trust framework, it
was pointed out that we should discuss criteria of technical standards of “trust service
layer” by clarifying elements necessary to assure trust based on use cases.



(Figure 1) ltems that should be assured through “trust”
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(Trust in sensors that convert
reality into data, and controllers,
etc. that convert electronic signals
into physical movement)

Connections between
companies
[First layer]
Ensure the reliability of each
entity based on appropriate
management

2.2 Definition of trust services

“Trust services” have been defined in various reports and rules in Japan and
overseas. For example, the “Study Group on Platform Services, Final Summary of the
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Future scope:

Trust over the
course of time

tamper resistance of paper into
the digital realm

Future scope:

Trust which assures the certainty of the
sender(organization, person, thing)
and non-tempering of the information

Current scope:
Introduce the authenticity and

Source: Ministry of Economy, Trade and Industry, Key Points of the Cyber/Physical Security Framework (CPSF)

Trust Service Study Working Group” explains that trust services “are a system which

verifies the correctness of people, organizations, and data, etc. on the Internet to

prevent tampering, impersonation of the sender, etc.?” The rules of Europe’s elDAS
define trust services as follows based on a presumption of specific services.’

elDAS Article3 Definition
(16) ‘trust service’

“an electronic service normally provided for remuneration which consists of:
(a) the creation, verification, and validation of electronic signatures, electronic
seals or electronic time stamps, electronic registered delivery services and

certificates related to those services, or

(b) the creation, verification and validation of certificates for website

authentication; or

(c) the preservation of electronic signatures, seals or certificates related to those

services;”




The United Nations Commission on International Trade Law (UNCITRAL), a United
Nations organization which discusses the harmonization of commercial transaction
rules across many countries provides the following definition.

“Trust service” means an electronic service that provides assurance of certain

qualities of a data message and includes the methods for creating and managing

electronic signatures, electronic seals, electronic time stamps, website
authentication, electronic archiving and electronic registered delivery services;?

The ISO/IEC DIS 27099 Information Technology - Public key infrastructure -
Practices and policy framework defines “trust services” as “electronic service which
enhances trust and confidence in electronic transactions.”

2.3 Stakeholders involved in trust

In order to understand stakeholders involved in trust and help discuss which part of
trust we assure in policy making, we visualized the major users involved in trust and
the mutual relationships among them. (Figure 2)

Figure 2 shows an overall picture of the major users, “administrative agencies,”
“corporations,” and ‘“individuals”, as well as examples of the procedures and
transactions among them. Moreover, due to the provision of platforms by corporations
and the creation of sharing services through which individuals provide services to each
other in recent years, procedures and transactions for sharing services are also
described.




(Figure 2) Overall picture of users involved in trust

*Linked with the Digital Agency Ministry
and Agency Service Group and the
Cabinet Office Public Records and
Archives Management Division

Application and notice submission

Document L
management within
corporations

Document "
management within
administrative agencies

ransactions between
orporations

Administrative
agencies — -
(National andlocal Results and other notifications

governments) =3
. =
==,

Japanese Public Key Infrastpdcture

< -

gl Corporation

Documents between Platform provision
administrative agencies
= Transactions between
=M. corporations-individuals Sharing
Government Publj¢ Key infrastructure services

Service provision

LOWIBRNEHE  Application and notice submission Individuals

: Individuals
agencies <

< I

(Including sole

(Including sole

Agreements proprietors)
between individuals

(National and local

governments) Results and other notifications Propetor)

2.4 Focus Areas

In organizing the overall picture of users involved in trust, some members expressed
the opinion that as a result of large enterprises requesting that Small to Medium
Enterprises (SMEs) use Electronic Data Interchange (EDI) and other systems from
their own companies in the computerization of SMEs®, such enterprises that were
required to support multiple EDI systems had no choice but to conduct their business
on paper so as to be able to support any system. Hence, it is important to consider
SMEs as main players when it comes to ensuring trust. In addition, members
expressed the opinion that “administrative agencies” should be the first party to
proactively promote the utilization of trust services.

Accordingly, the Sub-working Group will first focus on promoting the use of “trust
service” by “administrative agencies” including electronic issuance of official
documents that assure authenticity in the procedures and transactions. We should
place an emphasis on devising ways for SMEs to adopt trust services, which account
for the majority of Japanese companies, when the government promotes the utilization
of trust services. Moreover, because transactions and procedures in the private sector
are also important in DX, electronic transactions and procedures in the private sector
shall be discussed at the same time.

https://www.chusho.meti.go.jp/sme english/index.html
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3. Trust assurance needs and issues

3.1 Fact-finding surveys on trust assurance

Regarding the current situations and needs for trust assurance of service users of
administrative, private-sector, and other services, surveys of company/individuals and
research into overseas precedents, etc. were carried out.

Use cases in each field which have needs to assure trust
When companies were asked about procedures, etc. which require identity
verification of the other party or tempering prevention in fact-finding surveys, it was
verified that there is a need for trust services in use cases primarily in the industry/fields
of “government,” “financef/insurance,” “telecommunications,” “real estate,”
“‘medicine/welfare,” and “transportation/postal services” (Figure 3).

(Figure 3) Major use cases in which the need to assure trust has been verified

Major industries/fields with many related people in which trust has been introduced in advance
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Source: Individual/company questionnaire surveys

Examples of trust service use cases which require international collaborations
include external company transactions that are common to industries (purchase order
and acceptance of order, agreements, invoices, etc.) and procedures that are specific
to “finance, insurance” and other industries (Figure 4).
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(Figure 4) Procedures, etc. which require international collaborations

Major industries/fields with many related people in which “trust” has been introduced in advance
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In most of the procedures by individuals, the percentage of people who experienced
implementing such procedures digitally/online was less than half in procedures for
which trust services are thought to be effective. In particular, procedures implemented
by 10% or more of the survey subjects in the past year (domestic remittance, new
mobile/smartphone agreements, issuance of medical examination results, and the
opening of bank/securities accounts), an experience rate of the digital/online
implementation of these procedures was less than half (Figure 5).

eation/saving o s (inte
S resolution etc) |nterna|memos approvals
s, efc. (phamaceutical product/medical

(Figure 5) Use cases in individual procedures for which trust services are believed to
be effective
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Source: Questionnaire survey aimed at individuals (n = 4,406, conducted from 2021/11/19to 11/24) Percentage with digital/online completion experience (%)
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Trust service introduction issues

The awareness of issues with trust services by companies included the difficulty of
vendor/service selection (“do not know which trust service vendor would be
appropriate to use, etc.”) in addition to the lack of recognition of trust services and the
difficulty of aligning actions between companies to introduce trust services (Figure 6).

(Figure 6) Awareness of trust service issues (all companies)

Interest in policies to promote trust services
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In terms of the “interest in policies to promote trust services,” “legal effect
(admissibility of evidence) regulations for trust services except for electronic signature”
and “awareness-raising to promote recognition/understanding” were cited in the
results of this company survey. As pointed out in “2.4 Focus areas,” because it is
necessary for SMEs to be able to use trust services, the members expressed the
opinion that guidelines for introduction, low-cost trust service design, auditing, and
operational structures are required to enable SMEs to consider convenience and cost
aspects.

3.2 Analysis of digitalization in administrative

procedures

Based on the “Administrative Procedures and Other Inventory Surveys (Cabinet
Secretariat (IT Office)),” we analyzed the current situations of digitalization in
“procedures that the government is directly involved,” “private sector procedures that
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the government has jurisdiction over,” etc. While digitalization is making progress
(approx. 70%) in applications, etc. from the private sector to the government in the
procedures of each ministry and agency, findings showed the fact that progress is
limited (less than approx. 20%) in other areas which consist primarily of disciplinary
notification/delivery, etc. from the government to the private sector (Figure 7).

(Figure 7) Disciplinary notifications from the government to the private sector/online
systematization delays
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Main opinions from members

- The problem is that it is extremely low in digitalization of delivery documents. It
is important to significantly raise the ratio of online delivery documents from
the government to the private sector to become familiar with online and
computerized forms of trust. Process reform must also be rapidly advanced
within administrative organizations.

«  While digitalization has progressed in applications, etc. from the private sector
to the government, there is still significant room for improvement in many
areas in terms of the ease-of-use of digital applications, etc.

3.3 Use cases in foreign countries

This Sub-working Group examined the utilization of digital ID and trust services in
Estonia's electronic prescriptions and discussed the issues with their application in
Japan.
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In Estonia’s electronic prescriptions, the patient contacts the doctor by email or other
means, the doctor issues the electronic prescription, and registers the electronic
prescription information in a database. The patient uses their ID card at the pharmacy
for identity verification. The pharmacist accesses the database, references the
electronic prescription data, and prescribes the medicine. The digital ID is used for
identity verification of the patient at the pharmacy, browsing the web history, and
doctor/nurse identification and qualification verification. The exchange of electronic
prescription data is carried out through X-Road, and trust services such as electronic
seals, time stamps, and electronic delivery, etc. are utilized. (Figure 8).

(Figure 8) Estonia's electronic prescription service

Estonia's electronic prescription service
Utilizing trust services for information exchange and identity verification to realize a paperless and convenient service
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Use of elD in the Estonian Electronic Prescription Service
The elD is used in prescribing medicine for a patient at the pharmacy, browsing the prescription history on the web by the
patient, and for doctor/nurse identification and qualification verification

Prescribing medicine for a patient at
the pharmacy

Web browsing of the prescription history by the patient

Usage example (as of

Overview 2011) Overview E-Services personal authentication site
In-person When logging into the patient portal, the [ oo JENCEEEE
authentication user is transferred to a separate site for G
with an elD card e-services personal authentication which
using a card authenticates with a single sign-on
reader ==
ID cards, mobile IDs, and smartIDs can T3

Doctor/nurse identification and
qualification verification

Overview

Because the information as to whether the
person concerned is a doctor/nurse is tied
to the elD, it can be used to identify and
verify the qualifications of a doctor/nurse

Trust Services in Estonia's Electronic Prescription Service
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above

Patient portal site
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Data exchanges utilize electronic seal, time stamps, and electronic delivery through X-road

Relationship diagram for trust services in the electronic prescriptions service
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Source: Desktop research

Primary opinions from the members included that the potential utilization of identity
verification and trust services in electronic prescriptions in Japan should be treated in
a proactive manner. For example, a member expressed, “Electronic prescriptions are
an example of implementing a service which uses authentication based on legally
recognized trust services and elD which is the equivalent of official personal
authentication. It is a domain which requires a high assurance level due to the fact that
it handles serious personal information in the form of medical information, and it is the
direction that Japan should head in.” Moreover, “there should be a mechanism to
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prevent the prescribing of multiple doses of medicine through illegal sales of electronic
prescriptions such as performing identity verification when the medicine is picked up.”
When managing electronic prescriptions, a member pointed out for a concern, “If in
principle the identity of the patient is not verified when issuance of a prescription is
requested, there may be a chance to issue a prescription that no one could pick up.”

3.4 Opinions of experts

Trust assurance needs and issues presented by experts

Regarding trust service related front line needs, utilization examples, and issues
concerning internal and external introduction/propagation, the Sub-working group
heard opinions from experts on “auditing,” “taxation,” “finance,” and “trust service
providers” . The following describes the presentations and primary opinions of experts
by referring to their presentation materials. (For more details, see the expert
presentation materials in Appendix A (Document 3 - Document 13)

Auditing services

« Through the development of trust base, business efficiency, fraud prevention
effects, and the visualization of control will advance through the ease of access
to digital evidence. In addition, there is a need to promote continuous audits
utilizing abnormal journal entry detection, data analysis, etc.

* There are issues to be addressed that data standardization is not progressing
and no supporting measures beneficial in proportion to the cost of trust service
introductions, thorough encryption key management, ensuring the reliability of
electronic certificates, improving the understanding of trust service systems.

(Document 3 “Trust Service Needs and Issues in Company Business Process
Reform and the Digital Transformation of Auditing Services”)

Taxation related services

* In the consumption tax invoice system, the issuance of data for an eligible
invoice is recognized. As electronic invoices permeate, there will be a need for
an origin certification system (electronic seal) in the digital realm like a company
seal stamped on a paper invoice.

* In the digital transformation of taxation related services of companies,
hindrances to the adoption of electronic transactions include corporate cultures
that do not wish to change their customs, a significant burden of investment to
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computerize workflow systems, and the inability to obtain the cooperation of
business partners.

In particular, the significant burden of system investment and the complication
of conforming to the Electronic Account Books Preservation Act are factors that
make SMEs persist to use paper documents. To advance the computerization
of all companies and build a trust-assured digital society, consideration must be
given to further deregulation of laws and ordinances as well as reducing system
introduction costs and cost of electronic signature usage and others.
(Document 4 “Issues in the Digital Transformation of Taxation Related
Services”)

Financial services

Computerization is progressing at appropriate fields in bank such as account
opening procedures and loan agreements, etc. for individuals. Meanwhile, the
progress of computerization has been slow in financing agreements and
account opening procedures for corporations due to requests for original copies
of submitted documents and anti-money laundering related procedures.
Moreover, checks and paper-based procedures play a central role in
commercial paper transactions. There is significant room for the utilization of
electronic seals in the area of corporate business.

In the introduction of trust services to customer-facing procedures for banking
services, there are issues such as the burden of genuine proof in the
establishment of an agreement (ensuring legal stability), the assurance of
contract procedures by a legitimate authority in corporate transactions is
insufficient, service introduction costs (system investment burden, ROI),
insufficient awareness of trust services, concerns about security, and the
burden of a smooth transition from the current situation, etc.

(Document 5 “Electronic Certificate Needs and Issues”)

Electronic financing agreement services

While electronic signatures are aimed at natural persons, the fact that juridical
persons (corporations) sign loan on deed and other financing transaction
agreements is an issue when it comes to introducing electronic signatures.

In order to tie the electronic signatures used by individuals to actions based on
corporate decision-making, we have taken a way that the corporation
nominates an individual as an authorized person and an electronic contract
holder pertaining to a financing agreement in a service application. Moreover,
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the sales manager directly hands over the notification of the initial PIN code to
enable the ID to assure the identity of the electronic signature.

» Future issues include establishing a reliable way to notify the user of the initial
PIN code to activate the ID in a non-face-to-face setting and improving
convenience and productivity for both the customer and the bank through the
promotion of digitalization and the introduction of electronic contracts
throughout the entire financial industry that are not just limited to individual
banks.

(Document 6 “Electronic Financing Agreement Services Being Deployed by
Sumitomo Mitsui Banking Corporation”)

Primary opinions about electronic financing agreement services _

* When using electronic certification in transaction reliability, it is important to
analyze the process flow end-to-end and clarify the requirements when it
comes to assuring the validity.

* When conducting international transactions, it is important to have
international arrangements in place for the trust chain representation within
companies and corporations.

S _

Role of the “electric stamps display on electronic documents”

« The fact that many people feel that a document is official when looking at a
stamped document has become ingrained in our lifestyle habits. A stamp is
thought to have the effect of making people believe that the individual's
intentions and the document’s completeness have been visually verified, and
perhaps there is room to utilize electronic stamps in the digital realm as well.

« Electronic stamps are a tool that people are used to using and that have a
certain legal foundation, but their reliability (threat resistance) is lacking. On the
other hand, electronic signatures are highly reliable, but they still cannot be said
to have a generally high degree of recognition. The adoption of trust services
will be promoted by fulfiling both needs of being a familiar tool with high
reliability.

* Interms of the interface, the stamps fall under the internal company rules during
the transaction, and in some aspects it is difficult to change the operation itself.
In regard to new technologies, familiar interfaces are effective as a way to curtail
costs for internal system design and internal propagation as well as labor.
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(Document 7 “History of Electronic Stamps and Their Role in Electronic
Agreements”)

— Primary opinions about the “stamp seal display on electronic documents”

Building trust in a way which is only visual using images of stamps and
signatures may be misleading. Methods for displaying technical validation
results to users in an easy to understand manner in trust services must be
discussed as a set together with assurance levels. In Japan, the trust
service validation methods differ according to each service. In the EU, they
have developed a trust infrastructure called a trusted list and trust anchors
within the elIDAS regulations, and the European Commission operates a
service that can validate trust services that are legally valid. They have also
developed a library for validation under open source and provide a public
validation infrastructure as published'.

While there are certified authentication services, etc. in authentication
services and reliability assurance frameworks which tie together users and
signatures, what is the situation with linking user reliability in witness-type
electronic signatures and NFT stamps? Witness-type electronic signatures
must be properly positioned in the assurance levels of trust services.
Electronic stamp systems may also be valid in internal company business
processes.

Regarding the statement that a registered seal proves identity with “the
trust of the government,” this issue should be cleared up, because in reality
people think that trust for the stamping process and the process to hand
over a document are included.

It is important to discuss how to get people to accept the recognition of
authentic documents in the digital world.

Trust service providers
Global DX solution provider
* From the perspective of providing electronic signature services globally, we
observed points of improvement in the EU elDAS regulations such as the
harmonization of personal information protection, technical standards,
interoperability, and security levels between each country and issues aimed at
the adoption of digital ID solutions.
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(Document 8 “Current State and Issues in Trust Services as Recognized by
SAP”)

Electronic certificate service providers
* An introduction to case studies about the use of electronic certificates
(graduation certificates, business formulated, vehicle registration documents,
PCR test result reports)
(Document 9 “Case Studies of Using Electronic Certificates in GlobalSign”)

Cloud-based electronic signature service providers

* The reason why the high volume, rapid commercial transactions that stamping
supported were not digitized through the Act on Electronic Signatures and
Certification Business is because the trust level settings, which were increased
more than expected by said act, did not conform to user needs.

* In order to realize the digital principles based on such past reflection, we must
increase the number of “just right trust” choices and have the Digital Agency
lead that adoption.

+  We would like to have the cloud-based electronic signature services that are
already attracting the support of foreign and domestic users positioned as
“standard” in the new trust legal system.

(Document 10 “The Need to Promote the Adoption of Cloud-based Electronic
Signature Services Which Support the ‘Digital Principles™)

— Primary opinions about cloud-based electronic signature service providers

* Regarding the uniqueness of processes indicated in the Q&A of Article 3
of the Act on Electronic Signatures and Certification Business, what level
of uniqueness are cloud-based electronic signatures trying to ensure? Are
there any thoughts about officially announcing the IAL and AAL levels in
the future?

* Although the type of signature in which the parties concerned sign is
explained as not having strong backing, based on the number of
certificates issued for certified authentication services, that type of signing
also includes non-certified authentication services as well, so taking this
type of signing as not being adopted because of the lack of adoption of
certified authentication services may be misleading.
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* Regarding the pie chart showing the “Share of Electronic signature_
Systems Selected by Global Corporate Users (Estimate),” consideration
must be given to the fact that this is the result of a survey conducted among
customers by the corporate members of the Cloud-based Electronic
signature Service Council.

Expert opinions of policy issues of trust services

In addition to receiving input from experts regarding the “Progress of discussions on
policymaking of electronic seals” and the “Competence of evidence of electronic
agreements” as policy and legal issues in trust services, we discussed future
improvements and the direction of discussions. The following describes the
presentations and primary opinions of experts.

Progress of discussions on policymaking of electronic seals

The electronic seals which the Ministry of Internal Affairs and Communications
explored are limited to seals issued by organizations. These electronic seals
mechanisms for verifying that the issuing entities and corresponding
documents have not been tampered with.

Regarding the standard for measures to assure the reliability of the issuer
certification, the electronic seal levels are divided into a light level which only
needs to prove that it has not been tampered with, a level that can conclusively
assure who issued it, and a level that assures a higher standard of reliability.
The reliability levels are separated in order not to prevent the low-level
certifications from spreading.

Regarding identifiers for specifying those that must issue an electronic
certificate for electronic seals, we should discuss a comprehensively
expressible method (OID: Object Identifier) including organizations, individuals,
data, and other existing IDs and numbers so as not to later reduce the flexibility.
Regarding the HSM equipment on the certification authority side of electronic
seals, the current FIPS140-2 Level 3 or ISO/IEC 15408 EAL4+ should be
adopted. FIPS140-1 is still referenced under the standards of the Act on
Electronic Signatures and Certification Business. We should explore update
mechanism in order to support the current version of the standard.

(Document 11 “Progress of Discussions on Policymaking of Electronic Seals
and Future Issues and Needs”)
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Primary opinions about policymaking of electronic seals

(Regarding the procedure to issue electronic certificates pertaining tc?
electronic seals) there is an awareness of the issue that it is indeed difficult
for large companies to have a representative operate the procedure. The
issue should be discussed so that the operation can be simplified.
Because the same certificate is copied when you want to use an electronic
seal with server-side scaling, Derived Credentials become important.
There needs to be a way that is institutionally permitted for the receiving
side to follow the certificate chain and be able to verify the validity by
signing the key that is generated within a company through the certificate
from the certification authority.

Regarding Derived Credentials, it is important to discuss whether identity
verification using a key issued in advance is recognized when conducting
identity verification online.

Methods should be devised so that users do not need to have electronic
certificates/secret keys for use with electronic seals for each service.

In the European electronic seal PoC, they are validating a framework
aimed at international mutual recognition. As internationally-authorized
traceability assurances are being required in SDGs, environment, and
human rights frameworks, perhaps it can be said that a framework needs
to be developed.

In order to make it possible for the people to carry out online-based
transactions with a sense of security, it is essential that electronic seals be
developed with legal backing. In today’s world of rapid technological
progress, legal disciplines should be minimized, but under the current
situation of rampant phishing scams, it is extremely important to be able to
legally verify as a “trust” infrastructure whether the other party that is
conducting an online-based transaction is the true organization that was
authorized.

Competence of evidence of electronic agreements

Because it is easy to impersonate or falsify an electronic agreement, the
verification of identity and completeness is important. Electronic signatures do
not necessarily need to be used in effectively establishing an electronic
agreement, but in practical terms the electronic signature levels need to be
separated according to the level of reliability that is required.
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Regarding electronic agreements, there is a need to use electronic signatures,
etc. with the appropriate level in the verification of identity and completeness in
consideration of the risks and convenience.

It is believed that the development of the legal environment required for the
adoption of electronic agreements is almost complete. As to whether the
requirements in Article 2, paragraph 1 and Article 3, Q&A of the Act on
Electronic Signatures and Certification Business announced by the
government are satisfied, as a problem of application, there is a need to select
the appropriate service according to the application by utilizing legal experts
while having the parties to the agreement and the electronic agreement
platform providers perform a self check.

(Document 12 “Validity of Electronic Agreements”)

Primary opinions about the evidential power of electronic agreements

Standards need to be created according to the level. Regarding remote
signatures and witness-type interest, because there are no clear standards
for service stability and certification and conformity audits are also not
ready, it may be the case that users or judges cannot make decisions.
Regarding the creation of trust level standards, the standards which differ
from the equivalent of unregistered seals and other aspects of the analog
world are required.

The levels should be classified not only by the “means” but also be studied
on a “threat resistance” basis in accordance with SP800-63-3B.
Discussion is required not only about the process but also about the level
that is equivalent to an authority which issues an ID or credential.

As a standard which is established by the enforcement regulations of
Article 2 of the Act on Electronic Signatures and Certification Business,
there are concerns as to whether it is appropriate to write as much as the
encryption algorithm and bit length amid rapid technological progress.
Regarding the “two stage presumption” in the Civil Proceedings Act, Article
228, paragraph 4, the thinking which is applied in the case of witness-type
electronic signatures must be clarified according to each process. In
particular, regarding the case where the “stage one presumption” (if there
is an imprint of the individual’'s stamp, it is presumed that it was stamped
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— according to the individual's wishes ') is computerized, it must be 7
discussed going forward as it has not been yet discussed so far.

« Regarding the “sufficient standard uniqueness” in the Q&A'? of the Act on
Electronic Signatures and Certification Business, Article 3, it would be easy
for users to understand if there were several illustrations in addition to two
factor authentication.

+ Because decisions regarding trust also include technical details, the
judgment of technical experts is also required in addition to legal judgment.

* The interoperability of “specified authorization services” and the means to

L achieve it should be studied going forward. _

Possibility of utilizing electronic seals in computerization and the institutional issues

» In utilizing trust services, the standard computerized form must be indicated at
the same time as the discontinuation of systems that require paper or document
delivery.

* In the application steps, procedural regulations exist that require the originality
of the agreement, etc. From the perspective of assuring the “originality” and
“authenticity,” there are many areas in which computerization can be promoted
through the utilization of electronic seals in cases such as the cases which
require the submission of the original when issuing a certificate, cases which
require the submission of the original on paper as the original is a paper
document, and cases which require assuring the authenticity of the contents of
the agreement, etc. officially issued by an organization.

* Inparticular, there are many aspects in import/export transactions where overall
computerization is being promoted by assurining the authenticity with
authorized certificates, and other electronic seals that include not only the
export side but also agreements required for importation, written pledges by
importers, and invoices for importation. In addition, inefficient, paper-based
aspects remaining in trade transactions will disappear, and the industry overall
will be broadly streamlined. Through advances in the computerization of trade
transactions, manual verification work will be systematized, and infrastructure
will be developed for the systematic detection of “Trade Based Money
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Laundering (TBML),” which will also be beneficial in terms of Japan’s AML
measures.
(Document 13 “Trust Service Use Cases and Restrictive Systems”)
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4. Studies for the assurance of trust

The sub-working group carried out following discussions based on trust assurance
needs and issues in introductions of trust services that were identified through fact-
finding surveys and opinions from experts.

4.1 Organization of the identification assurance

levels

The fact-finding surveys found issues in introducing trust services including the
“selection of trust service businesses/services according to the application” and the
“difficulty of aligning actions between companies regarding the use of trust services.”
We found there is a need to select the appropriate services in consideration of the risks
and convenience as well as a need to address problems in the online procedures of
digital completion that differ from the analog world. We organized the identification
assurance levels and discussed standards and conformity assessments for evaluating
the reliability of trust services.

Understanding cases in foreign countries

* We examined the assurance level rules and approach to standards in the elDAS
regulations, NIST SP800 63-3, and the New Zealand government’s Identification
Management Standards in order to help select an appropriate assurance level for
each use cases i. (Document 14 “Assurance Levels in Europe’s elDAS,” Appendix
C Overseas Precedents Regarding Assurance Levels)

* Regarding the elDAS regulations, it was pointed out that while a certain
evaluation has been obtained about the effects of digitalization through the
adoption of trust services and the systemization of elD and trust services for the
purpose of promoting a European digital integration market, the issues
concerning the effects, efficiency, and adoption of elD and trust services are being
reviewed. Based on these issues, the EU is addressing these issues through the
development of an EU Digital Identity Wallet and the preparation of lower
regulations for trust services, etc. aimed at eIDAS2.0. (Document 15 “elDAS2.0
and EUDIW”)

Organization of the identification assurance levels

Approach for discussion

21



» The basic approach should be to reference existing international standards and
then consider the realization of identity verification utilizing these standards
according to the actual situation in Japan where a base registry is prepared and
public personal authentication certificates for Individual Number Cards and
electronic certificates for commercial registrations are available.

+ Authentication information linking and allocation should also be considered as
part of the identification assurance levels.

Ideas and use cases of assurance level
In addition to the approach being indicated below, the sub-working group tried
to organize a mapping with use cases as shown in Figure 9.

* Because Individual Number Cards are issued by qualified personnel who are
local government officials after verifying a person’s identity in-person, the level
exceeds the equivalent of IAL3. As a result, it can be said that the in-person
verification that the person on the Individual Number Card and the face
photograph match and the signature using the digital certificate of the Individual
Number Card are equivalent to IAL3.

* In situations other than the issuance of an Individual Number Card, it may be
possible to make everything electronic as in the “Maebashi ID” of Maebashi City
(Gunma Prefecture) to replace the identity verification with a electronic
signature using an Individual Number Card.™ In that case, the question of
whether a photo of the person in question truly needs to be matched with a real-
time image of the person will become a point of discussion.

« The matching of a person’s photo with a real-time image of the person has two
different objectives which are physically tying the image to an Authenticator and
detecting the use of an Authenticator by someone other than the person in
question, so these objectives should be discussed separately.

» As users can easily register in the COVID-19 vaccination certificate app using
an Individual Number Card, the usability and cost of the ID Proofing have been
improved.

* A mechanism that can link identification and administrative data needs to be
developed.

+ Ifidentity verification is required more than necessary in private sector services,
it will have the negative effect of causing the number of service subscribers to
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decrease, so diverse identity verification choices such as eKYC are required in
addition to the Individual Number Card. Regarding use cases of online identity
verification in private sector services, the identity verification methods were
divided by level, and an initiative status report was obtained from the Digital
Architecture Design Center (DADC) about the approach to selecting identity
verification methods according to risk and how to proceed with guideline
formulation.

(Document 16 “Incubation Lab Project ‘Service-specific Digital |dentity
Verification Guidelines™)

(Figure 9) Use case mapping within 1AL

Identity verification

IAL Identifier method Use case
Item that can be Verified face-to- Face-to-face application using an Individual Number
electronically identified face Card
}L‘;%?St?oﬁ trustworthy Non-face-to-face  Digital signature using an Individual Number Card

Verified face-to-
face by a qualified

IAL-3  |ltem that is assured person
by ’Fhe issuer andican Face-to-face Online matching of an individual's identification card
be identified (ee u\l}/ca:l)ent online  photo and a real time image of the person

ltem that is assured by the Yerify face-to-face  qpe 5 bank account online -> identity verification

? after online

issuer and can be identified registration at card pickup

lem thatcanbe Verified without

electronically identified face-to-face Open an account online using an Individual Number

through a trustworthy tact Card reader
L institution contac

Item that is guaranteed by  Verified without . ) . . . .

the issuer and can be face-to-face Online EC site member registration using identity

identified contact verification documents (image upload, etc.)

Can be self-asserted with : . ] it ; ;

] : No identit Confirm notification at an email address during

IAL-1 no identity verificatio)r/] service registration

verification

*Face-to-face also includes remote face-to-face (supervised remote)
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AAL and Use Case Mapping Proposal

AAL-2

AAL-1

AAL-0

Authentication process

In addition to AAL2, the use of a
certified hardware-based
authenticator with resistance to
impersonation is essential.

The use of multifactor
authentication and certified
encryption methods is essential.
The use of an authenticator with
resistance to impersonation is

Use case

Mynaportal: log in via user authentication using an electronic
certificate for verifying the user of an Individual Number Card
e-Tax: Declaration through the use of an IC card based remote
signature

Business banking: remittance of large sums of money by two factor

e-Tax: Declaration through the use of a Smart-ID based remote signature
Internet broker: change the transfer destination bank using one-time
password authentication based on a certified encryption method using
the user name, password, and software token

recommended.

Internet broker: log in via user name and password
Business chat service: send a link to an AAL-1 email address and

Single factor authentication user authentication based on following that link

No authentication E-commerce: maintain a new customer cart through a new cookie

Future direction

The approach to identification assurance levels and use cases organized by
this Sub-working Group needs to be input into the “Guidelines Concerning
Online Identity Verification Methods in Administrative Procedures™* review by
the Special Commission on Digital Administrative Reform.

It is important to organize assurance levels not only in administrative
procedures but also in private sector services. We should discuss further the
architecture development regarding identity verification levels within the multi-
stakeholder model based on the DADC study results.

We will also continuously discuss the Digital Identity Wallet with international
interoperability as a method for identity verification and the digitalization of
qualification procedures as Decentralized Identity and Self-Sovereign Identity
have been paid attention globally in a way that does not depend on the platform
providers.
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4.2 Discussion on standards and conformity
assessments for evaluating the reliability of “trust
service layer”

Direction of discussions

» Thinking about standards and conformity assessments for evaluating the
reliability of “trust service layer “ is also important in ensuring the trust of ID
providers, and the discussion was conducted because there was an opinion
that trust service standards should be created in anticipation of international
interoperability.

* As a trust service business operation policy, there was a proposal from the
members to organize the organizational requirements, equipment
requirements, technology requirements, key management requirements,
operation requirements, audit requirements, etc. as common trust service
standards and individual standards, which are to be organized as the “trust
service assurance levels.” (Document 17 “Trust Service Assurance Level
Approach”)

+ At the same time, it was pointed out by members that the standards and
conformity assessments for evaluating the reliability of “ trust service layer”
include a wide range of arguments and details that should be assured.

Issues in discussions
In discussing standards and conformity assessments for evaluating the reliability

of “trust service layer”, the following discussions were held about the issues and
conditions which should be fulfilled.

* Role of the state:

» In the case where the state assures the highest level of standards and
conformity assessments for evaluating the reliability of “trust service
layer”, it would be challenging under the current system for the state to
continue to maintain the latest specifications and assure the audit
system. For example, because the Act on Electronic Signatures and
Certification Business certification standards are stipulated in the
enforcement rules and guidelines etc., they are difficult to maintain in
conformance with the latest international technical standards. Therefore,
one direction is to refrain from writing the technical standards in the
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provisions and instead reference international standards to lessen the
burden on the state, which will enable the realization of a more effective
policy.

> Legally speaking, the trust assured with trust services is a “presumption,”
and because contrary evidence to deny presumed facts is allowed, a
100% guarantee is not sought as a state for presumed facts.

Formulation work:

» If we are to envision technical standards which are at the same level as
those standardized by the European Telecommunications Standards
Institute (ETSI) and European Committee for Standardization (CEN),
some ingenuity is required to curtail the work based on existing
standards and prevent a massive amount of work.

Subject:
» As the question of what is legitimate differs depending on the use case,
we need to clarify what legitimacy we are discussing instead of the
assurance levels.

Relationships between the axes:
» The identification assurance levels and trust service assurance levels
should be turned into parameters with no interdependency.

Audit requirements:

» In the audit systems of certified business operators, it is important to link
the metadata and provide the operational transparency through Al-
based automatic inspections instead of conducting audits at a single
point in time.

» While it is understandable for the audit requirements to be part of the
certification procedure, it feels out of place for them to be part of the
assurance levels.

International interoperability: to deepen the discussion going forward, facts
which should be verified as a precondition and terminology that should be

common knowledge were cited.
» We need to clarify the barriers and reasons why there are no countries
with mutual recognition of elDAS outside of the EU and verify the
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feasibility of doing so before discussing.

» “Cross-border agreements” came up as a type of transaction which
requires international interoperability, but agreements state the
governing law, so international interoperability may not be required.

» When it comes to assuring international interoperability, it may be the
case that the trust services of one’s own country can be used even if the
governing law is the law of the other country. On the topic of governing
law, if for example the governing law is Japanese law, because even
foreign companies would be judged based on Japan’s laws, a need
would emerge for foreign companies to also use Japan’s trust services.
Conversely, if European law is the governing law, Japanese companies
would have to use European trust services instead of Japanese trust
services. There was the opinion that since agreements state the
governing law, international interoperability is not necessarily needed.
However, even if the governing law was stipulated, international
interoperability is actually needed when thinking about evidentiality and
other issues.

» After developing a common understanding of the term “mutual
recognition,” we should clarify what it is aimed at, what it is related to,
and with what countries (regions) mutual recognition should be studied.

» With the goal of assuring international interoperability, we should
reference the compliance with international standards and related
standards (ISO/IEC 27000 Series, CAB/F baseline requirements, ETSI
and CEN standards, and Webtrust auditing standards, etc.) before
regulating requirements for institutions conducting assessments of
conformity with these standards for each trust service in reference to
international standards (ISO/IEC 17065, ETSI EN 319 403, etc.)

» The domestic trust services must be verifiable overseas as well as to
the assurance level at which they are positioned. Therefore, the
establishing a validation infrastructure according to international
standards will also be required.

* Assurance of mobility:
» Each standard should be formulated as an independent technology
standard referenced by laws and ordinances.
» The establishment of an expert organization to continuously formulate
and update standards in proportion to technology advancement,
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international standards, and the social environment must be studied.

+ Compliance with the existing system:

» In deepening the discussion of trust services, discussion of reviews of
laws relating to electronic signatures and authorization services
(including the utilization of international technical standards) cannot be
avoided.

» In order to promote the effective utilization of electronic signatures and
electronic seals, etc., the presumed effect and other legal effects must
be studied in regard to highly reliable trust services typified by certified
authorization services.

* Usability:

» The universality of electronic documents shall not be denied only for
the reason that they are in an electronic format and in this regard
exceptions should not be allowed by law.

» Standards development and mechanisms for indicating to users in an
easy to understand manner (release of certified trust services in a
machine readable format, information validation based on the
corresponding trust services) what level a trust service meets must be
studied.

* Interoperability:
» To ensure digital interconnectivity and operability, the provision of a
validation infrastructure and the passing of the corresponding tests
must be confirmed on a timely basis to verify that technical compliance.

Future direction
Because there are a wide range of details that should be assured and there are

many issues that should be considered during formulation, we will advance the
discussion about standards and conformity assessments for evaluating the reliability
of “trust service layer” based on international discussions and changes in the external
environment.

34



4.3 Promoting trust services in government

administration

Regarding what is provided by trust services, members expressed opinion that we
should first discuss trust services that assure authenticity and tamper resistance
possessed by paper in cyberspace as well. In addition, it was revealed in fact-finding
surveys of trust assurance that the need for trust was high in the administrative field.

At the same time, the Special Commission on Digital Administrative Reform was
launched in the government, and the digital principles for structural reforms were
formulated. As completing all procedures online becomes a principle with regard to
procedures and services that require documentation, visual inspection, residency, and
on-site participation in realizing “digital completion” within the digital principles, the
Commission has been discussing “regulations requiring in-person documentation for
official certificates, course, and viewing ” and other reviews.

When it comes to “digital completion,” trust services are required which assure the
authenticity of the time of existence of individuals and organizations (including the
identification of authorities within organizations) and the resistance to tampering of data
according to the procedure and transaction. Because the utilization of trust services is
effective when reviewing the regulations above, trust services will be proactively used
as a means of realizing “digital completion”. Specifically, the government will play a
central role in discussing the technology standards and utilization policies of trust
services used in official certificates and will provide input aiming for June 2025 (FY
2025), which is the intensive reform period for regulatory reviews by the Special
Commission on Digital Administrative Reform.

At the same time, based on the request of Ibaraki Prefecture to utilize electronic
signatures based on job position electronic certificates issued by private sector
certificate authorities, there is a need to discuss trust services in which public
institutions are involved in terms of issues such as developing an environment in which
users can easily verify the validity of a signature, support for international standard
specifications, and continuous updating of technology standards, etc. In addition, we
will proceed with the discussions so as to enable local governments to utilize trust
services and be able to issue more smoothly disciplinary notifications and other
documents online.
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(Figure 10) Image of utilization of trust services to enable digital completion
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(Figure12) Types and phases of regulations regarding written notices, in-person
course, on-site viewing (In detail)
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By having the government speedily promote the utilization of trust services in
administrative procedures, the goal is to provide trust services that can be referenced
for trust service utilization in the private sector under the multi-stakeholder model.

317




4.4 Promoting trust services in private sector

Discussion in the multi-stakeholder model

In order to address the issues which came up in the fact-finding surveys, a multi-
stakeholder discussion about online agreements and procedures, etc. in the private
sector will be carried out to incorporate the viewpoints of diverse participants from the
perspective of realizing and utilizing easy-to-use trust services as technological
progress advances (Figure 13).

(Figure 13) Multi-stakeholder model aimed at realizing and utilizing trust services
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Agenda to be addressed in the multi-stakeholder model

Since the multistakeholder model should deal with issues that private sector
companies will feel that their participation is meaningful, discussion topics of the multi-
stakeholder discussions may include, for example, the “private sector online
transactions and procedures,” “support for the Act on Electronic Signatures and
Certification Business remote signatures and electronic seals and the updating of
technology standards,” and “guidelines for use cases regarding needs from industries.”
In addition, agenda items in the multi-stakeholder model going forward must be based
on the trust assurance needs identified in the fact-finding surveys.

Moreover, some members expressed opinions that the multistakeholder should limit
the scope of discussions to just practical handling and best practices which does not
fit into legal matters in order to form opinions together.
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Multi-stakeholder model utilization example (1) Disocclusions of remote signature and
electronic seal technology standards

Adviso

ry agenda

What are the electronic signature technical standards required for the “sufficient
standard uniqueness” as a measure to indicate that an electronic document is
something pertaining to the user’s creation in the Act on Electronic Signatures
and Certification Business (Article 3 Q&A definitive)?

Organize the conformance of the technical standards of the Act on Electronic
Signatures and Certification Business with overseas standards

Organize the positioning of electronic seals in the Code of Civil Procedure and
the Act on Electronic Signatures and Certification Business

Interested parties

Business operators: trust service providers, JDTF, Cloud Electronic signature
Service Council, Fintech Association of Japan, Japan Blockchain Association,
etc.

Industrial world: Internet related businesses, businesses that use trust services
Experts: JIPDEC, JT2A, jurists, other standardization organizations, trust
related societies, etc.

Consumers: consumer organizations, attorney organizations, NPOs

Laborers: labor unions

Government: Digital Agency, Ministry of Justice, Ministry of Internal Affairs and

Multi-stakeholder model utilization example (2): Hearing of opinions regarding trust
services in which public institutions are involved

Advisory agenda

Improvement issues in trust services in which public institutions are involved

* ( development of an environment that allows users to easily verify the validity of
signatures, support for international standard specifications)

» Organize arguments such as private sector service utilization and trust model
changes as well as the division of roles and lines of responsibility between the
government and private sector

Interested parties

Business operators: Digital Agency, Ministry of Internal Affairs and
Communications, J-LIS, trust service providers, JDTF, Cloud Electronic
signature Service Council, Fintech Association of Japan, Japan Blockchain
Association, etc.

Industrial world: Internet related businesses, businesses that use trust services
Experts: JIPDEC, JT2A, jurists, other standardization organizations, trust
related societies, etc.

Consumers: consumer organizations, attorney organizations, NPOs

Laborers: labor unions

Government: Digital Agency, Ministry of Justice, Ministry of Internal Affairs and
Communications, Ministry of Economy, Trade and Industry, local governments

39




Considerations in the management of the multi-stakeholder model

System for fair discussion

To ensure transparency, the members participating in the multi-stakeholder model
shall be recruited in an open entry manner and use a discussion format that ensures
flexibility. At the same time, because the trust services are involved in transaction and
procedural trust, where care is needed to make sure not to be influenced by the
interests of a specific party, care is needed to make sure that the discussion is not
influenced only by those who wish to participate in the discussion by their own choice.
On this point, regarding those who should participate in the discussion as stakeholders,
it has been pointed out that government and other neutral parties that act in an advisory
capacity should approach stakeholders to participate in the discussion and lead the
discussion.

Moreover, it has been pointed out that to prevent only the opinions of a specific
stakeholder from having a large impact, a system needs to be devised whereby
opinions are solidified within each community and then the representatives of each
community comment on the opinions of the community that they represent.

System to encourage participation in the discussion

In order to encourage participation by the relevant parties in the multi-stakeholder
model, a member was of the opinion that we should incorporate a system to visualize
discussion contributions such as retaining a record of participant contributions on the
Digital Agency’s web site. At the same time, because “trust” involves the reliability of
procedures and transactions conducted by various people, some members were of
the opinion that instead of leaving the discussion up to the lead of those who voluntarily
contribute, consideration to prevent the overall discussion from being influenced by the
statements of a specific interested party is essential. Moreover, discussions on the
multi-stakeholder model should refer to international standards and should be
conducted in collaboration with experts and specialized institutions so that standards,
which will be created in the multi-stakeholder model can be disseminated overseas.

Efficient operation

Because decision-making takes time with multiple stakeholders, there were those of
the opinion that the issues should be separated into issues to be studied in a top-down
manner led by the government and issues to be advanced in a bottom-up manner by
listening to the opinions of the stakeholders with the policies advanced by the
government to be made accessible in the multi-stakeholder model as well. Moreover,
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there was the opinion that the multiple stakeholders are essentially an advisory body,
and the government should have the final authority regarding the details proposed by
the multi-stakeholder model.

Furthermore, regarding the agenda topics studied with the government taking the
lead, opportunities should be established to listen to the opinions of a diverse
stakeholder model in the multi-stakeholder model from the viewpoint of promoting trust
services that are easy for many people to use.

The points mentioned above shall be considered in the operation of the multi-
stakeholder model, and a deeper discussions of the decision-making and other forms
of rule design will be carried out while advancing the discussions on the agenda topics
in the multi-stakeholder model utilization example.

4.5 Key principles of trust policy

From the viewpoint of exploring policy for trust services, it is important to discuss with
diverse stakeholders without being biased toward experts and some businesses, to
consider the conformity with international standards and regulations while aiming for
trust services that are easy for private sector businesses to adopt and consider the
relationships with private sector businesses involved in trust services including platform
companies with global influence. Moreover, as a Japan-EU digital partnership, which
was launched on May 12, 2022, mentions the continuation of a pilot project initiative
aimed at interoperability for trust services, the mutual cooperation between each
country has become more important than ever.

The Priority Plan for the Realization of a Digital Society (Cabinet decision on
December 24, 2021), within the specific measures concerning the National Data
Strategy, says that the “the Digital Agency will establish basic ideas for the framework
for assuring trust(trust policy) by FY 2022.”% In the sub-working group, the members
proposed (1) Setting a vision (design of the incentives (disincentives) for both the users
and providers), (2) stability (assurance of long-term validity and social validity), (3)
minimality (minimize policies to find in a top-down manner), (4) and flexibility
(assurance of technical and economic agility) as elements that should be considered
in the formulation of the trust policies. (Document 18 “Arguments Concerning Policy
Formulation to Realize Trust Assurance in Service Provision”)

To establish principles for multiple stakeholder participants including the government
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to discuss policies relating to trust, it is considered that trust policy, which fulfils
characteristics described in figure 14, should be established. The Sub-working group
organized the characteristics in which the basic approach of the framework for assuring
trust should satisfy as the “key principles of trust policy” in a way that supports “digital
principles” (Figure 14)

(Figure 14) Key principles of trust policy
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Some members pointed out that the adoption of trust services by society will lead to
further stability in judicial decisions, the frontline ease-of-use should be considered in
the adoption of trust services, and careful attention should be paid to the discussions
within the United Nations Commission on International Trade Law (UNCITRAL) in
discussing international interoperability.

The key principles of trust policy shall support the “digital principles” for structural
reforms, Society 5.0, DX, and DFFT, and should be utilized as principles when
discussing policies for establishing trust base in the Digital Agency and multi-
stakeholder model. With regard to technical standards which have already been
established internationally, it is important to clarify technical standards that should be
referred to in Japan and seek to harmonize standards. In the long run, as the
requirements of “digital completion” become clear, it is necessary to explore the needs
of trust services and usage environment of trust services.
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5. Action Required

To implement trust assurance, we should discuss both “application layer,” which
provides trust services that meet the needs of users and “trust service layer,” which
provides infrastructure that assures authenticity and non-tampering. Regarding the
“trust service layer,” it is considered that we could explore technical standards based
on use cases. Hence, by coordinating with the Special Commission on Digital
Administrative Reform and creating a community to discuss trust services’ policies with
diverse stakeholders, both the government and private sector will reflect opinions of
diverse stakeholders and will implement trust assurance as follows.

5.1 Promote administrative digital completion

The government will play a central role in discussing the technology standards and
utilization policies of trust services used in official certificates and will provide input
aiming for June 2025 (FY 2025), which is the intensive reform period for regulatory
revisions by the Special Commission on Digital Administrative Reform. At the same
time, considering the request of Ibaraki Prefecture to utilize electronic signatures of job
position electronic certificates issued by private sector certificate authorities, we will
discuss trust services operated in which public institutions are involved in terms of
issues such as developing an environment in which users can easily verify the validity
of a signature, support for international standard specifications, and continuous
updating of technology standards, etc. We should also proceed with discussions so as
to enable local governments to utilize trust services and be able to issue more smoothly
disciplinary notifications and other documents online. As a use of trust services, the
government should deepen use cases of trust services, explore a framework of trust
assurances, and expand its efforts to utilize trust services to private sector.

5.2 Establish a community where diverse

stakeholders discuss trust

In order to incorporate diverse opinions about online agreements and procedures, etc.
in the private sector, a community for discussion with multi-stakeholders will be
established. The operation of a multi-stakeholder model requires the establishment of
a system for fair discussion so as not to be influenced by the interests of specific
stakeholders, a system to encourage the participation of stakeholders in the discussion,
and a system to carry out efficient operation.
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Discussions in a multi-stakeholder model relating to transactions and procedures
between private sector entities should consider, for example, topics such as the “issues
pertaining to private sector online transactions and procedures,” “support for the Act
on Electronic Signatures and Certification Business remote signatures and electronic
seals and the updating of technology standards,” and “guidelines for each use case
regarding needs from the business world.” As for the “trust service layer”, since it is
the basis for assuring trust, stakeholders in multi-stakeholder model will be expected
to discuss necessary technical standards etc. based on use cases. Considering that
so-called “cloud-based electronic signatures” have been spreading online market, we
should keep in mind to create criteria which do not hamper private sector’s creativity,
new services, and technical innovations, based on users’ needs for trust. In the first
place, with regard to technical standards which have already been established
internationally, it is important to clarify technical standards etc. that should be referred
to in Japan and seek to harmonize standards. In the long run, as the requirements of
“digital completion” become clear, it will be necessary to explore the needs of trust
services and improve usage environment of trust services.

5.3 Develop an electronic seal policy system

Regarding time stamps, a national certification system has been operated, and in
regard to electronic seals, the guidelines pertaining to standards required by
certification authorities to assure reliability have been provided. Because it is
anticipated that the need for certifications from issuers will increase in online
transactions and procedures going forward, we should support the initiative by the
Ministry of Internal Affairs and Communications aimed at the formulation of standards
and conformity assessment to evaluate the reliability of electronic seal private sector
services based on the “Guidelines Pertaining to Electronic Seals” announced by the
ministry.

5.4 Promote internationally harmonized rule-making

Regarding identification assurance levels, we should provide input to the Digital
Agency Technology Advisory Committee and utilize it in discussions concerning
identity verification in administrative procedures. Development regarding identity
verification levels in the private sector should continue to be studied within the multi-
stakeholder model based on the DADC study results. In addition, we should
continuously explore the Digital Identity Wallet which has international interoperability
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based on the fact that it is attracting global attention as a method for disclosing
attributes under one’s own control in such a way that Decentralized Identity and Self-
Sovereign Identity (SSI) do not depend on the platform. Furthermore, while digging
deeply into the market needs of trust services that are required to have international
interoperability, we will also take into account trends of “standards and conformity for
the evaluation of trust service reliability” in foreign countries and continue to designate
“standards and conformity for the evaluation of trust service reliability” as an issue for
study going forward.

In proceeding with these studies, discussions on the multi-stakeholder model should
refer to international standards and should be conducted in collaboration with experts
and specialized institutions so that standards, which will be created in the multi-
stakeholder model can be disseminated overseas. In addition, we will clarify the
concept of trust aimed at the promotion of DFFT with the goal of introducing it at the
G7 in 2023.

5.5 Implementation scheme

Regarding the framework of discussions aimed at establishing trust base, based on
the following, after dividing it into the characteristics to be studied with the government
taking the lead and topics for which the government should provide a place for
discussion, it should be divided and promoted as (1) short-term trust service
implementation (promotion of the utilization of trust services aimed at digital completion
(revision of identity verification guidelines in administrative procedures, creation of
authenticity guidelines in administrative procedures (tentative), the utilization of trust
services in which public institutions are involved )) and (2) medium to long-term trust
base establishment (the Digital Identity Wallet with international interoperability,
organization of a trust legal system based on the existing legal system, etc.) (Figure
15)
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(Figure 15) Promotion system conclusion (Main agenda items)
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pertaining to trust
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6. Conclusion

Regarding arguments aimed at establishing trust base, in the “National Data
Strategy” it says that, “the related industries and agencies will cooperate and study the
arguments with a focus on the Digital Agency and aim for implementation in the early
2020s. Because these arguments are wide-ranging, it is important to analyze the
needs with respect to the trust services and clarify priorities.”'® When the needs were
assessed through fact-finding surveys and experts in this Sub-working Group, it was
revealed that there are needs for trust assurance in online procedures and transactions
in a wide range of industry types/industries including the government.

A certain degree of progress on the arguments summarized in the National Data
Strategy was seen through discussions in this Sub-working Group. For example,
regarding the “creation of a certification scheme,” because it was learned from fact-
finding studies and expert interviews that the need for issuer related certification is
expected to increase in online transactions and procedures, further systematization of
electronic seals is now being studied. Regarding the “establishing trust base,” the fact
that “key principles of trust policy” to act as guidelines for the approach were created
in the study of policies pertaining to trust by multiple stakeholders including the
government was important as a precondition for the creation of trust infrastructure. In
addition, facts which should be verified as a precondition and terminology that should
be common knowledge in Japan and overseas were pointed out to deepen the
discussion regarding “international mutual recognition” going forward. Moreover, the
“Japan-EU Digital Partnership” was launched during this Sub-working Group, and the
fact that an initiative aimed at interoperability of trust services between Japan and the
EU was stipulated is beneficial to contribute to mutual understanding between Japan
and the EU for mutual recognition. As the “remote signature and electronic seal
technology standards” and other topics are discussed within the multi-stakeholder
model going forward, discussions about “certification standards” are expected to
deepen. Even when looking at foreign countries, the creation of standards for online
identity verification by governments and the utilization of ID and trust services are
advancing along with the increase in online procedures and transactions. Because it
is extremely important as the G7 host country in 2023 that Japan lead the process to
flesh out DFFT and promote the utilization of trust services directed at the realization
of “digital completion” in the Special Commission on Digital Administrative Reform,
discussions aimed at the establishment of trust infrastructure will continue to be
advanced going forward.
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Finally, the key principles of trust policy were created in this Sub-working Group in
line with the “digital principles” based on the fundamental approach which came up
from the experts during the meetings. The trust policies will be fleshed out in parallel
with the adoption of the trust services. Based on the use cases, we will continue to
discuss framework which assures trust within the government and multi-stakeholder
model.
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elDAS(electronic Identification and Authentication Service)#3 8l *

=

REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

* eIDASHERID2D D HEY it e
« RN DSM(Digital Single Market) &} B
¢ FPTRMT—ERDERIZKD
B FE B O e

economic and social development. Lack of trust in
particular because of a perceived lack of legal certainty,
makes consumers, businesses and public authorities
hesitate to carry out transactions electronically and to
adopt new services.
(MR A A VRBICE T 5 EEDBREEIBRFLHEOR
BROBTHD, EEOXRN, HFITENREEDRMAHESR .
. ARBEICEFIREIOH LY —ERDRAZEES
BT, y

Building trust in the online environment is key to \ .

\.

*Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the )
internal market and repealing Directive 1999/93/EC, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014R0910




eIDAS(electronic Identification and Authentication Service)#3 Bl *

c el DONMBEBHEEEAR 7L —LT—7
=clDDT a2 T 7 AL NJLIZDWTIERRE (low, substantial, High)

% FRTE

e NS X MY —ERDERZHH A BE

=) EZFE Dy ERY RN 77

DA MY —EXRFEFER. BRI X MY —EXTHWER
TERNAABE I NA W

QEE 7 X M —ERILERHHDHEESIND

-k Z Y- txwﬁ_%£ﬁ7v AU %

e MRS (2 L 5 FPM & BRE T (1 BIERA T —XADfE

*Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014R0910



elDD ) >~ 2 ) 7 v AL ~N)b

Low, Substantial, High® 14 (3 CIR (EU)2015/1502*

ICHRESINTWS,

elDAS2.0/C ¥ |7 5 EUDIW(EU Digital Identity Wallet) (X fREE L N JLHighd ST 3

{REFL ~NIL

Low

Substantial

High

B ITRERR

STHEREREMHL VDL
Ry ZenTzd

BITHEREH O 2 R R N

BITHER E DB MMERER

BEEFOEFBERZET T
HREHOFR 2 IR S, &
TR SR DB IEMER

elDDHEHE

HEZRRE

TR R

TBRAL XX

A HD=XLD
ETFEERE

581t E A (Enhanced-Basic),

EAL1~3

fH(moderate), EAL4

5, EAL4+

CIR(EU)2015/1502* &

*COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502 of 8 September 2015 on setting out minimum technical specifications and procedures for assurance levels for
electronic identification means pursuant to Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic identification and trust 4

services for electronic transactions in the internal market

Y



BT £ TOD

R

Austria

Belgium - elD

Belgium - Itsme

Croatia

Czech Republic

Czech Republic (Mobile eGovemment
Key, mojeiD)

Denmark

Estonia

France

Germany

Ialy - elD

italy - SPID

Latvia

Lithuania

Member State
Austria

The Kingdom of
Belgium

The Kingdom of
Belgium

Republic of Croatia

Czech Republic

Czech Republic

Kingdom of Denmark

Republic of Estonia

French Republic

Federal Republic of

Germany

Republic of Italy

Republic of Italy

Latvia

Republic of Lithuania

Title of the scheme

1D Austria

Belgian elD Scheme FAS / eCards

Belgian elD Scheme FAS / Itsme®

National Identification and Authentication System (NIAS)

National identification scheme of the Czech Republic

National identification scheme of the Czech Republic

NemiD

Estonian elD scheme: ID card

Estonian elD scheme: RP card

Estonian elD scheme: Digi-ID

Estonian elD scheme: e-Residency Digi-iD
Estonian elD scheme: MobiiiD

Estonian elD scheme: diplomatic identity card

French elD scheme "FranceConnect+ / The Digital Identity La Poste”

German elD based on Extended Access Control

Italian elD based on National ID card (CIE)

SPID — Public System of Digital Identity

Latvian elD scheme (elD)

Lithuanian National Identity card (elD / ATK)

€lD means under the scheme

Belgian Citizen eCard
Foreigner eCard

itsme® mobile App

Personal Identity Card (eOl)

CZ elD card

Mobile eGovernment Key (MEG),
mojelD

Key card (OTF)

Mobile app

Key token (OTP)

NemiD hardware

Interactive Voice/Response (OTP)
Magna key card (OTP)

—ID card

—RP card

— Digi-ID

— e-Residency Digi-ID

— MobiiiD

— Diplomatic identity card

National Identity Card
Electronic Residence Permit
elD Card for Union Citizens and
EEA Nationals

italian elD card (Cana di identita
elettronica)

SPID elD means provided by
Aruba PEC SpA
Namirial SpA
InfoCert SpA
InTeSA SpA
Poste htaliane SpA
Registerit SpA
Sielte SpA
Telecom Htalia Trust
Technologies Srl
Lepida SpA

elD karte
eParaksts karte
eParaksts karte+
eParaksts

s s s s os oo

Lithuanian National Identity card

Level of assurance

High

High

High

High

High

Low, Substantial,
Hi

Substantial

High
Substantial
High
High

Low, Substantial,

High

Substantial, High

High

g
H

TIFIED

g g
N

]
.}
m
-]

278ep
2021

27 Dec
2018

18 Dec
2019

07 Nov
2018

13Sep
2009

27 Sep
2021

08 Apr
2020

07 Nov
2018

02 Feb
2021

26 Sep
2017

13 Sep
2019

10 Sep
2018

18 Dec
2019

21 Aug

QUEU

2018/C 464/08

2019/C 425/06

2018/C 401/08

2019/C 309/09

2020/C 116/05

2018/C 401/08

2017/C 319/03
2020/C 432/07

2019/C 309/09

2018/C 318/02 amended by 2018/C
344/09, 2019/C 309/09

2019/C 425/06

2020/C 276/02
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BERIIR 2

Luxembourg

Malta

Norway

Portugal - Cartdo de Cidadao

Portugal - Chave Mével Digital

Portugal - Sistema de C

30 de

Atributos Profissionais

Slovakia - elD Scheme

Spain

Sweden

The Netherlands (DigiD)

The N

»

"

The Grand Duchy of Luxembourg national identity card (elD card)
Luxembourg

Malkta Identity Malta

Norway elD-gateway "ID-porten”

The Portuguese Cart3o de Cidaddo

Republic

The Portuguese Chave Mével Digital

Republic

The F ar Sistema de C: 30 de F

Republic

Slovak Republic National identity scheme of the Slovak Republic
The Kingdom of Spain D to Nacional de : (DNie)
The Kingdom of Swedish elD (Svensk elegitimation)

Sweden

The Kingdom of the DigiD

Netherlands

ds (DTF/et

The Kings of the
Netherlands

Trust Framework for Electronic Identification (Afsprakenstelsel

Elektronische Toegangsdiensten)

(elD / ATK)

Luxembourg elD card

Maltese elD card and e-residence
documents

Buypass ID, BankiD

Portuguese national identity card
(elD card)

Digital Mobile Key
Professional Attributes

Certification System

Slovak Citizen eCard
Foreigner eCard

Spanish ID card (DNle)

BankiD
Freja elD

DigiD Substantieel
DigiD Hoog

Means issued under eHerkenning
(for businesses)

High

High

High

High

High

High

Substantial and
High

Substantial, High

Substantial, High

2

g
i F
g

IR AF §

H
8

g
i
g

2020

07 Nov
2018

04 Mar
2021

27 Sep
2021

28 Feb
2019

08 Apr
2020

30 May
2018

18 Dec
2019

07 Nov
2018

14 Dec
2020

21 Aug
2020

13 Sep
2019

2018/C 401/08

2019/C 75/04

2020/C 116/05

2019/C 425/06

2018/C 401/08

2020/C 276/02

2019/C 309/09
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BEFE4

(Art.25) 2 BRETERIE. FEZBRLAFOENMHEL DL,
3.HHMBETRITINI-ERIAPEICEDOCHEKEEFBERIL. MOITRXTOMBERICFLWITHLBEREFELLE L THRDOHONS,
ler—id, ZDENDNARVENFHEEICEIT S LToEENE, TNABTFEATH S, XidEKey —LOBEHEH S AL
EWHEBRAZITTEEINAG L,

ev—JL

(Art.35) 2.8 e —ILiE, BiReY— NPV VI TET—2DREERVT—XDERDEEEEHETZILHTES,

3.5 ANMBETRITIN/-ERIPEEICES CGEKey —ILiE, O TOMBECERe —ILE L TRDH NS,
1.Z2ALRZ Y TIE, ZOERDARNENFEREEICHITAIHE L TOEENE, ZNABFEATH S, XiF, BEZALRZ 7D
BALRZY BHAE-IHEWE WS BRI TEE I NG L,

&”4D 2EEBRALRZ YT, ZNATTEHBOERNE L ZOABERUS T —20RS MY 2 ETEEZET 5,
3.BDNMBETCRITINEEERZRALRAZ Y TIE. MOLTONBE CEKRZ A LAZX YT LTEDLOHND,
leTUNY —H—ERAZFBLTEREINT—XIE. ZOENHARWNENFHREEICHIT2EHLE L TORELE., ZNHBEFERT
eF Y NI — HDH. XlE, BeT UNY —H—EROBEHEAF-IHWE WS EBERLITTEEI NG L,
(Art.43) 2. Ee T Y NY —H— EREFIAL TESESNETF— 2 E. F—ROESHE. BUSNFEEEICL 3T — 2 0EE. BRShi5E

BICLDRE, EReT VN —Y—ERTRINET—ZOXZENBRFOEEMEICETIHEEZERTT 2,
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513 3 X% ERIRN A = — P E=HFM@DO7L—LT—7
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L N S Bitkes — I |
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QCP-I) R S

'SCD(Secure Crypto

T
1
1
1
1
1
1
1
1
1
1
1

U T
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
L
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

e T

FEBT B Device): ISO/IEC 15408
(NePe) EAL4+ 3L FIPS 140-2!
_ F2F R NREZED A D e AL
RIRE L OO e ABOBSHITERLL 25
e & EEFE | : o=
-H- t Z (NCP) E | :EE =
———————————— % A& DIRETRE |
egsrEr AANFERERNC | !
(LCP) < HERR E E
ZOWOBTE | | |
spkisishy  N/A N/A N/A
QCP: Qualified Certificate Policy LCP: Lightweight Certificate Policy 8

NCP: Normalized Certificate Policy =~ F2F: Face to Face BT ELZE ¢ ETSIEN 319 401, 411-1, 411-2
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QEA M mEEEEE
QTSP | CAB —> SB TL
OLE

OBIEAT —HADISZATYRUZ N TOAR

scite>—)l LCP, CB CB SB RirRS  ETSIRR
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(Certification Body) (Certification Body) (Supervisory Body)

SREE*
BERBEEOIH— S RS B RS RETHI
@i & 1 2T /D@nunl—l:"j' EXD AR
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Q5
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QTSP : Qualified Trust Service Provider GE#&~SANF—EZTO/NA4)
* TSP(LCP, NCP, NCP+)(LCD'C\ FE=BEIE VR EIWATERL, fKited — )L CEE =FETT PR IWA TR,
—FThtEeS—)b. e3— )L H(CEEEHERAIC L DB REEE OXSREFIZO TS,



elDAS2.0 & NIS2(Network and Information
Security Directive 2)

eNIS2ICEWT F R MY —EXRT7TAONAKIETORILA Y T T
DOD—D2¢ L THNEMIToNTEY, YA4NXN—FF2 T4 U X
JBEBENF 2V T AFRBEOERREZE ) T EHDREINT

W5,

2021 F11 26 Bt T DEFHE*1TIL ;
=»EE N TR MY —EXT7O/NA ZERAIRER (Essential Entity) & L T

IIInI

==N=TN

l|I|n|

EREIBR DTSR

=T X MY —EXTONS KL, BNBESTHNI iﬁ%zﬁsumportant
Entity) & L TEREBTOXNRELGY, F/NPEOHBZEBZ 555 (3~A]
REMKELTEEN T X MY — tX7DN4ﬁtﬁﬁE$ﬁ\$&yﬁ
WEREL > T WD,

*1 Interinstitutional File: 2020/0359(COD) Brussels, 26 November 2021 (OR. en) 14337/21
NEBEE Y -EAHBRRIICEGROREZHR  BEEE BR/ERREFOIBAYFEF
*3 COMMISSION RECOMMENDATION 2003/361/EC IZ | % /N (SME)DE R (fEF5250% K7, 55 L50M 1 — A XKimE)
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NIS2* (70bisaa) Tl [HFEZ DYV A/ N—tF2 T 0 U EEEENDEME GBI 2 7-01, HH
FELTNAIRFER R PVEZLIRICH L T, elDASHEEAICE DS EBIE N7 Y —EX 7= lLelDX F— A
DFFEERT B ENTESZ] EENTWD,

Annex IZEEEH SN TWARAIXRERFE R PEEF(K Annex IZSEH SN TVWAARAREER KR VEEZETE
IRLF—(BER. ﬁlg'f%\ 7 — e =

E(fZE. #RE.
T X (T f7SC]

——
o BIE, 38)
=) ‘

BRIk

ICTH — E X&EHE 1T R

* Interinstitutional File: 2020/0359(COD) Brussels, 26 November 2021 (OR. en) 14337/21
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el DASHR BIJ (D 51

>Z&r
e Evaluation Report (2021F6H3H)

e Staff Working Document (2021 F6 A3 H)
* Briefing from European Parliament (20223 H7H)

*1 COM(2021) 290 final “REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL on the evaluation of Regulation (EU) No 910/2014 on electronic
identification and trust services for electronic transactions in the internal market (elDAS)”

*2 SWD(2021) 130 final “COMMISSION STAFF WORKING DOCUMENT Accompanying the document REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL

on the evaluation of Regulation (EU) No 910/2014 on electronic identification and trust services for electronic transactions in the internal market (eIDAS)”
*3 Revision of the elDAS Regulation Findings on its implementation and application



Evaluation Report(F MR = =) B2
u P = XA =
FHMIE E elD PSR FH—ER
WME ONEARERBEAIL LoD * —LOMEEEL Y L7 — s BRLE5 OB, UHEL FHHRE. F5RFV—CRoRER0HEIET 5 ENEEE T
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& B DBE M)
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*Proposal for a Regulation of the European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards establishing a framework for a European Digital
Identity (SEC(2021) 228 final) - (SWD(2021) 124 final) - (SWD(2021) 125 final)
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/GPEA : Government Paperwork Elimination Act
eGovAct: E-Government Act
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FPKI : Federal PKI
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. Table 4: Comparison between the trust frameworks (based on (Hamaguchi, 2016))

I1SO 27000

Supports elDAS

e-Government Act of

N/A IDAS R lati N/A
oo Regulation / SN FagaTon 2002 /
Identity management and
Technical interoperability = Technical interoperability - trust across
P . . Legal recognition of i ) )
Objective and trusted third party and trusted third party ) ) organizational, Information security
electronic trust services : .
assessment assessment operational, physical and
network boundaries
Governor ETSI Board N/A EU Committee CIO Council
Harmonization Body ETSI ESI PKI Assurance Task Force FESA N/A
National Accreditation National Accreditation
Accreditation Body : — CPA Canada NAB FPKI Policy Authority ; -

Bodies

Bodies

Conformity Assessment

Body

CAB accredited to
EN 319 403

Same as above

Conformity Assessment
Body

FPKI Certificate Policy
Working Group

Conformity Assessment
Body

Supporting Technical
Standards

ETSI Standards, CA/B
Forum: BRG, EVCG +
NetSec

WebTrust Criteria

ETSI Standards, CEN
Standards

NIST SPs, FIPS 201, FPKIPA
Documents

Assurance to be
achieved

Best Practices and
Legal Compliance

Best Practices

Legal Compliance

Technical Compliance,
Interoperability with FPKI
system

Technical Compliance to
Management
Requirements

https://www.enisa.europa.eu/publications/towards-global-acceptance-of-eidas-audits
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