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Cybersecurity Centre of Excellence (CCoE)

Message from
Ms. A. Manimekhalai
MD&CEO

Union Bank of India has adopted state-of-
art technology to deliver safe and enhanced
digital experience to customers ensuring
safety and security. Bank in its continuous
journey of innovating new digital products
and services is developing a robust cyber
security culture for safeguarding interest of
all stakeholders.

This booklet is an initiative in the same
direction. | urge all readers to make full use
of the booklet to gain awareness.

Message from
Shri Nidhu Saxena,
Executive Director

Union Bank is increasingly adopting
digitization in various aspects of Banking
service to enhance customer experience
and achieve customer delight. To always

remain “Safe & Trusted”, Bank is giving
utmost importance in creating Cyber
Security Awareness among its stakeholders
through various digital channels. | urge all
readers to make themselves aware and to
spread the awareness among their friends &
family through this booklet.

Message from
Shri R P Singh,
CISO

Union Bank is committed to deliver digital
services to its customers with safety and
security. Following best Cyber Hygiene
practices reduces the risk of falling victim
to any cyber fraud. Bank is working towards
protecting its various stakeholders from
dangers of Cyber World. This booklet has
been designed to enhance the cyber
awareness among the readers.
| urge all readers to make the best use of it.
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Money Mule Fraud:

Money mules are unsuspecting individuals who are working as intermediaries to facilitate the
movement of illicit finds generated from cybercrimes, smuggling, drugs etc. A person
unknowingly becomes a “Money Mule”, facilitating the movement of ill-gotten funds, while
the criminals behind the scenes remain concealed. Participation in money mule activities is a
criminal offense, even if one is unaware of the true nature of the transactions.

Information being harvested:

Personal Information Banking Information

@ Full Name @ Account Number

@ Pan @ |nternet Banking Login password

@ Aadhaar Number @ |nternet Banking Transaction password
Mobile Banking Pin

Modus Operandi:

e Fraudster Initiate contact through various communication channels like email, social
media, job websites, dating platforms etc. with fake identities, making attractive or
lucrative offers fake job opportunities, offering easy money, pretending romantic
connection and building rapport with fabricated stories.

Fraudster convinces the victim to accept money into their accounts and sends stolen or
fraudulent funds to the victim’s bank account. They keep victim in dark about the actual
origin of the funds and the illegal nature of the transaction.

The victim who becomes a money mule is instructed to transfer the funds to other
accounts or share their internet/mobile banking credentials for transferring the amount
to other accounts which can possibly be another money mule’s account — starting a
chain that ultimately results in the money transferred to fraudster’s account.

Safety Tips:

e Be wary of any requests to use bank account for receiving of transferring funds for
others.
Avoid becoming an intermediary for financial transactions that lacks clear and legitimate
purpose.
Don’t send money as initial deposit, commission or transfer fee to anyone claiming
unrealistic returns or offers too good to be true.
Be cautious of online relationships that evolve quickly and involve financial transactions.
Never share sensitive personal or financial information with anyone.
Be cautious of requests to encash cheques for someone else. Scammers often use fake
cheques to involve victims in their schemes.

To report cybercrime call 1930 (Toll-Free)
Cybersecurity Centre of Excellence (CCoE) B ey Dercrime.zov.in




YR WaTH 3T YOTTell (TSYITH) enN@mers]

@Wm@mﬁﬁﬁﬁa?ﬁrammasmaﬁgnamﬂﬁmwﬁmm
ﬁmﬁ%lgﬁﬁ%@mmﬁw@%ﬁ%mﬁﬁq@ﬁsﬂ?ﬁw*ﬁm%m
ST & s )

AT HIgl:
TR AT SATThIRT
@ TR T&)
o SIAATEH oIl

o Sierdrst faffiee Aidt Sl daaTge/ghT=/fAad HIS A13cele AT Ahell HldTS
W & AeIH ¥ SRR 3T ThHT A B

e Th R SREARCH ST e g1 S & ofe;, UIAeTel MR & 5[ d @rdt &
4 T & fIT 31 ITAET A g

&t feoa:
o IG 3MMGeTS o1 & dl, YR TR HG3T & v 39er IaAfeEd & e
TF T dlih &Y
+ THIYUR U9 & ATEIH &
+ ZISSIUIHTS ATHZC & ALTH &
+ 1947 9T HA ASTHT
R off oeiceT & Ty A d garT Ao T THUATH AR A F S A
S 3R Rt o Teg & AT H doaTel 37U S T HUb R
39T STAATCS 3T WA Fd THAT AT g |
AN UCH HT SRACH THAH S AT S H Fraum S|
EHLUT FAfAH B TATSAT AT T Tl B

To report cybercrime call 1930 (Toll-Free)
@ Cybersecurity Centre of Excellence (CCoE) or register @ www.cybercrime.gov.in




Aadhaar Enabled Payment System (AePS)
Fraud

AePS frauds are carried out by collecting leaked biometric credentials including
fingerprints etc. These credentials are then used to access victims account and
siphon money.

Information being harvested:

Personal Information Banking Information

@ Aadhaar Number @ Name of the Bank
@ Biometric Credential

Modus Operandi: Q Lo

Fraudsters are collecting biometric data through various means like
websites/shops/ SIM card outlets or fake mobile apps.

Once the biometric data is obtained, fraudsters are using them to steal
money from Aadhaar linked bank accounts.

Safety Tips:

Use any of the below methods to lock your biometrics for Aadhaar based
services, when not required:

4+ Using mAadhaar App

4+ Using UIDAI website

+ Sending SMS to 1947
Properly check the SMS and email sent by bank regarding any transactions
and contact your bank immediately in case of any suspicion.
Be careful while sharing your biometric data.
Be careful in giving biometric access permission to mobile apps. A
Always follow best cyber hygiene practices. -@")

@ vsuiksha ]
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KYC Fraud through fake app

KYC updation fraud are carried out by tricking the victim to believe that their bank
account will get blocked and urgent action is needed to keep them functioning. Victims
are then urged to download apps or click on links and submit sensitive data for

unblocking the account. The data submitted is then used to access victims account and
siphon money.

Information being harvested:
Personal Information Banking Information

@ Full Name @ Account Number

@ Pan @ |FSC Code :
@ Aadhaar Number @ Debit/Credit Card Number
@ Files in phone @ Debit/Credit Card Pin

@ Address @ CVWV

@ Contacts @ Mobile Banking Pin

Modus Operandi: Qo)

e Scammers impersonating as Bank officials contact victim through fake
SMS/Messages informing urgent need for updation of KYC details in Bank account
for continuation of service.

Victim is then tricked to download mobile app (generally screen sharing) / Click link
and submit KYC information.

Personal information stored in mobile / Data entered in screen is then captured by
Scammer.

Information gathered is used by the scammer to access Bank account of the victim
and siphon off money.

Safety Tips:

Always verify the genuineness of such claims by contacting the Bank directly. Always
use the contact details provided in official website/passbook provided by the bank.

Never Click on unknown links received from unverified sources.

Never download mobile apps on request from unknown callers.

Never Share mobile number, account number, password, OTP, PIN or any other
confidential details to anyone.

Never give access of your device to anyone by installing applications supporting
remote access features.

To report cybercrime call 1930 (Toll-Free)
@ Cybersecurity Centre of Excellence (CCoE) or register @ www.cybercrime.gov.in
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Fake Customer Care/Contact Centre Scam

Customer Care Scam are carried out by changing customer care contact information

of a genuine company in internet by creating fake webpages or editing the information
available through search engines.

Information being harvested:
Personal Information Banking Information

@ Full Name @ Account Number

@ Pan @ |FSC Code

@ Aadhaar Number @ Debit/Credit Card Number
@ Files in phone @ Debit/Credit Card Pin

@ Address a CVV

@ Contacts @ Mobile Banking Pin

Modus Operandi:

e Fraudsters Change the customer Care number of a genuine company in
internet by editing the existing information available in the search engines
or creating fake webpages and wait for victim to make contact.

When any victim contact these fake numbers, Fraudster impersonating as
customer care agent tricks them in downloading malicious mobile apps /
Click link and submit Personal and Banking Information.

Information gathered is then used by the scammer to access Bank account
of the victim and siphon off money.

Safety Tips:

Always wuse the contact details provided in Bank’s official
website/Passbook.

Never Click on unknown links received from unverified sources.
Never download mobile apps on request from unknown callers.
Never Share/submit mobile number, account number, password, OTP, PIN
or any other confidential details to anyone/unsecured websites.

Never give access of your device to anyone by installing applications
supporting remote access features.

To report cybercrime call 1930 (Toll-Free)
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UPI Collect Request Scam

UPI Collect Request Scam are carried out by tricking the victim to scan QR codes and
entering UPI pin for receiving money.

Information being harvested:
No personal or banking information is harvested in this scam.

Modus Operandi:

Fraudsters contact victims when they advertise on websites to sell their
mobiles, furniture, bikes etc. or to rent their house.

To gain trust of the victim, fraudster generally sends a small payment in the
pretext of testing the correctness of bank account details.

Then the fraudster sends UPI collect request QR code to the victim & convinces
him/her to scan the QR to receive the money.

On scanning the QR & entering the UPI Pin, Money from the victim’s bank

account is debited.

Safety Tips:

Always remember, UPI Pin is not required to receive money.

Don’t share your UPI Pin with anyone, not even with your friends and family.
Always verify the beneficiary details after scanning any UPI QR code.

Don’t click on link(s) sent by unknown person.

To report a cyber crime dial 1930 (Toll free) or register on
www.cybercrime.gov.in. Also report at your nearest cyber crime police station.

L]  Be Cyber Safe
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Remote Access App Scam

These scams are carried out by tricking the victim to download remote access apps
and capturing the details entered or completely taking over victim’s mobile phone.

Information being harvested:
Personal Information Banking Information

@ Photos @ Banking Apps Login Pin
@ Contacts @ Account Number/IFSC Code
@ Transaction OTP

@ Files @ Debit/Credit Card No == 2]
s

Modus Operandi: ‘
e Fraudsters impersonate customer care of a company & call the victim in
the pretext of refund, cashback claim, activation of bank account,
Debit/credit card unblocking, KYC updation etc.
They ask the victim to download a remote access software from app store
so that they can help to get the process completed.
Once connected, the fraudster has complete control over the victim’s
mobile, including accessing files, running programs, reading OTP and
siphon off money.

Safety Tips:

Never install any application in your phone on request or suggestion of
unknown people.

Service agent of a genuine company will never request personal
information like password or pin. Always avoid any such request.

Never accept service or technical support that you have not requested.
Always be cautious before giving permission to any app. Only allow
permissions which are required for the app to work.

Report any scam attempts to the local law enforcement and any other
relevant authorities.

To report cybercrime call 1930 (Toll-Free)

or register @ www.cybercrime.gov.in
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Courier or Parcel Scams

Courier Scams are carried by impersonating Police/RBI/Narcotics department
officials. Victims are then pressurized to share sensitive personal details which are
then used to siphon off money.

Information being harvested:
Personal Information Banking Information

@ Pan @ Bank Statement
@ Aadhaar Number @ Account Details
@ \/oter ID @ Account Number

Modus Operandi: @ vsiksia W@ vKshar

e Scammers call the victim saying that a parcel in victim’s name has been
intercepted by police/narcotics dept. etc. The victim is then connected to fake
official who claim to be from police/narcotics dept. etc.

e The scammers share forged documents of the courier and some fake identity
proofs of police/narcotics dept. etc. to convince the victim that a case has being
booked.

e Scammers threaten the victim of legal implications and force them to deposit
money. Once the money is deposited it is siphoned off.

Safety Tips:

e Do not rush into action. Scammers often create a sense of urgency and panic to
pressure victims into making hasty decisions. Take your time, gather
information, and consult with trusted individuals before making any
transactions or sharing personal information.

Be aware of unexpected calls or messages claiming to be from courier services
or law enforcement agencies.

Verify the information with official sources. If you receive any suspicious
communication, independently verify the information by contacting the courier
company directly.

Do not share personal details, such as your Aadhaar number, bank account
information, or any other sensitive data, especially over the phone or through
unfamiliar websites or links.

To report cybercrime call 1930 (Toll-Free)

Cybersecurity Centre of Excellence (CCoE) O it @ w.cybercrime.gov.in




el gere
Eerelarst N3 & Ig faeaw fGara 8 & 3ol dfedy Shd o 81 e difsal & g
TR HT grar A & fAT YT ST Y& A & TAT WY S3AeAS el AT foleh I Foreh
Y HT g fHarT JATar B wgdﬁ?(f?rtféawmth%a’fé?mﬁaﬁqgﬂﬁﬁ
4 fAsrest & faw fomar arar g
AT HUGUT:
fFaerd S dfFar S
o T AH o WIAT HEAT
o ¥ ISTHTHAT Fis
YR e} ShiST HIS ol
gAeT fafy

o STordTS AT NfSal i Uleh A (Bulk SMS) & YA FHleh Tdgderes TT &l
fois sioa §

o ST Tl W s Xl § s IRUMATTRY 38% AlGse # fdaees Uy
1O g el gl

o TSl fhT T TICERherT T 3T WA deh Tgael 3R Iq et & faw fahar
ST &

e few:

o Hl 8N SAC/THUATH # FERA W@ IHHYPe H RAR o & S cafts
GUIECECCICEY

o 3T A AT gATOEROT & foaAr F3 o wail gegr, o, s-aa 3T
|

o 39 3T Ul W Fefr oY rad fole W etk o &Y AT 31T AiFedI]
S3AclIs o Bl

o EHAT HTUFING FTER/AEC T VTH/ATFCATL S3AS Y|

To report cybercrime call 1930 (Toll-Free)
Cybersecurity Centre of Excellence (CCoE) B ey Dercrime.zov.in




Lottery Scam

Scammers trick the victim to believe that they have won a lottery. Victims are then
urged to download apps or click on links to submit their data for claiming the prize
money. The data submitted is then used to access victims account and siphon money.

Information being harvested:

Personal Information Banking Information

@ Full Name a
@ Pan a
@ Aadhaar Number a
Files in phone a
Address a
Contacts a

Modus Operandi:

Account Number
IFSC Code

Credit Card Number
Expiry Date

Ccvv

PIN Number

: T

Fraudsters send link of malicious App using bulk SMS to potential victims.
Victim clicks on the link which result in malicious App getting installed in

his/her mobile.

Application installed is then used to access account and siphon money

Safety Tips:

e Never fall prey to offers/discounts circulated in emails/SMS which are too

good to be true.

Never forward fake messages, links, E-mails without proper verification or

authentication.

Never click on unknown links or download unknown software on your digital

devices.

Always download apps/software from the official stores/sites.

To report cybercrime call 1930 (Toll-Free)

or register @ www.cybercrime.gov.in
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IT Return Fraud

IT Refund Fraud are carried out by tricking the victim to believe that are eligible to
receive huge income tax refunds. Victims are then urged to download apps or click

on links and submit sensitive data. The data submitted is then used to access victims
account and siphon money.

Information being harvested:
Personal Information Banking Information

@ Full Name @ Account Number

@ Pan @ |FSC Code

@ Aadhaar Number @ Credit Card Number
@ Expiry Date
a CVvV
¥ Debit/Credit Card Pin

Modus Operandi:

Scammer send phishing messages to a taxpayer, pretending to be from the
Income Tax Department offering tax refunds.

The message includes a link that redirects the taxpayer to a fake website,
where the taxpayer is asked to update details of bank account to get refund.

Once the taxpayer enters their banking information, scammers illicitly gain
access to it and siphon off money.

Safety Tips:

Avoid clicking any links and directly visit the official Income Tax Department
website to check your refund status.

Exercise caution with messages requesting personal information. If any
message demands such information, treat it as a scam.

Verify the URL to ensure it matches the official site if you are uncertain about
a website's legitimacy.

Hang up on all callers who begin the conversation with a threat or anything
that seems extreme.

Report any scam attempts to the local law enforcement agency.

To report cybercrime call 1930 (Toll-Free)
@ Cybersecurity Centre of Excellence (CCoE) or register @ www.cybercrime.gov.in
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Electricity Bill Fraud

Electricity Bill Fraud are carried out by tricking the victim to believe that their power

supply is being disconnected due to non-payment of dues and urgent action is required
for resolving the same.

Information being harvested:
Personal Information Banking Information

@ Full Name @ Account Number
@ Pan @ |FSC Code
Aadhaar Number @ Credit Card Number

Files in phone @ Debit/Credit Card Pin
Address @ CVvV

Contacts @ Mobile Banking Pin

Modus Operandi: |
e Scammers impersonating as electricity company official or Customer care

agent contact victim informing impending disconnection due to non-payment
of dues and urgent need for settlement.

Victim is then tricked to download mobile app / Click link and submit
information or make payment.

Personal/Banking details of victim is then captured and Bank account is
accessed and money is siphoned off.

Safety Tips:

Always verify the genuineness of such claims by contacting the electricity dept.
/company directly.

Never Click on unknown links received from unverified sources.

Never download mobile apps on request from unknown callers.

Never Share mobile number, account number, password, OTP, PIN or any
other confidential details to anyone.

Never give access of your device to anyone by installing applications
supporting remote access features.

To report cybercrime call 1930 (Toll-Free)
@ Cybersecurity Centre of Excellence (CCoE) or register @ www.cybercrime.gov.in
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lllegal Loan App Scam

Illegal Loan app Frauds are carried out by fraudsters through mobile apps, wherein they
lure victims to receive instant unsecured loans without any documentation.

Information being harvested:
Personal Information Banking Information

@ Full Name @ Account Number

@ Pan @ |FSC Code
@ Aadhaar Number @ UPI ID

@ Files in phone
@ Address
@ Contacts

Modus Operandi:

Fraudsters are luring victims with promise of instant loan without
documentation.

Victims are urged to download mobile apps and provide all permissions to the
app for availing the loan.

All contacts, photos, files, of the victim’s phone are then accessed by the
fraudster.

Exorbitant interest & charges are levied on the victim and the recovery agents,
would then call the user and extort money using their morphed photos by
operating from call centres.

Due to fear of society, the user pays the money.

Safety Tips:

Always check the license/registration of the lender from RBI website before
availing the loan.

Never download unsolicited apps.

Always be careful in giving permission to mobile app. Only allow permission
that are required for the app to work.

Report any fraud attempt to the local law enforcement agency.

To report cybercrime call 1930 (Toll-Free)
@ Cybersecurity Centre of Excellence (CCoE) or register @ www.cybercrime.gov.in




Follow Cyber Hygiene To Build Robust
Cyber Security Culture

Horqd WIgaX YI&TT TFPfa & AT &

Never click on unknown link
or download any attachment
in emails received from
unknown sources

Never share your sensitive
and confidential informaton
with anyone

Always refer Banks official
website or Passbook for
Customer Care number

Never share your KYCdetails
with anyone

Bank never asks such details
over phone

To report cybercrime call 1930 (Toll-Free)

Cybersecurity Centre of Excellence (CCoE) or register @ www.cybercrime.gov.in
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Report Cyber Crime incidents at

www.cybercrime.gov.in or call 1930 (Toll Free)

Report phishing incidents to our 24x7 anti
phishing help desk:

antiphishing.ciso@unionbankofindia.bank
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