11 e £13en U] Un"onlfggdlig

P o
ESTRI NG SN DI oIS s to M G roW Ll B E i Pl oy ees
— 7T JTlex F5T T ——

—— Towards Sustainability ——

Union Bank of India
Cyber Security
Customer Awareness
Guide — Vol. Il

=N\ CYBERSECURIY CENTRE ™
§ XCELLENCE

Ianovate. Digitize. Excel. Automate.

T t i 111 Toll-F
Cybersecurity Centre of Excellence (CCoE) e

or register @ www.cybercrime.gov.in



Report cybercrime by calling 1930 (Toll-Free)
Or Register @ www.cybercrime.gov.in

Page Index

UPI Scam 1-2
Online Rental Scam 3-4
Customer Care Scam 5-6
Online job fraud 7-8

Fake Video Advertise Scam 9-10

SIM Swap Fraud 11-12

Pig Butchering Scam 13-14
Online Gift Card & Lottery Fraud 15-16 ‘
Downloading of Malicious App 17-18

Cyber Security is Everyone’s Responsibility

Cybersecurity Centre of Excellence (CCoE) il iikleREREEDE-CAll.1930 (Toll-Free)

or register @ www.cybercrime.gov.in



%mwﬁ%mﬁqﬁm%&wg%m% faftma fEforea aat
& ATHH Y AR RET TR Hdl BardhR 30 RaURS! & g
TZER YR TP BT o R 6T 8| U SUfehd Ugd & =4 H,
W@m%ﬁﬁﬁﬁa@awﬁ%ﬁmgy&nm
SRl TS S YT/ USRI HR 8T 5

TR YR&T SRSl Il &1 98 god! IRasdt g1 & 3t ures!
mmwﬂmﬂmw YT SR~ T BTl PR BT 38
HRa gl

Ha=T
oft fry T,
prduTaP S

g 9 i sfsar fSforea & o aﬁaﬁﬁwﬂ%m&ﬁ&mﬁ
feduR®! & feforea fRal ®F e § AR JRa IFTEHal Baldhs o
PeH I31 TG &1 ISR Y& A5 SITRehdl] SS e 1 Al 3ieh
3T THE UK & S Ad-aH TTZeR YR&T SRATUS! P TS BRI
U™ I & 94 5

T quft ure ! J 3 HRaT § f 3 T & SR B & Y-y 30
2 7 ufvarReH & g ot SFewdr e &1 gard a |

o
ot ar 0 Rig,
Hemsugsi

g do 31T 3fEar <RI iR fayaia 9 @t sroit ufdegdr & ufd

N1 B 1 30 fedURe®! o) TgeR NWIUSt T M & foIe g Trgar JReaf

Wmﬁwmﬁﬂﬁ%mﬁmwﬁﬁm
o b |

39 GO YRIST $T Ie=T HICTAaTl gRT SUATS S arelt Hrivomet &
IR T STRahdT Ual HR1 3R T gersit ¥ 997 & o gRen giaal
UeH &1 8 | B Tt I SUHT Jaiad ITART H- BT 3G BT & |

#ATSATSINRE® a1 #T5aX RIS 38

T t i 11 1930 (Toll-F
Cybersecurity Centre of Excellence (CCoE) o report cybercrime call 1930 (Toll-Free)

or register @ www.cybercrime.gov.in



Message from
Ms. A. Manimekhalai
MD&CEO

Union Bank of India in its journey towards
digital excellence is creating a robust cyber
security culture among its stakeholders by
spreading cyber security awareness through
various digital channels. As a proactive
initiative, Bank is publishing cyber security
customer awareness guide series, for the
benefit of customers for protection from
Cyber Security frauds.
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This is the 2" booklet in the cyber security
awareness series. | urge all readers to make
full use of the booklet to gain awareness.

Message from
Shri Nidhu Saxena,
Executive Director

Union Bank of India with its increasing
digital presence is undertaking conclusive
steps for creating cyber security awareness
for safeguarding digital interest of its
stakeholders. Cyber security customer
awareness guide series is one such step in
providing comprehensive information about
latest cyber security frauds.

| urge all readers to make themselves aware
and to spread the awareness among their
friends & family.

Message from
Shri R P Singh,
CIsO

Union Bank of India being true to its
commitment of “Safe & Trusted” Bank is
proactively educating its stakeholders to
safeguard them against cyber frauds by
introducing cyber security awareness guide
series.

This 2" booklet is intended to create
awareness about the modus operandi
adopted by the scammers & to provide
safety tips to avoid such incidents. | urge
everyone to make the best use of it.

#BeCyberAware #BeCyberSafe
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or register @ www.cybercrime.gov.in
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Scanning a QR code or
clicking on UPI link?

Beware of UPI frauds.

y
/%Modus Operandi:

» Fake websites are created by the scammer to offer desired products at
unbelievable discounts containing links and QR Codes for debiting victim’s
account.

» Scammers post fake Customer Care Numbers in internet and promote them
through search engines. When the user calls on these Toll-Free numbers, on the
pretext of solving user’s problem, QR code/UPI link is sent to collect information
or steal money.

» Scammers tricks customers through cash back/discount offers via SMS/WhatsApp
messages.

» Scammers send QR codes to collect money in pretext of making
payments/refunds. Once the QR Code is scanned and Pin is entered, the money
is debited from account.

» Scammers entice users to accept UPI collect request link and to enter UPI pin for
receiving money/Cash back in user’s account/wallet.

» Once the UPI PIN is entered users account is debited instead of being credited.

A\

@Safety Tips: -
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» Don’t share UPI id with unknown persons.

> Reset your UPI PIN regularly.

> Review your transaction limit & set a daily transaction limit.
» Don’t open link received from unknown sources.

> Always verify the identity of the sender.

» Remember, UPI does not require PIN to “Receive money” in UPI linked account.

To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.

T t cyb i 111930 (Toll-F
Cybersecurity Centre of Excellence (CCoE) e —— (Toll-Free)

or register @ www.cybercrime.gov.in 2
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Posting your Flat for Rent

Beware of Impersonation Scam.

N
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7Modus Operandi:

» Scammers monitor new property rental listings online in real time.

» Immediate response is sent on listed property.

» Scammers share fake family photographs/Aadhaar card/PAN card with
Army/CRPF dress code to gain confidence of the owner.

» Immediate payment is offered without insisting for execution of lease agreement
& an urgent occupation requirement is expressed for the listed property.

> Link/QR Codes for collecting money is sent to owner through SMS/Social media
messaging apps in pretext of sending money.

» Once the UPI PIN is entered the account of the owner is debited.

» Sometimes Scammers call the owners and offer to refund the money by sending
a separate link/QR codes through SMS/Social media messaging app and debits

customers account once again.

S\\

% Safety Tips:

y

> Always ask the prospective tenants to visit the property in person and execute
lease agreements.

> Be cautious while checking the Identity proof documents.

> Always remember that, QR code scanning is to send money & not to receiving
money.

» Remember, UPI does not require PIN to “Receive money” in UPI linked account.

» Once the account is debited, never scan the new QR code sent by the scammer
to get refund as this may lead to further loss.

To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.

Cybersecurity Centre of Excellence (CCoE) e A Ll U )
or register @ www.cybercrime.gov.in
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Looking for Toll-Free No.
in Search Engine?

6"13

Beware of Customer Care Scam.

/% odus Operandi:

» Scammers post fake customer care numbers and promote them through search
engines.

> Fake websites of known companies & financial institutions are created for
customers to make contact.

» When these fake toll-free numbers are contacted, scammers trick the customers
to download malicious apps/click links/scan QR and share personal identifiable
information including bank account details in the pretext of collecting small
service charges.

> Subsequently scammers siphon off customer account with the help of details
obtained.
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Safety Tips:

» Be Cautious in using Customer Care Contact details obtained by directly searching
through Search Engines.

> Always use contact details provided in official website/App of the company.

> Never click on unknown links received through suspicious email/SMS/WhatsApp
message.

> Never share/submit mobile number, account number or password, OTP, PIN to
unknown persons or unsecured websites.

» Financial institutions like Bank never asks for any Personal Identifiable
Information Data, OTP, PIN etc. from customers.

» Union Bank Of India Toll - Free Customer care number is available in Bank’s
official website: www.unionbankofindia.co.in , Banks Passbook and VYOM Mobile
banking App.

To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.
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Looking for a Job? G
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Beware of Online Job Frauds.

//
/Modus Operandi:

» Scammers create fake job websites and promote them through search engines.

» Too good to be true offers are circulated through SMS/WhatsApp messages.

» Scammers send personalised job offers of reputed companies through email.

» Personal information like Aadhaar/PAN/Bank account details are collected, which
results in compromise of job seekers account.

> Fake interviews are organized to convince the job seekers.

» Candidates/Job seekers are induced to transfer funds on the pretext of agency
fees, registration, training, organizing interviews, VISA processing charges etc.

» On receipt of fund scammers shut shop and switch off their mobile phones.

\
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% Safety Tips:

> Always apply through genuine job websites/portals.

> Visit the company’s official website to apply for available job opportunities.

» Companies never ask for money while offering jobs.

» Too good to be true job offers are mostly scams.

> Never accept lucrative job offers which require minimal efforts and are offered
without experience.

» Genuine companies share job offers through their official email and not through
public email.

To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.
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Beware of fake Contact in online Video.

Searching Online for
Product information?

74 .
’/%Modus Operandi:

» Scammers prepare awareness videos to assist the users and circulate them online.

» The videos are prepared in the name of reputed companies using their Logos,
brand names and usage content.

» These informative videos share the genuine process and usage guidelines which
are similar to service guidelines issued by real companies.

» However, the contact details displayed in videos are of scammers.

» When users contact these numbers, malicious link/QR & .apk files are sent in the
name of registration, verification and collection of service fee.

» Subsequently Accounts of users are compromised and money is siphoned off.
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% Safety Tips:

> Always use contact details provided in official website/App of the company.

> Avoid usage of customer care contact numbers of companies obtained from
online platforms, social media video ads and search engines.

> Never share/submit mobile number, account number or password, OTP, PIN to
unknown persons or unsecured websites/link.

> Never install mobile apps from 3rd party or unofficial stores/links or using apk
files.

To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.
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No Network in Mobile? 9

Beware of SIM Swap Fraud.

7
’ %Modus Operandi:

» Scammers gather individual’s bank account details and registered mobile number
through social media, phishing emails, SMS & WhatsApp messages.

> Using the personal identity documents of the victim, scammers visit the telecom
operator with a request to block the SIM.

> After deactivation of the genuine customer’s SIM, scammers obtain a duplicate
SIM card from telecom operator with the Personal Identifiable information
documents of the victim.

» The OTP received in the duplicate SIM is then used to execute unauthorized
transactions and siphon off money from victim’s bank account.
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Safety Tips:

> Never share your personal information with anyone. Scammers use social
engineering techniques like vishing, phishing, smishing to steal personal data.

» Never open/click suspicious attachments or link in email or messaging platforms.

» Monitor your financial records regularly.

> In case of your mobile number is inactive or without network for a longer period,
contact your telecom operator.

> Always register for SMS as well as e-mail alerts for banking transactions.

> In case of a financial fraud, contact customer support team immediately to have

your account blocked to avoid further transactions.
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To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.

> .

T t i 11 1930 (Toll-F
Cybersecurity Centre of Excellence (CCoE) o report cybererime call 1930 (Toll-Free)
or register @ www.cybercrime.gov.in



WWWWW@??%
foeT i gieTd & 9raY™ 3B

\
\

HTIYUITAL:

> o1 it § difsa & it ik Yufia e 9 THRTe v ST €1

> HeTaars Holl (A% doHrsl & difsal URe #Rd € 3R U0 SI3drs & g e o
rRa Hfear AAfSRT TU a1 3y W WethH & Areqd ¥ fofes aren avd ¢ |

> T ol U6 e IR 3=y e &1 a1a1 &-d g Ud Uifsd &1 U fFow oA o fole 11 avd
gl

> TifSdl & L3 & DIt IHH SfaR0T B o forg FT ol ¢ | o= Uy uRfves sie o
R 331 Red femard € o difsd &1 sarer 3w 9w o & e dieare fean 31

> U IR 5d WS YT o= STt g€ db d¢1 ddT 8, dl YRadS IRT a9 AHR HRR 8
Il § Ud SUANTahdl B I3 ave ¥ sld B ol o

A\

% aRen fe:

7

> T MHYD [G@ aTdl TRATd HTYHAR bieTd §id ¢ |

> TR AfGTd STHBR] SR foxita faaxor @it off 3o @rTl o a1y A1 = H |

> Fow & IR ¥ ol STAeR! U 6 fomr o7 &1 e T &L

> Ao (A=Y o IR H S fod 1 St ot sfierrg i oiRiY WidhR 7 61|

> BURM U DI SATYDHTRD da1Se, e W AT U VY ¥R ¥ g U0 S3dre ®e | hyf
3{= U&f UU/darsc] ¥ VY SI3cS 4 hi |

AR URTY Hi RUIE H31 & g 1930 @9-9H W®
P D3 Al www.cybercrime.gov.in UX Gol Ul B3 |

To report cybercrime call 1930 (Toll-Free)

Cybersecurity Centre of Excellence (CCoE) 1 S
or register (@ www.c ybercrime.gov.in



Are you Investing online‘,’;ﬂ»

Beware of Pig Butchering Scam.

7
’ %Modus Operandi:

» Pig Butchering involves slow & steady brain washing of the targets.

» Scammers post videos of fake investment schemes & share links for downloading
app through social messaging platforms such as Telegram & other streaming
platforms.

» These fake investment apps promise good return against investment and victims
are persuaded to transfer amount for investing.

» Victims are convinced initially to transfer small amounts. The investment apps
displays good return for the initial small investments which encourages victims to
invest more amount.

» Once the victim substantially increase their investment, all the savings are
cleaned out by fraudster in one go and the user is blocked completely.
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Safety Tips:

» Too good to be true offers are mostly scams.

> Never share sensitive personal information and financial details with unknown
people.

> Never invest funds before conducting through background checks.

> Never accept online friend requests without knowing about the individual.

> Always download apps from company’s official website, Google play or Apple App
store only. Never download apps from 3™ party Apps/Websites/links.

To report cybercrime call 1930 (Toll-Free)

Or register @ www.cybercrime.gov.in.
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Have you received/Won an
online free Gift Card/Lottery?

Beware of Gift Card/Lottery Fraud.

//7/ Modus Operandi:

A\

» The scammers sends emails, messages through social media platforms/App
informing victims about free gift cards and lottery winnings.

» Scammers use persuasive techniques to create a sense of urgency among victims.
» They exploit emotional triggers for purchasing gift vouchers and submission of
Personal Identifiable Information (Pll)/account details/Card No/PIN/QOTP etc.

» QR code or malicious payment links are sent to victims. Immediate purchase or

subscription are pressed showing limited availability/one-time opportunity.
» Once the victim enters their credentials or purchase fake gift cards, the scammer

blocks the victim completely and siphon off their money.
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Safety Tips:

y

> Never share personal or financial information in response to unsolicited requests
in email/SMS.

> Nothing is free in this world. Too good to be true offers are mostly scams.

> Never forward messages, links, E-mails without proper verification or
authentication.

> Never click on unknown links or download unknown software on your digital
devices.
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To report cybercrime call 1930 (Toll-Free) (Toll-Free)
Or register @ www.cybercrime.gov.in.
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Downloading apps from
unoificial app store/link?

Beware of Fake App Scam.

74
’/%4 odus Operandi:

» Scammers distribute Fake Mobile App download links through various channels
like social media, WhatsApp messages, Telegram channels & SMS.

» The fake apps resemble legitimate apps and undertakes malicious activities like
installing malware or stealing your personal information.

» When the victim downloads these Apps, the scammer initiates hidden background
activities and launches further attacks.

» Once the Personally identifiable information (PIl) data and accounts of users are
compromised and money is siphoned off & the user account is blocked by the
scammer.
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Safety Tips:

> Always download apps from official app stores (such as Google Play Store, Apple
App Store & Govt. App Store) as they have stringent security checks in place.

> Always check the app details before you download to filter out fake or malicious
apps - Look at who the developer is, User reviews, Number of downloads etc.

> Never click on suspicious links in any app/website.

> Always review permissions that are requested by the application.

> Always use an antivirus or Antimalware software in your mobile & scan it
regularly.
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To report cybercrime call 1930 (Toll-Free) (Toll-Free)

Or register @ www.cybercrime.gov.in.
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Report Cyber Crime incidents at

www.cybercrime.gov.in or call 1930 (Toll Free)

Report phishing incidents to our 24x7 anti

phishing help desk:

antiphishing.ciso@unionbankofindia.bank

SECURITY & YOU
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Cybersecurity Centre of Excellence (CCoE)

To report cybercrime call 1930 (Toll-Free)

or register @ www.cybercrime.gov.in



