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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This guide is intended for IT managers, virtual infrastructure administrators, and other personnel responsible for
the product deployment and operation.

This document describes the features included in Veeam Data Cloud for Microsoft 365. It also provides usage
examples and gives step-by-step instructions that will help you better understand how to use Veeam Data
Cloud for Microsoft 365.

Intended Audience

The document is intended for backup administrators and other IT professionals who planto use Veeam Data
Cloud for Microsoft 365.
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About Veeam Data Cloud for Microsoft
365

Veeam Data Cloud for Microsoft 365 is a BaaS (Backup as a Service) solution that allows you to back up and
restore your Microsoft 365 data, including Microsoft Exchange, Microsoft SharePoint, Microsoft OneDrive for
Business and Microsoft Teams data.

In This Section

Security

Plans

License models

Data Backup
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Security

This section lists fundamental security features of Veeam Data Cloud for Microsoft 365.

Certifications

Veeam holds numerous certifications, including ISO/IEC 27001, and is continuously investing, innovating, and
adding to industry and regulatory credentials to help ensure your datais protected and secure. For more
information, see Veeam Trust Center.

Data Sovereignty

Data is stored in a dedicated storage account in the region of your choice.

Redundant Storage

Utilizes Local Redundant Storage (LRS) by default, where three copies of customer data are stored on three
separate disks within the primary Azure region.

Isolated Environment

Backup datais stored in a virtually air-gapped location, hosted by Veeam in Microsoft Azure. This environment is
isolated and decoupled from both Microsoft 365 and customer infrastructure. Customers also benefit from the
inherent datasecurity provided by Microsoft Azure at the storage level.

Encryption

Utilizes 256-bit encryption for all data in-transit and at-rest.

Immutability

Offers service-level immutability capabilities on the primary backup. Once the data is backed up, it cannot be
altered, tampered with, or deleted by users, including administrators or attackers.

Multi-Factor Authentication (MFA)

Utilizes Microsoft single sign-on with Multi-Factor Authentication.

Retention Period

Retention is set to 7 years by default, and can be customized to offer an unlimited time period.

Pen-tested

Regular penetration tests carried out by a 3rd party specialist provider.
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Service Level Agreements (SLAs)

99.9% uptime — excluding planned outages.
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Plans

Veeam Data Cloud for Microsoft 365 provides you with 3 plan options: Flex, Expressand Premium. You can
utilize multiple plan types within one tenancy of Veeam Data Cloud for Microsoft 365. You can purchase
through authorized Veeam partners or in the Microsoft Azure Marketplace. For more information, see this
Veeam webpage.

This section provides information on plans for Veeam Data Cloud for Microsoft 365.

NOTE
Keep in mind that plans and license models are available according to the following rules:

e Flex plan can be used with both, Fixed License Model and Variable License Model.
e Expressand Premium plans can be used with Variable License Model.

To learn more, see License Models.

Flex
Prioritizes control and flexibility. Supports Microsoft Exchange, SharePoint, OneDrive for Business and Teams.
Offers comprehensive control and customization of backups and retention periods. Granular and bulk data

recovery options. Data is stored separately from your Microsoft 365 tenant in the Azure location of your choice.
Offers advanced security capabilities including granular Role Based Access Control.

Express

Prioritizes speed and scale. Powered by Veeam's integration with Microsoft 365 Backup Storage. Supports
Microsoft Exchange, SharePoint and OneDrive for Business. Fast backup of initial Microsoft 365 tenant and other
large datasets. Offers bulk restores at scale.

Premium

All features included in Flex and Express. Provides the strictest adherence to the 3-2-1 rule with multiple
backup and restore options.

Mix and Match

Customers have the flexibility to mix and match licensing. For example, you can have the Premium plan for top
users or a certain department or location, and Flex or Express plans for the remainder of your Microsoft 365
users.
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License Models

Veeam Data Cloud for Microsoft 365 provides you with 2 license models: Variable License Model and Fixed
License Model. You can purchase through authorized Veeam partners or in the Microsoft Azure Marketplace.

TIP

The Variable License Model is recommended. It provides the richest capabilities and automation and
ensures the protection of all your Microsoft 365 data.

This section provides information on licenses and license models for Veeam Data Cloud for Microsoft 365.

License Model User Management Backup Management m

Fixed License
Model

Available for Flex
plan

Variable License
Model

Available for Flex,
Expressand
Premium plan

Provides a fixed number of
licenses.

Administrators must
manually add new users to
backups within the UL.

When customers need to
add more licenses, they
must go through another
purchase process.

When backing up SharePoint
sites or Teams public
channels, all users who have
access must have a license.

Jobs can be defined with
variable scope, with entire
organizations backed up or
backups created with pre-
defined rules such as using
AD groups.

Can automatically add new
users who join your
Microsoft 365 organization
to the backup based on the
backup rules defined.

Related Topics

e Viewing License Model Details

e Switching License Model

Cannot manage backups (for  The monthly cost is a
example, create new backup fixed amount.

jobs, edit, disable or delete

existing backup jobs, edit

retention periods, backup

frequency), can only control

the users and objects to be

included based on your

license count.

All objects that fit backup Any additional users
rules are backed up beyond the contract
automatically. quantity are subject to
Administrators can manage overage charges.
backups (for example,

create new backup jobs,

edit, disable or delete

existing backup jobs, edit

retention periods, backup

frequency).

e Activating Subscription in Microsoft Azure Marketplace
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Data Backup

This section describes backup concepts of Veeam Data Cloud for Microsoft 365.

Backup Applications

To back up Microsoft 365 data, Veeam Data Cloud uses Microsoft Entra ID (formerly Microsoft Azure Active
Directory) applications.

The first Microsoft Entra application is created during the self-service onboarding process. You can either select
to create the application automatically or manually:

e If you choose to automatically connect Veeam Data Cloud to your Microsoft 365 tenancy, Veeam Data
Cloud creates a new application registration and grants the required permissions.

e If you choose to manually connect Veeam Data Cloud to your Microsoft 365 tenancy, you must manually
grant the required permissions for the new or existing application registration. For more information on
the required permissions, see Microsoft Entra Application Permissions.

You can also add a second Microsoft Entra application registration to increase the speed of your backup. For
more information, see Adding Second App Registration.

Backup Retention

Veeam Data Cloud for Microsoft 365 uses the snapshot-based retention mechanism to store the backed-up data.
With each backup job run, Veeam Data Cloud captures a snapshot or state of a backed -up item, and saves it to
the backup location. The item state comprises a cumulative set of item versions created for the item in Microsoft
365. The item state belongs to a specific restore point.

Snapshot-based retention works in the following way:

1. During the initial backup of an item, Veeam Data Cloud creates the first restore point with the initial item
state. The item state contains all versions of the item that exist in Microsoft 365 at the moment when the
backup is created.

2. When a user modifies the item in Microsoft 365 once again, Microsoft 365 creates a new version for the
item.

3. During a subsequent backup session, Veeam Data Cloud creates a new restore point with a new item state.
The new item state cumulatively includes all versions of the item created by Microsoft 365, including
those that are already contained in the first restore point.

4. After the retention period for the first restore point expires, Veeam Data Cloud removes the restore point
from the backup location — that is, removes the item state. The item itself remains in the backup location.

Veeam Data Cloud will repeat this operation for all subsequent restore points that contain newer states of
the item until the retention period expires for the last restore point, and the last restore point is removed
as well.

Retention is set to 7 years by default, and can be customized to offer an unlimited time period. To do this,
contact Veeam Customer Support.
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Planning and Preparation

Before you start the self-service onboarding process, make sure to check the required permissions and other
prerequisites for Veeam Data Cloud for Microsoft 365.

In This Section

Learn about Microsoft Entra Application Permissions

13| Veeam Data Cloud for Microsoft 365 | User Guide



Microsoft Entra Application Permissions

Veeam Data Cloud for Microsoft 365 uses Microsoft Entra applications to establish and maintain the connection
between Veeam Data Cloud for Microsoft 365 and Microsoft 365 organizations, and perform backup and restore
of the organization data.

In this section you can find a list of permissions for Microsoft Entra applications that are granted automatically
by Veeam Data Cloud for Microsoft 365 when you add your organization during onboarding.

If you prefer to manually add your organization, make sure to manually grant all the listed permissions.

NOTE

For the user account that the Microsoft Entra application will use to log in to Microsoft 365, consider the
following:

You must assign the required roles to this user account.
If you plan to back up public folder mailboxes, this user account must have a valid Exchange Online
license and an active mailbox within the Microsoft 365 organization.

Required User Account Roles for Microsoft Entra Applications

The user account that the Microsoft Entra application uses to log in to Microsoft 365 must be assigned the
following roles:

Global Administrator — required for adding organizations, creating backup applications, and creating
Microsoft Entra application for the Microsoft Azure service account.

Applicationlmpersonation and Global Administrator or Exchange Administrator — required for datarestore
for Microsoft Exchange.

Global Administrator or SharePoint Administrator — required for data restore for Microsoft SharePoint and
Microsoft OneDrive for Business.

Global Administrator or Teams Administrator — required for data restore for Microsoft Teams.

Owner — required for backing up public folder mailboxes.

Backup and Restore Permissions

All the listed permissions are required for backup and restore operations.

NOTE

To restore data using Microsoft Entra application, make sure that you configure the Microsoft Entra
application settings. For more information, see Configuring Microsoft Entra Application Settings.
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| Note

Permission name Permissio | Exchang | SharePoin | Microsof | Description
ntype e Online | t Online
and

OneDrive
for
Business

Microsoft Directory.Read.All Applicatio v v v Querying
Graph n Microsoft Entra
ID for

organization
properties, the
list of users
and groups and

their
properties.
Group.Read.All Applicatio v v v Querying
n Microsoft Entra

ID for the list
of groups and

group sites.
Group.ReadWrite.All Applicatio v v Recreating in
n Microsoft Entra
ID an
associated

group in case
of a deleted
team site
restore.

Sites.Read.All Applicatio v v Querying
n Microsoft Entra

ID for the list
of sites and
getting
download
URLs for files
and their
versions.

TeamSettings.ReadWrite.All  Applicatio v Accessing
n archived
teams.
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| Note

ChannelMessage.Read.All

ChannelMember.Read.All

Directory.Read.All

Group.ReadWrite.All

Sites.Read.All

Directory.ReadWrite.All

Applicatio
n

Applicatio
n

Delegated

Delegated

Delegated

Delegated
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v

Accessing
Microsoft
Teams public
channel
messages.

Accessing
Microsoft
Teams private
and shared
channels.

Querying
Microsoft Entra
ID for
organization
properties, the
list of users
and groups and
their
properties.

Recreating in
Microsoft Entra
ID an
associated
group in case
of teams
restore.

Accessing sites
of the
applications
that are
installed from
the SharePoint
store.

Setting the
preferred data
location when
creating a new
Microsoft 365
group for a
multi-geo
tenant in case
of teams
restore.



| Note

offline_access

ChannelMember.ReadWrite.

All

ChannelMessage.Read.All

Directory.ReadWrite.All

Files.ReadWrite.All

ChannelMember.ReadWrite.

All

Reports.Read.All

Delegated

Delegated

Delegated

Applicatio
n

Applicatio
n

Applicatio
n

Applicatio
n
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v

Obtaining a
refresh token
from Microsoft
Entra ID.

Reading the
current state
and restoring
Microsoft
Teams private
and shared
channels.

Accessing
Microsoft
Teams user
channel
messages.

Setting the
preferred data
location when
creating a new
Microsoft 365
group for a
multi-geo
tenant in case
of teams
restore.

Reading the
current state
and restoring
files of
Microsoft
Teams shared
channels.

Reading the
current state
and restoring
Microsoft
Teams private
and shared
channels.

Reading all
service usage
reports.



| Note

Reports.Read.All

User.Read

Sites.ReadWrite.All

Office 365 full_access_as_app
Exchange
Online'

Delegated

Delegated

Applicatio
n

Applicatio
n
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v

v

Reading all
usage reports.

Signing in and
reading user
profile.

Creating,
reading,
updating, and
deleting
documents and
list items in all
site
collections.

Reading and
restoring
mailboxes
content.



| Note

Exchange.ManageAsApp Applicatio
n
EWS.AccessAsUser.All Delegated
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v

v

Accessing
Exchange
Online
PowerShell to
do the
following:

e Backup
public
folder
and
discovery
search
mailboxe
s.

e Determin
e object
type for
shared
mailboxe
sas
Shared
Mailbox.

Note: This
permission is
required to
back up public
folders and
discovery
search
mailboxes. This
permission
works along
with the Global
Reader role
granted to the
Microsoft Entra
application.

For more
information,
see Granting
Global Reader
Role to
Microsoft Entra
Application.

Accessing
mailboxes as
the signed-in
user
(impersonation
) through EWS.



| Note

full_access_as_user Delegated
Office 365  Sites.FullControl.All Applicatio
SharePoin n
t Online
User.Read.All Applicatio
n
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v

Reading the
current state
and restoring
mailboxes
content.

Note: This
permission is
only required
for
organizations
located in
legacy
Microsoft Entra
Germany
region.

Reading
SharePoint
sites and
OneDrive
accounts
content.

Reading
OneDrive
accounts
(getting site
IDs).

Note: This
permission is
not used to
back up
Microsoft
Teams data,
but you must
grantit along
with
SharePoint
Online and
OneDrive for
Business
permission to
add a Microsoft
365
organization
successfully.



| Note

AllSites.FullControl Delegated

User.ReadWrite.All Delegated

Reading the
current state
and restoring
SharePoint
sites and
OneDrive
accounts
content.

Reading and
updating user
profiles.

"You can check permissions for Office 365 Exchange Online API. For more information, see Checking Permissions for Office

365 ExchangeOnline API.

Granting Global Reader Role to Microsoft Entra Application

Veeam Data Cloud for Microsoft 365 supports backup of public folders and discovery search mailboxes in
Microsoft 365 organizations. To back up these objects, Veeam Data Cloud for Microsoft 365 needs access to
Exchange Online PowerShell. To access Exchange Online PowerShell, Microsoft Entra application requires the

Global Readerrole.

To grant the Global Readerrole to the Microsoft Entra application, do the following:

1. Signin to the Microsoft Entra admin center.

2. Go to ldentity > Roles & admins > Roles & admins.

3. In the Administrative roles list, find the Global Reader role and click on it.
4. In the Global Reader window, click Add assignments. The Add assignments wizard runs.
5. In the Select member(s) section, click the link.

6. Inthe Selecta member window, select the Microsoft Entra application in the list and click Select. The

selected application will appearin the Selected member(s) list.

7. Click Nextand then click Assign tofinish working with the wizard.
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Configuring Microsoft Entra Application Settings

For data restore using Microsoft Entra application, do the following to configure the application settings:
1. Signin to the Microsoft Entra admin center.
2. Go to ldentity > Applications > App registrations, and select an application.

3. Select Authentication > Advanced settings > Allow public client flows and set the Enable the following
mobile and desktop flows option to Yes. For more information on application settings, see this Microsoft
article.

Keep in mind that this option is unavailable for legacy Microsoft Entra Germany region. In this region, you
must register Microsoft Entra applications used for backup and restore as applications of the Public
client/Native type.

4. Select Authentication > Platform configurations > Add a platform > Configure p latforms > Mobile and
desktop applications and specify a redirect URI for the application. For more information, see this
Microsoft article.

When creating a new Microsoft Entra application automatically, Veeam Data Cloud for Microsoft 365
specifies http://localhost asa redirect URI.
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https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#add-a-redirect-uri

Checking Permissions for Office 365 Exchange
Online API

To check Office 365 Exchange Online API permissions, do the following:

1.
2.
3.

Sign in to the Microsoft Entra admin center.

Go to Identity > Applications > App registrations, and select an application.

Select AP| permissions > Add a permission > APIs my organization uses.

Select Office 365 Exchange Online API inthe list, check its permissions and configure them if needed.
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Backup Application Permissions

The following table lists permissions for Microsoft Entra applications that you can add as backup applications to
speed up your SharePoint backups.

NOTE

Using multiple applications may impact the performance of your production SharePoint environment.

All listed permissions are of the Application type.

Permission Name Exchange | SharePoint Microsoft | Description
Online Online and Teams

OneDrive for
Business

Microsoft Sites.Read.All v Getting download URLs for
Graph files and their versions.

Note: In the Microsoft
Entra China region, the
Sites.ReadWrite.All
permission is used instead.

Office 365 Sites.FullControl.All v Reading SharePoint sites
SharePoint and OneDrive accounts
Online content.

User.Read.All v Reading OneDrive accounts

(getting site IDs).
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Self-Service Onboarding

The onboarding process takes only a few minutes to complete. This section outlines steps for both the Variable
License Model and Fixed License Model. Additionally, if required, we can connect you with a member of our
Customer Success team who will guide you through the entire process.

NOTE

The Veeam Data Cloud for Microsoft 365 welcome email and important system notifications are sent from
the no-reply@veeamdatacloud.com email address. To ensure you receive all communications from
Veeam Data Cloud for Microsoft 365, you must include no-reply@veeamdatacloud.com in your

allowed, approved or safe senders list in your email client.

Variable License Model Onboarding Steps

To complete the self-service onboarding process, take the following steps:
1. In your welcome email from Veeam Data Cloud, click Activate your account.

Alternatively, follow the https://login.veeam.com/ link and signin with the Microsoft 365 Global Admin
account that was invited to Veeam Data Cloud.

2. Read and accept 7erms of Useand Privacy Notice. Click | Agree.

Veeam Data Cloud for Microsoft 365

Welcome to Veeam Data Cloud for Microsoft 365, we will protect:

© Exchange Online
@ sharePoint Online and OneDrive for Business

© Microsoft Taoms

Please read and confim acceptance of our Terms of Use and Privacy Notice bafors procesding:

I have read and accept the Terms of Use

I have read and accept the Privacy Notice

| Agree

3. Enter your organization details and click Next.

Organisation Details Gonnect to Microsoft 365 icense Model Backup Finish
) First we need some details obout your organisation

Company/Qrganisation

Company/Organisation Name *

000000000

Address

Country*

Australia

4. Copy the generated code to connect to your Microsoft tenancy.
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NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

Veeam Data Cloud for Microsoft 365
(-]

Organisation Detalls Connect ta Microsoft 365 License Model Backup Finish

(® Automatically connact veoam Gata Gloud to your M365 tanancy

© Younesd to use a M365 Global Admin account for this step
Plsase do the fellowing:
1. Copy this code c I Copy code

2,0pen hitpss//microsoft.com/devicelogin and paste the code

3 Optionol: Select the service you want to pratect (3

4. Once successful close the browser tab (which will return yeu to this screen). Then click "Connect” below to sontinue,
Please ensure you have followed the steps above before clicking Connect

@ oos nelp? Clck hers for a guidsd walkihrough

O Manually connect Vesam Data Cloud to your M385 tenancy

Connect >

5. Click the https://microsoft.com/devicelogin link and paste or enter the code that you copied. Then click
Next.

NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

@ Microsoft

Enter code

Enter the code displayed on your app or device.
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6. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

B8 Microsoft

Pick an account

You’re signing in to on
another device located in Australia. If this isn’t you,
close this page.

[

—I— Use another account

Signed in

Back

7. Click Continue and close the window.

2" Microsoft

Are you trying to sign in to
2

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue
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8. Return to Veeam Data Cloud and click Connect.
9. Click Next.

Veeam Data Cloud for Microsoft 365
(-]

Organisation Details Connect to Micrasoft 365 License Model Backup

Vesam Data Cloud successfully connactad to your M365 tenancy

(D Licence model: Variable number of licences
The licence is set up for all users. Any new M365 users will be bocked up automatically. You will have a variable billed based on the number of M385

users backed up.

10. Click Start backup.

Veeam Data Cloud for Microsoft 365
(]

License Mode| Backup Finish

Organisation Details Connec

Click the Start backup button below 1o start protecting your Microsoft 365 data.
Note: If you want te back up Microsoft Teams Chats, please follow the steps in this article

Start bckup

You can adjust backup settings later after the onboarding process is completed. To learn more, see Editing
Backup Jobs.

Fixed License Model Onboarding Steps

To complete the self-service onboarding process, take the following steps:

1. In your welcome email from Veeam Data Cloud, click Activate your account.

Alternatively, follow the https://login.veeam.com/ link and signin with the Microsoft 365 Global Admin
account that was invited to Veeam Data Cloud.

2. Read and accept 7erms of Useand Privacy Notice. Click | Agree.

Veeam Data Cloud for Microsoft 365

Welcome to Veeam Data Cloud for Microsoft 365, we will protect:

© Exchange Online
@ SharePoint Online and OneDrive for Business

& Microsoft Teams

Please read and confirm acceptance of our Terms of Use and Privacy Notice before procesding:

1 have read and accept the Tarms of Use

I have read and accept the Privacy Notice
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3. Enter your organization details and click Next.

Veeam Data Cloud for Microsoft 365
(]

Organisation Details Gonnect to Microsoft 55 e ockup inish
@ First we need some deteils about your organisation

Company/Qrganisation

Company/Organisation Name *

Orgonisation A

Phene

000000000

Address

Country*

Australia

4. Copy the generated code to connect to your Microsoft tenancy.

NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

Veeam Data Cloud for Microsoft 365
(-]

Organisation Detals Connect to Microsoft 365 License Modsi Backup Finish

(® Automatically connect Yeeam Data Cloud to your M36S tenancy
@ You nesd to use a M365 Global Admin account for this step

Plaase do the following

1. Copy this code

nal: Select the service you want to prot

4, Once successful close the browser tab (which wil ref

Pleass ensure you have followed the steps a

© Nood help? Click hers for a guidsd walldhrough.

©) Marwaily connect Vo Data Clou to yaur W335 tanoncy

5. Click the https://microsoft.com/devicelogin link and paste or enter the code that you copied. Then click
Next.
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NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

B® Microsoft

Enter code

Enter the code displayed on your app or device.
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6. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

B8 Microsoft

Pick an account

You’re signing in to on
another device located in Australia. If this isn’t you,
close this page.

[

—I— Use another account

Signed in

Back

7. Click Continue and close the window.

2" Microsoft

Are you trying to sign in to
2

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue
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8. Return to Veeam Data Cloud and click Connect.
9. Add users to the backup schedule. To do this, do either of the following:

o Click Upload file and select a .TXT file with one email address per line. This is the best option to bulk

add users.
o Click Add User and manually assign a license to a user.

Once you have added the necessary users, click Next.

Veeam Data Cloud for Microsoft 365
]

stion Details onnect to Microsoft 365 License Mode!
Veeam Data Cloud successfully connected to your M366 tenancy.

@ Licence model: Fixed (fixed number of licenses)
Fixed bill every month. Note: Only related Teams and SharePoint sites will be backed up and new M385 users will not automatically be backed up.

Number of licences: 1 /'

Adld Usar

Al Users =

-

Select M365 Users to Protect

Consumes

Name Emal Groups "
Licence

No dota

Rows per page:  30rows

o Micro Backup

chup button below te stert protecting your Microsoft 365 data,

Notes If you want te back up Microsoft Teams Chats, please follew the steps In this article

You can adjust backup settings later after the onboarding process is completed. To learn more, see Editing

Backup Jobs.
1. Click Finish toenter the app.

Veeam Data Cloud for Microsoft 365

Organisation Details Micrasoft 365 cense Mode

Vesam Data Cloud has begun your first backup. This might take o while, we'll smail you when Its complete!
essfully, it will be available

licking the Finish button below. Monitar progress by elicking on the Backup menu option. After the backup job completes succ
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Performing Backup

This section provides information on how to back up your data with Veeam Data Cloud for Microsoft 365.

In This Section

e Creating Flex Backup Policies

e Creating ExpressBackup Policies
e Editing Backup Jobs

e Editing Flex Backup Policies

e Editing Express Backup Policies
e Viewing Backup Logs

e Enabling Microsoft Teams Chat Backup
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Creating Flex Backup Policies

Users of the Variable License Model can create new backup policies in Veeam Data Cloud for Microsoft 365. To
create backup policies, your organization must have this option enabled and the user should have Manage
Backups permissions.

To create new backup policies, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. In the main menu, click Backup Policies.
3. In the upper-right corner, click New Backup Policy.

New Backup Policy

Status
ahesoe . c

Name 4 Backup Type Job Type Enabled  Job Status Last Run Last Status Next Run Average Process Time

EntireOrganization Backup true Active

a backup job to display related backup sessions

4. On the Create new Backup Policy page, dothe following:
a. Select New Flex Policy (Veeam Backup Policy).

b. Click Next.

< Create new Backup Policy for company.onmicrosoft.com

O Newey

@® NewF

34 | VeeamData Cloud for Microsoft 365 | User Guide



Note that the New Express Policy option is only available for organizations with an active Express or
Premium Veeam Data Cloud for Microsoft 365 plan.

5. Inthe Job information tab, specify a name, description and repository for the backup policy.

a. In the Job name field, specify a name of the new backup policy.

o

. [Optional] In the Job description field, provide a description for future reference.

Q

. In the Repository section, use the default option. Veeam Data Cloud manages the storage.

b. Click Nextto continue.

< Create new Backup job for company.onmicrosoft.com

6. Inthe Backup Data tab, select objects to back up.

o Select Back up entire organization toback up all objects within your Microsoft organization.

If you want to exclude specific objects from the backup policy, select the Exclude some items from

the backup check box, click the M365 Users, Groups, Sharepoint Sites or Teams option and select
specific objects to exclude.
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For M365 Users, you can also use the Upload file button to upload a text file with one email address
per line.

< Create new Backup job for company.cnmicrosoft.com

{1 Wotifications

Sattings

3 Suppart

My Profile

& Version: 169

o Select Back up the following objects toback up specific objects within your Microsoft organization.
Click the M365 Users, Groups, Sharepoint Sites or Teams option and select specific objects to back up.

For M365 Users, you can also use the Upload file button to upload a text file with one email address
per line.

If you want to exclude specific objects from the backup policy, select the Exclude some items from
the backup check box, click the M365 Users, Groups, Sharepoint Sites or Teams option and select
specific objects to exclude.

For M365 Users, you can also use the Upload file button to upload a text file with one email address
per line.

< Create new Backup job for company.onmicrosoft.com

{1 Wotifications

Sattings

3 Suppart

My Profile

& Version: 169

7. Click Nextto continue.
8. In the Schedule tab, specify scheduling settings for the backup policy.

a. Select the Start job after created check box if you want to start the created policy right after you
complete working with the wizard.
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b. In the Advanced options section, you can modify the backup policy schedule. By default, the backup
job runs daily.

< Create new Backup job for company.onmicrosoft.com

9. Click Createtocomplete the operation.
You can later edit the backup policy. To learn more, see Editing Flex Backup Policies.

Keep in mind that backup job editing with the Fixed License Model is different. To learn more, see Editing
Backup Jobs.
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Creating Express Backup Policies

To create backup policies, your organization must have this option enabled, and the user must have Manage
Backups permissions. The Express policy option will only be enabled for users with an active Expressor Premium
Veeam Data Cloud for Microsoft 365 plan.

Consider the following:
e Veeam Data Cloud for Microsoft 365 supports the following types of Express backup policies:
o Selected Items backup policy
o Entire Organization backup policy
e You can only create one Express backup policy for each application (Outlook, OneDrive or SharePoint).
To create new backup policies, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. In the main menu, click Backup Policies.
3. In the upper-right corner, click New Backup Policy.

New Backup Policy

Status
— c

1 Backup Type dob Type: Enabled  Job Status Last Run Last Status Next Run Average Process Time.

EntireOrganization Backup trug Active 25/07/2024 4:08:55 PM 26/07/2024 34533 PM O1:44:06

4. On the Create new Backup Policy page, dothe following:

a. Select New Express Policy (Microsoft Backup Policy).
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b. Click Next.

< Create new Backup Policy for company.onmicrosoft.com

£1 Notifications

5. On the Create new Backup Policy page, dothe following:

a. Select the application whose items you want to back up: Outlook, OneDrive or SharePoint.

Keep in mind that there can only be one Express backup policy for each type. If it already exists,
Veeam Data Cloud for Microsoft 365 displays the following notification: You already have a policy for

Exchange/OneDrive/Sharepoint. Click Next below to edit it. To learn more, see Editing Express Backup
Policies.

b. Click Next.
< Create new Backup Policy for company.onmicrosoft.com
@® o Outlook

O @ OneDrive

O & sharePoint

6. Inthe Details section, specify a name and description of the backup policy.
a. In the Name field, specify a name for the new backup policy.

b. [Optional] In the Job description field, provide a description for future reference.
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7. Inthe Setting section, choose Back up entire organization or Back up the following objects option.

¢ Create new Backup Policy for company.onmicrosoft.com El -

8. [For Selected items backup policies] Inthe Setting section, click /365 Usersor Groups and select specific
objects to back up.

¢ Create new Backup Policy for company.onmicrosoft.com EN -

Object Tupe

9. Click Save tocomplete the operation.
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Editing Backup Jobs

Users of the Fixed License Model can add and remove users and objects to and from backup jobs created in
Veeam Data Cloud for Microsoft 365.

Keep in mind that backup policy editing with the Variable License Model is different. To learn more, see Editing
Flex Backup Policies.

Consider the following:
e If you do not have any backups in your organization yet, you may have no access to the Backup Jobs page.
e To manage backup jobs, your organization must have Manage Backups permissions.
To edit a backup job, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. In the main menu, click Backup Jobs.

3. From the list of backup jobs, select a backup job that you want to edit and click Manage backup.

Backup jobs
Status
& Backup Jobs
Mame 1 Backup Typs Job Type Enabled  Last Run Last Status Wext Run Average
Process Time
Bockup Job 1 Selecteditems  Bockup true zg__;é":a Succass 02/07/200460000PM (00533
Rowaperpoge: 30rows -

Backup Seaslons Job: Customer Name - Backup Job 1

Btatus From Date To Dats
Al - ] o]
Start Time End Time- Status Progress Procassed Objscts Actiors
021072004 DOV AN 02072024 DDIFOAM  Success 100 (5656 8 ° 2
QZ/07/2024 20000 AM 02/07/2024 2:04:01 AM Success 100% (55/56) 4 ® &
OUOVI004 BOCO0PM  OVOHI004 60321 PM ® &
OV/07/2024 100000 AM O1/07/2024 10:03:44 AM 248 ® 2
Q072024 20000 AM 01/07/2024 2:03:59 AM H ®
3006/2024 6O0O0PM  300K/2004 G:03HPM 8 ® s
30/06/2024 100000 AM 3062024 10:05:40 AM Success 100% (56/56) 10 ® 2
3006200420000 AM 30002420318 AM  Suscess 00% (56 8 © &
29/06/2024 5:00:00 PM 28/06/2024 60314 PM ® &
WO06/2024 10:00:00 AM  2H/06/2024 10:0321 AM © 2

4. Follow instructions to add or remove objects within your backup jobs:
o Adding Objects to Backup Job

o Removing Groups and Users from Backup Job

Adding Objects to Backup Job

To add objects to a backup job, take the following steps:
1. To add Microsoft 365 users, do the following:
a. Inthe M365 Usersand Groups tab of the Manage Backup Items page, click Add User.

b. In the User selection window, select check boxes next to user names to specify users to be backed up.
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c. For each user that you selected, in the Mailbox, Archive Mailbox, OneDrive, and Personal Site
columns, select what objects you want to back up.

User selection

UL OLLN  Add Mare Licences

Name Emall

Suson R.James swsanriomes@omoany.onmicrosoft.com

Ashley Smith ‘Ashley Smith@company.onmicrosoft.com

Roweperpuge: 10rows

d. Click OK to confirm your selection.

2. To add Microsoft 365 groups, do the following:
a. Inthe M365 Usersand Groups tab of the Manage Backup Items page, click Add Group.

b. In the Select Groups window, select the group you want to add.

Veeam Data Cloud searches within the cache to optimize performance. Use the Search Microsoft 365
directly (slower but includes newly created Groups) tosearch for objects recently added through the

Microsoft 365 admin center.

Select Groups User selection
earch groups

Search Microzoft 385 directy (sower but includes newly [ selectollin paga EOT I Ao Mors Licences

B rcated Groves)

@roup

HName Emall
Diewribution Group - (distribution@campany.onmicroeoft.com)

Rows porpoge:  Grows -1 Oy Ashiey S

Rows per page: 10 tows

c. Inthe User selection window, select check boxes next to user names to specify users to be backed up.
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d. For each user that you selected, in the Mailbox, Archive Mailbox, OneDrive, and Personal Site
columns, select what objects you want to back up.

Select Groups User selection

Search Microsoft 38 directiy (slower but nciudes newly

created Groups) [ sslectallin page Add More Licences

Group

HName Emall
Digiribution Group - (distribution@companyanmoroeott.com)

ith  AshieySri icrosoft com

Rowsperpoge: Grows 141

Rows per page: 10 rowe

Sancel “

e. Click OK to confirm your selection.

3. Click Next.

< Manage Backup ltems

& M385 Users and B Groups [ Sharepoint Sites and [ Teame

® M365 Users F Upload file
© M365 Groups

Group Nams Emall Tups
Distribution Group dietribution @comoanyonvcroet.com Officedss (]
Next
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4. To addSharePoint sites, do the following:

a. In the Sharepoint Sites and Teams tab, click Sharepoint Sites.

< Manage Backup ltems
& MB35 Usersond g Groups [ Sharepolnt Sites and i Teams

Cancsl
B Shorepeint Stes 0'Sharepoint sites selected

s Teors 0 Teams selected

b. In the Site selection window, use the search bar or the list of SharePoint sites to find specific sites.
Select check boxes next to names of the sites that you want to back up.

Site salection

Pizass nate when 0dding sites. il users who hove accers to the site must ke licenced

B Search Microsofi 386 directly (alower but includes newly creoted Sites)
[] Select allon his page
Name
[0 ProjectSite

Rows perpoge:  30rows  +

c. Click OK to confirm your selection.
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5. To addteams, do the following:

a. In the Sharepoint Sites and Teams tab, click Teams.

< Manage Backup ltems

& MB35 Usersond g Groups [ Sharepolnt Sites and i Teams

Cancsl

b. In the Team selection window, use the search bar or the list of teams to find specific Microsoft 365
teams. Select check boxes next to names of teams that you want to back up.

Veeam Data Cloud searches within the cache to optimize performance. Use the Search Microsoft 365
directly (slower but includes newly created Groups) tosearch for objects recently added through the
Microsoft 365 admin center.

Team selection

I Search Microsoft 366 directly {gower but includes newly created Taams)
O AlTeams
[ selectallon this page
Name
O  Project Team

Rows perpoge:  30rows

c. Click OK to confirm your selection.
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6. Click Start backup tofinish the operation.

< Manage Backup ltems

& M265 Ussrs ond g Groups [ Sharepolnt sites and [ Teams
Cancel
@ Sharepint Ste 0 Shorspoint sites selectad
s Tes 0 Tearms selected
$tart bockup

L1 Notificotions.

Removing Groups and Users from Backup Job

To remove Microsoft 365 users from a backup job, do the following:
1. Navigate to the M365 Users and Groups tab.

2. Inthe M365 Users window, select check boxes next to user names of users that you want to remove from
the backup job.

< Manage Backup Items

% M385 Users and B, Groups [ tes and

M365 Users ¥ Upload 7 Add User

All Users ~

[J Pleose select all on this poge
Consumes
Name Emall Groups

Ucance

(] ausanrjomes@company.onmicrozoft com v

0 Ashley. company.onmicrosoft.com v

Rowe perpage:  30rowe  ~

» M365 Groups Add Group

Q1 Notifications
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3. Click Delete tocomplete the operation.

< Manage Backup ltems

Veeam Data Cloud
for t 365

% M385 Users and , Grovps [ o @

M365 Users

¥ U f Add User

Al Users ~
Consumes
Name Emall Groups
Ucance
Susan R.Jamk ausanrjomes@company.onmicrosoft com v
O Ashley Smith@cor v

Rowsperpoge:  30rows

» M365 Groups

To remove Microsoft 365 groups from a backup job, do the following:

1. Navigate to the M365 Users and Groups tab.

< Manage Backup ltems

& M385 Users ond B, Groups BB Shorepoint Sites and [ Teom:

@ M365 Users

F Upload Add User
= M365 Groups

Group Nems Emall

Type

Digtribution Group distribution @company.onmcrosoft com Officed8s
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2. Inthe M365 Groups window, click the bin icon on the right to remove a group from the backup.

Di Group

Tnis action wil delete the group distribution@company.onmictosoft com and remove
he group from ol backup jobs.

3. Click Delete tocomplete the operation.
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Editing Flex Backup Policies

Users of the Variable License Model can add and remove users and objects to and from backup policies created
in Veeam Data Cloud for Microsoft 365.

Consider the following:

e If you do not have any backups in your organization yet, you may have no access to the Backup Policies
page.

e To manage backup policies, your organization must have Manage Backups permissions.
To edit a Flex backup policy, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365.

2. In the main menu, click Backup Policies.

3. In the list of your backup policies, select the one you want to edit and click the three-dot icon on the right.
In the local menu, click Edit.

New Backup Policy

c

Name 1 Backup Type Job Type Enabled  Job Status Last Run Lost Status Next Run Average Process Time

oz28:21

Selecteditems Backup true Active 19/07/2024 10:25:48 AM

EntireOrganization Beckup true Active 25/07/2024 355055 PM

Backup Sessions

Select a backup job to display related backup sessions

4. To rename the backup policy, do the following:

a. Click the penicon and edit the name of the backup policy.
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b. Click Save tocomplete the operation.

@ Exclude more items

® Excluded items

5. [For Selected items backup policies] Inthe Edit current backup items tab, specify what objects you want
to include in the backup policy.

o To addobjects to the backup policy, do the following:

i. Inthe Add more items section, click the M365 Users, Groups, Sharepoint Sites or Teams option
and select specific objects to backup.

For M365 Users, you can also use the Upload file button to upload a text file with one email
address per line.

ii. Click Save tocomplete the operation.
o To remove objects from the backup policy, do the following:

i. Inthe Backup items section, Veeam Data Cloud for Microsoft 365 lists items that are part of the
backup policy. Select check boxes next to names of objects that you want to remove from the

backup.

ii. Click Delete tocomplete the operation.

& Backup Job1 /

Edit cur

bockup items  Edit

© Add more items

© Backup items

Object Type Process
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6. In the Edit current excluded backup items tab, select objects to be excluded from the backup policy.

o To exclude objects from the backup policy, do the following:

i. Inthe Exclude more items section, click the M365 Users, Groups, Sharepoint Sites or Teams
option and select specific objects to exclude.

For M365 Users, you can also use the Upload file button to upload a text file with one email
address per line.

ii. Click Save tocomplete the operation.
o To remove objects from exclusion from the backup policy, do the following:

i. Inthe Excluded items section, Veeam Data Cloud for Microsoft 365 lists items that are excluded
from the backup policy. Select check boxes next to names of objects that you want to remove
from exclusion.

ii. Click Delete tocomplete the operation.

& Company Backup Job

Edit current excluded backup items

© Exclude more items

¥ users selected
5
B harep l ted
BT 1 Team: ted
@ Excluded items
o TN
Object Type Process
My Organizal tion My O L ! s

7. Inthe Schedule tab, specify scheduling settings for the backup policy.

a. Select the Modify schedule check box if you want to start the created policy right after you complete
working with the wizard.

b. In the Advanced options section, you can modify the backup policy schedule. By default, the backup
job runs daily.
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c. Click Save tocomplete the operation.

& Company Backup Job

Run the job outomatically: At 01:00:00 - Everyday (UTC}

Modify schedule

> Backup Policies

Search

@ OneDrive

@) SharePaint

i Teams

| Notifications
i} Settings

3 Support

7 My Profile

& Version:16.0a
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Editing Express Backup Policies

Users of the Variable License Model can add and remove users and objects to and from backup policies created
in Veeam Data Cloud for Microsoft 365.

Consider the following:

e If you do not have any backups in your organization yet, you may have no access to the Backup Policies
page.

e To manage backup policies, your organization must have Manage Backups permissions.

Veeam Data Cloud for Microsoft 365 supports the following types of Express backup policies: Selected Items
backup policy and Entire Organization backup policy. You can edit items included in a Selected Items backup
policy. An Entire Organization backup policy cannot be edited and should be deleted and replaced if you wish to
switch to a selected objects backup.

To edit an Express backup policy, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. In the main menu, click Backup Policies.

3. In the list of your backup policies, select the one you want to edit and click the three-dot icon on the right.
In the local menu, click Edit.

New Backup Policy

c

Name 4 Backup Type Job Type Enabled  Job Status Last Run Last Status Next Run Average Process Time

Selecteditems Backup true Active 19/07/2024 10:25:48 AM  Succes: 022821

EntlreOrganization Backup true Active

Backup Sessions

Select a backup job to display related backup sessions

4. Follow instructions to add or remove objects within your backup jobs:
o Adding Objects to Express Backup Policies

o Removing Objects from Express Backup Policies
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Adding Objects to Express Backup Policy

To add objects to an express backup policy, take the following steps:
1. Inthe Add new items tab, dothe following:

a. [For Outlook and OneDrive expressbackup policies] Click M365 Users or Groups and select objects to
be backed up.

« Edit Express Outlook Backup Policy

b. [For SharePoint express backup policies] Click Sharepoint Sites and select objects to be backed up.

« Edit Express SharePoint Backup Policy

2. Click Save tocomplete the operation.

Removing Objects from Express Backup Policies

To remove objects from an express backup policy, take the following steps:

1. Inthe Edit currentitems tab, select check boxes next to user names to specify users to be removed from
the backup.
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2. Click Delete tocomplete the operation.

< Edit Express SharePoint Backup Policy

> Backup Policies

Search Name Type Status

@ OneDrive

@) SharePaint

i Teams

£1 Notifications
i} Settings
3 Support
o) My Profile

& Version: 16.0a
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Viewing Backup Logs

Veeam Data Cloud for Microsoft 365 allows you to view and download backup logs with information about your
backup jobs status, log messages and timestamps.

NOTE
When checking your backup logs you may see a similar warning:

Processing site <Name> (<SharePoint Address>) finished with warning: Failed to backup item: <I/tem that
could not be backed up>, Item may have a virus reported by the virus scanner plug -in.

Microsoft has its own virus scanner for files that are uploaded to SharePoint, OneDrive and Teams and has
determined that the file in question contains a virus. To learn more about the Microsoft virus scanner, see
this Microsoft article.

To view backup logs, do the following:

1.

2.

In the main menu, click Backup Jobs.

If you have more than one backup job, click the name of the job under the Name field in the table.

Veeam Data Cloud will display the list of backup sessions Inthe Backup Sessions section of the Backup
Jobs page. Backup sessions will be listed in descending order from the most recent to the oldest.

Click the View logs button with an eye symbol in the Actions column next to the backup session whose
logs you want to view. The Session logs drawer will appear on the right side of the screen.

TIP
You can also download session logs to your computer. To do this, click the Download logs button in

the Actions column. Veeam Data Cloud will export the logs to a .CSV file.

In the Session Logs box, you can select which statuses you want to see by clicking on the All statuses drop-
down menu. You can select to see Running, Success, Warning, or Error messages only.

You can also filter session log records based on the text of a session log message. To do this, enter the
text you want to find in the session log and press [Enter].

To choose whether to see logs in local time or UTC, toggle the Local time switch.
If you want to see timestamps on the logs, select the Show timestamps check box.

If you want to create a local copy of the logs, you can export the logs to a .CSV file. To do this, click Export
to CSV.
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Enabling Microsoft Teams Chat Backup

To create Microsoft Teams chat backups, Veeam Data Cloud for Microsoft 365 needs access to Microsoft Teams
Export APls. You must authorize Veeam Data Cloud for Microsoft 365 to use the required APls. Microsoft Teams

groups, channels, and metadata are protected regardless of whether you enable Microsoft Teams chat backup or
not.

Before You Begin

Before you configure the Microsoft Teams chat backup, consider the following:

e Backup of team chats using Microsoft Teams Export APIs is limited to backup of public channel posts.

e Microsoft Teams service is not supported for organizations in Microsoft Azure China and legacy Microsoft
Azure Germany regions. For more information about Azure Germany, see this Microsoft article.

e Backup of team chats using Microsoft Teams Export APIs is not supported for Microsoft 365 organizations
in Microsoft Azure China, legacy Germany, US Government GCC and US Government GCC High regions.

e You must have an active Microsoft Azure subscription (pay-as-you-go (PAYG) or cloud solution provider
(CSP) monthly subscription). If you do not have an active subscription, create one as Microsoft invoices
directly to your Microsoft Azure subscription. The cost to back up chats in Teams is calculated on a per
tenant / per message basis, relative to the license model. With Veeam Data Cloud for Microsoft 365
supporting Model B, refer to the costs outlined in this Microsoft article. To estimate costs, you can also
analyze Usage Reports in Microsoft 365 admin center.

Veeam Data Cloud costs will remain the same, as it won't charge any additional cost.

Authorizing Access to Microsoft Teams Export APIs

To allow Veeam Data Cloud for Microsoft 365 to access Microsoft Teams Export APIs, do the following:

—_

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.

2. In the main menu, click Settings.

w

In the Settings menu, click System.

»

On the System page, openthe Microsoft 365 tab.
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5. In the Teams Backup section, select Set up Teams Chats.

Settings
9 System
Roles
Microsoft 385

Adrvin Users
Biling

Teams Backups
Gystanm

©Crganisation Detolls Satup Taame Chats Click hera to 86t up Teams Chats
Reports
Reauthorise Veeam Data Cloud
Click here 1o resutho
on your organisat

N veeam Duta Cloud Into your M365 occount, you will need access to an M385 account with globol admin permissions
Reauthoriss v u 3 ®

S5L Certificate

All communication between our servers and Microsoft ie ot with on SL Certificate.

Generute o new centificats I you would ke to up

S5L certificats with o Veeam Dato Cioud generated one please click hare
Uplond o custom certificats  1f you would prefer to supply your own certificots please click here

Please note once o new certificete hos been edded you will need to wolt for npproximately 20 minutes before you will be able to run o bockup, explore your bockup:
restore

Settings « Set up Teams chat

Roles o
Admin Usars

i you would like 1o back up Micrasoft Teame Chat
Biling

Backup Microsaft Teams Chats (B By checking th
costs.

d that your Azure environment may incur additional

System

Grgonisation Detolls

7. Authorize Veeam Data Cloud for Microsoft 365 to access requested APls:
a. Click Copy code tocopy the authorization code.
b. Follow the https://microsoft.com/devicelogin Llink.

c. Paste the authorization code in a new tab that opens in your browser.
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d. Select a Microsoft 365 Global Admin account to finish the next step.

Settings
9 < Set up Teams chat

Roles o

Admin Users

Bliing @ You nesd to use g M3B5 Global Admin account for this step

ollowing:
Systam oilawing:
JTPMEFKIN @ [ Copycode
Grgenization Detalis
rosoft. comddevicelogin and pasts the code

Reports 3.0nce succasstul cloea the browser ab (which will return you to this ecrean). Then click “Naxt” below to continus.

@ Setings

8. Select whether you want to enable the Microsoft Teams chat backup option automatically or manually.
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Performing Restore

This section provides information on how to restore your data with Veeam Data Cloud for Microsoft 365.
Veeam Data Cloud for Microsoft 365 offers two data restore methods depending on the subscription plan:

e Flex Restore. This restore method is available to users of the Flex and Premium plans. The method is
intended for flexible restore of the specified data — you can define where and how to restore your data.

e Express Full Restore. This restore method is available to users of the Expressand Premium plans. The
method is intended for quick restore of the specified data to its original location — you cannot change the
restore settings, and Veeam Data Cloud replaces data in the original location with the data from the
backup.

For more information on Veeam Data Cloud for Microsoft 365 plans, see Plans.

NOTE
Consider the following:

e Data restore methods apply to Microsoft Outlook mailboxes, entire Microsoft OneDrives and
Microsoft SharePoint sites. For other types of Outlook, OneDrive and SharePoint objects, you do not
need to select the restore method.

e Backup and restore of Microsoft Teams datais availableto users of the Flex and Premium plans only.
Users can restore Teams data flexibly and do not need to select the restore method.

e Smaller restores may be quicker with Flex, benefits of Express are best realised with large restores.

In This Section

e Restoring Microsoft Outlook Data

e Restoring Microsoft OneDrive Data
e Restoring Microsoft SharePoint Data
e Restoring Microsoft Teams Data

e Performing Self-Service Restore
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Restoring Microsoft Outlook Data

This section provides information on how to restore Microsoft Outlook data with Veeam Data Cloud for
Microsoft 365.

In This Section

e Restoring Outlook Mailboxes
e Restoring Outlook Folders

e Restoring Outlook Items

e Viewing Outlook Emails

e Comparing Outlook Emails with Production
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Restoring Outlook Mailboxes

Veeam Data Cloud for Microsoft 365 offers 2 restore methods for restore of Microsoft Outlook mailboxes: Flex
Restore and Express Full Restore.

The restore method options available to you depend on what backup policy type covers the Microsoft 365 user
whose datayou restore. The backup policy type defines the plan of the backed -up user. To learn more about
plans in Veeam Data Cloud for Microsoft 365, see Plans.

Flex Restore

To restore an entire Microsoft Outlook mailbox from the backup:
1. In the main menu, click Outlook.
NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups

page.

2. By default, Veeam Data Cloud uses the latest available restore point for data restore. If you want to select
another restore point, in the Explore Outlook Backup as at field, click the calendar icon and select the date

and time when the necessary restore point was created.
3. On the Outlook Backups page, select the mailbox you want to restore.
4. Click Restore Selected Mailbox.

& Outlook Backups

Explore Outlook Backup as at [} M Include items deleted by user

) Restore Selected Mallbox

) Organization (18/06/2024 7:48:20 AM)

5. In the Restore Mailbox window, in the Choose Restore Method section, select Flex Restore.

6. Inthe Choose Restore Location section, select where to restore the mailbox. You can select one of the
following options:

o Original Location. Select this option if you want to restore the mailbox to its original location.

If you select this option, you can use the Advanced options toggle to display more options. For
details, see the next step of the procedure.
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o Other users mailbox. Select this option if you want to restore the mailbox to another mailbox.

If you select this option, in the Mailbox and Folder fields specify the address of the target mailbox and
the target mailbox folder. You can also click Advanced options todisplay more options. For details,
see the next step of the procedure.

o Local computer. Select this option if you want to download the mailbox content to your computer.
Use this option for mailboxes whose size does not exceed 1GB. Veeam Data Cloud will save the
mailbox content to a .PST file.

o Download in background. Select this option if you want to download the mailbox content to your
computer. Use this option for mailboxes whose size exceeds 1 GB or if the download process takes
more than 3.5 minutes. Veeam Data Cloud will save the mailbox content to a .PST file.

7. [For restore to the original location or another mailbox] By default, when you restore a mailbox, Veeam
Data Cloud restores the entire content of the mailbox from the backup. If you want to change the restore
options, do the following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:
i. Select the Changed items check box if you want to restore items that have been changed.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe Flag restored items section, select the Mark restored as unread check box if you want to mark
each restored item as unread.

d. In the Exclude the following mailbox folders section, select check boxes next to the folders that you

do not want to restore from the backup: Drafts, Deleted Items, In-Place Hold Items or Litigation Hold
/tems.

8. Start the restore process:
o Click Restoreif you chose to restore data to the original location or another mailbox.

o Click Download if you chose to download datato the local computer or download data in the
background.

Express Full Restore

To restore an entire Microsoft Outlook mailbox from the backup:

1. In the main menu, click Outlook.

NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups
page.

2. On the Outlook Backups page, select the mailbox you want to restore.

63| Veeam Data Cloud for Microsoft 365 | User Guide



3. Click Restore Selected Mailbox.

@ Outlook Backups

Explore Outlook Backup as at ™ I include items deleted by user

) Restore Selected Mallbax

B Organization (18/06/2024 7:48:29 AM)

4. In the Restore Mailbox window, in the Choose Restore Method section, select Express Full Restore to
quickly restore the specified data to its original location. Veeam Data Cloud will replace datain the
original location with the data from the backup.

5. In the Choose Restore Option section, select the restore point from which you want to restore the
mailbox. You can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.

o Use the restore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use express restore points only check box if you want to select from the fastest available
restore points created by Express backup policies.

6. Click Express Full Restore tostart the restore process.
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Restoring Outlook Folders

To restore a specific folder within a mailbox:
1. In the main menu, click Outlook.

NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups
page.

2. On the Outlook Backups page, expand the mailbox and select the folder you want to restore.

3. Click Restore Selected Folder.

@ Outlook Backups

Explore Qutlook Backup as at = B Include items deleted by user

) Restore Selectad Folder
[ Organization (18/06/2024 7:48:29 AM) «

> Adam Smith

Inbox

v John Smith

CEES g s T EE——
> Drofts

> Junk Email

> Archive

> Notes

> Outbox

> Conversation History

» Calendar

nently Deleted Items

>  Sentltems

4. In the Restore Mailbox Folder window, check the name of the mailbox and folder you want to restore, and
the time when the backup that contains the folder was created.

5. In the Restore tosection, select where to restore the folder. You can select one of the following options:
o Original Location. Select this option if you want to restore the folder to its original location.

If you select this option, you can use the Advanced options toggle to display more options. For
details, see the next step of the procedure.

o Other users mailbox. Select this option if you want to restore the folder to another mailbox.

If you select this option, in the Mailbox and Folder fields specify the address of the target mailbox and
the target mailbox folder. You can also click Advanced options todisplay more options. For details,
see the next step of the procedure.

o Local computer. Select this option if you want to download the folder content to your computer. Use
this option for folders whose size does not exceed 1 GB. Veeam Data Cloud will save the folder
content to a .PST file.

o Download in background. Select this option if you want to download the folder content to your
computer. Use this option for folders whose size exceeds 1 GB or if the download process takes more
than 3.5 minutes. Veeam Data Cloud will save the folder content to a .PST file.

65 | Veeam Data Cloud for Microsoft 365 | User Guide



6. [For restore to the original location or another mailbox] If you want to specify advanced restore options,
do the following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:
i. Select the Changed items check box if you want to restore items that have been changed.
ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the

backup.

c. Inthe Flag restored items section, select the Mark restored as unread check box if you want to mark
each restored item as unread.

7. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another mailbox.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring Outlook Items

To restore a specific item within a folder of a mailbox:

1. In the main menu, click Outlook.
NOTE
If your organization does not have any backups, you may not have access to the Outlook Backups
page.

2. On the Outlook Backups page, expand the mailbox that contains the folder with the item you want to

restore.
3. Select the folder that contains the item you want to restore.

4. Select the necessary email in the list of items. To select multiple emails, press and hold the [Ctrl] keyon
the keyboard.

5. Click Restore Selected Item.

@ Outlook Backups

Explore Outlook Backup as at ™ I Include items deleted by user

Inbox

<) Restore Selected ltem B Compare with production

[E1 Orgonizotion (19/06/2024 7:48:28 AM)
»  Adam Smith
~  John Smith
Subject Sender Receiver cc BCC Received
> Drafts
y Deeted keme = Welcome to Vesam Data Cloud Vesam John Smith 20/04/2024 24108 PM
3 Junk Email
> Arhive
> Notes
3> Outbox
> Conversation History
>  Calendar
» Contacts
> Journal
> Permanently Deleted ltems

>  Sentitems

Rowsperpage:  10rows 1-1

6. In the Restore Mailbox Item window, check the name of the item you want to restore and the time when
the backup that contains the item was created.

7. In the Restore tosection, select where to restore the item. You can select one of the following options:
o Original Location. Select this option if you want to restore the item to its original location.

If you select this option, you can use the Advanced options toggle to display more options. For
details, see the next step of the procedure.

o Other users mailbox. Select this option if you want to restore the item to another mailbox.

If you select this option, in the Mailbox and Folder fields specify the address of the target mailbox and
the target mailbox folder. You can also click Advanced options todisplay more options. For details,
see the next step of the procedure.

o Local computer. Select this option if you want to download the item to your computer. Use this
option for items whose total size does not exceed 1 GB. Veeam Data Cloud will save the item to an
.MSG file. If you selected multiple items, Veeam Data Cloud will save them to a .PST file.
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o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. Veeam Data Cloud will save the item to an.MSG file. If you selected multiple items, Veeam
Data Cloud will save them to a .PST file.

8. If you want to specify advanced restore options, do the following:
a. Click Advanced options.
b. In the Restore the following items section, do the following:
i. Select the Changed items check box if you want to restore items that have been changed.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe Flag restored items section, select the Mark restored as unread check box if you want to mark
each restored item as unread.

9. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another mailbox.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Viewing Outlook Emails

To view a single email within a specific folder of a mailbox:
1. In the main menu, click Outlook.

NOTE
If your organization does not have any backups, you may not have access to the Outlook Backups
page.
2. On the Outlook Backups page, expand the mailbox that contains the folder with the email you want to
view.
3. Select the folder that contains the email you want to view.

4. Click the subject of the email you want to view.

@ Outlook Backups

Explore Qutlook Backup as at = 1B Include items deleted by user

Inbox

) Restore Selected Item B Compare with production

Sender Receiver cC Bcc Received

S The new Team group s ready Team John Smith 20/04/2024 24108 PM

> Deleted ltems

> Junk Email
> Arhive

> Notes

> Outbax

>  Conversation History

> Calendor

>  Contacts

> Journo

> Permanently Deleted Items

>  Sentitems

Rowsperpage: 10tows ~ -1

5. The email contents will open in a new frame. The following information is displayed:
o Sent—date and time when the email was sent.
o Sender—sender of the email.
o Receiver —receiver of the email.
o CC —contacts to whom a copy of the email was sent.

o Subject —subject of the email.
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o Body —body of the email.

The new Team group is ready

Sent 20/04/2024 24108 PM
Sender Team

Recsiver John Smith

cc

The new Team greup is ready

Body

Welcome to the Team group.
Use the group te share ideas, files, and important dates.

Start a conversation Add to the team site

Read group conversations o start your own Start sharing and coflaborating on content in SharePoint

VOUr 3pps
View, edit, and share all proup files, including email anachments Connect apps like Twitter and Trello to stay current with information and updates your team cares about.
<
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Comparing Outlook Emails with Production

Veeam Data Cloud for Microsoft 365 lets you compare backed-up Microsoft Outlook emails to their versions in
the production environment. This operation may help you identify the necessary email and decide whether to
restore it from the backup.

To compare an email with the production environment:

1. In the main menu, click Outlook.

NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups
page.

2. On the Outlook Backups page, expand the mailbox that contains the folder with the email you want to
compare.

3. Select the folder that contains the email you want to compare.
4. Select the necessary email in the list of items.
5. Click Compare with production.

@ Outlook Backups

Explore Outlook Backup as at ™ I Include items deleted by uses

Inbox

) Restore Selectad Item B Compare with production
[E1 Orgonization (18/06/2024 7:48:20 AM) {j

> Adom Smith
~  John Smith
Subject Sender Receiver cc BCC Received
> Drafs
Ao S The new Team group s ready Team John Smith 20/04/2024 24108 PM
3 Junk Email

>  Contacts
> Journal
> Permanently Deleted Items

>  Sentitems

Rows per page: 10 tows 1-1

6. In the displayed window, compare properties of the email between the backup and production
environment. Use the following table columns:

o Name — name of the email property.
o Backup — property value for the email in the backup.

o Production — property value for the email in the production environment.
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7. If you want to compare the email message body, click View Body.

Subject: The new Team group is ready

Name Backup Production
From Team

To John Smith

Attachments

View Body

Welcome to the Team group.

Use the group to share ideas, files, and important dates

Start a conversation

Read group conversations or start your own.

Add to the team site

Start sharing and collaberating on content in SharePoint

Share files

View, edit, and share all group files, including email attachments.
Connect vour apps

Connect apps like Twitter and Trello to stay current with information and updates your team
cares about.

=

Close

Once you have completed comparing the backed-up email with the production environment, click Close inthe
compare window.

72| VeeamData Cloud for Microsoft 365 | User Guide



Restoring Microsoft OneDrive Data

This section provides information on how to restore Microsoft OneDrive data with Veeam Data Cloud for

Microsoft 365.

In This Section

e Restoring Entire OneDrive
e Restoring OneDrive Folders

e Restoring OneDrive Documents
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Restoring Entire OneDrive

Veeam Data Cloud for Microsoft 365 offers 2 restore methods for restore of entire OneDrive: Flex Restore and
Express Full Restore.

The restore method options available to you depend on what backup policy type covers the Microsoft 365 user
whose datayou restore. The backup policy type defines the plan of the backed -up user. To learn more about

plans in Veeam Data Cloud for Microsoft 365, see Plans.

Flex Restore

To restore an entire OneDrive from the backup:
1. In the main menu, click OneDrive.
2. On the OneDrive Backups page, select the user whose OneDrive you want to restore.

3. By default, Veeam Data Cloud uses the latest available restore point for data restore. If you want to select
another restore point, in the Explore OneDrive Backup as at field, click the calendar icon and select the
date and time when the necessary restore point was created.

4. Click Restore Selected OneDrive.

@ OneDrive Backups

Explore OneDrive Backup as at &) B Include tems deleted by user

) Restore Selectad GneDrive
[ Orgonization (18/07/2024 10:56:50 AM]
» CE

> William Fox
Type  Name Size Version Created By Creation Time Modified By Modification Time

Invoice pdf 10MB D10 John Smith 25/08/2024 9:38:08 AM  John Smith 25/06/2024 9:38:08 AM

Project pptx oMB 910 John Smith 4 9:38.08 AM

Repart.docx 10 M8 @10 John Smith 25/06/2024 9:36:44 AM John Smith 4 0:38:14 AM

Rows perpoge: 10 rows =

5. In the Restore OneDrive window, in the Choose Restore Method section, select Flex Restore.

6. Inthe Choose Restore Location section, select where to restore OneDrive. You can select one of the
following options:

o Original Location. Select this option if you want to restore OneDrive to its original location.

o Other users OneDrive. Select this option if you want to restore OneDrive to OneDrive of another
Microsoft 365 user.

If you select this option, do the following:

i. Inthe M365 Account field, click Change and select the necessary user account in the User
selection window.
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ii. Inthe Restore tofield, type the name of the folder where to restore OneDrive. Veeam Data
Cloud will display the resulting path to the restore destination.

You can also use the Advanced options toggle to display more options. For details, see the next step
of the procedure.

o Local computer. Select this option if you want to download the OneDrive content to your computer.

Use this option for OneDrive whose size does not exceed 1 GB. Veeam Data Cloud will save the
OneDrive content to a .ZIP file.

o Download in background. Select this option if you want to download the OneDrive content to your
computer. Use this option for OneDrive whose size exceeds 1 GB or if the download process takes
more than 3.5 minutes. Veeam Data Cloud will save the OneDrive content to a .ZIP file.

7. [For restore to OneDrive of another user account] If you want to specify advanced restore options, do the
following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target

location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, select the Restore shared access check box if you want to restore
shared access permissions of the restored OneDrive content.

8. Start the restore process:

o Click Restoreif you chose to restore data to the original location or another user account.

o Click Download if you chose to download data to the local computer or download data in the
background.

Express Full Restore

To restore an entire OneDrive from the backup:
1. In the main menu, click OneDrive.

2. On the OneDrive Backups page, select the user whose OneDrive you want to restore.
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3. Click Restore Selected OneDrive.
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4. In the Restore OneDrive window, in the Choose Restore Method section, select Express Full Restore to
quickly restore the specified data to its original location. Veeam Data Cloud will replace datain the

original location with the data from the backup.

5. In the Choose Restore Option section, select the restore point from which you want to restore OneDrive.
You can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.

o Use therestore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use express restore points only check box if you want to select from the fastest available
restore points created by Express backup policies.

6. Click Express Full Restore tostart the restore process.
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Restoring OneDrive Folders

To restore a specific OneDrive folder from the backup:

1.

2.

7.

In the main menu, click OneDrive.
On the OneDrive Backups page, expand the user whose OneDrive folder want to restore.

Select the OneDrive folder you want to restore. To select multiple folders, press and hold the [Ctrl] key on
the keyboard.

Click Restore Selected Folder.

In the Restore OneDrive Folder window, check the name of the user account and OneDrive folder you
want to restore, and the time when the backup that contains the folder was created.

In the Restore tosection, select where to restore the OneDrive folder. You can select one of the following
options:

o Original Location. Select this option if you want to restore the OneDrive folder to its original location.

o Other users OneDrive. Select this option if you want to restore the OneDrive folder to OneDrive of
another Microsoft 365 user.

If you select this option, do the following:

i. Inthe M365 Account field, click Change and select the necessary user account in the User
selection window.

ii. Inthe Restore tofield, type the name of the folder where to restore the OneDrive folder. Veeam
Data Cloud will display the resulting path to the restore destination.

You can also use the Advanced options toggle to display more options. For details, see the next step
of the procedure.

o Local computer. Select this option if you want to download the OneDrive folder to your computer.
Use this option for OneDrive folders whose size does not exceed 1 GB. Veeam Data Cloud will save the
OneDrive folder to a .ZIP file.

o Download in background. Select this option if you want to download the OneDrive folder to your
computer. Use this option for OneDrive folders whose size exceeds 1GB or if the download process
takes more than 3.5 minutes. Veeam Data Cloud will save the OneDrive folder to a .ZIP file.

[For restore to OneDrive of another user account] If you want to specify advanced restore options, do the
following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want

to restore only the latest version of items. If you select this check box, you can select one of the
following options:
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= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, select the Restore shared access check box if you want to restore
shared access permissions of the restored OneDrive content.

8. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another user account.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring OneDrive Documents

To restore a specific OneDrive document from the backup:

1.

2.

8.

In the main menu, click OneDrive.
On the OneDrive Backups page, expand the user whose document you want to restore.

Select the folder that contains the document you want to restore.

Select the necessary document in the list of items. To select multiple documents, press and hold the [Ctrl]
key on the keyboard.

Click Restore Selected Document.

In the Restore OneDrive Document window, check the name of the user account, folder and document you
want to restore, and the time when the backup that contains the document was created.

In the Restore tosection, select where to restore the OneDrive document. You can select one of the
following options:

o Original Location. Select this option if you want to restore the OneDrive document to its original
location.

o Other users OneDrive. Select this option if you want to restore the OneDrive document to OneDrive of
another Microsoft 365 user.

If you select this option, do the following:

i. Inthe M365 Account field, click Change and select the necessary user account in the User
selection window.

i. Inthe Restore tofield, type the name of the folder where to restore the OneDrive document.
Veeam Data Cloud will display the resulting path to the restore destination.

You can also use the Advanced options toggle to display more options. For details, see the next step
of the procedure.

o Local computer. Select this option if you want to download the OneDrive document to your computer.
Use this option for OneDrive documents whose size does not exceed 1 GB. Veeam Data Cloud will save
the OneDrive document to a .ZIP file.

o Download in background. Select this option if you want to download the OneDrive document to your
computer. Use this option for OneDrive documents whose size exceeds 1GB or if the download

process takes more than 3.5 minutes. Veeam Data Cloud will save the OneDrive document to a .ZIP
file.

[For restore to OneDrive of another user account] If you want to specify advanced restore options, do the
following:

a. Click Advanced options.

b. In the History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you canselect one of the
following options:

= QOverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Selectthis option to merge the latest version of items in the backup into items in the
production environment.
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9. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another user account.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring Microsoft SharePoint Data

This section provides information on how to restore Microsoft SharePoint data with Veeam Data Cloud for
Microsoft 365.

In This Section

e Restoring SharePoint Sites
e Restoring SharePoint Folders
e Restoring SharePoint Libraries

e Restoring SharePoint Items
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Restoring SharePoint Sites

Veeam Data Cloud for Microsoft 365 offers 2 restore methods for restore of SharePoint sites: Flex Restore and
Express Full Restore.

The restore method options available to you depend on what backup policy type covers the Microsoft 365 user
whose datayou restore. The backup policy type defines the plan of the backed -up user. To learn more about
plans in Veeam Data Cloud for Microsoft 365, see Plans.

Flex Restore

To restore an entire SharePoint site from the backup:

1. In the main menu, click SharePoint.

NOTE
If your organization does not have any backups, you may not have access to the SharePaint page.
2. By default, Veeam Data Cloud uses the latest available restore point for data restore. If you want to select

another restore point, in the Explore SharePoint Backup as at field, click the calendar icon and select the
date and time when the necessary restore point was created.

3. On the SharePoint page, select the site that you want to restore.
4. Click Restore Selected Site.
5. In the Restore SharePoint Site window, in the Choose Restore Method section, select Flex Restore.

6. Inthe Choose Restore Location section, select where to restore the site. You can select one of the
following options:

o The following site alias. Select this option if you want to restore the site content to another site
within the same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

o Original Location. Select this option if you want to restore the site to its original location.
7. If you want to specify advanced restore options, do the following:

a. Click Advanced options.

b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. In the History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you canselect one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.
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= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, do the following:

i. Select the Restore permissions check box if you want to restore permissions of the document
libraries and lists within the restored site. If you do not select this option, permissions for
document libraries and lists that exist in the target location will be preserved. Permissions for
document libraries and lists that do not exist in the target location will be inherited from their
parent objects.

ii. Select the Restore List Views check box if you want to restore list views of the restored site.
iii. Select the Restore Subsites check box if you want to restore subsites of the restored site.

8. Click Restoretostart the restore process.

Express Full Restore

To restore an entire SharePoint site from the backup:

1. In the main menu, click SharePoint.

NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, select the site that you want to restore.
3. Click Restore Selected Site.

4. In the Restore OneDrive window, in the Choose Restore Method section, select Express Full Restore to
quickly restore the specified data to its original location. Veeam Data Cloud will replace datain the
original location with the data from the backup.

5. In the Choose Restore Option section, select the restore point from which you want to restore the site.
You can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.

o Use therestore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use express restore points only check box if you want to select from the fastest available
restore points created by Express backup policies.

6. Click Express Full Restore tostart the restore process.
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Restoring SharePoint Folders

To restore a SharePoint folder from the backup:
1. In the main menu, click SharePoint.
NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, expand the SharePoint site and library that contains the folder you want to
restore. To select multiple folders, press and hold the [Ctrl] key on the keyboard.

3. Select the SharePoint folder you want to restore.
4. Click Restore Selected Item.

5. In the Restore SharePoint Content window, check the name of the folder you want to restore and the time
when the backup that contains the folder was created.

6. Inthe Restore tosection, select where to restore the SharePoint folder. You can select one of the
following options:

o The following site alias. Select this option if you want to restore the folder to another site within the
same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

You can click Advanced options todisplay more options. For details, see the next step of the
procedure.

o Original Location. Select this option if you want to restore the folder to its original location.

NOTE

Options to download SharePoint folders are unavailable.

7. [For restore to another site] If you want to specify advanced restore options, do the following:
a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= QOverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.
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8. Click Restoretostart the restore process.
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Restoring SharePoint Libraries

To restore a SharePoint library from the backup:

1. In the main menu, click SharePoint.
NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, expand the SharePoint site that contains the library you want to restore.
3. Select the SharePoint library you want to restore.

4. Click Restore Selected Item.

5. In the Restore SharePoint Content window, check the name of the library you want to restore and the time
when the backup that contains the library was created.

6. Inthe Restore tosection, select where to restore the SharePoint library. You can select one of the
following options:

o The following site alias. Select this option if you want to restore the library to another site within the
same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

You can click Advanced options todisplay more options. For details, see the next step of the
procedure.

o Original Location. Select this option if you want to restore the library to its original location.

o Local computer. Select this option if you want to download the library content to your computer. Use

this option for libraries whose size does not exceed 1 GB. Veeam Data Cloud will save the library
content to a .ZIP file.

o Download in background. Select this option if you want to download the library content to your
computer. Use this option for libraries whose size exceeds 1 GB or if the download process takes more
than 3.5 minutes. Veeam Data Cloud will save the library content to a .ZIP file.

7. [For restore to another site] If you want to specify advanced restore options, do the following:
a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target

location. For example, some of the items were removed and you want to restore them from the
backup.

c. In the History restore options section, select the Restore only the latest version check box if you want

to restore only the latest version of items. If you select this check box, you canselect one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.
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= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, select the Restore List Views check box if you want to restore list
views of the restored library.

8. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another site.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring SharePoint Items

To restore a SharePoint item from the backup:
1. In the main menu, click SharePoint.
NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, browse to the library or folder that contains the item you want to restore.

3. Select the necessary item in the list of items. To select multiple items, press and hold the [Ctrl] key on the
keyboard.

4. Click Restore Selected Item.

5. In the Restore SharePoint Content window, check the name of the item you want to restore and the time
when the backup that contains the item was created.

6. In the Restore tosection, select where to restore the SharePoint item. You can select one of the following
options:

o The following site alias. Select this option if you want to restore the item to another site within the
same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

o Original Location. Select this option if you want to restore the item to its original location.

o Local computer. Select this option if you want to download the item to your computer. Use this
option for items whose size does not exceed 1 GB. Veeam Data Cloud will save the item to a .ZIP file.

o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose size exceeds 1 GB or if the download process takes more than 3.5 minutes.
Veeam Data Cloud will save the item to a .ZIP file.

7. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another site.

o Click Download if you selected to download data to the local computer or download data in the
background.

88 | Veeam Data Cloud for Microsoft 365 | User Guide



Restoring Microsoft Teams Data

This section provides information on how to restore Microsoft Teams data with Veeam Data Cloud for Microsoft
365.

In This Section

e Restoring Teams

e Restoring Channels
e Restoring Posts

e Restoring Files

e Restoring Tabs
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Restoring Teams

To restore a Microsoft Teams team:

1. In the main menu, click Teams.

NOTE
Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore
method.

2. Onthe Teams Backups page, selectthe team you want to restore.
3. Click Restore Selected Team.

i Teams Backups

Explore backups as at ™ B Include items deleted by user

Project Teom

S ) Restore Selected Team
B Orgonization (01/07/2024 11:58:14 AM)

»  dohn Smith

B Posts

[® Files

[ Other Tabs

4. In the Restore Team window, check the name of the team you want to restore and the time when the
backup was created.

5. In the Restore tosection, check that the Original Location option is selected. You can restore teams to the
original location only, other restore options are unavailable.

6. If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i.  Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some items were removed, and you want to restore them from the backup.

c. In the Additional options section, do the following:
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i. Select the Restore team setting check box if you want to replace the current team settings with
team settings from the backup.

ii. Select the Restore membership and their permissions check box if you want to restore
information about team members and their roles from the backup.

7. Click Restoretorestore the team according to the specified restore options.
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Restoring Channels

To restore a Microsoft Teams channel:

1. In the main menu, click Teams.

NOTE

Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore
method.

2. Onthe Teams Backups page, expand the team whose channel you want to restore and select the
necessary channel.

3. Click Restore Selected Channel.

b Teams Backups

Explore backups as at ) B Inclide items deleted by user

General

Q

) Restore Selected Channel

B Orgonization (01/07/2024 11:58:14 AM)

4. In the Restore Channel window, check the name of the team and channel you want to restore, and the
time when the backup was created.

5. In the Restore tosection, check that the Original Location option is selected. You can restore channels to
the original location only, other restore options are unavailable.

6. If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites

existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some items were removed, and you want to restore them from the backup.
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7. Click Restore torestore the channel according to the specified restore options.

Restore Channel

You are abaut to restore the following Channel:
Preject Team / General
From backup as at 01/07/2024 1:58:14 AM

Restore to:

@ Original Location

Advanced options
Restore the following items
Changed items

Missing items

Local computer (download)

Downloed in background (for large bjects)

93| Veeam Data Cloud for Microsoft 365 | User Guide



Restoring Posts

You can use Veeam Data Cloud to restore posts of Microsoft Teams channels. The restore options differ
depending on whether you want to restore all posts of a channel or specific posts.

e All posts of a channel can be either restored to the original channel or downloaded to a local computer.

e Specific posts can be downloaded to a local computer only.

Restoring All Posts

To restore all posts of a Microsoft Teams channel:

1. In the main menu, click Teams.

NOTE

Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais availableto users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore

method.
e To beableto restore team posts, make sure that Microsoft Teams chat backup is enabled. For

details, see Enabling Microsoft Teams Chat Backup.

If team chat backup is not enabled for the organization, the backup does not contain team
posts, and no posts are available for restore when you select the Posts node on the Teams

Backups page.

2. On the Teams Backups page, expand the team whose channel posts you want to restore.
3. Expand the channel whose posts you want to restore and select Posts.

4. Click Restore Selected Posts.

@i Teams Backups

Explore backups as at (] W Include items deleted by user

Posts
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9 Restore Selected Posts
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[ Files John Smith 26/06/2024 3:08:24 AM 26/06/2024 5:08:24 AM

john Smith Javascript Tutorial 26/06/2024 3:07:54 AM 26/06/2024 3:07:54 AM

5. In the Restore Posts window, check the name of the team and channel whose posts you want to restore,
and the time when the backup was created.

94 | Veeam Data Cloudfor Microsoft 365 | User Guide



6. Inthe Restore tosection, select where to restore posts. You can select one of the following options:

o Original Location. Select this option if you want to restore posts to the original channel. Veeam Data
Cloud will create a new tab in the original channel and restore posts to this tab.

o Local computer. Select this option if you want to download posts to your computer. Use this option
for posts whose total size does not exceed 1GB. Veeam Data Cloud will save the posts to a .ZIP file.

o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. Veeam Data Cloud will save the posts to a .ZIP file.

7. Click Restoretorestore the posts.

TIP

If you selected the Local computer or Download in background option, click Download tostart the
download process.

Restoring Specific Posts
To restore specific posts of a Microsoft Teams channel:
1. In the main menu, click Teams.

NOTE

If you do not have any backups in your organization, you may not have access to the Teams Backups
page.

2. On the Teams Backups page, expand the team whose channel posts you want to restore.

3. Expand the channel whose posts you want to restore and select Posts.
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4. Select the necessary post in the list of items and click Restore Selected Posts Item. Toselect multiple

posts, press and hold the [Ctrl] key on the keyboard.

@ Teams Backups

Explore backups @s at | 02/07/2024 123921 PM [ M Include items deleted by user 4
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3 Other Tabs
Jshn Smith Jervaserlp Tutorlal 26/06/2024 30754 AM 26/06/2024 0754 AM

Rows per puge: D rows 1-3

In the Restore Post Item window, check the name of the team, channel and post you want to restore, and
the time when the backup was created.

In the Restore tosection, select where to restore posts. You can select one of the following options:

o Local computer. Select this option if you want to download posts to your computer. Use this option
for posts whose total size does not exceed 1GB. Veeam Data Cloud will save the posts to a .ZIP file.

o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. Veeam Data Cloud will save the posts to a .ZIP file.

Click Download tostart the download process.

Restora Post Item
You are aboutte reare the fallowing Post em:
Projocs Toam / Resources./ Posta / Jahn Smith

From backup us ot 02/07/2024 12301 Phd

Pusters ta:
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Restoring Files

You can use Veeam Data Cloud to restore files of Microsoft Teams channels. You can restore either all files of a
channel or specific files.

Restoring All Files

To restore all files of a Microsoft Teams channel:

1. In the main menu, click Teams.

NOTE
Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais availableto users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore

method.
2. Onthe Teams Backups page, expand the team whose channel files you want to restore.

3. Expand the channel whose files you want to restore and select Files.
4. Click Restore Selected Files.

i@ Teams Backups

Explore backups as at ) M Include items deleted by user

Files

Q + Restore Selscted Files
Bl Organization (01/07/2024 1:58:44 AM) y)

> John Smith

v Project Team
Modified Modified By

Name size Version

Report.xt 23 Bytes 1 24/11/2022 7:34:06 AM John Smith

Rows per page:  10rows 1-1

5. In the Restore Files window, check the name of the team and channel whose files you want to restore, and
the time when the backup was created.

6. In the Restore tosection, select where to restore files. You can select one of the following options:
o Original Location. Select this option if you want to restore files to the original channel.

o Local computer. Select this option if you want to download files to your computer. Use this option for
files whose total size does not exceed 1 GB.
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o Download in background. Select this option if you want to download the files to your computer. Use
this option for files whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes.

7. [For restore to the original location] If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items.

8. Click Restoretorestore the files according to the specified restore options.

TIP

If you selected the Local computer or Download in background option, click Download tostart the
download process.

Restoring Specific Files

To restore specific files of a Microsoft Teams channel:
1. In the main menu, click Teams.
NOTE
If you do not have any backups in your organization, you may not have access to the Teams Backups
page.
2. On the Teams Backups page, expand the team whose channel files you want to restore.

3. Expand the channel whose files you want to restore and select Files.
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4. Select the necessary file in the list of items and click Restore Selected Files Item. Toselect multiple files,
press and hold the [Ctrl] key on the keyboard.

@i Teams Backups

Explore backups as at [} M Include items deleted by user

Flles

o % Restore Selected Flles tem
Bl Organization (O1/07/2024 1:58:14 AM) 3

> John Smith

v Project Team
Name Size Version Medified Modified By

o O] b Reportixt 23Bytes 1 24/11/2022 73408 AM John Smith

5. Inthe Restore File Item window, check the name of the team, channel and file you want to restore, and
the time when the backup was created.

6. In the Restore tosection, select where to restore files. You can select one of the following options:
o Original Location. Select this option if you want to restore files to the original channel.

o Local computer. Select this option if you want to download files to your computer. Use this option for
files whose total size does not exceed 1 GB.

o Download in background. Select this option if you want to download the files to your computer. Use
this option for files whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes.

7. [For restore to the original location] If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items.

8. Click Restoretorestore the files according to the specified restore options.
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TIP

If you selected the Local computer or Download in background option, click Download tostart the
download process.

@ Origina Location
Advorced options.
Restors tne folowing Rams
B Changes items

8 Mising freems

O Local compute (downioad)

(O Downios in Eaekground for arge cbjects]
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Restoring Tabs

To restore a Microsoft Teams channel tab:

1. In the main menu, click Teams.

NOTE

Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore
method.

2. Onthe Teams Backups page, expand the team whose channel tab you want to restore.
3. Expand the channel whose tab you want to restore and select Other Tabs.

4. Select the necessary tab in the list of items. To select multiple tabs, press and hold the [Ctrl] key on the
keyboard.

5. Click Restore Selected Tab Item.

@# Teams Backups

Explore backups as at [} BB Include items deleted by user

Other Tabs

:
B Organization (01/07/2024 1:58:44 AM)

> John Smith
v Project Team

Name Type Content URL
] Planning Notes. OneNate:

[ Project plans Tasks by Planner and To Do

Rows perpage:  10rows = 1-2

6. Inthe Restore Tab Item window, check the name of the team, channel and tab you want to restore, and
the time when the backup was created.

7. In the Restore tosection, check that the Original Location option is selected. You can restore channel tabs
to their original location only, other restore options are unavailable.

8. If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.
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ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some of the items were removed and you want to restore them from the
backup.

9. Click Restoretorestore the channel tab according to the specified restore options.

Restors Tab Item

You 619 0bovt 10 r2Here 1he fallowing Tab kem:

Project Team / Planning / Other Tabs / Pianning Notes
From backup as ot OVON/2024 11584 AN
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Performing Self-Service Restore

This section provides information on how to restore data with Veeam Data Cloud for Microsoft 365 for self -
service users.

In This Section

e Restoring Outlook Emails

e Restoring OneDrive Files
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Restoring Outlook Emails

Veeam Data Cloud for Microsoft 365 allows self-service users to restore Microsoft Outlook emails. This
operation may be helpful, for example, if an email was accidentally deleted.

NOTE

Self-service users can only restore individual emails. To restore multiple emails at once, a mailbox folder or
an entire mailbox, contact your IT team who will be able to assist.

To restore Outlook emails:

1.
2.

10.

1.

12.
13.

14.

15.

In Microsoft Outlook, check your Inbox folder to see if you can locate the email.

If you cannot find an email in your Inbox folder, check your Deleted Items folder to see if you can locate
the email.

If the email is not in your Deleted Items folder, try to recover deleted items. To do this, click Recover
items deleted from this folder.

Check your Recoverable Items folder to see if you can locate the email.

If you cannot locate the email in any of the previous locations, you can use Veeam Data Cloud to restore
the email (providing a backup has been completed).

Log in to Veeam Data Cloud.

In Veeam Data Cloud, click Outlookinthe main menu to view your Outlook data from the latest backup.

If you want to look at backup data from a previous point in time, use the date picker at the top of the
screen.

If you want to see items that may have been deleted, use the Include items deleted by user toggle switch.
Select a folder that contains the email you want to restore.
Locate the email you are looking for and select it. Selected emails are highlighted in blue.

You can click the email subject to preview content of the email. This enables you to be certain it is the
email you want to restore. Click OK to close the preview.

With the required email selected, click Restore Selected Item.

The Restore Mailbox Item window will appear, providing you with the details of the email you are going to
restore. If needed, you canalso use the Advanced options toggle to display more options.

Click Restoretostart the restore process.

The email will be restored to the same location in the original Outlook mailbox as it was found in the
backup.

Veeam Data Cloud will display a notification that the restore process has started.

You will also be able to view the notification of the restore process by clicking Notificationsinthe main
menu.

Once the restore process is completed, you will be able to navigate back to your mailbox and check that
the Outlook email has been restored.
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Restoring OneDrive Files

Veeam Data Cloud for Microsoft 365 allows self-service users to restore Microsoft OneDrive files. This operation
may be helpful, for example, if a file was accidentally deleted in OneDrive.

NOTE

Self-service users can only restore individual files. To restore multiple files at once, an entire directory or
your entire OneDrive, contact your IT team who will be able to assist.

To restore OneDrive files:

1.
2.

10.

1.

12.

13.

In Microsoft OneDrive, check your My files and Shared folders to see if you can locate the file.

If you cannot find the file in My files or Shared folders, check your Recycle bin tosee if you can locate the
file.

If you cannot find the file in your Recycle Bin, check Second-stage recycle bin tosee if you can locate the
file.

Click Second-stage recycle bin.

If you cannot locate the file in any of the previous locations, you can use Veeam Data Cloud to restore the
file (providing a backup has been completed).

Log in to Veeam Data Cloud.

In Veeam Data Cloud, click OneDrive inthe main menu to view your OneDrive data from the latest backup.

If you want to look at backup data from a previous point in time, use the date picker at the top of the
screen.

If you want to see items that may have been deleted, use the Include items deleted by user toggle switch.
Select a folder that contains the file you want to restore.

Locate the file you are looking for and select it. Selected files are highlighted in blue.

With the required file selected, click Restore Selected Document.

The Restore OneDrive Document window will appear, providing you with the details of the file you are
going to restore. If needed, you can also use the Advanced options toggle to display more options.

Click Restoretostart the restore process.
The file will be restored to the same location in the original OneDrive as it was found in the backup.
Veeam Data Cloud will display a notification that the restore process has started.

You will also be able to view the notification of the restore process by clicking Notificationsinthe main
menu.

Once the restore process is completed, you will be able to navigate back to your OneDrive and see the file
has been restored.
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Configuration

This section provides information on how to configure Veeam Data Cloud for Microsoft 365.

In This Section

e Activating Subscription in Microsoft Azure Marketplace
e Adding Admin Accounts

e Generating TLS Certificate

e Configuring Network Access Restrictions

e Adding Syslog Server

e Reauthorizing Veeam Data Cloud for Microsoft 365

e Viewing Licensed Users

e Viewing License Model Details

e Switching License Model
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Activating Subscription in Microsoft Azure
Marketplace

If you purchased a subscription to Veeam Data Cloud for Microsoft 365 through the Microsoft Azure
Marketplace and did not complete the onboarding steps, you must activate your subscription to perform
backups. To do this, perform the following steps:

1. Log in to the Microsoft Azure portal using an account with global administrator privileges.

2. Inthe search barat the top center of the screen, search for saas and select the Saa$S option from the
search results.

£ saad X
All Services (3) Marketplace (31) ~ More (4)
Services Ses mare
€ saas

© 5azs (classic)

8y Azure Crbital

Keywords: gsaas

@ nGiNxaas

L
Marketplace See more
Documentation See more

Microsoft Entra ID

Searching all subscriptions. f;“ Give feedback

3. The portal displaysa list of SaaS application subscriptions within your Azure account.

4. On the Overview page, selectthe subscription you created when you processed the original offer.
Home >

SaaS #

Cirrus (cirrustest03.onmicrosoft.com)

Create Edit columns O Refrash 9? Feedback %) Assign tags

[t=]

o Saa$ resources were changed to have an experience similar to other ARM resources like VMs and Azure apps. They now belong to resource groups, can be searcl
to the new experience, via explicit user action.

Subscriptions: Azure subscription 1

| Filter by name... | | All resource groups e | | All locations Y | | All tags N | | No groug
16 items
|:| Name T Status Publisher Offer name

D @ vDCsaas @ subscribed Veeam Software VDC for Microsoft 365
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When the application loads, review and confirm your subscription and click the Open SaaS Account on
publisher's site link.

O VDC Saa$S Subscription & x -

x
[2 search | < O Refressh 2 Changeplan & Edit recurring biling  “3> View billing ) Cancel subscription & Change Azure subscription & Change resource group
@ Overview .
Product and plan details
B Activity log
R Access control (IAM) @ Vour subscription was configured successfully. Select Open SaaS Account on publisher’s site to navigate to the publisher's exteral website
® T
for Microseft 365 - VDC Annugl Plan - 1-year subscription
> Automation ~s S, y "
> Help Open Sa: nt on publisher's site (7'

VDC Annual Plan - Tyr subscription & Private plan  Billing term Recurring billing Billing term & price Billing info

@ subscribed 1-month subscription

A$0.00/month Created on: 08/04/2024
Annual Plan Starts 08/06/2024 Includes: Purchased by: admin
Change plan Ends 07/07/2024 user backup: 1
View billing
Plus:
user backup: ASO per 1 backed up user
A i Resource gre
Change resource grol

Useful links
Publisher links Marketplace links

Terms of use 7

6. The Veeam Data Cloud fulfillment page will open. Click Click Here to Activate tocomplete the activation
of your subscription.

\veeam

Subscription Details

Purchaser Email admin@mydomain.com

Subscription Id 42c1d159-890b-4d3f-cc43-a0da5d5754e8
Subscription Name VDC for Microsoft 365

Plan Name Annual Plan

Status Pending Fulfillment Start

Veeam Data Cloud Url https://vdc-m365-amer.veeamdatacloud.com

Click Here to Activate

After you perform these steps, the Veeam Data Cloud environment opens and you can configure your backups.
To learn more, see Self-Service Onboarding.

108 | Veeam Data Cloud for Microsoft 365 | User Guide



Adding Admin Accounts

If you want to create more user accounts in addition to the default admin account to Veeam Data Cloud, do the
following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
In the Settings menu, click Admin Users.

3
4. Click Add User.

vl

Fill in the Email, First name, and Last name fields for the user you are adding.
6. Click the Administrator toggle to add the user with the administrator role.

7. Click Save.
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Generating TLS Certificate

Veeam Data Cloud for Microsoft 365 uses a security certificate, also referred to as a TLS certificate, to encrypt
data transmitted between your Microsoft 365 environment and the Veeam Data Cloud application. To maintain
the continuous and secure encryption of your data during the transmission between your Microsoft 365
environment and Veeam Data Cloud, you may be required to reauthenticate your connection, similar to the

initial setup process. If your TLS certificate has expired, your backup jobs will start failing with the following
error message:

Error
AADSTS700027: Client assertion contains an invalid signature. [Reason - The key
used is expired., Thumbprint of key used by client: 'ID', ... ]

Veeam Data Cloud for Microsoft 365 allows you to either use an existing security certificate or generate a new
certificate automatically.

To generate a new certificate with Veeam Data Cloud, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. In the Settings menu, click System.
4. Click Generate a new certificate.
5. Copy the code that Veeam Data Cloud for Microsoft 365 provides on the next screen.
6. Follow the https://microsoft.com/devicelogin, paste the code and follow the suggested steps.

7. Once the Microsoft steps have been completed, click Generate inVeeam Data Cloud for Microsoft 365.
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Configuring Network Access Restrictions

To increase security and control over your data, you can restrict access to Veeam Data Cloud for Microsoft 365
within a specific IP range. By implementing this approach, you can ensure that only authorized users or devices
with IP addresses falling within the defined range can access Veeam Data Cloud. This can be particularly
valuable in scenarios where you want to limit access to specific locations, such as your corporate offices.

Configuring network access restrictions for Veeam Data Cloud for Microsoft 365 within a specified IP range not
only safeguards your datain the event that an account in your tenancy is compromised, but also ensures its
overall security.

To enable network restrictions, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. In the Settings menu, click System.
4. Click the toggle to enable the feature to restrict specific IP ranges.
5. Click Add IP Range and enter the required IP ranges.
NOTE
To activate this feature and provide direct access to Veeam Data Cloud for all users or offices, you will need

to add multiple IP ranges.

If your IP range changes unexpectedly, preventing access to your Veeam Data Cloud for Microsoft 365 instance,
you have the option to reach out to our support team for assistance in updating or temporarily removing the
associated IP ranges. However, note that in such cases, we may require you to provide verification for security
purposes.
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Adding Syslog Server

Veeam Data Cloud for Microsoft 365 allows you to define a syslog server where you can receive Veeam Data
Cloud user activity logs.

To add your syslog server, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. Inthe Settings menu, click System.
4. Onthe Systempage, openthe Access tab.

5. In the Logging section, click Add Syslog Server.

NOTE

To accept communications from Veeam Data Cloud, you must enable access to your syslog server
from the 0.0.0.0 IP address. If you want to restrict access to your syslog server, contact Veeam

Customer Support to receive the list of public IP addresses related to your tenant.

Settings

\veeam System
Veeam Data Cloud Roles
for Microsoft 365 Microsoft 365 Backup Repositories Access Notification
Admin Users
<> Backup Policies Billing )
Self service

search System

L ) . Enable all users from the company domain to restore their own OneDrive and Outlook
Organisation Details

BACKUPS

Reports

@8 Outlook

Networking Logging
@ OneDrive
Restrict Veeam Data Cloud access to specific IP ranges Please ensure you enable access to your syslog server from P
: : address 0.0.0.0
&) SharePoint From IP ToIP
&S Teams No data Server Address Port

No data

Notifications

{5} Settings

)} Support
My Profile

& Version:

6. In Add Syslog Server, specify your syslog server address, port, protocol type, and whether you want to
receive logs:

a. In the Server Address field, type the IP address of the syslog server.
b. In the Port field, type the port for the syslog server requests.

c. From the Protocol Type drop-downlist, select the protocol [over which Veeam Data Cloud will send
logs] UDPor TCP.

d. To receive the logs, toggle the Send activity logs switch (enabled by default).
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e. Click Add toadd your syslog server.

Add Syslog Server

Server Address *
126.0.0.2

af Send activity logs

Log Data Details

The log records you receive in your syslog server contain information about all Veeam Data Cloud for Microsoft
365 user activities.

The log record format is specified by the RFC3164 protocol and the datais presented in the following way:
e |P address

e DateTime

e Format
e Severity
o Type
e Message
o Action ID

o User:email

o Session Type
o Related Object
o DateTime

o Object Details

The following example shows a log record for the creation of a restore session:

20.213.0.149 Jun 18 09:02:25 syslog info Action RestoreOutlo
okItemsToLocal, User: Mary.Jones@COMPANY.ONMICROSOFT.COM, Session Type: vex, Ob
ject: Jack Smith / Inbox, Date: 6/18/2024 9:02:25 AM +00:00, Items:{"SessionDat
e":"2023-11-23T02:43:25.4292","Option":{"Items": [{"Id" :"LgAAAEYAAAAWAAAAAAAAAJIW
IMDRVs-10m8ReIEAHypABAGyua AmugtHrGBbcMwomlsAAAAAAQWAAAAAAACVPTAOVbPLTpVvEXiBABS
JOBwBsrmvwJroLR6xgW3DMKJIpbAAAAAAEMAABs rmvwJroLR6xgW3DMKJIpbAAIYDZUFAABsrmvwJroLR
6xgW3DMKJIpbAAIXZHPB"} 1}, "SessionType":"vet"}
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Adding Second App Registration

Adding a second Microsoft Entra app registration as a backup application can speed up your SharePoint backups.

NOTE

To learn about the permissions required for a second app registration, see Backup Application Permissions.

To add a second app registration, do the following:

—_

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. Inthe Settings menu, click System.

4. Onthe Systempage, inthe Microsoft 365 tab, goto the Add a Second App Registration section and click

Settings System
Roles
Microsoft 365 Backup Repositories Access Notification
Admin Users o
Billin,
bl Teams Backups
System
£ Clicl @ to s ams s
Organisation Details Set up Teams Chats Click here to set up Teams Chat:
BACKUPS
Reports
i Outicok Microsoft Backup Storage
@& OneDrive Express backups enabled Yes
sharePolint Express backup status Active
@i Teams Deactivate
Add a Second App Registration
Authorise Adding a second app registration may speed up your first SharePoint Backup
I
S
Reauthorise Veeam Data Cloud
Click here to reauthorise Veeam Data Cloud into your M365 account, you will need access to an M365 account with global
N Reauthorise
} Support admin permissicns on your erganisation
My Profile
Please note once a new certificate has been added you will need to wait for approximately 20 minutes before you will be able to run a backup, explore
Version your backups or restore

5. Inthe Authorise page, copy the generated code to connect to your Microsoft tenancy.
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NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

! Settings < Authorise

Veeam Data Cloud Roles
fou 65
Admin Users © You need to use a M365 Global Admin account for this step
™ Backup Policies Billing Plsase do ths following:
1. Copy the code below.
search SHET
JEARBLASE C [g Copycode
Organisation Details
BACKUPS . i
2. Open https://microsoft.com/devicelogin and paste the code.
Reports
g QOutlook 3. Once successful close the browser tab (which will return you to this screen). Then click “Autherise” below to continue.
& OneDrive
|
H) SharePoint

3 Teams

Notifications

G Settings

} Support
My Profile

& version:

6. Click the https://microsoft.com/devicelogin link, paste the code you copied, and click Next.

7. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

8. Click Continue and close the window.

9. In Veeam Data Cloud, click Authorise.
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Reauthorizing Veeam Data Cloud for
Microsoft 365

You may need to reauthorize Veeam Data Cloud access to your Microsoft 365 tenant. This may be required in the

following cases:
If you have accidentally removed authorization for Veeam Data Cloud to access your Microsoft 365 data.

e If you see the following error message in your backup logs: The identity of the calling application could

not be established.
To reauthorize Veeam Data Cloud, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.

2. In the main menu, click Settings.
3. In the Settings menu, click System.

4. Click Reauthorise.
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Viewing Licensed Users

You can check which accounts are currently using the Veeam Data Cloud license. To do this, follow these steps:
1. Once logged in to your account in the Veeam Data Cloud environment, click Settingsinthe main menu.
2. In the Settings menu, click Billing.
3. Click the Licensed Users tab.
In the table with your current Veeam Data Cloud licensed users, the following information is displayed:
e Name —the email account that is licensed.
e Licensed State — the user's current state if they are licensed or not.
e LastBackup Date — the last date that anything associated with the account was backed up.

e |s Backed Up — defines whether the current data for the account is being backed up.
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Viewing License Model Details

You can view information about the license model you use, licenses and licensed users.

To view license details, take the following steps:

1.
2.

118 | VeeamData Cloud for Microsoft 365 | User Guide

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.

In the main menu, click Settings.

In the Settings menu, click Billing.

On the Billing page, open the Licenses tab.

Settings

Roles

fcmin Ussrs

Biling

Systom
Organisation Detalls

Reports

Billing

Licenses  Licansad e

(@ Plecse note this page displays the time in

Licence Model

(UTC+10:00) Canberra, Melbourne, §

Current licence model: Variable number of licences

© New users are automaticolly backed up

Licences
From Date. To Date
00/0572024 08/05/2025

08/03/2024

Licensed Users

There s no statistic data for licenced users

License Type
Pold

ydney
Switch to limited bockup
Licences Currency Price Per User Cancel Date
57 UsD a
N/A USD

30 days ~



Switching License Model

You can switch the license model during the onboarding period or anytime later.
NOTE

If this option is enabled for your account, you can see it in the Veeam Data Cloud for Microsoft 365
environment. If you cannot see this option and want to switch the license model, contact Veeam Customer
Support.

To switch the license model, take the following steps:

—_

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.

3. In the Settings menu, click Billing.

4. On the Billing page, open the Licenses tab.

5. Select your preferred license model:

o Switch to limited backup for Fixed License Model

Settings
9 Billing
Roles
Licensss jcensed Usere nwoices
Admin Users.
Biling . . R
(@ Please note this page displays the time in (UTC+100) Canberra, Melboume, Sydney
System
Grganisation Detalls Licence Model

Switch 1o imited backup

Reports Current licence model:  Variable number of licances
© New users are automatically backed up
Licences

From Date To Date Licarss Typs Ucences Currsncy Price Per User  Cancel Date
08/08/2024 07/06/2024 Poid 52 AUD 5
41002005 0/03/2024 Paid 4 AUD %
23102023 271072023 Poid 38 AUD 2
26/10/2023 26/10/2023 Poid 38 AD 1
02/07/2003 26(10/2023 Free Tral 33 AUD o
0v/07/2023 Q%2023 Pold 3 AD 9
0/02/2023 30/06/2023 Pald 30 AU 0
16/01/3025 00212023 Paid 26 AUD 20

Netifieations o1/ov2023 V2025 Poid 28 AUD 0

@& Bettinge

Licensed Users

After you switch from Variable License Model to Fixed License Model, you must select user accounts
for backup. To learn more, see Editing Selected Items Backup Job. Veeam Data Cloud for Microsoft
365 will automatically create new backup jobs for these accounts. For more backup options, contact
Veeam Customer Support.
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o Switch to full organisation backup for Variable License Model

Settings
9 Billing
Roles
Ucenses  Licensed Users  Invoicer
Admin Users
Bilking . - . .
(@ Please nots this page displays the ime in (UTC#1100) Canberra, Melbourne, Sydney
System
Orgonisation Detalls Licence Model Manage Backup Users | Switch to full argonisation bockup
Reports Current licence model:  Fixed number of licences
© Only some users, eitas and Teame are protected ond new users ore nat automaticolly protected
Number of llcences
© Nate changing the number of licences will affect the amount you are billec
Licences
From Dats To Dats. Licanss Typs. Licances Currancy Price Per Uesr  Cancal Dats.
08/03/2024 07/06/2024 Poid 52 AUD &
31/10/2003 06/03/2024 Poid 48 AUD %
23102023 Pold 33 AU 2
26M0/2005 Pold 33 AUD 1
2541002023 Free Triol 33 AUD 0
o/Q7/2023 Pold 33 AUD k]
Notifications
0r02/2023 30/06/2073 Poid 30 AUD 10
& Getti
L) L 16/01/2023 Poid 26 AUD 20
0/n/2023 16/01/2023 Paid 268 AUD 10

Manoge Subscription

After you switch from Fixed License Model to Variable License Model, contact Veeam Customer
Support to enable additional options for management of your backup jobs.

6. In the Switch license model window, click Change Licence tofinish the license model switch.
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Viewing Dashboard

The Veeam Data Cloud for Microsoft 365 dashboard contains built-in widgets that provide information on the
state of your backups, users and licenses, as well as shortcuts to explore your backed-up data and an overview
of user activity.

Accessing Dashboard

To access the Veeam Data Cloud for Microsoft 365 dashboard for the first time:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. Complete the onboarding steps outlined in Self-Service Onboarding.
After that, the dashboard is the landing page every time you log in.

TIP

To return to the dashboard from a different page, click the Veeam Data Cloud for Microsoft 365 logo in the
upper-left corner.

Required Permissions

To view the full dashboard display, users must have permissions assigned to their role. The required permissions
are the following:

o View Backup Jobs. Required to view the Backup Status, Backup Users, and Backup Retention widgets.

View M365 License Information. Required to view the M365 License Activity, VDC Licenses, and M365
Storage Use (GB) widgets.

o View/Restore Outlook. Required to view the Outlook backups shortcut.

o View/Restore OneDrive. Required to view the OneDrive backups shortcut.

o View/Restore SharePoint. Required to view the SharePoint backups shortcut.
e View/Restore Teams. Required to view the Teams backups shortcut.

o View Veeam Data Cloud User Activity. Required to view the Recent User Activity overview.

To grant the required permissions to the role assigned to a user, do the following:
1. Log in to Veeam Data Cloud with an administrator account.
2. In the main menu, click Settings.
3. Inthe Roles page, find the role you want to edit and toggle on the required permissions.

4. Click Save changes.
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Dashboard Widgets

There are 6 widgets available on the dashboard:

The Backup Status widget provides information about the date, time and status of your last backup. You
can also see the total count of restore points from the last 6 months with data and the total storage used
by all your backups each month.

The Backup Users widget provides information about the total number of Microsoft 365 user accounts and
whether they are protected or unprotected. Protected user accounts are accounts whose data was backed
up at least once.

If your organization has Microsoft Backup Storage (MBS) enabled, the widget will also contain information
about Flex, Express and Premium accounts as part of the protected users.

The Backup Retention widget provides information about your configured backup retention period and the
dates of the current and oldest restore points.

The M365 License Activity widget provides information about active and inactive users from your
Microsoft 365 tenancy in the last 7, 30or 90 days. Active and inactive users both consume Microsoft 365
licenses, however, inactive users are users who have not used any Microsoft 365 apps during the specified
period. You can also click View Inactive Accounts tosee and export a list of inactive users.

The VDC Licenses widget provides information about the number of user accounts that are protected or
unprotected and the number of user accounts that either require or do not require a Veeam Data Cloud
license.

o Protected. The total number of Microsoft 365 user accounts whose data was backed up at least
once.

o Licensed. The total number of Veeam Data Cloud licenses consumed.

If your organization has Microsoft Backup Storage (MBS) enabled, the widget will also contain
information about Flex, Express and Premium licensed users.

o No license required. The total number of protected user accounts that do not consume Veeam Data
Cloud licenses.

o Unprotected. The total number of user accounts whose data was not backed up.

You can click Manage Licenses tomanage your licenses. For more details, see Viewing License Model
Details.
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e The M365 Storage Use (GB) widget provides information about the top 5 highest storage users and the
total size of used Microsoft 365 storage which includes the total storage of mailboxes, OneDrive for
Business and SharePoint.

Backup Status Backup Users Backup Retention
Last Backup 21/08/2024 3:23:24 PM Protected Accounts 47 Target 7 Years

Status Succeeded with Warnings 47 Current 4 Months 11 Days
Restore Points (N) 403 o Oldest fetention o 04/2024

Point
Storage Use (GB)

Proportion of protected accounts Progress towards target retention
v
100% 5.16%
M2024 0S4 DBRN24 W24 DARO24

M365 Licence Activity  soas: ~ VDC Licences M365 Storage Use (GB)

10 scve 2 incere 47 Frotected 504.44GB

Highest Storage Users

"1 Notifications 10 37
Sattings Licenced No licence required
b Support p ~
0 Unprotected [ manage Licences ]

Backups Shortcuts

Veeam Data Cloud for Microsoft 365 allows you to explore your backups directly from the dashboard. To do this,
click on a shortcut, and you will be able to view and restore your Outlook, OneDrive, SharePoint, and Teams
backed-up data. For more information, see Performing Restore.

m Choose from the options below if you wish to explors your backup:

Veeam Data Cloud &8 Outlook @ OneDrive

& SharePoint i Teams

i Outicok
@ OneDrive

) shareFoint y
Recent User Activity C

W Teams

User Action Object Time
John.smith@ COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive 22/08/2024 2:24:52 AM
John.smith@ COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive 22/08/2024 2:24:16 AM
John.smith@ COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive 22/08/2024 2:25:42 AM
Netifications John.smith@COMPANY.ONMICROSOFT.COM  Create Restore Session Outlook 22/08/2024 2:25:01 AM
Settings john.smith@ COMPANY.ONMICROSOFT.COM Create Restore Ses: Outlook 22/08/2024 2:22:24 AM
) Support John.smith@COMPANY.ONMICROSOFT.COM  Create Restore Session Outlook 22/08/2024 221:54 AM
My Profile ashley jones@COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive 22/08/2024 2:17:02 AM
& version: ashleyjones@COMPANY.ONMICROSOFT.COM  Create Restore Session OnesDrive 22/08/2024 2:16:29 AM
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Recent User Activity

In the Recent User Activity overview, you can view information about the last 10 Veeam Data Cloud for
Microsoft 365 users, the actions they took and the date and time of those actions.

Veeam Data
for Mi

‘1> Backup Policies

65 Teams

Search Recent User Activity C View Deta
BACKUPS User Action Object Time
g Outlook Jjohn.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session Sharepoint 27/08/2024 9:54:06 AM
& OneDrive Jjohn.smith@ COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive 27/08/2024 7:4417 AM
@) SharePoint Jjohn.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session Outlook 27/08/2024 7:31:30 AM
. T Jjohn.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session Sharepoint 27/08/2024 6:08:556 AM
eams
Jjohn.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session Qutlook 27/08/2024 5:59:25 AM
"\ Notifications Jjohn.smith@ COMPANY.ONMICROSCOFT.COM Create Restore Session Qutlook 26/08/2024 1:435:06 PM
Sett ashley jones@COMPANY.ONMICROSFT.COM Create Restore Session Qutlook 26/08/2024 1:42:04 PM
G: Settings
ashley jones@COMPANY.ONMICROSFT.COM Create Restore Session OneDrive 26/08/2024 12:45:25 PM
} Support
ashley jones@COMPANY.ONMICROSFT.COM Create Restore Session OneDrive 26/08/2024 12:45:22 PM
T My Profile
ashley jones@COMPANY.ONMICROSFT.COM  Create Restore Session OneDrive 26/08/2024 12:45:05 PM

= \Version:

In this section you can:
e Click the Refresh button to refresh the view with the latest information.

e Click View Detailfora full overview of Veeam Data Cloud for Microsoft 365 user activity. In Veeam Data
Cloud User Activity, you can:

o Filter the table by typing the name of a User or Object (Outlook, OneDrive, SharePoint, and so on).
You can also filter by selecting the Date from the calendar, and selecting an Action from the drop -
down list.

o Click on a table row to view further details about a user's activity.
o Click the Refresh button to refresh the view with the latest information.

o Click Export User Activity Logs todownload a .CSV file with user activity information. In the Export
user activities pop-up window, select the month to export and click OK. The file is downloaded to
your Downloads folder.

Veeam Data Cloud User Activity © xport User Activity Log

Al gctions ~

User Action Object Tima

0872024 21437 AM

2024 214:08 Al
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Searching for Objects in Backup

You can use Veeam Data Cloud for Microsoft 365 to search for items in a backup. The search mechanism allows
you to find items matching specified search criteria.

To search for required items, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account or an account with viewing
and restoring permissions and permissions to access backup for entire Sharepoint tenancy.

2. In the main menu, click Search.

3. From the Search within drop-down list, select the application whose items you want to find: Outlook,
OneDrive, SharePoint, or Teams.

Search Your Backup

o [ ] w :

Outlook
Primary Search ¢ Flak * Candition * Value *
OnsDrive
(swiect at leaut of Bec Addras: - izexacty
SharsPaint
Secondary Seare oo Flokd * Condttion * Value *
loponal) | errorw | Asselant Name ~  izexactly

Find Itams that match thees criteria:
search Criterla Flakd Condiltion Ve Actions

N dots

Polrt In time: Crlteria Pags Status Messags

- Field: BystamSubject; Candition;

contoing; Value: importont

12/06/2024 10:03:31 AM 1 View result &

Rows perpoge:  50rows v

If the option to search within a specific application is enabled for your account, you can see itin the Veeam
Data Cloud for Microsoft 365 environment. If you cannot see the application whose items you want to
find, contact Veeam Customer Support.
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4. Inthe as atfield, select a restore point where you want to search for application items. The restore point
defines the date and time when the backup was created.

Search Your Backup

Search within:  Outlook

() Search

Secondary Search Critey /U718 2024~

(optional)

Find Itams that match th

12/06/2024 10:03:31 AM

asat

- Field: BystamSubject; Candition;

Ssarch Criterla roEs 57
El 1 L 2 ° "
6 7 B w @ A
5 M B BT B
30

Polnt In time cmena

]

Primary Search Critetla T h u, -JU n 15 V Restore points
(ssiect at least ons):

»
02:04 AM

0442 AM
& 0521 AM
5

0605 AM
2
]

contoing; Value: importont

Value *

Value *

Condltion

N dots

5. In the Primary Search Criteria section, specify search criteria:

status.

View result @&

Actions

Meszags

Rows perpoge:  50rows v

a. From the Category, Field and Condition drop-downllists, select values to form your search criteria.

b. In the Valuefield, specify your search criteria or select a value from a drop-down list.

Search Your Backup
Search within:  Outiook

) seorch (select at lecst one}:

Al Fisie
e Secandary Seatch Crlterla Catagory *
{optiona) Al Fielde
- Find s thot motch thees crlterla:
L) Sarch Crltetla
o Teome

Polnt In time

12/08/2024 10:03:31 AM

(1 Motfieations

Primary Search Critetia  Category *

dsat ™

Flokd *

Subject

Flokd *

Assiztant Nome

Crltarla

» Field: BystemSubject; Condition
contoing Volus: Imporznt
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containe
Condition *
Te exactly
Condition
Nodato
Page

Valua

imgortant

Vailua

Btatus

View rasult @

+ Addtwolst

Actlons

Meesnge

Rows per poge:  60rows =



c. Click Add to List. The selected criteria will be listed in the Find items that match these criteria section.

Search Your Backup

Search within:  Outlook - asat ()

Primary Search Criterla  Category * Flaid * Gondltion * Value *

{ssisct ot lecet one}: Al Fielde - Bugjsct - comaing - | repory + Addtolist
Secondary Seatch Crlterla Category * Flokd * Gondltion * Vale
{optional) Al Fialds « || Assiztont Nome ~  Teexactly
Find s thot motch thees crlterla:
Search Critetla Flaid ‘Condition Value Actlons
Primary Subject contoing important @
Polnt In time. Crltarla Page Btatus Meesags

» Field: BystemSubject; Condition

062004 60516 AM contoing; Value: Important;

1 View rasult @

Rowaper puge: 60 rows  ~

6. [For Outlook, OneDrive or Sharepoint] [Optional] In the Secondary Search Criteria section, you can specify
more search criteria:

a. From the Category, Field and Condition drop-downllists, select values to form your search criteria.
b. In the Valuefield, specify your search criteria or select a value from a drop-down list.

c. Click Add to List. The selected criteria will be listed in the Find items that match these criteria section.

Search Your Backup

Search withln:  Outlook - dsat (=]
Primary Seatch Ciltstla Catsgory = Flela * Condttion * Value®
(sslact ot lecet one): Al Felde Subject containe
Secandary Seateh Ciltsrla Category = Fleia * Cendttion * Vais*
{optional) Common Flelde » | Read ~  izexcty - I yee - ] + Addolst
Find Itams that match thees criteria:
seatch Critstla Flakd Condition Valus Actions
Primary Subject containe important ®
Point In time Cilteria Page status Massage
13/06/2004 6:0546 AM - Fleld: System.Sutject; Canditon 5 View resil: @

contoing; Value: importont

Rowaper page: 60 rows  ~

NOTE

Primary search criteria are common fields for the specified object type. Secondary search criteria are
less commonly used fields for the specified object type. You can specify multiple primary and
multiple secondary criteria for each search. Veeam Data Cloud for Microsoft 365 links them as with
the OR logical operator.
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TIP
You can adjust your search criteria at any time.

To remove a single criterion, click the red cross Remove icon.
e To clear all the search criteria, click Reset.

Search Your Backup
Search within: | Outionk asat ]
Primary Seatch Ciltstla Catsgory = Flela * Condttion * Vais®
Q) search (sslact ot lecet one): Al Felde Boc Address s exactly
Secandary Seateh Ciltsrla Category = Fleia * Cndttion = Vaie "
(optional) Al Fislde Aezistant Nama s exactly
FInd Itsms that Inateh thass cilteria:
seatch Critstla Flekd Condition value Actions
Primary Subject contoine report ®
Primary Subject contoing mportant
Secondary Read s exacty wrus
= =
Point In time Crlteria Page status Massage
12/06/2024 10033 AM - Fleld: System.Sutject; Candition 4 View rosilt @
contoing Value: importont
Rows perpoge:  0rows

7. Click Start Search tosearch for required items.

The search will display the /7 gueue status, then the Processing status, and then the View result status.

8. When the Status changesto View result, you can view found items.

Search Your Backup

Sedrch withln: | Outlook

asat: =

Primary Search Critetia  Category *

Flakd =
) search (select at lecst one}:

Condition * Valua

Al Fielde Boe Address iz exactly

Secendary Seatch Criterla Category *

Flokd * Conalion * Vaia

(optional) Al Fislde Aezistant Nama s exactly

Finet Itams that imateh thess cilteria:

Ssarch Criterla Fleid Cordition Value Actions
Nodota

Polrt In e Crlterla Page status

Messgs

20/06/2024 10:03:37 AM View rewit @

13/06/2024 6:05:16 AM

View et @

12/06/2024 10:03:31 AM View reait @
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9. In the search results view, click items you want to select for restore.

@ Holc dowin CTRL and click 1o select multiple fteme. You can only select (tems within the ssme moilbox, other item wil be greyed out

Subject: Sender Received

Important Reminder Large Compeny 13/06/2024 6:0516 AM

Rowsper pege: 100 rowe

10. Click Restore Selected Items torestore selected items.

@ Hole down CTRL and click to sslect multiple (tams. You can only select itema withn the same mailbox, other itema will be greyed out

Important Reminder Large Company

Rowperpoge: 100 rows =
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Generating Reports

You can generate reports on Veeam Data Cloud for Microsoft 365 usage. To do this, perform the following
steps:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account or an account with a
permission to view reports.

2. In the main menu, click Settings.

3. Inthe Settings menu, click Reports.

4. From the Report type drop-down list, select one of the following options:
o Mailbox Protection Report
o User Protection Report

o Monthly Backup Report

Settings Report

Roles

Admin Usere Repoit type

Billing Mallsax Protection Report

Syatam Maflbok Protection Report

Organization Detafls

Reports

0N

{& Settings
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[For monthly backup report] Select the month for which you want the report to be generated.

Settings

Report
Roies
Admin Usere Report typs SHiBCt MONTH o sxport
Billng Monthly Buckup Report - 06/2024 o)

Symam .
¢ Generate Report June 2024~
Organisation Detala
Jan ar
N

Reports

£1 Wotficationz
@ Settinge

 Support

5. Click Generate Report. Veeam Data Cloud for Microsoft 365 will generate the reportin the CSV format.

o For Mailbox Protection Report and User Protection Report, Veeam Data Cloud for Microsoft 365 will
display the T7he report is being generated and you will be notified once it is complete message. Also,
the Notifications node header will show a red dot when the report is finished.

Settings

Report
Roles
Admin Usere Report typs
Billing Mailbax Pratection Report

Organisation Detafls

Reports

(I Notfications

@ Settings
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In the Notifications section, click View more events in your activity log toview the report.

Notifications X
Vigw more events fn your activity log -

& Download report In backgrourd
Background downlozd hos heen completed,
10 minutes ogo

© Download report In backgrourd
Bockground dawnload hos bess campleted,
4 doys ago

@ Download rspoit In backgrourd

Bockground download hos been completed.
2 days age

@ Download report In backgrourd
Eockground downlocd hos besn complated,
2 doys ago

Then you can download the report from the Activity log by clicking the file name.

Activity ©
‘Opsration Status Description Restored Created Completsd Actlors
File: b4817c 5 1260 Maileox Protection
Download report In bockground @ Succesa Reportoay ' e “sromaes tasosra0zn
o P 42751 PM 42638 PM

Expirotion: 25/08/2024 42751 PM

Rows perpoge:  20rowe $afs

o Monthly Backup Report is saved to your browser download location.

Report Counters

Veeam Data Cloud for Microsoft 365 displays the following counters in reports:
e Mailbox Protection Report
o The Mailbox counter shows the mailbox name.
o The E-mail counter shows the email address of the user.

o The Organization counter shows the name of the company or organization in Veeam Data Cloud for
Microsoft 365.

o The Protection Status counter shows with the Protected or Unprotected status.
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o

The Last Backup Date counter shows the date when the latest backup file was created by the user.

e User Protection Report

o

O

o

(0]

o

The Username counter shows the name of the Veeam Data Cloud for Microsoft 365 user.
The E-mail counter shows the email address of the Veeam Data Cloud for Microsoft 365 user.

The Organization counter shows the name of the company or organization in the Veeam Data Cloud
for Microsoft 365.

The Protection Status counter shows with the Protected or Unprotected status.

The Last Backup Date counter shows the date when the latest backup file was created by the user.

e Monthly Backup Report

o

The Number of object backed up counter shows the number of objects backed up within the selected
month.

The Amount of data backed up (GB) counter shows the capacity of the backup file created within the
selected month.

The Job name counter shows the name of the backup job.
The Last status counter shows the final status of the last run of the backup job.

The Last restore point counter shows the date and time when the latest backup file was created. The
counter uses the following format: DD/MM/YYYY HH:MM:SS AM/PM, for example, 18/06/2024
08:03:40 AM.

The Number of successes, Number of failures and Number of warnings counters show how many
backup jobs were processed with the Success, Failed and Warning statuses.

133 | Veeam Data Cloud for Microsoft 365 | User Guide



Troubleshooting

This section contains knowledge base articles that may help you troubleshoot issues when using Veeam Data
Cloud for Microsoft 365.

In This Section

e Cannot See SharePoint, Teams or Other Users Data
e Outlook: Failed To Find Group Owner Account

e OneDrive: OneDrive Was Not Found

e SharePoint: Personal Site Was Not Found

e Teams: Failed To Find Team MailboxOwner Account
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Cannot See SharePoint, Teams or Other
Users Data

Issue

You are unable to explore and restore your SharePoint, Teams, or other users backups.

Summary

When logged in to Veeam Data Cloud, you are unable to see SharePoint or Teams under the restore menu.

Cause

The role assigned to your account is missing the required permissions.

Resolution

To edit the role's permissions, complete the following steps:

1.

Log in to Veeam Data Cloud with your administrator account.

2. Navigate to Settings > Roles.

3. Find the role you want to edit and toggle on the Access other users backups, View/Restore SharePoint or
View/Restore Teams permissions to your desired configuration.

4. Click Save changes.

NOTE

You may need to log out and then log in back to your account for the changes to take effect.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.
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Outlook: Failed To Find Group Owner
Account

Issue

While backing up a mailbox, the job is completed successfully, but your Veeam Data Cloud backup logs say that
the job has completed with a warning: Failed to find group owner account.

Summary

When you review your completed Veeam Data Cloud backup that includes Microsoft Exchange items, you may
see the following warning message in the backup session logs:

Warning
Processing mailbox <Name> completed with warning: Failed to find group owner ac
count

Cause

Veeam Data Cloud is unable to impersonate Microsoft 365 groups (mail-enabled and security groups) that do
not have an owner assigned. This is a known Veeam and Microsoft issue.

Resolution

Assign an owner to each of the Microsoft 365 groups that you want to back up. For information on how to do
this, see this Microsoft article.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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OneDrive: OneDrive Was Not Found

Issue

While backing up OneDrive items, the job is completed successfully, but your Veeam Data Cloud backup logs say
that the job has completed with a warning: OneDrive was not found.

Summary

When checking your Veeam Data Cloud backup session logs, you may see the following warning:

Warning
Processing OneDrive <Name> completed with warning: OneDrive was not found (ID:
<ID>, name: <Name>)

Cause

Veeam attempts to process Exchange, OneDrive, SharePoint and Teams for each user. This particular warning
lets you know that the end-user Microsoft license does not include a OneDrive account.

Resolution

If you are on the Variable license model, you can exclude certain items from backup. For information on how to
do this, see Editing Backup Jobs. This is optional: the warning will have no effect on your backups, and you can

safely ignore it.

If you are on the Fixed license model, you cannot edit backup jobs because they are configured automatically.
You may safely ignore the warning on your backups because all relevant data will continue to be captured
correctly.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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SharePoint: Personal Site Was Not Found

Issue

While backing up SharePoint sites, the job is completed successfully, but your Veeam Data Cloud backup logs
say that the job has completed with a warning: Personal site was not found.

Summary

When checking your Veeam Data Cloud backup session logs, you may see the following warning:

Warning
Processing site <Name> () finished with warning: Personal site was not found (I
D: <ID>, name: <Name>)

Cause

Veeam attempts to process Exchange, OneDrive, SharePoint and Teams for each user. This particular warning
lets you know that the end-user Microsoft license does not include a SharePoint site.

Resolution

If you are on the Variable license model, you can exclude certain items from backup. For information on how to
do this, see Editing Backup Jobs. This is optional: the warning will have no effect on your backups, you can
safely ignore it.

If you are on a Fixed license model, you cannot edit backup jobs because they are configured automatically. You
may safely ignore the warning on your backups because all relevant data will continue to be captured correctly.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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Teams: Failed To Find Team MailboxOwner
Account

Issue

While backing up a mailbox, the job is completed successfully, but your Veeam Data Cloud backup logs say that
the job has completed with anerror: Failed to find group owner account.

Summary

A team you are trying to back up does not have an owner attached, and you see the following error message in
your Veeam Data Cloud backup session logs:

Error
Failed to process team: <Team Name>. Failed to find Team mailbox owner account.

Cause

Veeam Data Cloud uses impersonation to back up items in Microsoft 365. Without an owner, Veeam Data Cloud
is unable to impersonate Microsoft 365 teams. If no owner is assigned, it is seen as an orphaned group.

Resolution

Assign an owner to each of the Microsoft 365 teams you want to back up. For information on how to do this, see
this Microsoft article.

Alternatively, if it is not necessary to back up some teams, you can exclude them from the backup. For more
information, see Editing Backup Jobs.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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Viewing Status

You can view the status of Veeam Data Cloud for Microsoft 365 services. To do this, open this Veeam webpage
in your web browser.

The status page displaysinformation on availability of the following services:
e Microsoft single sign-on authentication service for Veeam Data Cloud Ul Portal

e Microsoft Exchange, Microsoft SharePoint, Microsoft OneDrive for Business and Microsoft Teams backup
services in each of the supported Microsoft Azure regions: APJ, EMEA and AMER

For each service, the following statuses are available: Operational, Degraded Performance, Portal Outage, Major
Outage and Maintenance.

V. .
veeam Dz?:rgloud @3 Support v Agent Login

@ All Services Operational

@ Operational @ Degraded Performance @ Partial Outage @ Major Outage @ Maintenance

+ Veeam Data Cloud Ul Portal

@ Microsoft Authentication Operational

v Backups - AP)

@ Teams Operational
@ E-mail Operational
@ SharePoint Operational
@ OneDrive Operational
> Backups - EMEA Operational
p p
> Backups - AMER Operational

@ Operational @ Degraded Performance @ Partial Outage @ Major Outage @ Maintenance
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Getting Support

If you require assistance, you can access online help at Veeam Help Center or contact Veeam Customer Support.
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