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IoT devices will count for billions and security becomes as important as connectivity

The IoT combines a wealth of commercial 
opportunities with profound security challenges

Four IoT use cases will drive growth in 
cellular connectivity

IoT SAFE delivers scalable  
‘security by design’ for the IoT

IoT SAFE leverages SIMs and eSIMs, which are standardized and 
field proven
• �Billions of devices already in the field 
• �A cryptographic toolbox based on tamper resistant element stores private keys, digital 

certificates and security services 
• Multiple form factors: removable, embedded in the device, embedded in the chipset

What is IoT SAFE?
• �IoT SAFE is an Industry Specification standardized by the GSMA with the contribution of all 

industry players: IoT Service Providers, Cloud Providers and Fleet Managers, OEMs,  
Mobile Network Operators.

• �IoT SAFE is a client/server service and provides an interoperable and scalable  
security framework. 

• �IoT SAFE enables mutual trust between the cloud and IoT devices, which is built on the 
Transport Layer Security (TLS) protocol

5.5  
billion 

cellular IoT by 20271

1.5 billion 
IoT attacks  
in H1 2021, up from  
639 million in H2 20202

Device fragmentation
Different OS and chips prevent proprietary security 
solutions from being scaled or duplicated

What are the benefits for stakeholders  
of IoT SAFE?

MNOs
can offer new secure 

IoT services and 
capitalize on their 
experience with 

billions of SIM and 
eSIM already deployed 
and managed by OTA 

(Over-The-Air) and 
remote provisioning 

platforms 

Public Cloud 
Providers

can offer seamless 
and secure access 
to their cloud and 

minimize the risk of 
attacks

OEMs
can protect device 

integrity, streamline 
production of 

secure devices 
and overcome 
fragmentation

IoT Service 
Providers and fleet 

managers
can develop secure 
services once - then 
deploy and manage 
the life cycle of their 
fleets of IoT devices 

everywhere, 
regardless of device 

fragmentation

Thales IoT SAFE delivers scalable 
cyber security for IoT

Key Stakeholders for the IoT

TLS
• � Mutual authentication 
• � Data confidentiality 
• � Data integrity

IoT  
devices IoT Cloud

Our Thales IoT SAFE service

IoT SAFE has key benefits compared to 
other solutions

Touchless 
provisioning
all devices are 

provisioned 
automatically 
at switch on, 
everything is 

seamless for the 
Device and the 

Service Providers

We address
the scalability

requirements of IoT
security through:

• � Field proven 
SIMs & eSIMs  
IoT security 
applet

• � IoT SAFE Applet 
compliant with 
GSMA IoT SAFE

• � Server for 
credential 
life cycle 
management, 
compliant with 
GSMA IoT SAFE

Thales IoT SAFE 
is provided as 
a service. No 
integration is 

needed for the 
Mobile Operator’s 

core network.

We proactively 
lead the creation of 
new specifications, 

collaborating 
with the GSMA 
and other key 
industries to 

enable streamlined 
deployment of 

IoT security.

Digital security 
is part of our 

DNA, servicing 
MNOs and Device 

Manufacturers 
around the world

Hardware cryptographic toolbox Inside a hardware 
cryptographic toolbox

Private  
Keys

Security 
Services

Digital 
Certificates

More information on Thales IoT SAFE service?  
Contact us: https://www.thalesgroup.com/en/dis-contact-us 
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Home security 
Smart metering

Smart home

Telematics  
Fleet management

Smart automotive

Consumption monitoring 
Energy efficiency

Smart energy

Health monitoring 
Alerts

Smart healthcare

Scalability
all APIs are 

standardized: 
all the players 

“speak” the same 
language

Bill of 
materials

leverage SIM, 
eSIM, iSIM, 

already present 
in cellular devices

Security
leverage  

SIM, eSIM, iSIM 
cryptographic 

functions 
and tamper 
resistance

Simplicity
touchless 

provisioning 
(with Thales 

implementation)

Service 
continuity

security service 
is independent 

from connectivity. 
Security service 
continues even if 
the connectivity 

provider changes.

iSIM

 Mobile Network  
Operators (MNOs)

Cloud Providers & 
Fleet Managers

OEMs (IoT 
device makers)

IoT Service  
Providers

https://www.thalesgroup.com/en/markets/digital-identity-and-security/mobile/secure-elements
https://www.gsma.com/iot/iot-safe/
http://www.thalesgroup.com/en/markets/digital-identity-and-security/mobile/secure-elements/gsma-iot-safe-specifications
https://www.gsma.com/
https://www.thalesgroup.com/en/dis-contact-us

