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Preface

The computer industry has been evolving for a number of years from a model of using
general-purpose computers for everything to a new model where specialized systems are
used more and more for specific purposes. Purpose-built client devices and servers offer the
advantages of speed, lower cost, ease of deployment and ease of use.

The latest generation of IBM server appliances, which support both Web and infrastructure
requirements, are value-priced, preconfigured and rapidly deployable—without sacrificing
functionality, performance or scalability.

This paper describes how to set up and use the IBM @server xSeries 135 Web Server
appliance. This Red Hat Linux-based appliance is ideal for medium to large enterprises,
Internet Service Providers (ISPs), and Application Solution Providers (ASPs). It is
preconfigured with hardware and software and is designed for quick and easy setup out of the
box, which greatly reduces deployment time for enterprises with multiple Web hosts.

The team that wrote this redpaper

This redpaper was produced by a team of specialists from around the world working at the
International Technical Support Organization, Raleigh Center.

David Watts is a Senior IT Specialist at the IBM ITSO Center in Raleigh. He manages
residencies and produces redbooks on hardware and software topics related to xSeries
systems and associated client platforms. He has authored over 20 redbooks; his most
recent books include Integrating IBM Director with Enterprise Management Solutions and
Implementing Asset ID. He has a Bachelor's degree in Engineering from the University of
Queensland (Australia) and has worked for IBM for over 12 years. He is an IBM
Professional Server Specialist and an IBM Certified IT Specialist.

Gayle Solheim is an xSeries Systems Engineer in Eau Claire, Wisconsin. She has over 15
years of experience in the computer industry, and has worked in the areas of software
development, performance modeling and analysis, technical marketing and system testing.
She has worked for IBM for the past two years. She holds a degree in Computer Science from
the University of Minnesota. Her areas of expertise include xSeries systems management
using IBM Director, Windows NT/2000 and Microsoft Back Office products.

Jean-Yves Touzac is an IT specialist with IBM France. He has six years of experience in IT.
He has been a pre-sales specialist on network and communications adapters for three years,
a PSG Garter Group Consultant for Total Cost of Ownership (TCO), and a pre-sales specialist
in system management for one year, then in pre-sales on thin client in the IBM Personal
Computing Division. He is now an xSeries Field Technical Sales Specialist (FTSS) in the IBM
Server Division. His areas of expertise include Windows NT, Linux, networking, thin client
architecture, and xSeries and Netfinity servers.

Thanks to the following people for their contributions to this project:

Travis Appleman, Technical Project Manager, xSeries Appliance Development
Dustin Fredrickson, xSeries Performance Group, Raleigh

Tim Green, xSeries Appliance Development Team, Raleigh

Susan C. McLeod, World Wide Brand Manager, xSeries Appliances, Raleigh

Paul Schroeder, Developer and author of arpfind, Linux Technology Center, Austin
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Karl Shultz, xSeries Appliance Development Team, Raleigh

Special notice

This publication is intended to help customers, business partners and IBM employees
understand what Web server appliances are, how they fit into existing computing
environment, and how to set and use the xSeries 135 for immediate productive use. The
information in this publication is not intended as the specification of any programming
interfaces that are provided by the xSeries 135 Web Server Appliance. See the
PUBLICATIONS section of the IBM Programming Announcement for xSeries 135 Web Server
Appliance for more information about what publications are considered to be product
documentation.

IBM trademarks

The following terms are trademarks of the International Business Machines Corporation in the
United States and/or other countries:

e (logo)® @ Redbooks

IBM ® Redbooks Logo @
Netfinity ThinkPad
Tivoli

Comments welcome

Your comments are important to us!
We want our redpapers to be as helpful as possible. Send us your comments about this red
paper or other redbooks in one of the following ways:

Use the online Contact us review redbook form found at:

ibm.com/redbooks

Send your comments in an Internet note to:

redbook@us. ibm.com

Mail your comments to the address on page ii.

Vi  Using the IBM @server xSeries 135 Web Server Appliance


http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/contacts.html

Overview

This chapter provides an overview of the IBM @server xSeries 135 Web server appliance.
The following topics are covered:

Benefits of server appliances

Overview of x135 models

Description of x135 preloaded software
How to manage your x135 appliances
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1.1 What is a server appliance?

Server appliance is a relatively new term used to describe a server which is optimized for a
specific function. Like other kinds of appliances, server appliances are designed for a single
purpose. Common applications for server appliances include file storage, Web hosting, and
Web caching.

Because an appliance is designed to perform a single function, much of the complexity found
in traditional multi-purpose servers can be eliminated, making it possible to streamline the
hardware, operating system, and associated applications, resulting in a system with the
following characteristics:

Low cost

High performance

Quick deployment

Ease of maintenance and management

The xSeries 135 is a full-function, 1U Web server appliance, and is targeted at medium to
large enterprises, Internet Service Providers (ISPs), and Application Solution Providers
(ASPs). It is preconfigured at the factory with hardware and software. The x135 is designed
for quick and easy setup out of the box, which greatly reduces deployment time for
enterprises with multiple Web hosts.

1.1.1 The role of appliances in e-business

Appliances fit nicely into today’s e-business infrastructure, which is depicted in Figure 1-1.
Rather than having several expensive general purpose servers, the trend is to use appliances
in just such an environment. Each appliance is designed to perform a specific task within the
e-business model, and to do it faster, more cost-effectively, and with less IT intervention.

Database
servers
-
| I
IIIIII balancing
Firewall |ntranet  Server Web %
& VPN caching
Internet servers servers '““—'
Application
% servers
Web ] ]
hosting File/print/NAS
servers servers

Figure 1-1 A typical e-business infrastucture configuration
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The xSeries 135 (and the Windows equivalent model, x130) fits into the category of Web
hosting appliances, which means that its function is to efficiently serve pages requested by a
potentially large number of Web users. Some of the roles that appliances are fulfilling include
Web hosting, Web caching, load balancing, and file/print/storage serving. Understanding
each of these roles will help to build a robust e-business infrastructure.

Web hosting

Web server appliances are integrated hardware/software systems that serve content over
the Internet using a standard markup language (such as HTML, XML, or WML). Appliance
Web servers accept requests from clients and return the appropriate content. In addition
to standard Web server software, Microsoft 11S, the application set may include other
software such as SSL security and Active Server Pages (ASPs).

Web caching

Caching appliance servers are systems that select and store Web data for quick access
on the network. The most frequently requested content from the Web client side is stored
on the caching server. As a result, the network can more quickly fulfill requests for Web
pages.

A caching server is deployed in two different scenarios:

— If it sits in front of the Web servers (that is, the provider side) it is called a reverse
cache; it reduces the Web server load and enhances overall site performance.

— If it sits in front of the Web client, it is called a forward cache and it reduces traffic on
the wide area network (WAN).

Load balancing

The load balancing server appliance identifies the traffic by reading the following
information: the HTTP request header, cookies, and URL. The load balancing appliance is
positioned between the network and server array. It continuously monitors each server for
service and application availability and performance and routes incoming traffic to the
most available device. A load balancing appliance typically optimizes connectivity for a
server, firewall or cache.

File/print/storage serving

This type of appliance is generally referred to as a Network Attached Storage (NAS)
appliance. NAS appliances are designed to handle the exponential demand for storage
expansion, and allow customers to easily add storage on demand. NAS appliances
typically provide storage capacities ranging from hundreds of gigabytes up to several
terabytes.

1.2 xSeries 135 overview

The xSeries 135 represents the second generation of Web server appliances from IBM, and
delivers optimal performance, functionality and manageability for Linux-based Web hosting
environments.

Two models of the x135 are available:

The Value model, based on the IBM @server xSeries 300 server with a single Intel 800
MHz Celeron processor and IDE disk subsystem.

The Performance model, based on the IBM @server xSeries 330 with an Intel 1 GHz
Pentium Il processor and support for a second CPU, and a SCSI disk subsystem.
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Table 1-1 summarizes the key differences between the Value and Performance lines.

Table 1-1 xSeries 135 feature comparison:

Value vs. Performance

Feature

Value model

Performance model

Model

8672-24X

8654-5CX

Processor type

800 MHz Intel Celeron

1 GHz Intel Pentium Il

Maximum number of processors 1 2
Maximum memory 1.5 GB 2GB
Hard disk drives IDE SCSI
Integrated Advanced Systems No Yes
Management service processor

Cable chaining technology (C2T) No Yes

The integrated Advanced System Management processor is standard on the Performance
model, and is part of the system board design, rather than a separate PCI adapter. It provides
monitoring of CPUs, memory, fans, system temperature, and power supply voltage.

Cable chaining technology, C2T, is a new cable connection design which significantly reduces
the number of cables and connectors required by simply daisy-chaining the keyboard, mouse
and video signals from one system to another, without the need for a console switch. Using
C2T, up to 42 x130 appliances can be configured in a single rack without the massive
amounts of cables and connections previously required.

1.2.1 Preloaded software

4

The xSeries 135 appliance has a pre-installed operating system and application software,
including programs to configure, manage, and maintain your server. The x135 is designed for
remote management, which is performed using the tools described below.

Red Hat Linux 6.2

Red Hat Linux 6.2 is pre-installed on the appliance, making it easier to deploy the unit by
reducing the time spent in installation, initial configuration and Web site configuration.
Production services such as HTTP and FTP servers and Web management are active once
you have started the machine, allowing you to use the machine immediately. IBM has
developed Web-based tools to remotely manage the Linux machine.

IBM HTTP Server

The IBM HTTP Server Version 1.3.12.2 (which is based on Apache 1.3.12 Unix) includes the
base Web serving functions and an administrative server for Web-based management. To
enable easy deployment, the HTTP server is already configured and started at boot time.

IBM Advanced Appliance Configuration Utility 2.0

The IBM Advanced Appliance Configuration Utility (IAAConfig) is a management tool which
detects the presence of xSeries appliances on the network, and enables you to set up and
manage the network configuration for one or more appliance servers. IAAConfig also
provides a launch point for the Appliance System Manager, and includes a reprovisioning
tool, which enables you to create an appliance image and apply it to other servers on your
network. The reprovisioning tool provides a quick and easy way to set up new servers.

Using the IBM @server xSeries 135 Web Server Appliance



IAAConfig has two components: an agent, which is pre-installed on the x135, and a console
which runs on a Windows system. The console is a Java-based application that is included on
the supplementary CD-ROM shipped with your server. The IAAConfig console should be
installed on a Windows workstation. If your environment contains multiple appliances, we
recommend that you designate a laptop, server, or workstation as a management console,
and that you perform all management tasks from this console.

Figure 1-2 depicts a sample IAAConfig console window, which shows configuration
information for an x135. To start the Appliance System Manager in a Web browser, click the
blue Start Web Management button located at the bottom of the window.

Additional information on the IAAConfig utility can be found in Chapter 2, “Deployment and
configuration” on page 9 and in the IBM xSeries 135 Installation Guide.

E| 1BM Advanced Appliance Configuration Ukility o m] |
= m 1BM Advanced Appliance configural | Gystem | Netwark Adapter | Histary |
-2 all Appliances
—System -
E. RED10-10-10-10 el -
&, RED10-10-10-11 Serial Mumber: 23A6913
E-E Groups, Listed in Search Order Hostharme: RED10-10-10-11
[=-¢&5 Private netwark
. o Seftings DME Domain Mame:
""" Ei. Gm'-!p Type Appliance Group Type: xSeries Weh Hosting Appliances
- B-Eg Appliances
-5 Assign MNetwork Settings Model Mumber: B6AAHCK
. Settings : : :
_____ :? Group Type Metwork Settings Assigned by Group
. -3 Appliances 0Is: LINUX
&5 Image
f! o genings Status: Online
----- B Group Type
----- 22 Appliances
""" % Unassigned Appliances —Web Based Management
----- ? Conflicting IP Addresses
URL: 10.10.10.11:19591BMEdge
4l | y ]

Figure 1-2 IBM Advanced Appliance Configuration Utility console

IBM Appliance System Manager

The Appliance System Manager is a Web-based tool which enables you to remotely control,
manage, monitor, audit, and configure your server. Appliance System Manager is useful for
an administrator who does not want to use a command line to configure his or her Linux
system. The Appliance System Manager is covered in detail in 2.5, “Appliance System
Manager” on page 27.

IBM Director agent

The Tivoli agent is installed and loaded at startup, and it provides support to IBM Director. You
can integrate your appliance into a workgroup system management such as IBM Director, or
in an enterprise system such as Tivoli Enterprise. It provides a useful inventory function. IBM
Director is described in more detail in 3.1.1, “IBM Director” on page 44.
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PHP 4.0 support

PHP is a server-side, cross-platform, HTML embedded scripting language and is
implemented as a plug-in of the HTTP server. PHP is a project of the Apache Software
Foundation.

PHP is different from a CGl script written in other languages such as Perl or C. Instead of
writing a program with commands to output HTML, you write an HTML script with some
specific code embedded. PHP is executed on the server and includes functions such as form
data, dynamic page content generation, cookies and database support.

E-mail alerting

This function lets you monitor the following critical situations and send an e-mail to the
administrator or to an e-mail list when the threshold is exceeded:

Filesystem over x% full
Processor load over x%

Web server not responding
Host x not responding to ping
Memory usage over x%
Unexpected reboot

1.2.2 Working with the tools

6

The first tool you have to set up is IAAConfig, which is a Java application used to manage all
the appliances. This is the starting point of management.

Appliance
Management https, port 1999
console T ——
Appliance
1 System |
IAAConfig Manager
IBMHTTP htt, rt 8009
Server ps, po
Administration \ e
Linux-based
administration
tasks

Figure 1-3 How the tools work together

As you can see in Figure 1-3, IAAConfig is able to launch the Appliance System Manager
using Web management, and the Appliance System Manager can launch the IBM HTTP
Server configuration tool. Using a browser and the Web administration interface, you can also
access the tools using specific TCP/IP ports.
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1.3 Managing the appliance environment

In order to easily deploy and install your IBM server appliances, we recommend that you

install a Windows workstation on the same physical subnet as your appliances, and designate
it as a systems management console. This machine can be a laptop, workstation, or server,

and will be used by your system administrator to deploy and manage your appliances.

All of the client software required to successfully manage your xSeries 130 server

environment is pre-installed on each appliance. We recommend that you install the following

software on the management console:

A supported Web browser (Internet Explorer V4.01 or Netscape Navigator) so that you
can access the Appliance System Manager on the appliance.

IBM Advanced Appliance Configuration Utility (IAAConfig), which is included on the
supplementary CD-ROM shipped with your server.

FTP server (required for IAAConfig reprovisioning capability).

Optionally, the IBM Director console. A license for the IBM Director server is not shipped
with the appliance. If the management console is an xSeries or Netffinity system, you will

have received a license and the software for IBM Director.

VT Emulator (for Linux users).

Figure 1-4 shows a sample configuration for managing your xSeries 135 appliances.

Private Public
Management
Network x135 Network
ENET 1 ENET 2
- l
- x135
= _ _— ENET 1 ENET 2
= == — T Intranet/
y 1 N Internet
x135
Management console ENET 1 ENET 2
e |AAConfig \
e FTP server m
[ %T grgulator o t x135
. eb browser interface to
Appliance System Manager m £
e |BM Director ]
e Telnet client x135
ENET 1 ENET 2
s o =1

Figure 1-4 xSeries 135 remote management architecture
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Deployment and configuration

In this chapter, we present some methods for deploying and configuring your xSeries 135
appliances. Detailed examples are provided on how to use the configuration tools that are
pre-installed on the x135. The following topics are covered:

Planning the installation
Initial setup and configuration
Setting up multiple systems
Best practices

Load balancing

Tuning and performances
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2.1 Installation considerations

IBM appliances reduce setup time by eliminating the software installation, configuration and
fine-tuning steps. Less time spent setting up and configuring servers also means that your IT
staff has more time for other projects. Rack configuration, cabling, remote hardware
management and IP address assignment are still required planning steps:

Rack configuration

Packaged in a 1U form factor, 42 servers can fit in one Netfinity 42U rack, or 22 servers in
a NetBay22. To install the appliances in the rack, follow the instructions in the IBM xSeries
135 Installation Guide which is shipped with the server.

Cabling

The performance model includes an new product from IBM called Cable Chaining
Technology (C2T). C2T significantly reduces the number of cables and connectors
required and eliminates the need for console switches. All appliances in the rack are
simply daisy-chained together and a keyboard, mouse and monitor are connected to the
last appliance.

Hardware management

The performance model includes an integrated Advanced Systems Management (ASM)
processor and two RS-485 systems management ports. You can use the RS-485
connectors to create an Advanced Systems Management bus between your xSeries 135
appliance servers or other xSeries servers. This allows you to connect from one Advanced
Systems Management processor to another on the same bus.

The Advanced Systems Management bus is designed to connect up to 12 devices or
appliance servers. It is common practice to connect another xSeries server with the IBM
Remote Supervisor adapter or an Advanced Systems Management PCI adapter to your
Advanced Systems Management bus, which means that you can connect a maximum of
11 appliance servers together. If you have more than 11 appliance servers, some planning
must be done to determine how to configure the Advanced Systems Management buses
for your appliances. The IBM xSeries 135 Installation Guide includes detailed instructions
on how to configure the Advanced Systems Management bus using the RS-485 ports.

IP address assignment

Each of the x135 appliances in your environment requires at least one IP address, and two
if you are using the second built-in Ethernet adapter. The IBM Advanced Appliance
Configuration Utility (IAAConfig) provides the capability to automatically assign host
names and IP addresses to all appliances on the network. If you wish to take advantage of
this feature, you will need to reserve a range of IP addresses for input to IAAConfig.

2.1.1 Network connectivity

10

The x135 has two Ethernet ports. One possible use of these ports is to connect to two
separate networks, public and private. The public network is not able to reach the private
network, preserving system security, and network bandwidth used by administrative tasks
stays on the private network.
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Figure 2-1 shows an example of how to implement the x135 in a network environment.

d Routerto Internet

Public network

Ethernet port 1

IBM HTTP Server 4_ Ethernet port 0

FTP Server “ oW =T

xSeries 135
Private network

Management Console
IAAConfig Web site design station
Appliance Server Mgr |u HTTP page creator
FTP Client ._-——-_ Web page publishing
FTP server \.,_J—_ . FTP Client
Telnet Client

Figure 2-1 Standard connectivity

In Figure 2-1, we implement two separate networks using the two Ethernet adapters to
secure the operations and to split the administrative tasks from the production network.

As you can see from the figure, we recommend that you have a management console so that
you can remotely perform administrative tasks, including:

Network settings

IBM HTTP Server configuration

FTP and Telnet access
Backup/recovery using an FTP server
PHP setup

Appliance System Manager tasks

You can also use this management console for Web page design.

The management console can be a laptop, workstation, or server, and will be used by your
system administrator to deploy and manage your appliances. In order to effectively manage
your x135 appliance servers, install the following software on the management console:

Web browser

Supported Web browsers are Internet Explorer, versions 4.01 and higher, and Netscape
Navigator.

IBM Advanced Appliance Configuration Utility (IAAConfig) console

IAAConfig is located on the supplementary CD-ROM shipped with your server. To install it,
run SETUP.EXE located in the IAAConfig directory on the CD-ROM. You will be asked to
reboot your server when the installation is complete.
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FTP server (optional)

An FTP server is only required if you plan to use the IAAConfig reprovisioning feature. For
more information on reprovisioning, see 2.4.1, “Reprovisioning” on page 21 in this
redpaper, or the IBM xSeries 135 User’s Reference.

You may use any FTP server, but if you are running Microsoft Windows NT 4.0 or Windows
2000 on the management console, FTP is included as a component of Internet
Information Services (lIS). For more information on installing 1S and FTP, please refer to
the Windows product documentation.

IBM Director console (optional)

The IBM Director console is only required if you currently use, or plan to use, IBM Director
as part of your enterprise management solution. The IBM Director console is installed
from the IBM Director CD-ROM. See 3.1.1, “IBM Director” on page 44 for information
about IBM Director and the Linux appliance.

Additional information on IBM Director architecture and installation can be found in the
redbook Integrating IBM Director with Enterprise Management Solutions, SG24-5388.

Note: The IBM Director CD-ROM and a license for IBM Director server are not supplied
with the appliance. If you are using a Netfinity or xSeries server (not an xSeries
appliance) as your management console, you can use the license that was shipped with
it.

2.2 Initial setup

The first step in configuring your appliance is to set the following:

Language
Root password
Network settings

The default user ID is administrator and the password is password. You can change this
using the Appliance System Manager tool once the initial setup is complete.
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There are four ways you can set up your appliances:
Locally, through a pearl script

Enter the command /opt/CSM/scripts/setup.pl and follow the prompts. The window
prompting you for the network settings is shown in Figure 2-2:

Welcome to the Appliance Setup Program

Host name --> redl10-10-10-11
Domain name --> domain
IP address --> 10.10.10.11
Network mask --> 255.255.0.0
Gateway (optional) --> 10.10.10.1
Primary domain name server (optional) -->

Press 'Enter' to continue.

Please verify the data and make any necessary changes.

0) Host name : red10-10-10-11
1) Domain name : domain

2) 1P address : 10.10.10.11

3) Network mask : 255.255.0.0

4) Gateway (optional) : 10.10.10.1

5) Primary domain name server (optional) :

6) Language : English

Enter number to change -->
9) Exit and complete setup.

Figure 2-2 Network settings via setup.pl

Reboot the server upon completion.
Locally, using a configuration file on diskette

Format a non-system DOS diskette, put on it a file named initsys.ini. The contents of the
file are similar to those shown in the example in Figure 2-3.

IPaddress=10.10.22.33
NetworkMask=255.255.0.0
Hostname=RED10-10-22-33
GatewayAddress=10.10.10.1
NameServerAddress=10.10.10.2
Password=password

Figure 2-3 Example: initsys.ini on the diskette

Put the diskette in the diskette drive of the Appliance and power it on. The default boot
sequence of CD-ROM, hard disk, diskette, and network means that the diskette drive is
not viewed as a boot device when the hard disk has an operating system on it.
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During the Linux boot sequence, the presence of a diskette is checked by the process
readinitdiskette and the initsys.ini file is read to apply the initial settings. The same process
will not work once you have used this method once — the next time you boot with the
diskette in the drive, it is ignored. This is for security reasons.

This method is useful when you are preparing for deployment but the network is not
available.

Remotely, through a browser

Boot the appliance, then from a remote system, access port 3939 of the appliance using
the following URL:

http://desired-appliance_ip_address:3939

With this method, the desired IP address you enter in the URL is not already assigned to
the appliance. When you request this URL on port 3939, all systems in the network (within
the confines of local routers and gateways) receive the request and the appliance
responds by accepting and assigning itself the address. This is achieved using the
IBM-developed process arpfind. Here is how arpfind works:

Arpfind uses libpcap (packet capture), which is used by tcpdump and other packet-sniffing
programs, to sniff address resolution protocol (ARP) packets on the LAN in order to
determine the IP address of the machine where arpfind is installed. The machine
essentially has no IP address upon initial boot (the default Ethernet adapter (eth0) is
assigned an IP address of 0.0.0.0, which means “this host”). This is necessary to initialize
the Linux TCP/IP stack.

When the appliance is cabled up and powered on, it has no real IP address. At this time,
an rc script starts arpfind during the bootup process. The rc script is disabled once the
machine has been configured, so that arpfind does not run again. Arpfind then puts the
Ethernet adapter into promiscuous mode so that it can start to sniff packets, and starts an
infinite loop doing so.

The administrator who is setting up the appliance will start a Web browser on another
system and enter the URL http://appliance_ip:3939, where appliance_ip is the IP
address they wish to assign to their new appliance. This causes the remote system to
send out ARP requests in order to locate the machine with appliance_ip on the network,
which, of course, does not exist at this point. The port, 3939, is the port that arpfind is also
listening on for a HTTP connection.

Under the covers, arpfind essentially looks at each ARP request packet that it finds on the
LAN until it finds one which does not get an ARP reply. For each ARP request that it sees,
it starts a timing thread of approximately 10 seconds. If it has not gotten a reply after the
time has expired, it will construct its own ARP packet and send out a repeat ARP request
for that IP address. If it still does not see a reply, it sets its IP address to the address which
was in the ARP request. This will time out after 45 seconds, and arpfind will go back into
sniff mode if it does not receive a HTTP connection on port 3939.

At this point, the Linux TCP/IP stack on the appliance is able to respond to those ARP
queries which are coming from the machine with the Web browser. The machine with the
Web browser, which now knows where our appliance is (that is, its hardware address), is
able to make a connection to appliance_ip on port 3939. The HTTP server portion of
arpfind simply sends a redirect to the real Web server which is running the appliance initial
setup utility. Now arpfind knows that it has the IP address it was intended to get, and it will
shut down. Once the administrator finishes setting all the necessary network information
using the setup utility, the setup utility calls the underlying PERL script which disables
arpfind on boot time.

With arpfind running successfully on your appliance, you will now see the initial network
configuration page when you can configure the rest of the network parameters.
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For example, we entered the following URL into the browser on a remote system to

connect to the Linux appliance:
http://10.10.22.22:3939

a. After a short pause, you will get a window similar to that shown in Figure 2-4.

/] Initial Configuration:Network - Microsoft Internet Explorer

J File Edit View Favorites Tools  Help |

J GBack ~ = - @) fa} | Qhsearch (3 Favorites  £ZHistory ||%v =1

| Address |@ httpe /{10, 10.22,22: 1959)servlet/eSPConfig x| @6 |J Lirks *
- - - ;I

Initial Configuration:Network

Parameters

Appliance sertal number; 2346976

Network Parameters

Hostname: I

Diomain Mame: |

TP Address: |1D.1D.22.22

Metmask: |255.D.D.D

Crateway: I

Primary DIE Server (optional):l

MNext | LI

|&] pone |_|_|O Internet v

Figure 2-4 Initial screen using port 3939

Tip: With some browsers (notably Internet Explorer), you may have to click the Refresh

button once or twice, since some browsers time out before making the connection. Once

the connection is made, arpfind will pick up the IP address you put in your browser, and

start the initial configuration process.
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b. Enter your own correct network configuration information and click Next; you will see a
window like that shown in Figure 2-5:

/] Initial Configuration:Network - Microsoft Internet Explorer

J File Edit View Favorites Tools  Help |
J GBack ~ = - @) fa} | Qhsearch (3 Favorites  £ZHistory ||%v =1
| Address |@ httpe /{10, 10.22,22: 1959)servlet/eSPConfig x| @6 |JLinks »
- - - ;I
Initial Configuration:Network
Parameters
Appliance sertal number; 2346976
Network Parameters
Hostname: IRED1 0-10-10-11
Domain MNarme: [DOMAINE
TP Address: |1D.1D.1D.11
Metmask: |255.255.D.D
Crateway: |1D.1D.1D.1
Primary DIE Server (optional):l
MNext | LI
|&] pone |_|_|O Internet v

Figure 2-5 Setting complete network settings
c. The server will now reboot in order to write the network settings in the Linux
configuration files. The initial configuration is now complete.
Remotely, through the IAAConfig utility

This tool provides you with the ability to configure the appliance from the management
console. Once the appliance is discovered by IAAConfig, you can configure it; select
Appliance > Start Web Management. This launches a browser where you can configure
the system. The network settings window is similar to Figure 2-4.

The IAAConfig tool is covered in detail in 2.4, “IAAConfig” on page 21.

For more information on the four methods, see the publication xSeries x135 User’s
Reference.
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Now that the initial configuration has been completed, the appliance is ready to be used. The
HTTP Server is configured to run at startup, and the default home page contains links to
documentation and administration, as shown in Figure 2-6:

A

2 IBM xSeries 135 appliance server - Netscape

FEile Edit “iew Go Communicator Help
Back Forward  Reload Haome Search  Metzcape Frint Security Shnm
J " Bookmarks \& (WaTetlTalyd (Wlttp: / /9,24, 105.1:31/ - @v what's Related

Welcome to the IBM xSeries 135.

This 1z the original home page. It will no longer appear once you matall your own
indesx html file. See the documentation for complete mstructions.

Follow thug link to the applance management home page.

(C)Y COPYRIGHT International Business Machines Corporation 2000,
2001. All rights reserved.

* Licensed Materials - Property of IBM

US Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBRM Corp.

This product includes software developed by the University of
California, Berkeley and its contributors.

E ={p=| |Document: Done
Figure 2-6 Default home page

2.3 Setting up multiple systems

The easiest and recommended way to configure multiple appliance servers is to use the IBM
Advanced Appliance Configuration (IAAConfig) Utility. When started, IAAConfig will
automatically discover all IBM xSeries appliance servers that are running and connected to
the same physical subnet. IAAConfig also provides the capability to define groups, which
provide a mechanism to categorize discovered appliances and configure them with
predefined network settings.

Note: The Advanced Appliance Configuration utility configures and reports the TCP/IP
settings for the top Ethernet port (port 1) on each appliance only. Be sure to connect the
port 1 Ethernet connector on each appliance to the same subnet as your system running
the Advanced Appliance Configuration Utility.

IAAConfig should be run from your management console. The following steps outline the
procedure for configuring multiple appliances using IAAConfig:

1. Leave all appliances powered off.

2. Decide if you want to assign the appliance server network settings (including static IP
addresses) using IAAConfig, or assign them using another network management utility
such as DHCP.

3. Configure desired network and server name settings using IAAConfig. Detailed
instructions for completing this step are provided in “Creating a group in IAAConfig” on
page 18.
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4. Power on all appliances. If you elected to have IAAConfig assign host names to your
appliances, you will need to restart each one in order for the name change to take effect.

Creating a group in IAAConfig

IAAConfig uses groups to logically list appliances and to automatically apply predefined
network settings to newly installed and discovered appliance servers. Groups are defined by
appliance type or purpose, as shown in step 3 below. The appliance group determines what
purpose an appliance must serve to be included in the group.

Follow the steps below to start IAAConfig and define a group for your appliances.

1. Start IAAConfig on the management console (Click Start -> Programs -> IBM Advanced
Appliance Configuration Utility -> IBM Advanced Appliance Configuration Utility).

2. Click Group -> Create Group, which starts the IAAConfig Group Wizard window shown in
Figure 2-7.

IBM Advanced Appliance Configuration Utility - Group Wizard
~Group Type Setup

Group Marme: |Gr0upfc|rassigned AppliancesC

Appliance Group Type |AIIxSeries Anpliance Servers j

MNetwork Setting

Allow this Group to assign the network settings?
&+ Yes

Mo

Cancel Hark | Mext |

Figure 2-7 Group creation wizard- group type setup

3. Enter a unique Group Name to identify the group. After deciding how you want to group
appliances, select one of the three options for Appliance Group Type:

— xSeries Network Attached Storage Appliances
— xSeries Web Hosting Appliances (including the xSeries 135)
— All xSeries Appliance Servers

If the x135 is the only appliance being managed by IAAConfig, then you can select the
xSeries Web Hosting Appliances group type. If you expect to include other IBM
appliances in your network in the future, and you want IAAConfig to assign network
settings for the new appliances, you can select the All xSeries Appliance Servers group.

4. If you want IAAConfig to assign IP addresses to appliances in your network, select Yes,
otherwise select No. If you select No, you can have a DHCP server on the network assign
IP addresses to your appliances, or you can manually assign them yourself. Click Next to
continue.

If you selected No under Network Settings in Figure 2-7, skip to step 9. If you selected
Yes, you’ll see the window shown in Figure 2-8.
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IBM Advanced Appliance Configuration Utility - Group Wizard

~TCPRIP Metwork Settings

Start IP Address: 9, 24.135.130

End IP Address: 9. Z4.105.134

Subnet Mashk: Z55,Z65.256. O

Default Gatewsay: 9, 24.105. 1
~DME Addrass

]
DT

PURAATH Remove |

Cancel Back | rext |

Figure 2-8 Group creation wizard - TCP/IP network settings
5. Enter the IP address range, subnet mask, default gateway, and DNS address that you
want the IAAConfig group to automatically assign to your appliances.

Note: The IAAConfig Group feature only configures the first Ethernet port and only lets
you assign static IP addresses. You cannot configure the appliances to use DHCP. You
can configure the second port later, using the Appliance System Manager tool (see 2.5,
“Appliance System Manager” on page 27).

6. Click Next to continue, and you'll see the window in Figure 2-9.

IBM Advanced Appliance Configuration Utility - Group Wizard

—Host Marme Assignment Type

[Use Prefix and IP-Address & |
Host Name Prefix W\IebAppliance

Dornain Mame: |

Cancel Back | rext I

Figure 2-9 Group creation wizard- host name assignment type
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7. Select the desired type of host name assignment for this group in the drop-down menu.
The three choices are:

— Use Current host name
— Use “i"+model+serial number
— Use Prefix and IP-Address

The example in Figure 2-9 shows the Use Prefix and IP-Address option. If you choose this
option, all your appliance names will begin with the same prefix characters, and you need
to enter a Host Name Prefix in the field. For example, we entered the following:

IBM Advanced Appliance Configuration Utility - Group Wizard

Host Mame Assignment Type

|Use Prefix and IP-Address =l
Huost Bame Prefix |IF'—

Domain Name: [Damain

8. Enter a domain name if desired, and click Next to continue. Figure 2-11 now appears.

IBM Advanced Appliance Configuration Utility - Group Wizard
~Reprovisioning Description

Reprowisioning allows you to remotely create and apply
0/% images to multiple appliance serwvers within a Group.

The "Create Appliance Image” function makes an image
of an appliance serwver's 0/3 and saves this image on
the Group's FTP serwer.

The "ipply Appliance Image' function replaces the
appliance server's current 073 with an image from
the Group's FTP serwer.

This feature requires an FIP serwver to manage
appliance images.

[~ Enahble Reprovisioning

Cancel | Back | Finish I

Figure 2-11 Enabling reprovisioning

9. This is used when you want to use IAAConfig’s capability to remotely create and apply
operating system images to multiple appliance servers within the group. This is discussed
in 2.4.1, “Reprovisioning” on page 21. Click Finish.

At this point, you have just completed creating a group and are ready to assign your
appliances to it.

10.Power on your appliances. They can be powered on individually, or all at the same time.

After they are up and running, IAAConfig will scan the network, assign each one to the
group you created and assign network settings as per the group settings.
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11.After all appliances have started, click File -> Rescan Network to force a network scan. At
this point, you should see the appliances displayed in the IAAConfig under the appropriate
group.
If you elected to have the group assign host names to your appliances, you will need to
restart each one in order for the name change to take effect. A red restart indicator
message will appear on the right-hand pane of the status window for each appliance.

Other utilities are useful for rolling out multiple appliance systems:

The 1AAConfig utility lets you copy one system to another, as described in “Creating a
group in IAAConfig” on page 18. This method allow to deploy your own configured system
image.

You can also use IAAConfig to reset to the factory image by clicking Appliance ->
Restore to factory setting. A factory image is already stored on the machine to allow you
to restore the system. This method just restores the system files and configuration — it
does not affect your customized Web pages.

You can also duplicate the IBM HTTP Server configuration using the Backup/Restore
feature of the Appliance System Manager tool. See 2.5.1, “Backup/restore system
configuration files” on page 30 for details.

2.4 I1AAConfig

In this section, we describe the useful functions of the management tools. Since many of the
tools are Windows-based, you will need to install and configure a Windows system on the
same TCP/IP network to act as the management console for IAAConfig, Appliance System
Manager. We recommend that you put all management tools on this system.

As described in 1.2.1, “Preloaded software” on page 4, the IBM Advanced Appliance
Configuration Utility (IAAConfig) is a Windows-based management tool which detects the
presence of xSeries appliances on the network, and enables you to set up and manage the
network configuration for one or more appliance servers. IAAConfig also provides a launch
point for the Appliance System Manager, and includes a reprovisioning tool, which enables
you to create an appliance image and apply it to other servers on your network. The
reprovisioning tool provides a quick and easy way to set up new servers.

Appliance System Manager is discussed in 2.5, “Appliance System Manager” on page 27 and
reprovisioning is discussed below.

IAAConfig automatically discovers new appliances, but you can also click File -> Rescan
Network to force a complete discovery of all appliances.

You can create a group to do specific tasks, such as doing initial setup and managing
appliance images, or you can set one group for all functions. In IAAConfig, click Group ->
Create Group as described in 2.3, “Setting up multiple systems” on page 17.

2.4.1 Reprovisioning

You also can use IAAConfig to copy one system to another for an easy deployment. This is
known in IAAConfig as reprovisioning.
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The first steps are to create a group and an initial image:

1. Create a group using IAAConfig by clicking Group -> Create Group. You will see the
window shown in Figure 2-12:

IBM Advanced Appliance Configuration Utility - Group Wizard
~Group Type Setup

Group Mame: fImage
Appliance Group Type |AIIxSeries Annliance Servers j
MNetwork Setting
Allow this Group to assign the network settings?
" Yes
(O

Cancel I Bark | Mext |

Figure 2-12 Group settings

Name the group. We entered Image.
From the Appliance Group Type pull-down menu, select All xSeries Appliance Servers.
For Allow this Group to assign the network settings?, select No.

o kM DN

Click Next. You will see the window shown in Figure 2-13:

IBM Advanced Appliance Configuration Utility - Group Wizard
~Reprovisioning Description

Reprowisioning allows you to remotely create and apply
0/% images to multiple appliance serwvers within a Group.

The "Create Appliance Image” function makes an image
of an appliance serwver's 0/3 and saves this image on
the Group's FTP serwer.

The "ipply Appliance Image' function replaces the
appliance serwver's current 073 with an image from
the Group's FTP serwer.

This feature requires an FIP serwver to manage
appliance images.

[¥ Enahle Reprovisioning

Cancel | Back | rext I

Figure 2-13 Group Settings: reprovisioning
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6. Select Enable Reprovisioning and click Next. The next window you’ll see is the FTP
setup for reprovisioning, as shown in Figure 2-14:

IBM Advanced Appliance Configuration Utility - Group Wizard
~FTP Setup for Reprovisioning

Rermote Host Mamef10.10.10.1

Remote Directarjusar

~Username/Password

FTP User Mame:
[anonymous

FTP Passward:

Iﬂ‘ﬂ‘ﬂ‘ﬁﬁﬂ‘ﬂ‘ﬂ‘ﬁﬁ

FTF Password (Confirm):

Iﬂ‘ﬂ‘ﬂ‘ﬁﬁﬂ‘ﬂ‘ﬂ‘ﬁﬁl

Cancel Back | Finish I

Figure 2-14 Group settings: FTP setup for reprovisioning

7. Enter the name or IP address of your FTP server in the Remote Host Name field. In the
Remote Directory field, enter the directory name where the reprovisioning images will be
stored on the FTP server. Enter the user name and password credentials for your FTP
server where indicated. Click Finish when done.

Reprovisioning requires an FTP server on which to store the appliance images. We
recommend that the FTP server reside on your remote management console.

8. Click Finish.

9. Drag the appliance you want to clone onto the group. In our example, we dragged
RED10-10-10-20 to the Image group.

Figure 2-15 show the new group and its related settings:
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E| 1BM Advanced Appliance Configuration Ukility

File  Group Appliance  Help

= :E IEIM Advanced Appliance Com’gura

=& AIIApleances

-, RED10-10-10-20

&, localhost

E-E Groups, Listed in Search Order | | TCRAP Metwark Settings

E| ﬁ Assign Netwaork Settings
*VSetllngs

----- Gmup Type

P 22 sppliances

E|{‘—:\1 Private netwark

o Zettings

----- Group Type

I % Anpliance

E-¢&5 Image

----- + |Setftings

----- ’ai' Group Type

El--- 2 appliances

RED10-10-10-20

localhost

----- W URassgned AQRITEnGES
----- 7 Conflicting IP Addresses

Group Assigns Settings,  No

Repravisioning
Enahle Repravisioning  Yes

FTF Remaote Hosthame  10.10.10.1

FTF Remate Directary frepro-images

FTF User Mame anomanous

4] | K |

Figure 2-15 Specific group for reprovisioning

10.Right click the appliance and click Create Appliance Image.

Eﬁ I_rrTage

+ Zettings
; ’ai' Group Type
' Appllances
&, [RED Remove Appliance gement

&, local ) h .
. c@ Unassigned Ag Asegign to First Matching Group

Status: Online

- % Conflicting P4 EditAppliance
Restare Factnnt Image

10.10.10.20:1411/ssIredirect.htm

ApplyAppllance Image

Figure 2-16 Creating the appliance image
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11.Figure 2-17 appears.

E‘%Reprovisinn Images

@ Mew Image will be stored on FTP server as filename: Image8654 50K pi
Any existing file with this name will he overwtritten.

Appliance will be unavailable during Reprovigion, which may take up to 30 minutes.
Create Repravision lmage?

o |

Figure 2-17 Image about to be created

When you create an image for reprovisioning, it is saved as the group name and model

number. Although multiple models of appliance servers may belong to a group, only
images created from the same model can be applied. This prevents you from applying the
image to the wrong server appliance type.

12.Click Yes to start the image process.

During the creation process, the FTP site is accessed to verify the write permission. The
status of the appliance is Restore Factory Image, as shown in Figure 2-18.

The appliance is then rebooted and a local copy of the image is made. When the copy is
complete, the source system restarts Linux and the image is transferred to the FTP server.

E| 1BM Advanced Appliance Configuration Ukility
File  Group Appliance  Help

B

Eiﬁ |IBM Advanced Appliance Configura :
EI--- Al Appliances

B, RED10-10-10-20
N lncalhost

IZ—ZI---- Groups, Listed in Search Qrder
& Assign Metwark Settings

- Settings

----- :;_1' Group Type
----- 2 Anpliances

E|{‘—:\1 Private netwark

- Seftings

----- 7] Group Type
----- B2 Anpliances

&5 Image

- Settings

----- Group Type

=l Womn limam

Systern | Metwark Adapter | Histowl
Systern
Setial Mumber:

Hostharne:

DNS Dormain Mame:
Appliance Group Type:

todel Mumber:

Metwark Settings Assigned by
Ng:

|»

23R6976
localhost

xSeries Web Hosting Appliances
B6545CK

Static Settings

LINUX

Status: ( Restore Factory Image)

Figure 2-18 Appliance System Manager: restoring the factory image
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Once you have created an image of your system, you can apply it to another appliance:
1. Right-click the new appliance and click Apply Appliance Image (see Figure 2-19):

] Groups, Listed in Search Order

Hosthame: ip-9-24-105-130
=@ 123
# Settings DME Domain Mame: workgroup
;'!n Grnqp Type Appliance Group Type; xSeries Web Hosting Appliances
- Eg Appliances
& Ir L N Tl ) LE PN hl..w]ber: 86545Dx

B, if Remove Appliance ¢ . . ; :
@ Unassigne  Assion to First Matching Group tlings Assigned by, Static Seftings
% conflicting  EditAppliance Win2000
Restore Factory lmage
Create Appliance lImage

Online

Web Based Management

Figure 2-19 Reprovisioning

2. Figure 2-20 appears, giving you the file name of the image that is about to be installed.

E‘%Reprovisinn Images E

@ Repravision Image fram FTP server will be applied to Appliance, filename: Image86545CH pai
Appliance will be reboated and Reprovision Image will averstite your Appliance's Operating Systerm.
Appliance will be unavailable during Repravision, which may take up to 30 minutas.
Apply Reprovision Image?

Figure 2-20 Applying the image
3. Click Yes to begin the process.

You can also restore an appliance back to its original factory preload. This image is
permanently stored on the appliance in a special Linux VFAT partition. From IAAConfig with
the appliance selected, click Appliance -> Restore Factory Image (see Figure 2-21):

E| 1BM Advanced Appliance Configuration Utility

File Group Help
E‘Eg BM A Remove Appliance Metwork Adapter | Histur\,rl

EI--- Al Assign to First Matching Group

- i ork Adapter
(e Rl Emee " Address: 00:06:29:1F:71:C7
Create Appl Address: 10.10.10.10
Anply Anpliance Imaoe
Group Type subnet Mask: 255.255.0.0
5 B2 Anpliances _
£ Private network Default Gatewsay: none

Figure 2-21 Applying the factory image
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2.5 Appliance System Manager

Appliance System Manager is a Web-based tool used to remotely manage the Linux
appliance. You can start Appliance System Manager through IAAConfig by selecting the
appliance, then clicking Start Web Management, or you can do it manually through one of
these URLs:

http://Appliance_IP_address:1959
https://IP_address:1999

We recommend you use the second option, port 1999 and SSL, to establish the session.

Click Administration -> Appliance System Administration from the menus in the left
navigation bar (see Figure 2-22).

IBM xS5eries 135 appliance server - Hetscape
File Edit “iew Go Communicator Help
M Back Forward  Reload Home Search  Metscape Erirk Security Shop Stop m
w§ Bookmarks i Location: [ttps: //9.24.105.131:1393/ x| GBI What's Related

Welcome to the IBM @ server xSeries 135 appliance server

Change User Password
o . (C) COPYRIGHT Enternaticnal Business Machines Corp., 2000, 2001 ATl Rights Reserved * Licensed Naterials - Property of
w Administration IBM U$ Govemment Users Restricted Rights - Use, duplication or disdosure resiricted by GSA ADP Schedule Contract with
_ IBM Cup.
IBM HTTP Server Admlnlstrcmpnm_ . ol by fe Universtty of Califermia, B andl ifs ¢ _
Appliance System Administr
W Documentation
Administration Guice (PDF)
IBM HTTP Server (HTML)
PHP (HTML)

Majordomeo E-mail Lists (HT

1] | ©
(g =b=| |Document: Cione =R | oz

Figure 2-22 Standard administration HTTP page returned by the server

You will be prompted to log into the appliance (see Figure 2-23). By default, the user ID is
administrator and the password is password; however, you must change this after the initial
configuration.

Usemame and Password Required E

Enter uzername for IBM Adminiztration Server at
9.24.105.131:1959:

zer b amne: ||

Password: I

] I Cancel |

Figure 2-23 Logging into Appliance System Manager

The main Appliance System Manager window now appears (see Figure 2-24):
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% ip-9-24-105-131 workgroup: IBM xSeries 135 appliance server - Netscape

Eile Edit “iew Go Communicator Help
Back Forward  Reload Home Search  Metzcape ilrix Security Shop Stop m
" Bookmarks & Location: [T EENIREIREENETIe [+ | @37 What's Related

Home IBM xSeries 135 Appliance

v Status

System Processes

Disk Usage . . .
< Apphance Uptime: 0 days, 17 hours, 0 munutes

Production Web Server: {runming)
Apphance software version: 1.2-0 built June 7, 2001 5:40:.06 PR EDT

System Usage
System Load
Memory Usage

Kernel Interupts
Welcome to the IBM @ server xSeries 135 appliance server

Adapters
RPMpstatus (C) COPYRIGHT International Business Machines Corp., 2000,2001 All]
) Reserved * Licensed Materials - Property of IBM US Government Users
b Operations Restricted Rights - Use, duplication or disclosure restricted by GSA ADP
p Configuration Contract with IBV Corp.
P Security This product includes software developed by the University of California, 1
and its contributors.
[ 3 Logs
1] | e
= == |Document: Done

Figure 2-24 Appliance System Manager home page

The menus in the left navigation bar are as follows. Complete descriptions are available in the
Appliance System Manager Administration Guide.
Status

System processes — displays a list of the active processes on the appliance and is similar
to the ps command.

Disk usage

System usage — displays the statistics for the system times of the CPU and disk
input/output. All the times displayed are in jiffies (1/100th of a second).

System load — displays the number of jobs in the run queue in 1, 5, and 15 minute load
averages.

Memory usage — displays the amount of current free memory and swap memory, in KB.
Kernel interrupts — displays the statistics for interrupts for each IRQ disk and swap pages.
Adapters — displays the status of the appliance’s network adapters.

RPM status — displays information about the software currently installed on the system.

Operations

Start/stop/restart Web server
Start/stop appliance
Backup/restore

— Configuration

— User directories
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Install maintenance — lets you view, download and install current and previous fixes to the
appliance.

Configuration

View hardware
Set language
Set date and time
Set services FTP / Telnet / console
Configure NFS file systems
Email alerts
— Configure SMTP server and admin email
— Event list
* File system over x%
* Processor load over x%
* Web server not responding
* Host not responding to PING
* Memory usage over x%
* Unexpected reboot
Network
— System
— Adapters
— Static route
— DNS
— Local host name
— IBM HTTP Server administration
Set PHP

Security

Manage administrators
Manage users

System access

- ASM

- FTP

— Telnet

System password
Manage SSL certificate

Logs

System
- ASM

By default, the service FTP is enabled, but the Telnet service is disabled. The Telnet service
can be enabled through the Configuration -> System Services menu.

Chapter 2. Deployment and configuration 29



2.5.1 Backup/restore system configuration files

To maintain security on your system, you should save important files using the backup/restore
feature, as shown in Figure 2-25.

1. Click Operations -> Backup/Restore to access the functions.

-

Home

Operations: Backup
P Status
w Operations Configuration

Start/Stop/Restart Web Sen

Stop/Restart Appliance

w Backup/Restore .
ni Cperation cotmpleted successfully.
Backup Configuration

Restore Configuration

Backup User Directorie: Last Backup

Restore User Directorie EED10-10-10-10 DOMATNE Thu Jun 28 09:20:43 2001
View Backup/Restore R

Install Maintenance
B Configuration
B Security
B Logs 1.

_<I—I_>lj

Figure 2-25 Backup configuration with Advanced Systems Management

New Eackup) Copy to Server )

2. Click Backup Configuration, then click the New Backup button.
3. Click Copy To Server.

Home

S Operations: Backup
w Operations Conﬁgurationzcopy TO

Start/Stop/Restart Web Server

Stop/Restart Appliance Se' ver
w Backup/Restore
Backup Configuration
Restore Configuration FTP Server
Backup User Directories S ErUEr Datne’ I-ID-ID-I 01
Restaore User Directories ] -
Server path: Irepro-lmages
View Backup/Restore Res ]
_ Filename: [za062001
Install Maintenance
B Configuration TTzer name: Ianonymous
B Security zer password: |’“““““““““““““““““““‘
B Logs
Submit Cancel
o o ) )

Figure 2-26 New backup
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4. Fill out the form:

The IP address of the FTP server which stores the backup
The specific FTP directory to use

The name of the file where the backup will be stored

The user ID and password to associate with the backup

5. Click Submit.

To restore a backup, you will follow similar steps.

2.5.2 Backup/restore user directories

You can also back up and restore user directories. If you are using the appliance to host
user's Web pages, you can use this procedure to save and restore those directories.

1. Click Operations -> Backup/Restore -> Backup User Directories. Figure 2-27 appears.

|

Home
P Status
w Operations v Baclkup complete,

Start/Stop/Restart Web Server

Stop/Restart Appliance

w Backup/Restore Backup type
Backup Configuration & Ful
Restore Configuration ¢ Incremental

Backup User Directories
Warning: Full backup will delete all the files in the destination
directory hefore creating the haclkup.

Restore User Directories
View Backup/Restore Res

Install Maintenance Backup user directories to:
B Configuration
B Security FTFP Server
b Logs merver Mame: |1 010101
Zerver path: |user—images

Tzer name (opiionad): |

ser password (opiianal): |

o om S

Figure 2-27 Backing up user directories

2. Select the type of backup: Full or Incremental.
3. Fillin the rest of the fields.
4. Click Submit.

The restore process is almost identical.
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2.5.3 E-mail alerting

This function monitors the appliance and can send e-mail to the configured administrator. To
configure the e-mail address, click Configuration -> E-mail. Figure 2-28 appears:

p-3-24-105-131 . workgroup: IBM xSeries 135 appliance server - Netscape

Eile Edit “iew Go Communicator Help
Back Forward  Reload Home Search  Metzcape Frint Security Shop Stop m
105.131:1955/1BME dad [~ | @7 What's Related

- -
Hardware Configuration: E-mail
Language
Date/Time
System Services
NFS Filesystems E-mail Settings
w* E-mail SMTP
E-mail configuration | SSFVEL |d03nm103h. boulder . ik, com
—! {optional)
¥ E-mail Lists
o Postmaster -
E-mail List Man. e-tmail Ijeanwes_touzac@fr »ibm. com
List E-mail Lists
¥ E-mail Alerts
Address list
Event list
w Network
System
Acdapters
Cratie Dratnc x Smelt )
1| |
’E ={D=| |Document: Done

Figure 2-28 E-mail initial configuration
Enter your e-mail address and the address of your SMTP server, then click Submit.

The next step is to specify the events you want to monitor and receive e-mail when an alert
occurs. Click E-mail alerts -> Event list.
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e Time < Configuration: E-mail
rstem senvices alerts: Event list

NFS Filesystems

* E-mail
E-mail configuration
¥ E-mail Lists Enabled Condition
E-mail List Manager )
¢ ¥ File system ower IQU %0 fiall
List E-mail Lists
w E-mail Alerts W~ Processor load over |5
Address list ¥ Web server not responding
Event list " Haost Ilocalhost fot
¥ Network responding to FIMNG
System
I Iemory usage over IQU %
Adapters |l
v
static Routes [ Tnexpected reboot =l
DMNS
_I | ncal Host Mames I_ILI \ Submit J
4 3
= == |Document: Done

Figure 2-29 Event list configuration

We want to monitor all the events, so we select the Enabled box next to each event. To
simulate an event, we restarted the IBM HTTP Server and an e-mail was sent to the
administrator console which had the following text:

From root
Subject Cron <root@your_hostname>
httpd restarted

For more information, see the Appliance System Manager Administration Guide or use the
online help at this address:

https://appliance_ip:1999

and click Documentation.

2.6 IBM HTTP Server

The IBM HTTP Server is based on the Apache HTTP server; on the appliance, it is configured
to start at startup, with no cache activated. You can start configuring the IBM HTTP Server
using Appliance System Manager by clicking Configuration -> Network -> IBM HTTP
administration or by using the URL:

https://IP_address:8009

The initial configuration page for IBM HTTP Server, shown in Figure 2-30, is the common
page to use to administrate the HTTP server.
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IBM Administration Server

» = Getting Started IBM HTTP Server
» B3 Basic Settings K] Ready

» B3 Configuration Structure
¥ £ Indexing

» B3 Authentication Files IBM Administration Server

» [ Access Permissions

» B3 Security By leading you through complex

» O Logs configurations, the Administration Server

» £ Mappings greatly simplifies the once-manual task of
» (] Seripts configuring your YWeb server. Once you select
» £ Performance a server to configure, the Administration

¥ £3 MIME Server prompts you for configuration values,

» £ Fast GGl which are written 10 a configuration file when
¥ I File Systerns you elick Submit.

b B3] Proxy ) ) -

) ' To see how simple it can be to administer the
> B3 View Configuration IBM HTTP Server, try setting a few
caonfiguration options with the Administration
Semver, WITHOUT even touching the
configuration file.

Getting Started

P Browser requirements

P User and Group setup information

P Right after installing

P Tasks in the navigation panel

P User assistance (help)

P Ruttans and leans nsad hara LI
3t : v

’E == |Document: Done
Figure 2-30 Initial page for IBM HTTP administration

Tip: To access the functions in the navigation bar, click the F and not the text of the
function. If you click the text next to the Pk, you will simply show the command help.

2.6.1 Using the proxy cache

The IBM HTTP Server can use a cache to improve performance when serving pages. This
cache is not activated by default, although you can activate it using a three step process.

Note: To help you configure the cache, you can activate the help facility, which provides
field-level help, at the bottom of the window, as shown in Figure 2-31.

1. Activate the proxy module

a. Click Basics Settings -> Module Sequence.
b. Click Select a module to add.

c. Select the module proxy (libproxy.so).

d. Click Apply.

e. Click Submit.

2. Activate the proxy

a. Click Proxy -> Proxy Settings.

b. Set Enable Proxy to On.

c. Set Buffer size for outgoing HTTP and FTP connections to 0.
d. Click Submit.
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3. Configure the proxy

a. Click Proxy -> Proxy Cache.

b. In the Cache Root Location field, enter /opt/IBMHTTPServer/proxy
c. Set Cache Force Completion Percentage to 75.

d. Click Submit.

When you have finished, restart the IBM HTTP Server.

“IBM Administration Server - Metscape

Eile Edit Wiew Go Communicator Help
Back Forward  Reload Home Search Metzcape Frint Security Shop Stop m
wf " Bookmarks A Locatior: [Fitps://3.24.105.131:8003/ achin frameset bt [~ | €507 What's Related

Proxy Cache

» O3 Getting Started IBM HTTE
» B3 Baszic Settings

» £J Configuration Structure
¥ ] Indexing

» ] suthentication Files

Hide Help

Scope: | <GLOBAL =

» £] Access Permissions -
» £ Security Da not cache “ache KOO [ EMHTTPServer foroxy £3 7
» 3 Logs the following Location:
ata:

» 3 Mappings e Cache force completion percentage: |T-'5 [0-100]
[ 4 Scripts
» g F'erfzrmance Check Cache Interval: |1 hours
» £ MIME Cache Size: [1000 KB
» B FastCol
» a File Systems zximum time ta retain cached documernts: | hiour s
vﬁ Proxy Default time ta retain cached documerts: | hours

Proxy Settings

Proxy Cache Factor used to calculste expiry-period: |
[ Yiews Configuration

a g Mumber of levels of subdirectories inthe Cache: |

Mumker of characters in cache subdirectory names:; |1 9

-
1 »

Set the desired space usage of the cache. Depending on the expected prosy traffic valume and 3
CacheGelntersal, use a value which is at least 20 to 40% lowwer than the available space. Default: 5 kb
[Directive: CacheSize; Module: mad_proso] LI

’E ={p= | |A|:|plel com. ibm. webexec. herald Heraldpplet stopped
Figure 2-31 Proxy cache configuration with online help active

After you have made these changes, we recommend that you save your configuration using
the Appliance System Manager tool (see 2.5.1, “Backup/restore system configuration files” on
page 30). Using the backup facility, you can restore your tuning on another system or the
same system after a reprovisioning from factory image.

2.7 Creating Web sites

The purpose of this section is not to explain how to build a Web site, but to provide specific
information related to the Linux appliance. The page contents have to be created on the
user’s systems, not on the appliance itself. In this section, a user is a page content creator.

IBM HTTP Server uses the concept of home directory for user access, and users can only
access the contents of their own home directories, so one directory must exist per user.
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The administrator has to create and activate the users who are able to put Web content on
the server. To create a user with Appliance System Manager, use the Security function, as
shown in Figure 2-32:

N Security:List Users

p Operations

B Configuration

W Security Username | UID | Home Directory
Manage Administrators © |creater 502 | home/oreator
Manage Users C |webroot 200 [homefwebroot

B System Access

System Password

Manage SSL Certificates
P Logs

Ade Edit J Activate) Deactivate) Delete)

1 |

Figure 2-32 creating a user using Advanced Systems Management

To publish your pages on the server from your Web publishing system, any FTP client will
work. To use a browser, for example, use the following URL to access the home directory:

ftp://userid:password@IP_address/userdir

The user gets access to a directory named ./ located in the Linux file system at
/home/user/userdir, accessible using the URL

http://ip_address/™user/

The administrator can use the same command with user ID webroot:

ftp://webroot:password@IP_address/public_html

The administrator gets access to the directory named public_html, located in the Linux
system at /home/webroot/public_html and accessible at the URL

http://IP_address

The default page requested is index.htm (see Table 2-1):

Table 2-1 URL mappings

Administrator

user_creator

linux | /home/webroot/public_html /home/user_creator/public_html

http | http://IP_addr/ http:/IP_addr/~user_creator

ftp ftp://webroot:password @ IP_addr/public_html | ftp://user_creator:password @ IP_addr/public_html
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For example, if the creator uses FTP to store the file my_page.htm into the default user
directory, they would use:

ftp://creator:password@9.20.21.22/public_html

To later access that page, you would use:
http://9.20.21.21/creator/my_page.htm

Tip: The default user directory is public_html and is set by a directive of IBM HTTP Server.
If you want to change it, go to the Appliance System Manager and click IBM
Administration Server -> Mappings -> Usernames Directories ->
Username-to-directory Translation.

2.7.1 PHP

To use this feature, you first have to activate PHP server capabilities using Appliance System
Manager (see Figure 2-33):

Home Configuration:PHP:Enable

b Status
p Operations

w» Configuration
Tou can use the Enable button below to enable PHP for all Web pages

Hardware .
Language whose names end in .php.
Date/Time You can uze the Disable button below to disable PHP for all Web pages.

System Services

NFS Filesystems

E-mail . .
b mat Warning: If vou prefer any other configuration, do not use the buttons

P Network below; they will lose any Web server configuration you have done for PHP.
IBM HTTP Server Administral
w PHP Configuration
SHP Enahle
PHP Configure
a | H
Figure 2-33 Using the IBM HTTP configuration to configure PHP

Enable) Disable )

For more information about PHP, see

http//:www.php.net
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To do a simple test to verify your PHP configuration, you can create a file called
my_dynammic.php, as shown in Example 2-1:

Example 2-1 my_dynamic.php file

<html1>

<head><title>PHP Test</title></head>

<body>

<?php echo "You can show a PHP sample, OK ???<p>"; 7>

<?php
if(strstr($HTTP_USER_AGENT,"MSIE")) {
7>
<center><b>You are using Internet Explorer</b></center>
<?
} else {
7>
<center><b>You ARE NOT using Internet Explorer</b></center>
<?
}
7>

</body></html>

This example executes a sample test in order to show what Web browser you are using. The
results are shown in Figure 2-34:

HF Test - Netscape

Eile Edt “iew Go Communicator Help

Back Forward  Reload Home Search  Metzcape Frirt m

I w$ T Bockmarks Lc.catic.n:|;;9.24.105.131ftest ~| @7 wihat's Related

You can show a PHFP sample, OK 777

You ARE NOT using Internet Explorer

= == |Document: Dc =| -3k
Figure 2-34 Example of a simple PHP script

This very simple example shows how PHP is useful to produce dynamic HTTP pages. The
creation of Web-based applications with this script encoding feature will give you similar
functions to .jsp (Java server page) or .asp (active server page) files, and allow you to
improve Web security and enhance Web page content.
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2.8 Load balancing

Balancing the IP traffic along the Web nodes can be done in different ways:
DNS approach

This approach takes advantage of the fact that the browser must first resolve the name
into an IP address and contact a DNS. Most Linux distributions use the Berkeley Internet
Name Daemon (BIND daemon) and the DNS server. To balance the traffic, this DNS uses
a feature called round-robin to regularly balance from one to another node.

Reverse proxy

This method is the reverse of the HTTP proxy server and operates in the opposite
direction of the commonly known one (hence the name). In other words, the proxy either
forwards absolute URLs or translates them to relative URLs, but instead of serving the
request itself, it determines the appropriate back-end server dynamically, turns the request
over to it, and then forwards the response back to the client.

The x135 appliance does not have the DNS service installed on it by default. You can install
such a package, but it is not a supported configuration. To implement an external, supported
solution, the Web servers can be put behind an external server working as a load balancer
using, for example, IBM Network Dispatcher.
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2.9 Tuning and performance

In this section, we describe a number of separate settings which can have an impact on
performance.

The Webadmin tools in Appliance System Manager provide functions to monitor the system,
but these are not designed to tune your system. The key to good performance is to monitor
the system resources regularly and analyze the changes. The standard monitoring tool is top,
which shows all the processes running in the system (see Figure 2-35):

1:87pm wp 19:30, 1 user, load average: B.0E, 0.06, O.00
b3 processes: 62 sleeping, 1 running, O zombie, 0 stopped
CPU states: 0O.7% user, 1.5% system, 0O.0% nice, 97.6% idle
Mem: 261636k aw, 254324K used, TIL2K free, Bk shrd, 143570k buff
Swap:  5l4040K av, K used, 514040K free 27148k, cached
PID USER ! 155 SHARE STAT LIB #CPU HMEM TIME COMMAMD
29036 root k! B 876 876 672 R Boe.7T 0.3 b:oe top
534 root 18 @ 5000 5000 1088 S Boe8.3 1.9 1:33 grabber.pl
1 root 1 1 476 476 404 5 B8 8.1 B:B5 init
2 root 1 1 1 1 B Sl B8 0.0 B:88 kflushd
3 root B 1 B B B Sl 0 g.0 0.0 0:02 kupdate
4 root B B B B B Sl B g.0 0.0 B:@8 kswapd
5 root B B B B B Sl B g.8 0.8 B:008 keventd
b root -20 -20 1 1 B Sl B @8 0.8 B:88 mdrecoveryd
417 bin 1 1 412 412 332 5 B8 8.1 B:88 portmap
428 root B B 5488 5488 5392 5 B8 2.8 f:81 httpd
478 root B B 528 528 428 5 Boe.B 0.2 B:81 syslogd
489 root 1 1 goe  s0w 388 5 B8 B.3 B:88 klogd
S04 ihsadmin 1 1 458 488 364 5 B8 8.1 B:88 sidd
505 root B B 5108 5108 4988 5 Be.8 1.9 B:08 httpd
506 ihsadmin B B 5904 5904 5324 5 Boe.8 2.2 f:e8 httpd
511 root 1 B 5824 5824 1072 5 Boo.8 1.9 B:81 cleanTemplog
523 root 1 B 6724 6724 1188 S B8 2.5 B:86 emailalert.p

Figure 2-35 Using top to monitor the Linux system

Look at memory or CPU usage and which processes are using them. To work with a process,
use the command ps. Also, the vmstat command can be useful to monitor CPU, memory,
input/output, swap space, system, and process activity.

If you wish to benchmark your system, before and after any system change, we recommend
that you use WebBench from Ziff Davis. Be aware of the effect that active pages versus static
pages have on your system’s performance.

2.9.1 Factors affecting Web server performance

The appliances are already well configured for most customers, so you will most likely not
need to make any changes. However, if your system has a very heavy load, some changes
may have positive and measurable effects.
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The following are pointers that can help you improve your server’s performance:
Network configuration

Be sure your entire network is working properly before using the tuning process; verify that
your switches are configured for the correct speed and that full duplex is also fixed.

Tivoli agent

The Tivoli agent is installed and started on the appliance by default. If you are not using
the Tivoli management console or IBM Director, you can free some memory and
resources for your applications by disabling this agent. The easiest way to stop it from
coming back up is to delete a file by entering:

rm /etc/rc.d/rc3.d/S90TWGagent

This will remove the symbolic link to the Tivoli agent:
S90TWGagent > /etc/rc.d/init.d/TWGagent

To later recreate the link, enter:

In -sf /etc/rc.d/init.d/TWGagent /etc/rc.d/rc3.d/S90TWGagent
IBM HTTP Server logs

This function is useful to evaluate the number of transactions your Web server was
handling; you can log errors or pages served. To enhance your Web server bandwidth,
you can disable the log files. This will free some disk and CPU resources for the Web
server tasks. To do this, follow these steps:

a. Gotohttp://IP_Adress:8008
b. Click Logs -> Logfiles -> Delete.
c. Click Submit.

IBM HTTP Server MaxRequestPerChild Directive

This parameter, by default, is set to 500. For heavily loaded system, you can increase this
value (to 300,000 for example). You could also just set it to 0, which means unlimited
requests, although this may increase chance of a memory leak.

Set this via Performance -> Server Settings.
IBM HTTP MaxClients Directive

By default, this parameter is set to 150 and may need to be reduced on heavily loaded
systems. Try to set a lower value. Set this via Performance -> Server Settings.

Services

The fewer services are running, the better. Disable the maximum possible number of
unused services once you have properly configured the system. Telnet, FTP services can
be disabled using Advanced Systems Management.

SMP kernel

The x135 uses a multi-processor kernel on both the Value and the Performance models. If
your system only has one processor and you cannot (or have no plans to) upgrade to a
second processor, you could consider changing to a uniprocessor kernel.

Note: Modifying the kernel is not supported by IBM.
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To change from the SMP kernel to the unikernel, use the following commands. You should
verify that the file vmlinuz-2.2.19-6.2.1 is approximately 600 KB and not approximately
1.6 MB.

cd /boot
In -s vmlinuz vmlinuz-2.2.19-6.2.1
/sbin/1ilo

You should not have to change other linkings for system.map, initrd, modules, and so forth.
Reboot the appliance once the commands have been executed.

To change from the unikernel to the SMP kernel, use the following commands and reboot:

cd /boot
In -s vmlinuz vmlinuz-2.2.19-6.2.1smp
/sbin/T1ilo
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Management

This chapter introduces two additional tools for managing your xSeries 135:
IBM Director
Advanced System Management service processor

These two tools are in addition to the products covered in the previous chapter:

IBM Advanced Appliance Configuration Utility, discussed in 2.4, “IAAConfig” on page 21
Appliance System Manager, discussed in 2.5, “Appliance System Manager” on page 27
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3.1

Software management

There are two primary ways to manage your x135:
Using workgroup management with IBM Director
Using point-to-point management with Appliance System Manager

Appliance System Manager is described in 2.5, “Appliance System Manager” on page 27 in
this redpaper, and in Chapter 7 of the IBM xSeries 135 User’s Reference.

For information on the use of IBM Director beyond what is covered in this redpaper, refer to
the following IBM Redbooks:

Integrating IBM Director with Enterprise Management Solutions, SG24-5388

Netfinity Director - Integration and Tools, SG24-5389

Netfinity Server Management, SG24-5208

3.1.1 IBM Director

44

Important: IBM Director server is not shipped with the x135 appliance. The client,
however, is shipped and pre-installed. To use the functions of IBM Director, you will need to
purchase and install IBM Director on a separate system which can act as your
management console.

IBM Director is a comprehensive systems management solution designed for use with IBM
IBM @server xSeries servers, IBM desktops and ThinkPad notebooks. It provides
centralized alerting, problem determination and inventory functions.

IBM Director is useful to manage systems on your network from a centralized console, and
brings you the advantages of workgroup management. This means that you can manage
many systems at the same time (for example, do an inventory on a group or on all machines).

IBM Director includes three components: client, server and console. The IBM Director client,
(also called the Tivoli agent), is pre-installed on the xSeries 135 appliance. The IBM Director
server is the heart of the IBM Director product and is installed on a Windows server. It
provides the management application logic and persistent data store of management
information via an SQL database. Clients communicate with the Director server through the
Director agent. Any events generated by the client, whether the result of hardware alerts or
monitored resources, are forwarded to the Director server.

The IBM Director console is a Windows application that serves as the user interface to the
IBM Director-managed environment. It can reside on the same system as the Director server,
or on another remote Windows workstation.

If you plan to use the IBM Director framework to manage your x135 appliances, we
recommend that you carefully plan your systems management architecture and network. The
Redbooks above will provide information on how to do this.
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From the IBM Director console you can see a list of tasks available to Linux clients. Right-click
the appliance in the Group Contents panel to display the menu in Figure 3-1:

.
¢4 Director Console

Director Tasks Associations Options Window Help

A4 B

Groups Group Contents (3) Tasks
18654502 3A6913 EE‘] Advanced System Managerment =

&
t:? S

-5 All Groups

=il Systerns and D 3 '
Clusters and Cluster Members ASM Web Based Management
B Director Systerms EERETE.. setiD
- SMMP Devices B pacity Manager
&8 Systems with Alert on LAN Perform Inventory Collection |- 5\nd CARaCity Manager
P Systerns with AssetiD Event Lag Monitar Activatar
&8 Systems with CIM Yiew Inventory Repart Generator
&8 Systems with Linusx Frocess Management Report Viewer
P Systerns with SNMP Agent File Transfer Browser
& Bystems with Windows 2000 Remate Session ister Systerns Management
g Systems with Windows MNT Set Presence Check Interval  |nfigure Alert on LARN
All Available Recordinos nfigure SHMP Aaent
All Available Thresholds | Browser
Resource Manitars Ent Action Plans
Fuel Gauge Monitor ent Log
System Availability = Transfer
Distribution Preferences el Gauge Maonitor
Revake License entory
Unsecure Systam rosoft Cluster Browser | |
System Status - ¥ ltwark Configuration

Figure 3-1 Available functions with the Linux IBM Director agent

Tips:

The tasks available through the Linux client are a subset of those available through the
Windows client.

The system name of the Linux appliance is initially localhost.localdomain. You can
rename this by clicking Rename in the menu in Figure 3-1. To determine which system
is which, one method is to gather inventory and review the IP address of each.

Immediately after the Linux appliance is discovered by IBM Director, a lock symbol @
may appear to the left of the of the host name. This indicates that the system is locked
to prevent unauthorized access. To unlock access, right-click the system in the Group
Contents panel, and click System Access. In the login window, enter the user ID root
and the root’s password.

Tasks available on Linux systems include the following:
Perform Inventory Collection

This function gathers hardware, software, system and user information. You can view the
results of the collection using the View Inventory task.

Event Log

All events that the Director agent on the appliance receives are logged in the event log.
You can also configure event action plans to perform actions based on those events.
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View Inventory

This function lets you review the inventory that was previously collected either through the
Perform Inventory Collection function or the scheduler. A sample of the type of information
that is available from the x135 is shown in Figure 3-2:

Available Queries Cuery Results:Installed Packages({202)

Iil Custorm Al Mame (Sy...| Package ID {Installed Pac... | Mame {Inst...|Wersion (.| Revi.. |Yendor {
E-&3 Standard . 1 35-right | setup-2.1.68-1 setup 218 1 Red Hat «

[, Alert On LAN Settings |41 35 right | filesystern-1.3.5-1 filesystern  [1.3.5 1 Red Hat

B, AssetlD #135-right  |basesystem-6.0-4 basesystern |6.0 4 Red Hat
% gas'h': System Informat - Wy 2 omt (Idcanfig-1.9.5-16 Idconfig 185 16 |Red Hat—

B o x1 35-right_|gnupg-1.0.4-6.6.x gnupg 1.04  |8.6x |Red Hat

. ¥135-right  [shadow-utils-19990827-10 | shadow-utils (19990827 110 Red Hat

[, Cluster Membership ;

B, Compaonent d ¥135-right  |mktemp-1.5-2 mktemp 148 2 Red Hat

R Device Drivers x135-ight _|termcap-10.2.7-9 termeap 1027 a Red Hat

5 Diractar Systems ¥135-right  |[libtermeap-2.0.8-20 liktermcap  |2.0.8 20 Red Hat

-[B, Disk #138-right  |bind-utils-2.2.3-0.6.% hind-utils 8.23 06y |RedHat

~[B, Geagraphic Informatio |1 35-tight | MAKEDEV-2.5.2-1 MAKEDEY [25.2 1 Red Hat

5 1BM UM Services ¥135-right | SysWinit-2.78-5 Syshinit 278 a Fed Hat

{3, IDE Adapter ¥135-rig anacron-2.1- ANACron . ed Ha

il 135-right 2.1-6 21 5] Fed Hat

Ii IDE Device w135-right |anonftp-3.0-3 anonftp a0 3 Red Hat

B, Installed Memory w1 38-right |chkconfig-1.1.2-1 chkeonfig  |1.1.2 1 Red Hat

stalled Packages #138-right |apmd-3.0final-2 apmd 3.0final |2 Red Hat

[, Installed Patches #135-right |pam-0.72-20.6.x parm 072 20.6.% |Red Hat

[, IP Address ¥135-right | info-4.0-5 info 4.0 5 Red Hat

% :{P}{sddrde% 1 35-right | filautils-4.0-21 fileutils 4.0 21 |RedHat

B, keyhoan ¥l 35-right |grep-2.4-3 grep 24 3 Red Hat

::% LA Hetwork B x135-right_|ash-0.2-20 ash 02 20 |Red Hat

B Logical Drive ¥135-right |at-2.1.7-14 at 317 14 |Red Hat

I8, Logical Memory #135-fight  |authconfig-3.0.3-1 authconfig  [3.0.3 1 Red Hat
B Memnr o las - | %135 right |kbc-1.05a-5 hi 1.05a ] Red Hat =

4 I A ,

Figure 3-2 Inventory example

Process Management

This task lists all the running processes on the appliance. From the list, you can select
processes to monitor (such that you will get an alert if the process starts, stops, or fails to
start), and you can manually stop a process (see Figure 3-3 on page 47).
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I Process Management : k135-right ;|g|5|
File Actions Maonitors Help
ppiications |

Mame Command Line Proces..|Parent .. Liser Priarity | Monitored | Memoary ...
kflushd [Klushd] 2 1 root 349 o 0k
kupdate [kupdate] 3 1 root 349 Mo 0k
keswwapd [k=wapd] 4 1 raat 34 o ]38
keventd [keventd] a 1 root 39 Mo k.
mdrecoveryd [mdrecoveryd] G 1 root 59 Mo k.
normap normap 338 1 hin 349 o 2K
hitpd optIBMHTTRP Serverbinthitpd -fiop.. (347 1 root 349 Mo 2k
syslogd syslogd -m 0 -r 387 1 raat 34 o 2K
klogd klogd 406 1 root 39 Mo 2K
gidd optIBMHTTP Serverhinigidd 0 20..423 347 ihgadmin (39 ligl] 21
hitpd optIBMHTTPServerbin/hitpd -fiop...[424 347 root 349 o Tk
hitpd optIBMHTTRP Serverbinthitpd -fiop.. 425 347 ihsadmin |39 Mo 2k
cleanTemplagFil jperl - -w foptfCEMiscriptsiclaanT... 430 1 raat 34 o ]38
emailalert.pl perl -w foptiCEMiscriptsiemailalert... 442 1 root 39 Mo Tk
arabher.nl nerl fopt'CSMrscriptsiarabher.pl--d.. 453 1 root 22 o 154
atd usrishinfatd 478 1 daeman 39 Mo 2K
crand crand 482 1 raat 34 o 2K
inatd inatd a2 1 raat 38 ligls] 2K
sendmail sendmail. accepting connections ... |566 1 root 39 Mo 3k
apm apm -t psi2 591 1 root 349 Mo 2K ;I

Figure 3-3 Process Management

File Transfer

This function lets you make files transfer from the system running the IBM Director console
to the Linux appliance, as shown in Figure 3-4:

& File Transfer: localhost.localdomain [_ (O] x|
File Actions View Help
Source File System | Target File System
ILucaI LI Ilucalhast.lacaldamain Ll Other
CR=T} N EE=N =
ER=Te}] Bl-£3 backup
E-£3 Documents and Settings ﬁ: hin
- El-£] boot
El-£3 Inetpub ﬁj dev
B AdminScripts B ete
E-£3 fiproat El-£3 home
Bl repro-images F-(23 creator
i £ user L -3 ftp
Repravisioning86541 1Y pqi {27 gestion
ReprovisioningS65450%.pai -2 ihsadrmin
sauve_config F-23 lost+found
: ~E sauve_confin_2 -2 manager [
£ use_new -3 webroot
F-{7 iissamples B guota.user
{23 mailroot F-{ images
-2 scripts -2 lib
22 wovwvro ot -2 lost+found
-3 LOGS ;I -2 mnt ;I
Filename: [ Filename: |
| Ready

Figure 3-4 File transfer between Windows and Linux systems
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Remote Session

The Director client also lets you open a remote shell prompt (see Figure 3-5). The
response time is satisfactory, but our testing shows that it is slower than a separate Telnet
session.

Tip: Before you can use the Remote Session function, you must enable the Telnet
server on the appliance, using Appliance System Manager. Click Configuration ->
Services, then set Telnet to On to activate the Telnet service. If you do not enable
Telnet, you will receive the following error if you attempt to start a remote session via
Director:

I Remote Session - localhost localdomain E3

0 A communication error occurred.

[root@RED10-10-10-10 tivoliwgl# df
Filesystem 1k-bTocks Used Available Use% Mounted on
/dev/sda2 1517952 430412 1010428 30% /
/dev/sda6 13185884 1502 12640106 0% /home
/dev/sda3 2048000 177408 1870592 9% /images
[root@RED10-10-10-10 tivoliwgl# 1s -la
total 48
drwxr-xr-x 11 root root 4096 Jun 18 11:55 .
drwxr-xr-x 7 root root 4096 Jun 18 11:54 ..
drwxr-xr-x 3 root root 4096 Jun 27 10:07 SwPkInst
drwxr-xr-x 3 root root 4096 Jun 18 11:55 bin
drwxr-xr-x 5 root root 4096 Jun 27 10:39 classes
drwxr-x--- 2 root root 4096 Jun 27 11:00 data
drwxr-xr-x 4 root root 4096 Jun 18 11:54 jre
drwxr-xr-x 2 root root 4096 Dec 13 2000 1ib
drwxr-xr-x 2 root root 4096 Jun 27 10:41 log
drwxr-xr-x 3 root root 4096 Jun 18 11:55 proddata
drwxr-xr-x 2 root root 4096 Jun 27 10:41 tempdata
-rW-rw-r-- 1 root root 146 Dec 13 2000 version.key
[root@RED10-10-10-10 tivoliwgl# ps

PID TTY TIME CMD
2374 pts/0 00:00:00 Tlogin
2395 pts/0 00:00:00 bash
2498 pts/0 00:00:00 ps
[root@RED10-10-10-10 tivoliwg]#

Figure 3-5 Remote shell via IBM Director

Resource Monitors

Here you can set thresholds on certain system settings, such as CPU use, and create
event action plans to receive alerts on those triggers. Drag the resource from the tree view
onto the white space in the right-hand pane (see Figure 3-6 on page 49).
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#F Resource Monitors: x135-right -0l x|

File View Options Help

Available Resources Selected Resources
-5 Directar Agent Selected Resources %1 348-right
=&y GPU Monitors [Process Coun] 9N
-l CPU Utilization
B I rocess Courit Rees

[#-{> Disk Manitors T
-2 File Systern Monitors
-7 Mermaory Manitors
-2 Process Monitors
-2 Gentry Monitors

-5 UM Systerm Monitors

ti:‘a‘”ﬂeaw Last updated: 5:26:12 PM |

Figure 3-6 Resource Monitors task

3.2 Advanced System Management service processor

The x135 Performance model has an Advanced System Management service processor, that
is a technology improvement to help in hardware event management; it can be managed
using centralized system management or point to point management, and can communicate
directly with other service processors, using the Advanced Systems Management
interconnect.

The Value model does not have the Advanced System Management service processor (and
no management port to service processor interconnect), but this model does support Wake
on LAN which lets you remotely power on the system as the system processor can do. It can
also provide processor temperature, fan speed, and voltage, using an onboard Winbond
W83791D chip. This means that it can be managed by tools such as IBM Director.

You can access the service processor directly using an ANSI terminal connected to the serial
port on the appliance (see Figure 3-7). Connect using 8 data bits, no parity and 1 stop bit.

Local System x135

- Monitors

- Error Logs

- SP Configuration

- System Services

- System Power

Boot

- Remote Terminal Status
- Storage

- Remote SP Access

- Disconnect Current Login
- Start Remote Video

N <20 moo~NOo o wiN
1

Figure 3-7 Accessing the service processor through the serial port
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With other xSeries and Netfinity systems with Advanced System Management service
processors, you can also access it directly using IBM Director. However, the current version of
the IBM Director agent for Linux does not allow this connection and you will get the following
message if you attempt to drag one of the Advanced System Management onto the x135 in
IBM Director:

‘% Error Launching Task : ASM Integrated Console E

& The targeted system does not support this task.

Figure 3-8 IBM Director Linux agent error

The solution to this problem is to connect the RS-485 port of the x135 to the equivalent port
on another system, such as a system with the Advanced System Management PCI adapter
installed. This other system cannot be an x135, however. We recommend that your
management console have a Advanced System Management service processor for this
purpose.

To connect to the x135’s service processor through the RS-485 link using IBM Director, do the
following:

1. From the management console, start IBM Director. Drag the Advanced Systems
Management Integrated Console task onto the management console system (NF4500R1 in
Figure 3-9):

.
¢4 Director Console

Director Tasks Associations Options Window Help

ol 4%

Groups Group Contents (3) Tasks
E@ All Groups gﬁ localhostlocaldomain E Advanced Svstam Managerme 2]

T e IR 2] 5 Integrated Console

[ Clusters and Cluster B RED10-10-10-10 - -[E) AsM wieb Based Manager
ﬂ Director Systems ‘E]' AssetlD

ﬁ SMMP Devices % Capacity Manager

g Systerms with Alert or [E| ClIM Browser
F . R s
Figure 3-9 Starting the Advanced Systems Management console on the management console

Tip: To determine if the connection to the service processor is active, look for the |4| or
E| icon to the left of the first-level menus. If the icon is not present, then you do not
have an active connection.

2. Click Options -> Change Connection -> Interconnect to attach to the x135 using the
RS-485 connection (see Figure 3-10 on page 51).
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Bl advanced System Managem... =] [E3
Options  Help

Change Connection  # TCRIIP...
Update Microcode 3 Serial...
Select Event Sources b Interconneck...

i [iscommesct
Ezxit
’Q Configuration Information
Y v |

Figure 3-10 Inteconnect SP

3. You will be prompted to choose an available machine to work with and to provide a user ID
and password (see Figure 3-11):

Establish Interconnect - k130 [ x|
User 1D: IUSEHID

xxxxxxx

Pazzword:

Login

Refresh

Cancel

Help

dddlh

Figure 3-11 Selecting a system over the RS-485 network

By default, these are:

— User ID: USERID (uppercase)
— Password: PASSWORD (with a zero, uppercase)
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4. Now you are connected to the service processor on the x135 (see Figure 3-12):

B Advanced System Management - x135 [_ (O] x|
Options  Help

o] @] o] 2|

FY
= Operational Parameters j

—— Temperatures
—— aoltages
E— System Status

=] ’Q Configuration [nformation

— S_I,Jstem M anagement Processor Information

— ’Q Syztem Vital Product D ata

— ’g Syztem Card Vital Product D ata

— A tdermary DIMM Information
-8

— ’l‘ General Settings
— ’l‘ Remote Ewvent Settings

Configuration Settings

Remate POST Congole LI
[Conmected ko x135 [ 4

Figure 3-12 Advanced System Management- x135

If your management console has an Advanced System Management PCI Adapter (or IBM
Remote Supervisor Adapter), you can connect the adapter to your Ethernet network using the
RJ-45 port on the card. With this connection and the RS-485 connection to the x135, you can
also access the service processor, using other methods besides IBM Director:

Web browser
Telnet client

Once you are connected to the x135 service processor, you can configure hardware alerts by
clicking Configuration Settings -> Remote Event Settings (see Figure 3-13 on page 53):

You can also configure your SP with a setup diskette (use the supplementary CD to create it).
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Remote Event Settings - x135 ﬂ

— Remote Event Entry Information
[

Huriber : I PIN |

Type: INetfinil_l,J zerial j ¥ Eriry enabled Delete |
— Remote Event Strategy

Fietry Iimit: Entry spacing Fietry delay :
Event status : SEMDING StnpSendingl

 Enabled Ewvents

— Critical — Systen-level
¥ Temperature ¥ Multiple fan failure Iv' Bioot failure
v Yoltage V¥ Power Failure ¥ POST timeaut
¥ Tamper v Hard dizk drive V' Loader timeout
. ¥ 045 timeout
¥ ‘oltage regulator module failure
¥ Pawer off
— Non-critical V' Pauer on
V¥ “altage ¥ Single fan failure V' Application
¥ Temperature ¥ Fedundant Power W PFA,

.&ppl}lmddl Hefreshl Eancell Helpl

Figure 3-13 Setting alerts using the service processor

Enter a name for the alert in the Name field.

In the Type field, select how you want the alert sent.

If you selected TCP/IP in the Type field, enter the destination IP address in the Number
field. If you selected Netfinity serial, enter the telephone number (or leave it blank for a
null modem).

Click Entry enabled to activate this alert.

Select the events that you want notification on.

Click Apply/Add.

Tip: You can also configure the Advanced System Management service processor using
the Advanced Systems Management setup diskette. You can create this diskette using the
supplemental CD-ROM that comes with the appliance.

Another useful function is the remote control of system power (see Figure 3-14), accessible
through System Power Control. You can stop or restart any machine connected on the
RS-485 network:

System Power Control - 135 ﬂ

¥ Enable power control options

Paower Control Dptions

Power off with 05 shutdown,
Power off now.

Restart the systern with 075 shutdown,
Fiastart the systern now,

Apply | Cancel I Help

Figure 3-14 Remote control of system power
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For more information about the Advanced System Management service processor, see the
redbook Netfinity Server Management, SG24-5208.

3.3 Comparing the management tools

The management tools are used in the following ways:

IBM Advanced Appliance Configuration Utility, as described in 2.4, “IAAConfig” on
page 21, runs on the Windows management console and is used for initial configuration
and for the deployment of multiple appliances.

Appliance System Manager, as described in 2.5, “Appliance System Manager’ on

page 27, also runs on the Windows management console, is used to install, administer,
and maintain your system, and brings you all the standard Linux configuration tools using
a Web browser.

IBM Director is useful in performing inventory across all of your appliances and is the
standard management platform for other IBM Intel-based systems, including xSeries and
Netfinity servers, ThinkPads and IBM desktop PCs. IBM Director also provides an
interface to the service processor for Performance models of the appliance.

The Advanced System Management service processor, as described in 3.2, “Advanced
System Management service processor” on page 49, provides hardware-level information,
alerting and control. The service processor is accessed using IBM Director, a Web
browser, Telnet or ANSI terminal via the appliance’s serial or RS-485 ports.

Table 3-1 shows a brief comparison:

Table 3-1 Comparison chart

IBM Director IAAConfig Appliance System
Manager
Installation Initial network Initial network settings
settings

Restore factory image
Create/deploy image

Administration Inventory Change network Back up user data
Remote settings Back up configurations
session Change passwords
Monitor Add users
resources View logs

Monitor resources

Maintenance Handle service Access to Appliance Start/stop
processor System Manager Add HDD
management
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References in this publication to IBM products, programs or services do not imply that IBM
intends to make these available in all countries in which IBM operates. Any reference to an
IBM product, program, or service is not intended to state or imply that only IBM's product,
program, or service may be used. Any functionally equivalent program that does not infringe
any of IBM's intellectual property rights may be used instead of the IBM product, program or
service.

Information in this book was developed in conjunction with use of the equipment specified,
and is limited in application to those specific hardware and software products and levels.

IBM may have patents or pending patent applications covering subject matter in this
document. The furnishing of this document does not give you any license to these patents.
You can send license inquiries, in writing, to the IBM Director of Licensing, IBM Corporation,
North Castle Drive, Armonk, NY 10504-1785.

Licensees of this program who wish to have information about it for the purpose of enabling:
(i) the exchange of information between independently created programs and other programs
(including this one) and (ii) the mutual use of the information which has been exchanged,
should contact IBM Corporation, Dept. 600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions, including in
some cases, payment of a fee.

The information contained in this document has not been submitted to any formal IBM test
and is distributed AS IS. The use of this information or the implementation of any of these
techniques is a customer responsibility and depends on the customer's ability to evaluate and
integrate them into the customer's operational environment. While each item may have been
reviewed by IBM for accuracy in a specific situation, there is no guarantee that the same or
similar results will be obtained elsewhere. Customers attempting to adapt these techniques to
their own environments do so at their own risk.

Any pointers in this publication to external Web sites are provided for convenience only and
do not in any manner serve as an endorsement of these Web sites.

The following terms are trademarks of other companies:
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Tivoli, Manage. Anything. Anywhere.,The Power To Manage., Anything. Anywhere., TME,
NetView, Cross-Site, Tivoli Ready, Tivoli Certified, Planet Tivoli, and Tivoli Enterprise are
trademarks or registered trademarks of Tivoli Systems Inc., an IBM company, in the United
States, other countries, or both. In Denmark, Tivoli is a trademark licensed from Kjgbenhavns
Sommer - Tivoli A/S.

C-bus is a trademark of Corollary, Inc. in the United States and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of
Sun Microsystems, Inc. in the United States and/or other countries.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States and/or other countries.

PC Direct is a trademark of Ziff Communications Company in the United States and/or other
countries and is used by IBM Corporation under license.

ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel
Corporation in the United States and/or other countries.

UNIX is a registered trademark in the United States and other countries licensed exclusively
through The Open Group.

SET, SET Secure Electronic Transaction, and the SET Logo are trademarks owned by SET
Secure Electronic Transaction LLC.

Other company, product, and service names may be trademarks or service marks of others.
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