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Preface

This manual contains the information that you will need to use the router user
interface for configuration and operation of the Multiprotocol Routing Services base
code installed on your Nways device. With the help of this manual, you should be
able to perform the following processes and operations:

» Configure, monitor, and use the Multiprotocol Routing Services base code.

» Configure, monitor, and use the interfaces and Link Layer software supported by
your Nways device.

This manual contains the information you will need to configure bridging and routing
functions on an Nways device. The manual describes all of the features and
functions that are in the software. A specific Nways device might not support all of
the features and functions described. If a feature or function is device-specific, a
notice in the relevant chapter or section indicates that restriction.

This manual supports the IBM 2210 and refers to this product as either “the routers”
or “the device”. The examples in the manual represent the configuration of an IBM
2210 but the actual output you see may vary. Use the examples as a guideline to
what you might see while configuring your device.

Who Should Read This Manual

This manual is intended for persons who install and manage computer networks.
Although experience with computer networking hardware and software is helpful,
you do not need programming experience to use the protocol software.

To Get Additional Information: = Changes may be made to the documentation after
the books are printed. If additional information is available or if changes are
required after the books have been printed, the changes will be in a file (named
README) on diskette 1 of the configuration program diskettes. You can view the
file with an ASCII text editor.

About the Software

IBM Nways Multiprotocol Routing Services is the software that supports the IBM
2210 (licensed program number 5801-ARR). This software has these components:

* The base code, which consists of:

— The code that provides the routing, bridging, data link switching, and SNMP
agent functions for the device.

— The router user interface, which allows you to configure, monitor, and use the
Multiprotocol Routing Services base code installed on the device. The router
user interface is accessed locally through an ASCII terminal or emulator
attached to the service port, or remotely through a Telnet session or
modem-attached device.

The base code is installed at the factory on the 2210.

* The Configuration Program for IBM Nways Multiprotocol Routing Services
(Configuration Program), a graphical user interface that allows you to configure
the device from a stand-alone workstation. The Configuration Program includes
error checking and online help information.
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The Configuration Program is not pre-loaded at the factory; it is shipped
separately from the device as part of the software order.

You can also FTP the Configuration Program for IBM Nways Multiprotocol
Routing Services. See Configuration Program User’s Guide for Nways
Multiprotocol Access, Routing, and Switched Services, GC30-3830, for the server
address and directories.

Conventions Used in This Manual

The following conventions are used in this manual to show command syntax and
program responses:

1. The abbreviated form of a command is shown in the following example:

reload

In this example, you can enter either the whole command (reload) or its
abbreviation (rel).

2. Keyword choices for a parameter are enclosed in brackets and separated by the
word or. For example:

command [keywordl or keyword2]

Choose one of the keywords as a value for the parameter.

3. Three periods following an option mean that you enter additional data (for
example, a variable) after the option. For example:

time host ...

In this example, you enter the IP address of the host in place of the periods, as
explained in the description of the command.

4. In information displayed in response to a command, defaults for an option are
enclosed in brackets immediately following the option. For example:

Media (UTP/STP) [UTP]

In this example, the media defaults to UTP unless you specify STP.

5. Keyboard key combinations are indicated in text in the following ways:
e Ctrl-P
e Citrl -

6. Names of keyboard keys are indicated like this: Enter

7. Variables (that is, names used to represent data that you define) are denoted by
italics. For example:

File Name: filename.ext

IBM 2210 Nways Multiprotocol Router Publications

XXXIV

The following list shows the books that support the IBM 2210.

Operations and Network Management

SC30-3681
Software User’s Guide for Nways Multiprotocol Routing Services Version
3.1

This book explains how to:
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« Configure, monitor, and use the IBM Nways Multiprotocol Routing
Services software shipped with the router.

» Use the Multiprotocol Routing Services command-line router user
interface to configure and monitor the network interfaces and link-layer
protocols shipped with the router.

SC30-3680
Protocol Configuration and Monitoring Reference Volume 1 for Nways
Multiprotocol Routing Services Version 3.1

SC30-3865
Protocol Configuration and Monitoring Reference Volume 2 for Nways
Multiprotocol Routing Services Version 3.1

These books describe how to access and use the Multiprotocol Routing
Services command-line router user interface to configure and monitor the
routing protocol software shipped with the router.

They include information about each of the protocols that the devices
support.

SC30-3682
IBM Nways Event Logging System Messages Guide

This book contains a listing of the error codes that can occur, along with
descriptions and recommended actions to correct the errors.

Configuration

Online help
The help panels for the Configuration Program assist the user in
understanding the program functions, panels, configuration parameters, and
navigation keys.

GC30-3830
Configuration Program User’s Guide for Nways Multiprotocol Access,
Routing, and Switched Services

This book discusses how to use the Configuration Program.

GG24-4446
IBM 2210 Nways Multiprotocol Router Description and Configuration
Scenarios

This book contains examples of how to configure protocols using IBM
Nways Multiprotocol Routing Services.
Safety

SD21-0030
Caution: Safety Information - Read This First

This book provides translations of caution and danger notices applicable to
the installation and maintenance of an IBM 2210.

The following list shows the books in the IBM 2210 Nways Multiprotocol Router
library, arranged according to tasks.

Planning and Installation

GA27-4068
IBM 2210 Nways Multiprotocol Router Installation and Initial Configuration
Guide
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This book is shipped with the 2210, except models 1Sx and 1Ux. It explains
how to prepare for installation, install the 2210, perform an initial
configuration, and verify that the installation is successful.

This book provides translations of danger notices and other safety
information.

GC30-3867
IBM 2210 Models 1Sx and 1Ux Installation Guide

This book is shipped with the 2210 Models 1Sx and 1Ux. It explains how to
prepare for installation, install the 2210, perform an initial configuration and
verify that the installation is successful.

This book provides translations of danger notices and other safety
information.
Diagnostics and Maintenance

SY27-0345
IBM 2210 Nways Multiprotocol Router Service and Maintenance Manual

This book is shipped with the 2210. It provides instructions for diagnosing
problems with and repairing the 2210.

Summary of Changes for the IBM 2210 Software Library

The changes consist of:
* New functions:

— Network Address Translation (NAT) - allows a remote workstation to use a
single IP address to reach different destinations behind a router.

— Virtual Router Redundancy Protocol (VRRP) - allows a set of routers on a
LAN that are running this protocol to back up each other.

— IR, IPX and AppleTalk can now be routed on the same unit, but on separate
interfaces.

» Enhanced functions:
— APPN
- Extended Border Node support
- TN3270E subarea connectivity support
— Base Services
- Maximum number of network interfaces increased
- Event Logging System (ELS) enhancements
- BGP
- Supports the reset command
— DLSw
— Dynamic Reconfiguration
— Frame Relay - now supports encryption
- 1P
- Security enhancements to support firewalls
- Filtering enhancements to support security
- IP routing on bridged network

- Version 4 Precedence setting and filtering support for APPN/HPR,
SNA/DLSw, and TN3270 Server
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Summary of Changes

- Supports the reset command
- IPX
- Supports the reset command
OSPF
- Enhancements in support of RFC 2178
- Supports the reset command
— RLAN
- Enhancements to L2TP
Security Enhancements
- TACACS+/RADIUS Authorization and Accounting
* You can enable TACACS+/RADIUS to control login to the router
X.25 - supports null encapsulation
- X.25 now runs over an ISDN BRI D-Channel (per X.31)
 Clarifications and corrections

The technical changes and additions are indicated by a vertical line (|) to the left
of the change.

Under Reconstruction

This edition begins a number of editorial changes to this book and the other
software books that will:

* Reorganize the material

* Remove any unnecessary and redundant information
* Improve retrievability

* Add additional clarification to some information

The following information has been moved as part of this reorganization:
* Using and configuring BGP
This has been moved:

From  Protocol Configuration and Monitoring Reference Volume 1 for Nways
Multiprotocol Routing Services Version 3.1

To Protocol Configuration and Monitoring Reference Volume 2 for Nways
Multiprotocol Routing Services Version 3.1
» Using and configuring NHRP
This has been moved:

From  Protocol Configuration and Monitoring Reference Volume 1 for Nways
Multiprotocol Routing Services Version 3.1

To Protocol Configuration and Monitoring Reference Volume 2 for Nways
Multiprotocol Routing Services Version 3.1

This effort will take a number of editions. If you would like to comment on this
reorganization, please mail or fax your comments on the form for readers’
comments at the back of this publication.
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Part 1. Understanding and Using the Software
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Chapter 1. Getting Started

This chapter shows you how to get started with using the following components
related to the IBM 2210 Nways Multiprotocol Router (2210) and the Multiprotocol
Routing Services:

* Router console terminals
* Router software (Multiprotocol Routing Services)
¢ Router software user interface

The information in this chapter is divided into the following sections:

Before You Begin

Before you begin, refer to the following checklist to verify that your router is installed
correctly.

HAVE YOU...
* Installed all necessary hardware?
* Connected the console terminal (video terminal) to the router?

Attention: If you are using a service port-attached terminal to configure or
monitor your IBM 2210 and your service terminal is unreadable, you
need to change some parameters in your configuration. (See “Service
Terminal Display Unreadable” in IBM 2210 Nways Multiprotocol
Router Service and Maintenance Manual.)

» Connected your router to the network using the correct network interfaces and
cables?

* Run all necessary hardware diagnostics?

For more information on any of these procedures, refer to the IBM 2210 Nways
Multiprotocol Router Installation and Initial Configuration Guide.

Migrating to the Current Release

Refer to the Service and Maintenance Manual for information about migrating to a
new code level.

Accessing the Software Using Local and Remote Consoles

The router console lets you use the router user interface to monitor and change the
function of the router’s networking software (Multiprotocol Routing Services). The
router supports local and remote consoles.
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Local Consoles

Local consoles are either directly connected by an EIA 232 (RS-232) cable,or
connected via modems to the router. You may need to use a local console during
the initial software installation. After the initial setup connection, you can connect
using Telnet, as long as IP forwarding has been enabled. (Refer to Protocol
Configuration and Monitoring Reference for more information on enabling IP
forwarding.)

When the configured router is started for the first time, a boot message appears on
the screen, followed by the OPerator's CONsole or OPCON prompt (*). The *
prompt indicates that the router is ready to accept OPCON commands.

Your Multiprotocol Routing Services software may have been pre-configured at the
factory. If it was, you do not need to use a local console to perform initial
configuration. If, however, your Multiprotocol Routing Services was not
pre-configured at the factory, you will need to use an ASCII terminal attached to the
2210 service port to initially configure it.

Important: Garbage, random characters, reverse question marks, or the inability to
connect your terminal to the 2210 service port can have many causes.
The following list contains some of those causes:

* The most common cause of garbage or random characters on the
service console is that the baud rate is not synchronized with the
IBM 2210.

If the 2210 is set to a specific baud rate, the terminal or terminal
emulator must be set to the same baud rate.

If the IBM 2210 is set to autobaud (this is the default), press the
terminal break key sequence and press Enter.

A typical break key sequence for PC terminal emulators is Alt-B
(refer to the terminal emulator documentation). Most ASCII terminals
have a Break key (often used in conjunction with the Ctrl key).

» Defective terminal or device (ac) grounds.

« Defective, incorrectly shielded, or incorrectly grounded EIA 232
(RS-232) cable between the terminal and the IBM 2210.

» Defective terminal or terminal emulator.

» Defective IBM 2210 system board.

* High ambient electromagnetic interference (EMI) levels.
* Power line disturbances.

(See “Service Terminal Display Unreadable” in the IBM 2210 Nways Multiprotocol
Router Service and Maintenance Manual .)

Once the 2210 is initially configured, you will not need a local console for router
operation, as long as IP is enabled.

The router software automatically handles console activity. When upgrading the
software, you might have to use the local console. For information on attaching and
configuring local consoles, refer to the IBM 2210 Nways Multiprotocol Router
Installation and Initial Configuration Guide.
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Remote Consoles

Remote consoles attach to the router using a standard remote terminal protocol.
Remote consoles provide the same function as local consoles, except that a local
console must be used for initial configuration if your IBM 2210 was not
pre-configured at the factory.

Telnet Connections

The router supports both Telnet Client and Server. The remote console on the
router acts as a Telnet server. The router acts as a Telnet client when connecting
from the router to either another router or a host using the telnet command in the
OPCON (*) process.

Remote Login Names and Passwords

During a remote login, the router prompts you for a login name and password. You
can display the login name when logged in to the router from a remote console by
using a router status command.

Logging In Remotely or Locally

Logging in to a local console is the same as logging in to a remote console except
that you must connect to the router by starting Telnet oné/our host system. To log in
remotely, begin at step fl. To log in locally, begin at step Q.

To log in from a remote console:

1. Connect to the router by starting Telnet on your host system. Your host system
is the system to which remote terminals are connected.

2. Supply the router’s name or Internet Protocol (IP) address.
To use router names, your network must have a hame server. Issue either the
router name or the IP address as shown in the following example:

% telnet brandenburg

or
% telnet 128.185.132.43

At this point, it makes no difference whether you have logged in remotely or
locally.

3. If you are prompted, enter your login name and password.

Togin:
Password:

It is possible that there is a login and no password. The password controls
access to the router. If a password has not been set, press the Enter key at the
Password: prompt. Logins are not set automatically. For security, you can set up
user names and passwords using the add user command in the CONFIG
rocess. For additional information, see the add user configuration command,
. Remember to restart to activate any changes.

Note: If you do not enter a login name and valid password within 1 minute of
the initial prompt, or if you enter an incorrect password three times in
succession, the router drops the Telnet connection.

4. Press the Enter key to display the asterisk (*) prompt .
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You may have to press the Enter key more than once or press Ctrl-P to obtain
the * prompt.

Once at this level, you can begin to enter commands from the keyboard. Press
the Backspace key to delete the last character typed in on the command line.
Press the Delete key or Ctrl-U to delete the Whole command line entry so that
you can reenter a command. See L

Command Line” an page 21 for information on how to access previously entered

commands.

You can also use local Telnet commands on your Telnet client to close the
Telnet connection.

Note: If you use a VT100 terminal, do not press the Backspace key, because
it inserts invisible characters. Use the Delete key.

5. Exit the router as described in EExiting the Router.

Restarting the Router

Whenever you change a user-configurable parameter that is not dynamically
configurable, you must restart the router for the change to take effect. To do so,
enter the OPCON restart command. For example:

* restart

Are you sure you want to restart the gateway? (Yes or [No]): yes

Exiting the Router

Return to the * prompt and close the Telnet connection. For example:

IP Config> exit
Config> Ctrl1-P
* logout

o
%

You can also use local Telnet commands on your Telnet client to close the Telnet
connection.

Discussing the User Interface System

The software (Multiprotocol Routing Services) is a multitasking system that
schedules use of the CPU among various processes and hardware devices. The
router software:

» Provides timing and memory management, and supports both local and remote
operator consoles from which you can view and modify the router’s operational
parameters.

» Consists of functional modules that include various user interface processes, all
network interface drivers, and all protocol forwarders purchased with the router.

Understanding the First-Level User Interface

The user interface to the software consists of the main menu (process) and several
subsidiary menus (processes). These menus are related to the multiple levels of
processes in the software.
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The first level of processes consists of the OPCON and CONFIG-ONLY processes.
In most cases, you will use the OPCON process to access the second level to

configure or operate the base services, features, interfaces, and protocols you will

run on your IBM 2210.

The second level of processes consists of the processes listed by the status

command. You use the talk pid command to access the second-level processes.

There are processes that you cannot use in the software. See
for an overview of the processes.

m shows the processes and how they fit within the structure of the router

software.

If Error
Condition

Router Software Processes

Tasker

OPCON

If Error
Condition

Standalone
CONFIG CONFIG
(Config Only)

MOSDDT

GWCON

MONITR

—

Quick
Config

Figure 1. Multiprotocol Routing Services

Eigure 2 on page dis an example of the relationship between the various process

levels.

ELS
Messages
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First > | OPCON |«
Level *
| | | |

Talk 5 Talk 6
Second GWCON ctrl-p CONFIG
Level process ' process

A A
Prot 0 Prot 0
ctrl-p ctrl-p

Third
Level IP> |Exit Exit|IP Config>

Figure 2. Relationship of Processes and Commands

Note: Also shown in m are the various commands to access each process
level and return from each process level.

See [Chapter 3_The OPCQN Process and Commands” on page 23 for more
information about OPCON and ECanfig-Qnly Made” on page 41 for more information

about CONFIG-ONLY.

The ROPCON process handles processing from remote consoles and is essentially
the same as the OPCON process.

Quick Configuration Process

Quick Configuration, or Quick Config, allows you to quickly configure portions of the
router without dealing with the specific operating system commands. When you
initially load, start, or restart the router with no configuration, you enter Config-Only
and you can access Quick Config menus from that process. If the router has
devices configured and the devices do not have any protocols configured, the router
automatically starts Config-Only and then enters Quick Config.

You can also enter Quick Config from the CONFIG process using the gconfig
command.

System Security

Multiple users with login permissions can also be added using the add user

command. See [Configuring User Access” on page 44 for details on security issues

and for information on the set password and add user commands.
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Chapter 2. Using the Software

This chapter describes how to use the software. It consists of:

Entering Commands

When typing a command, remember the following:

* Type only enough sequential letters of the command to make it unique among
the available commands. For example, to execute the reload command you must
enter rel as a minimum. The minimum number of required characters are
underlined in the command syntax chapters.

« Commands are not case-sensitive.

* Sometimes, only the first letter of the command (and subsequent options) is
required to execute the command. For example, typing s at the * prompt followed
by pressing the Enter key causes the status command be executed.

Connecting to a Process

When you start the router, the console displays a boot message. The OPCON
prompt (*) then appears on the screen indicating that you are in the OPCON
process and you can begin entering OPCON commands. This is the command
prompt from which you communicate with different processes.

To connect your console to a process:

1. Find out the process ID (PID) number of a process by entering the status
command at the * prompt.

The status command displays information about the router processes, such as
the process IDs (PIDs), process names and status of the process. Issuing the
status command is shown in the following example:

* status

Pid Name Status TTY Comments
1 CopCnl  RDY  TTYO

2 Monitr DET --

3 Tasker RDY --

4 MOSDDT DET --

5 CGWCon DET --

6 Config DET --

7 Ezystrt IDL --

8 ROpCn1 IDL TTY1 128.185.210.125
9  ROpCn2  IDL  TTY2

10 CES3 IDL --

11 TOUT IDL --
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12 L2S3 RDY --

13 L3L2 RDY --
14 LLL2 RDY --
15 S3CE RDY --

2. Use the talk pid command, where pid is the number of the process to which
you want to connect. (For more information about these and other OPCON
commands, refer to [Chapter 3. The OPCON Pracess and Commands” on
hage 23 )

Note: Not every processes listed has a user interface (for example, the talk 3
process). The talk 4 command is for use by the IBM service
representatives.

Identifying Prompts

Each process uses a different prompt. You can tell which process your console is
connected to by looking at the prompt. (If the prompt does not appear when you
enter the talk pid command, press the Return key a few times.)

The following list shows the prompts for the five main processes:

Table 1. Processes, Their Purpose, and Commands to Access

Command to
Process Level and Purpose Access Input Prompt

Level 1 - access to all
OPCON secondary levels Ctrl-P asterisk (*)

Level 2 - base services
configuration and access to
CONFIG configuration third level talk 6 Config >

Level 2 - base services
operation and monitoring and
access to operations and

GWCON monitoring on third level talk 5 plus sign (+)
MONITR level 2 - message display talk 2 (none)
MOSDDT level 2 - diagnostic talk 4 $

environment

Note: Only enter the talk 4 command under the direction of a service representative.

At the OPCON prompt level, you can begin to enter commands from the keyboard.
Use the Backspace key to delete the last character typed in on the command line.
Use Ctrl-U to delete the whole command line entry so that you can reenter a

command. See [Command History for GWCON and CONFIG Command | ine” an

for information on how to access previously entered commands.

Getting Help

At any of the prompts just described, you can obtain help in the form of a listing of
the commands available at that level. To do this, type ? (the help command), and
then press Enter. Use ? to list the commands that are available from the current
level. You can usually enter a ? after a specific command name to list its options.
For example, the following information appears if you enter ? at the * prompt:

*?

BREAKPOINT
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Exiting a Lower

Getting Back to

DIVERT output from process
FLUSH output from process
HALT output from process
INTERCEPT character is
LOGOUT
MEMORY statistics

RESTART

RELOAD

STATUS of process(es)
TALK to process
TELNET to IP-Address

Level Environment

The multiple-level nature of the software places you in secondary, tertiary, and even
lower level environments as you configure or operate the 2210. To return to the
next higher level, enter the exit command. To get to the secondary level, continue
entering exit until you receive the secondary level prompt (either Config> or +).

For example, to exit the IP protocol configuration process:

IP config> exit
Config>

If you need to get to the primary level (OPCON), enter the intercept character (Ctrl
P by default).

OPCON

To get back to the OPCON prompt (*), press Ctrl-P. You must always return to
OPCON before you can communicate with another process. For example, if you are
connected to the GWCON process and you want to connect to the CONFIG
process, you must press Ctrl-P to return to OPCON first. The Ctrl-P key
combination is the default intercept character.

If you use the intercept character (the default intercept character is Ctrl-P) from a
third-level or lower level process to return to the * prompt, the next time you use the
talk command, you will reenter the third level process. This link goes away when
the router is re-initialized.

Some Configuration Suggestions

Configuring a 2210 is different depending on whether you are configuring for the
first time, creating a configuration based on an existing configuration, or just
updating a configuration. Use the following sections as a guide to the best
procedure to use, depending on your needs.

Creating a First Configuration

This procedure assumes that you have no other 2210 that contains a configuration
similar to the one for the 2210 you are configuring. The procedure also assumes
that you have just taken the 2210 out of the box. Although this procedure specifies
an order, you can perform the actual configuration (after step E) in any order.

To configure a IBM 2210 for the first time:

1. Examine the 2210 you are configuring to determine what interfaces you need to
configure. Note these for later use.
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Connect to the 2210 as described in LAccessing the Software Using | acal and
Initially configure a port on the 2210 and at least an internal IP address for the

device using quick config as described in Quick Configuration” on page 42 or
EAppendix A_Quick Caonfiguration Reference” on page 873. Configure the

minimum needed to allow you to Telnet into the device.

Configure any base services, such as boot options. Access the configuration

Erocess as described in LAcr;essmg.Lhe.C.mﬂguaﬂan_Btmess,_C.QNELG_aallJ

Configure the mterfaces Access the interface conflguratlon process as
described in ”

Configure any required features. Access the feature configuration process as

described in lAccessing Eeature Configuration and Qperating Processes” o

Configure any protocols that will run through this device. Access the protocol

configuration process as described in EAccessing Protacol Configuration and
Qperating Pracesses” on page 20

Note: At the very least, you will configure IP in this step.

Restart the router as described in LRestarting the Router” on page 8.

Basing a Configuration on an Existing Configuration

This section describes how to:

* Base a configuration on the configuration in an operating 2210

* Permanently update the configuration in a 2210

» Temporarily updating the configuration of a 2210 while the 2210 is operating

Basing on an Existing Configuration

If you already have a 2210 that has the same interfaces, features, and protocols
that you will configure on a new 2210, you can save time during configuration by
basing the configuration on the existing 2210. You can perform this type of
configuration either using the command line interface or by using the configuration
program that comes with the 2210. In both cases, the procedures assume that the
2210 is not in your production network.

To base a configuration on an existing configuration using the command line
interface:

1.

4.

Obtain a copy of the configuration you'll be using.
a. Enter talk 6 at the OPCON (*) prompt.
b. Enter boot at the Config> prompt.

c. Enter the copy at the Boot config> prompt. See Chapter 7_The Baof
CONEIG Process” an page 31

for more information.

Connect to the 2210 that you are configuring.

Load the configuration you obtained in step Ul into the 2210 using TFTP. See
I‘(‘halntpr 7. The Boot CONFEIG Process” on page R1|_

Update the configuration.
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5. Restart the 2210.

To base a configuration on an existing configuration using the configuration
program:

1. Start the configuration program.

2. Retrieve the configuration from the 2210 on which you want to base this
configuration.

3. Make the changes you need for the new configuration. These changes include
addresses, the host names, users, and other items.

4. Save the configuration with a different name from the name that you used to
retrieve the configuration.

5. Send the configuration to the 2210 you are configuring.
6. Restart the 2210.

For more about using the configuration program, see Configuration Program User’s
Guide for Nways Multiprotocol Access, Routing, and Switched Services,
GC30-3830.

Permanently Updating a Configuration

To permanently update a configuration:

1. Access the 2210 you are updating as described in LAccessing the Saftward
Lising | ocal and Remate Consales” on page 3.

i You should see the * prompt.

2. Enter the talk 6 command to access the configuration process.

3. Enter the appropriate commands to access the third-level process that
configures the areas that you are changing.

4. Enter exit as many times as needed to return to the configuration process.
5. Restart the 2210.

Temporarily Updating a Configuration

The ability to temporarily update a configuration allows you to make changes to
some of the operating characteristics of a 2210 until such time that you can make
permanent updates to the configuration. This enables you to implement changes
immediately that would resolve problems or improve performance and avoid an
outage during a peak period. You can then make permanent updates to the
configuration and schedule an outage so you can restart to pick up the change.

To temporarily update a configuration:

1. Access the 2210 you are updating as described in lAccessing the Softward
Using Lacal and Remote Cansoles” on page 3. You should see the * prompt.

2. Enter the talk 5 command to access the operating/monitoring process.

3. Enter the appropriate commands to access the third-level process that monitors
the areas that you are changing.

4. Enter exit as many times as needed to return to the operating/monitoring
process.

5. Enter Ctrl-P to return to the * prompt.

6. Exit the router as described in EExiting the Rauter” on page 8
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Accessing the Second-Level Processes

All interfaces, features, and protocols have commands that you use to access the
following processes:

* The configuration process to initially configure and enable the interface, feature,
or protocol, as well as perform later configuration changes.

* The operating/monitoring process to display information about each interface,
feature, or protocol, to make temporary configuration changes, or to activate
configuration changes.

You can also configure or operate some base system services through the
second-level processes. The commands to perform these functions are described

starting in lChapter 5_The Configuration (CONFIG) Process and Commands (Talld
B)” on page 3d and [Chapter 10_The Qperating/Monitoring Process (GWCQN - Tall
E) and Commands” on page 125

The next sections describe the procedures for accessing the second-level
processes.

Accessing the Configuration Process, CONFIG (Talk 6)

Each protocol configuration process is accessed through the router's CONFIG
process. CONFIG is the second-level process of the router user interface that lets
you communicate with third-level processes. Protocol processes are examples of
third-level processes.

The CONFIG command interface is made up of levels that are called modes.
Protocol configuration command interfaces are modes of the CONFIG interface.
Each protocol configuration interface has its own prompt. For example, the prompt
for the TCP/IP protocol command interface is IP config>.

The next sections describe these procedures in more detail.
Entering the CONFIG Process

To enter the CONFIG command process from OPCON and obtain the CONFIG
prompt, enter the OPCON talk command and the PID for CONFIG. The PID for
CONFIG is 6.

* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not appear,
press the Return key again.

Quick Configuration Process: Quick Configuration, or Quick Config, allows you
to quickly configure portions of the router without dealing with the specific operating
system commands. You enter the Quick Config menus from the CONFIG process

using the gconfig command (see [Quick Configuration” on page 42).

Restarting the Router

Changes that you make to the protocol parameters through CONFIG do not take
effect until you either activate the net that contains any dynamic changes or restart
the router software.
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To restart the router, enter the OPCON restart command. For example:

* restart

Are you sure you want to restart the router? (Yes or No): yes
Accessing the Operating/Monitoring Process, GWCON (Talk 5)

To view information about the interfaces, features, or protocols or to change
parameters while running, you must access and use the operating (monitoring)
process. Operating command interfaces are modes of the GWCON interface. Within
the GWCON mode, each interface, feature, or protocol interface has its own
prompt. For example, the prompt for the TCP/IP protocol is 1P>.

Note: Any parameters you change in this process will not remain active across any
event that causes the 2210 to reload the operational code, such as a power
outage or entering the restart command.

The next sections describe these procedures in more detail.
Entering the GWCON Command Process

To enter the GWCON process from OPCON and obtain the GWCON prompt, enter
the talk command and the PID for GWCON. For example:

* talk 5

The GWCON prompt (+) then displays on the console. If the prompt does not
appear, press Return again.

Accessing the Third-Level Processes

After accessing the second level, you will need to enter commands on the third
level to configure or operate the interfaces, features, and protocols in your IBM
2210. The following sections describe how to access the third level processes.

Accessing Network Interface Configuration and Operating Processes

This section describes how to get started with accessing the network interface
configuration and operating processes. Accessing these processes lets you change
and monitor software-configurable parameters for network interfaces used in your
router.

Accessing the Network Interface Configuration Process

Use the following procedure to access the router’s configuration process. This
process gives you access to a specific interface’s configuration process.

1. At the OPCON prompt, enter the OPCON talk command and the PID for
CONFIG. (For more details about this command, refer to

OPCQON Pracess and Commands” an page 23.)

* talk 6

After you enter the talk 6 command, the CONFIG prompt (Config>) displays on
the console. If the prompt does not appear when you first enter CONFIG, press
Return again.
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Use the add device command to create a network interface. The add device
command automatically assigns the interface number and supports the following
types of devices (Enter add device ? to get a list of the supported device

types):

a.

Dial circuits
The following example adds a dial circuit interface:

Config> add device dial-circuit

Enter the number of PPP Dial Circuit interfaces [1]?

Adding device as interface 8

Base net for this circuit[0]?4

Defaulting Data-link protocol to PPP

Use "set data-Tink" command to change the data-link protocol
Use "net 8" command to configure circuit parameters

b. The following example adds a dial-in circuit.
Config>add device dial-in
Enter the number of dial-in interfaces [1]?

Adding device as interface 5

Base net for this circuit [0]? 5

Defaulting Data-link protocol to PPP

Use "set data-Tink" command to change the data-link protocol
Use "net 5" command to configure circuit parameters

c. The following example adds a dial-out circuit:

Note: The dial-out device type is only supported if the software load
includes the DIALs feature.

Config>add device dial-out=*

Enter the number of dial-out interfaces [1]?

Adding device as interface 6%

Base net for this circuit [0]? 4

Defaulting Data-link protocol to Dial-out*

Use "net 6" command to configure circuit parameters*

d. Multilink PPP
The following example adds a multilink PPP interface:

Config>add device multilink-ppp
Enter the number of Multilink PPP interfaces [1]?
Adding device as interface 7
Defaulting Data-1ink protocol to PPP
Use "net 7" command to configure circuit parameters

Notes:

a. Interfaces are automatically created for the base ports and ports on an
adapter inserted into the feature slot for those models that have a feature
slot, so you only need to use the add device command to create virtual
interfaces. The examples below show the types of virtual interfaces that can
be added.

b. When you create interfaces for serial adapters or dial circuits, the default

data-link type is PPP. However, you can use the set data-link command to

change the data-link type. Refer to Mahle 2 an page 17 for the data-link types
supported on serial ports and dial circuits, and to the description of the set

data-link command on page 4.

2. At the Config> prompt, enter the list devices command to display the network
interface numbers for which the router is currently configured, as follows:

Config> Tist devices

Ifc
Ifc
Ifc
Ifc
Ifc
Ifc

0 Ethernet CSR 81600, CSR2 80C00, vector 94
1 WAN X.25 CSR 81620, CSR2 80D00O, vector 93
2 WAN X.25 CSR 81640, CSR2 8OE0O, vector 92
3 WAN PPP CSR 381620, CSR2 380D00, vector 125
4 WAN Frame Relay CSR 381640, CSR2 380E00, vector 124
5 Token Ring CSR 600000, vector 95

3. Record the interface numbers.
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4. Enter the CONFIG network command and the number of the interface you want
to configure. For example:

Config> network 1

The appropriate configuration prompt (such as TKR Config> for token-ring), now
displays on the console.

Note: Not all network interfaces are user-configurable. For interfaces that cannot
be configured, you receive the message:

That network is not configurable

Displaying the Interface Configuration: From the same interface configuration
prompts, you can list configuration information specific to that selected interface by
using the list command. For example:

TKR Config> list
Token-Ring configuration:

PACKET SIZE (INFO FIELD): 4472

Speed: 16 Mb/sec
Media: Shielded
RIF Aging Timer: 120 Source Routing: EnabTed
MAC Address: 000000000000
Configuring the Network Interface: Refer to the specific chapters in this guide

for complete information on configuring your IBM 2210’s network interfaces.

able A lists network architectures and the supported interfaces for each
architecture.

Table 2. Network Architecture and the Supported Interfaces

Network Architecture Supported Interfaces

ATM Dual Port Serial Interface (25 Mbps) for IBM 2210
802.5 Token-Ring IBM 2210 Token-Ring 4/16 Interface

Ethernet IBM 2210 Ethernet Interface

ISDN Serial Interfaces for IBM 2210 as follows:

Basic Rate Interface (BRI)
PRI/Channelized T1/J1 Interface *
PRI/Channelized E1 Interface *

Note: The interfaces marked with an asterisk (*) can be used
either as ISDN or channelized interfaces.

Point-to-Point Serial Interface for IBM 2210, dial circuit interface; supported on
4-port and 8-port WAN concentration adapters

Frame Relay Serial Interface for IBM 2210, dial circuit interface; supported on
4-port and 8-port WAN concentration adapters

X.25 Serial Interface for IBM 2210; supported on 4-port and 8-port
WAN concentration adapters and dial circuits

SDLC Relay Serial Interface for IBM 2210; supported on 4-port and 8-port
WAN concentration adapters, dial circuit interfaces

SDLC Serial Interface for IBM 2210; supported on 4-port and 8-port
WAN concentration adapters and dial circuits
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Table 2. Network Architecture and the Supported Interfaces (continued)

Network Architecture Supported Interfaces
V.25bis Serial Interface for IBM 2210; supported on 4-port and 8-port
WAN concentration adapters
V.34 Serial Interface for IBM 2210; supported on 4-port and 8-port
WAN concentration adapter or 4-port and 8-port integrated
modems
Dial-Out Supports DIALs and Telnet dial-out over V.34 base interfaces
Dial-In A PPP dial circuit interface that has configuration parameters
defaulted to support DIALs
Multilink PPP (MP) Not supported on physical interfaces, only on a ISDN virtual
interface
L2TP Supports virtual PPP DIALs connections through the Layer 2
Tunneling Protocol (L2TP).
Notes:
1. PPP dial circuit interfaces can use an ISDN, V.25bis, or a V.34 network as the
base network interface.
2. FR dial circuit interfaces can use an ISDN or a V.25bis network as the base
network interface.
3. Dial-Out circuit interfaces use a V.34 network as the base network interface.
4, Dial-In circuit interfaces can use an ISDN or V.34 network as the base network
interface.
5. SDLC dial circuits use V.25bis as the base network interface.
6. X.25 can use ISDN B-channels as the base network interface.

Accessing the Network Interface Console Process

To monitor information related to a specific interface, access the interface console
process by using the following procedure:

1.

At the OPCON prompt, enter the OPCON talk command and the PID for
GWCON. For example:

* talk 5

The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press Return again.

At the GWCON prompt, enter the configuration command to see the protocols
and networks for which the router is configured. For example:

+ configuration

Portable M68360 C Gateway [not configured] S/N 207
Multiprotocol Routing Services
5801-ARR Feature 5xxx V1 R2.0 PTF © RPQ 0
Boot ROM version 1.20 Watchdog timer enabled Auto-boot enabled

Time: 13:34:56 Thursday March 9, 1995 Console baud rate: 9600

Num Name Protocol

0 IP DOD-IP

3 ARP  Address Resolution

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge

Num Name Feature
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1 BRS Bandwidth Reservation
2 MCF MAC Filtering

3 Networks:

Net Interface MAC/Data-Link Hardware State
0 Eth/0 Ethernet/IEEE 802.3  SCC Ethernet Up

1 PPP/O Point to Point SCC Serial Line Up

2 PPP/1 Point to Point SCC Serial Line UP

4. Enter the GWCON network command and the number of the interface you
want to monitor. For example:

+ network 2
X.25>

In this example, the X.25 console prompt is displayed on the console. You can
then view information about the X.25 interface by entering the X.25 console
commands.

Monitoring the Network Interface: Refer to the specific chapters in this manual
for complete information on monitoring your 2210’s network interfaces.

Accessing Feature Configuration and Operating Processes

To help you access the Multiprotocol Routing Services feature configuration and
operating processes, this section outlines both of these procedures.

Accessing the Feature Processes

Use the feature command from the CONFIG process to access configuration
commands for specific Multiprotocol Routing Services features outside of the
protocol and network interface configuration processes.

Use the feature command from the GWCON process to access console commands
for specific features that are outside of the protocol and network interface console
processes.

Enter a question mark after the feature command to display a listing of the features
available for your software release. For example:

Config> feature ?
WRS
BRS
MCF

Feature name or number [1] ?

To access a particular feature’s configuration or operating prompt, enter the feature
command at the Config> or + (GWCON) prompt, respectively, followed by the
feature number or short name. For example:

Config> feature mcf
MAC filtering user configuration

Filter Config>

ahle 8 on page 67 lists the available feature numbers and names.

Once you access the configuration or operating prompt for a feature, you can begin
entering specific commands for the feature. To return to the previous prompt level,
enter the exit command at the feature’s prompt.
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Accessing Protocol Configuration and Operating Processes

This section describes how to access the protocol configuration and operating
processes.

Entering a Protocol Configuration Process

To enter the desired protocol configuration process from the CONFIG prompt:

1. Atthe CONFIG prompt, enter the list configuration command to see the
numbers and names of the protocols purchased in your copy of the software.
See page B4 for sample output of the list configuration command.

2. From the Config> prompt, enter the protocol command with the number or
short name (for example, IP, IPX, and ARP) of the protocol you want to
configure. The protocol number and short name is obtained from the list
configuration command display. In the following example, the command has
been entered for accessing the IP protocol configuration process:

Config> protocol IP

or
Config> protocol 0

The protocol configuration prompt then displays on the console. The following
example shows the IP protocol configuration prompt:
IP config>

You can now begin entering the protocol’s configuration commands. See the
corresponding protocol section of the Protocol Configuration and Monitoring
Reference for more information on specific protocol configuration commands.

In summary, the protocol command lets you enter the configuration process for the
protocol software installed in your router. The protocol command enters a
protocol's command process. After entering the protocol command, the prompt of
the specified protocol appears. From the prompt, you can enter commands specific
to that protocol.

Entering a Protocol Operating Process

To enter a protocol console process from the GWCON prompt:

1. At the GWCON prompt, enter the configuration command to see the protocols
and networks configured for the router. For example:

+configuration

Portable M68360 C Gateway BENNY S/N 207

Multiprotocol Routing Services

5801-ARR Feature 5xxx V1 R2.0 PTF 0 RPQ 0

Boot ROM version 1.10 Watchdog timer enabled Auto-boot enabled
Time: 13:43:04 Thursday March 9, 1995 Console baud rate: 9600

Num Name Protocol
IpP DOD-IP
3 ARP  Address Resolution
7 IPX Netware IPX
11 SNMP Simple Network Management Protocol
12 OSPF Open SPF-Based Routing Protocol
23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
26 DLS Data Link Switching

Num Name Feature
1 BRS Bandwidth Reservation
2 MCF MAC Filtering

3 Networks:
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Net Interface MAC/Data-Link Hardware State

0 TKR/0 Token-Ring/802.5 IBM Token-Ring Up
1 FR/0O Frame Relay SCC Serial Line Down
2 PPP/0 Point to Point SCC Serial Line Up

2. Enter the GWCON protocol command with the protocol number or short name
of the desired protocol displayed in the configuration information.

In the following example, the command has been entered for accessing the IP
protocol console process.

+ protocol 0

or

+ protocol IP

The protocol console prompt then displays on the console. This example shows
the IP protocol console prompt:

P>

You can now begin entering the protocol's commands. See the corresponding
protocol section of the Protocol Configuration and Monitoring Reference for more
information on specific protocol console commands.

Command History for GWCON and CONFIG Command Line

The Command History contains up to the last 50 commands entered by the user in
GWCON (Talk 5) or CONFIG (Talk 6) command line menus.

Backward and Forward retrieve keys can be used to recall previously entered
commands. In addition, a facility is provided to enable the advanced user to repeat
a particular series of commands.

Repeating a Command in the Command History

By hitting Ctrl-B (backward) or Ctrl-F (forward) at any command line prompt in a
GWCON or CONFIG menu, the current command line is replaced by the previous
or next command in the Command History. The Command History is common to
both GWCON and CONFIG. That is, a command entered while in a GWCON menu
can be retrieved from within CONFIG and a command entered while in a CONFIG
menu can be retrieved from within GWCON.

The Command History contains the most recently entered commands, up to a
maximum of the last 50 commands. If only three commands have been entered
since a restart, pressing Ctrl-F or Ctrl-B circles through only those three
commands. If no commands have been entered thus far, Ctrl-F or Ctrl-B results in
a “bell”, the same bell you see when trying to backspace beyond the beginning of a
line of text.

Note: A command aborted by pressing Ctrl-U will not be entered into the
Command History.

To enter two similar commands:
display sub les
display sub lec

Enter:
display sub les, then press Enter
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Ctrl-B for Backward, and the current line is replaced with-
display sub les

Press Backspace and replace “s” with “c” to get

display sub lec and then press Enter

Repeating a Series of Commands in the Command History

There is an additional feature for advanced users to facilitate repeating a particular
series of GWCON or CONFIG commands. C1, C2,...,Cn in the Command History is
referred to as a repeat sequence. This feature may be more convenient than simply
using Ctrl-B and Ctrl-F when you must repeat a given task that requires multiple
commands. Enter Ctrl-R (repeat) to set the start of the repeat sequence at
command C1. Enter Ctrl-N (next) successively to retrieve the next command(s) in
the repeat sequence. Commands are not automatically entered, but are placed on
the current command line allowing you to modify or enter the command.

To produce the desired behavior of a repeat sequence, the first command retrieved
using the first Ctrl-N (next) depends on the manner in which the start of the repeat
sequence was set using Ctrl-R (repeat).

Setting the start of the repeat sequence with Ctrl-R can be done in two ways:
1. When C1 is initially entered
2. When C1 is retrieved from the Command History with Ctrl-B or Ctrl-F.

Starting a Repeat Sequence As Commands Are Entered

If you enter Ctrl-R as command C1 is being keyed in, and then enter commands
C2, C3... Cn. Ctrl-N will successively bring commands C1, C2, ... Cn, C1, C2, ...
Cn, C1, ... to the command line.

In Example 1, the start of the repeat sequence is set as the first command is keyed
in. The user knows ahead of time that the same commands to be entered in
GWCON need to be repeated in CONFIG.

Example 1

1. As the first command in the sequence is keyed in, use Ctrl-R (repeat) to set the
start of the repeat sequence.

*talk 5
+event Ctrl1-R

then press Enter to set the start of the repeat sequence.
2. Continue typing the subsequent commands in the sequence:

Event Logging System user console
ELS>display sub les
ELS>display sub lec
ELS>exit
+

3. To enter these same commands in CONFIG, press

Ctrl-P (the default OPCON intercept character) and go to CONFIG.

+-press Ctrl-P-

*talk 6

Config>Ctr1-N for NEXT to retrieve the start of
this sequence-

Config>event Enter

Event Logging System user configuration

22 MRS V3.1 Software User's Guide



ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-

ELS config>display sub Tes Enter

ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-

ELS config>display sub Tec Enter

ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-

ELS config>exit Enter

Config>

Starting a Repeat Sequence After All Commands Are Entered

On the other hand, if you first enter C1, C2, ... Cn, and retrieve C1 via Ctrl-B or
Ctrl-F . Entering Ctrl-R, entering Ctrl-N successively brings commands C2,..., Cn,
C1, C2,..., Cn, C1,...,Cn to the command line (see Example 2). The first occurrence
of C1 is bypassed since C1 is already available on the command line at the time it
was retrieved, and does not need to be recalled again by the first Ctrl-N .

In Example 2, all the commands are entered and then the first command in the
sequence to be repeated is retrieved. A sequence of commands has been entered
in GWCON, and the same sequence needs to be repeated in CONFIG.

Example 2

1. Enter the following commands in GWCON:
*~talk 5
+event

Event Logging System user console
ELS>display sub les

ELS>display sub lec

ELS>exit

+

2. To enter these same commands in CONFIG, press Ctrl-P (the default OPCON
intercept character) and go to CONFIG.

+Ctrl-P-
*talk 6
Config>Ctr1-B four times to retrieve the start of
the four command sequence in this example-
Config>event
Config>event Ctr1-R for REPEAT to set the start of
the repeat sequence-
Config>event Enter
Event Logging System user configuration
ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-
ELS config>display sub les Enter
ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-
ELS config>display sub Tec Enter
ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-
ELS config>exit Enter
Config>

If the OPCON intercept command described in LChapter 3_The QPCQN Process
bnd Commands” an page 25 has been used to redefine the OPCON intercept

character from the default character Ctrl-P to one of the Command History control
characters, Ctrl-B, Ctrl-F, Ctrl-R, or Ctrl-N, the OPCON intercept character will
take priority. For example, if the intercept character has been changed to Ctrl-F,
then Ctrl-F will not retrieve Forward in the Command History, but will instead place
the user back at the OPCON prompt (*).
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Chapter 3. The OPCON Process and Commands

This chapter describes the OPCON process and includes the following sections:
« MWhat is OPCQON?]

What is OPCON?

The Operator Console process (OPCON) is the root-level process of the router
software user interface. The main function of OPCON is to control which processes
are connected to consoles. Using OPCON commands, you can:

* Manipulate the output from a process

» Change the intercept character

» Display information about router memory usage

* Restart the router software

» Reload the router software (reboot)

* Return to the Base LAN Switch console

* Telnet to other routers or hosts

» Display status information about all router processes
« Communicate with processes at the secondary level
» Escape to the MOS system debugging tool
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Chapter 4. Configuring OPCON

This chapter describes the OPCON interface configuration and operational
commands. It includes the following sections:

+ [Accessing the OPCON Pracess]]

Accessing the OPCON Process

When the router starts for the first time, a boot message appears on the console.
Then the OPCON prompt (*) appears on the console, indicating that the OPCON
process is active and ready to accept commands.

The OPCON process allows you to configure, change, and monitor all of the
router’s operating parameters. While in the OPCON process, the router is
forwarding data traffic. When the router is booted and enters OPCON, a copyright
logo and an asterisk (*) prompt appears on the locally attached console terminal.
This is the OPCON (OPerator's CONsole) prompt, the main user interface that
allows access to second-level processes.

Some changes to the router’s operating parameters made while in OPCON take
effect immediately without requiring reinitializing of the router. If the changes do not
take effect, use the restart command at the * prompt.

At the * prompt, there is an extensive set of commands that you enter to check the
status of various internal software processes, monitor the performance of the
router’s interfaces and packet forwarders, and configure various operational
parameters.

OPCON Commands

This section describes the OPCON commands. Each command includes a
description, syntax requirements, and an example. The OPCON commands are
summarized in . To use them, access the OPCON process and enter the
appropriate command at the OPCON prompt (*).

Table 3. OPCON Commands

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” an pagd
nd.

Breakpoint Enters the MOS system debugging tool.

Divert Sends the output from a process to a console or other terminal.

Flush Discards the output from a process.

Halt Suspends the output from a process.

Intercept Sets the OPCON default intercept character.

Logout Logs out a remote console.

Memory Reports the router’s memory usage.

Pause Suspends EasyStart (for EasyStart only).

Restart Restarts (but does not reload) the router software.

Status Shows information about all router processes.
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Breakpoint

Divert

Table 3. OPCON Commands (continued)

Command Function

Stop Stops EasyStart and enters Config Only mode (for EasyStart only).

Talk Connects to another router process and enables the use of its
commands.

Telnet Connects to another router.

Use the breakpoint command to trap information in the MOS system debugging
tool, inspect memory, place breakpoints, or obtain a core dump. This command
should be used only by software specialists.

If the watchdog timer is on when you invoke this command, the contents of core
memory are dumped (if dumping is enabled) when the watchdog timer fires. All
routing processes are halted.

The breakpoint command must be issued from a local console.

Note: Do not use this command during normal operations because it completely
halts operation of the software. If you accidentally enter the breakpoint
command, quickly press Esc, and then p.

Syntax:

breakpoint

Use the divert command to send the output from a specified process to a specified
terminal. This command allows you to divert the output of several processes to the

same terminal to simultaneously view the output. The divert command is commonly
used to redirect MONITR output messages to a specific terminal. The router allows

only certain processes to be redirected.

After entering the command, enter the PID and tty# (number of the output terminal).
To obtain these values, use the OPCON status command. The terminal number can
be the number of either the local console (tty0) or one of the remote consoles (tty1,
tty2). The following example shows Event Logging System messages generated by
the MONITR process (2) being sent to a remote console tty1 (1).

Event messages are displayed immediately even though you may be in the middle
of typing a command. The display and keyboard have separate buffers to prevent
command confusion. The following example shows the MONITR process connected
to TTY1 after executing the divert 2 1 command. If you want to stop the output,

enter halt 2. The halt command is described in Halt” on page 29,

Syntax:

divert pid tty#

Example: divert 2 1

Copyright Notices:
Copyright IBM Corp. 1994, 1997
MOS Operator Control
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Flush

Halt

* divert 2 1

* status

Pid Name Status TTY Comments
1 COpCN1 oW TTYO gzs

2 Monitr IDL TTYO

3 Tasker RDY --

4 MOSDDT DET --

5 CGWCon DET --

6 Config DET --

7 Ezystrt IDL -

8 ROpCN1 IDL TTY1

9 ROpCN2 RDY TTY2 j1g@128.185.40.40
10 CES3 IDL --

11 TOUT IDL --

12 L2S3 IDL --

13 L3L2 IDL --

14 LLL2 IDL --

15  S3CE IDL --

Use the flush command to clear the output buffers of the MONITR process. This
command is generally used prior to displaying the contents of the MONITR’s FIFO
buffer to prevent messages from scrolling off the screen. Accumulated messages
are discarded.

The router allows only certain processes to be redirected. To obtain the pid and
tty#, use the OPCON status command. In the following example, after executing
the flush 2 command, the output of the MONITR process is sent to the SNK (it has
been flushed).

Syntax:

flush pid

Example: flush 2

* status

Pid Name Status TTY Comments
1 COpCN1 I0W TTYO gzs

2 Monitr IDL SNK

3 Tasker RDY --

4 MOSDDT DET --

5 CGWCon DET --

6 Config DET --

7 Ezystrt IDL --

8 ROpCN1 IDL TTY1

9 ROpCN2 RDY TTY2 j19@128.185.40.40

Use the halt command to suspend all subsequent output from a specified process
until the divert , flush , or talk OPCON command is issued to the process. The
router cannot redirect all processes. Halt is the default state for output from a
process. To obtain the PID for this command, use the OPCON status command. In
the following example, after executing the halt 2 command, the MONITR process is
no longer connected to TTY1. Event messages no longer appeatr.

Syntax:
halt pid

Example: halt 2
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* status

Pid Name Status TTY Comments
1 COpCN1 I0W TTYO gzs
2 Monitr IDL --
3 Tasker RDY --
4 MOSDDT  DET --
5  CGWCon  DET --
6 Config DET --
7 Ezystrt IDL --
8 ROpCNI  IDL  TTY1
9  ROpCN2  RDY  TTY2 j1g@128.185.40.40

Intercept
Use the intercept command to change the OPCON intercept character. The
intercept character is what you enter from other processes to get back to the
OPCON process. The default intercept key combination is Ctrl-P .
The intercept character must be a control character. Enter the ~ (shift 6) character
followed by the letter character you want for the intercept character.
Note: Do not set the intercept character to the return key or to a printable
character. If you change the OPCON intercept character from the default, Ctrl-P, to
one of the Command History control characters, Ctrl-B, Ctrl-F, Ctrl-R, or Ctrl-N,
the OPCON intercept character will take priority.
For example, if you change the intercept character to Ctrl-F, then Ctrl-F will not
retrieve Forward in the Command History, but will instead return to the OPCON
prompt (*). See [Command History for GWCON and CONEIG Command Line” od
‘ for information on how to access previously entered GWCON or CONFIG
commands.
Syntax:
intercept character
Example: intercept u
From this example, the intercept character is now Ctrl-U .

LOQOU'[
Use the logout command to terminate the current session for the user who enters
the logout command. If the console login is enabled, this command will require the
next user to log in using an authorized userid/password combination. If the console
login is not enabled, the OPCON prompt appears again.
Syntax:
logout

Memory

Use the memory command to obtain and display information about the router’s
global heap memory usage. The display helps you to determine if the router is
being utilized efficiently. For an example of memory utilization, see

Syntax:
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memory

Example:

memory
Number of bytes: Busy = 319544, Idle = 1936, Free = 1592

Busy Specifies the number of bytes currently allocated.

Idle Specifies the number of bytes previously allocated but freed and available
for reuse.

Free  Specifies the number of bytes that were never allocated from the initial free
storage area.

Note: The sum of the Idle and Free memory equals the total available heap

memory.
Free=1128

Free=1393515 Free=103068 | = |-=m-mmmmmmmmoo--

---------------- Id1e=103068
——————————————— <«later Id1e=1128
Idle=1128 Mark
Busy=103068 Busy=1393515 Busy=1393515
Under-Utilized Properly Utilized Over-Utilized

Figure 3. Memory Utilization
Pause (EasyStart only)

Use the pause command to suspend the EasyStart function. Use this command
only when debugging the router. After completing your debugging session, enter the
restart command to restart the router and resume the EasyStart function. The
router will reenter EasyStart.

Syntax:

pause

Example:

pause
Entering EasyStart operation. Type 'stop' to terminate.
ELS messages are automatically displayed in this mode.

EasyStart>

EZ.001: Starting.

EZ.007: Waiting up to 6 seconds for devices to pass self-test.
pause

* restart
Are you sure you want to restart the gateway? (Yes or [No]): yes

Copyright Notices:
Copyright IBM Corp. 1994, 1997

MOS Operator Control
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Restart

Status

Entering EasyStart operation. Type 'stop' to terminate.
ELS messages are automatically displayed in this mode.

EasyStart>

EZ.001: Starting.

EZ.007: Waiting up to 60 seconds for devices to pass self-test.
BTP.010: net 0, int TKR/0, Sent client request (htype: 6)

BTP.011: net 1, int FR/0, Could not snd client req because: Ifc not up
BTP.011: net 2, int FR/1, Could not snd client req because: Ifc not up
BTP.011: net 3, int FR/2, Could not snd client req because: Ifc not up

Use the restart command to reinitialize the software. After you reinitialize the
software, a bus reset occurs. This causes the connected network interfaces to
self-test, all routing tables to clear, and any packets in the router to drop. Before the
restart takes effect, you are prompted to confirm the restart.

Note: If you use this command from a remote console, your Telnet session will be
lost because all router processes are being restarted.
Syntax:

[§§§paft

Example:

restart
Are you sure you want to restart the gateway (Yes or No)? Yes

Copyright Notices:

Copyright IBM Corp. 1994, 1997
MOS Operator Control
*

Use the status command to display information about all router processes. By
entering the PID after the status command, you can select to look at the status of
only the desired process. The following example shows the total status display.

Syntax:
status pid

Example: status

Pid Name Status TTY Comments

1 COpCN1 oW TTYO

2 Monitr IDL --

3 Tasker RDY --

4 MOSDDT DET --

5 CGWCon I0W --

6 Config I0W TTY1

7 Ezystrt  IDL --

8 ROpCN1 I0W TTY1 128.185.46.101
9 ROpCN2 RDY TTY2 128.185.46.104

Pid Specifies the PID. This is the process to talk to or from OPCON, or it can
be an argument to the STATUS command to request status information
about a specific process.

Name Specifies the process name. It usually corresponds to the name of the
program that is running in the process.
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Status

Specifies one of the following:

IDL

RDY

Iow

DET

FZN

Specifies that the process is idle and waiting for completion of
some external event, such as asynchronous 1/0.

Specifies that the process is ready to run and is waiting to use the
CPU.

Specifies that the process is waiting for synchronous 1/O, usually its
expected standard input, to complete.

Specifies that the process has output ready to be displayed and it is
either waiting to be attached to a display console or waiting to have
its output diverted to a specified console.

Specifies that the process is frozen due to an error. This usually
means the process is trying to use a device which is faulty or
incorrectly configured.

TTYn Specifies the output terminal, if any, to which the process is currently
connected.

TTYO Local console
TTY1lor TTY2

SNK

Telnet consoles.

Process has been flushed.

Two dashes (--)

Comments

Process has been halted.

Specifies the user’s login IP address provided during login when a user is
logged in using Telnet (ROpCon).

Stop (EasyStart only)

Use the stop command to stop the EasyStart function and enter Config-only mode.

For information about Config-only mode, see Canfig-Only Mode” an page 41,

Syntax:

stop

Example:
stop

EasyStart> EZ.001: Starting.
EZ.007: Waiting up to 6 seconds for devices to pass self-test.

stop EZ.006: A1l dlinks/parameters tried but failed; resetting to def values.
EZ.009: *** Restarting Router x**

No Protocols Configured. Entering Quick Config

Router Quick Configuration for the following:

0 Interfaces

o Bridging

Spanning Tree Bridge (STB)

Source Routing Bridge (SRB)

Source Routing/Transparent Bridge (SR/TB)
Source Routing Transparent Bridge (SRT)

o Protocols

IP (including OSPF, RIP and SNMP)
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Talk

Telnet

o Booting

Event Logging will be enabled for all configured subsystems
with Togging level 'Standard'

B R R R R R Rk R R ok kR o o o o o o o R

Interface Configuration
kkhkkkkkkhkhkkhkhkhkkhhkkhkhkkhhkkhkhkhkhhkkhhkkhhkkhkhkhkhkkhkhkkhhkkhkkhkhkkhkhkkhkkkkkkx

Type 'Yes' to Configure Interfaces

Type 'No' to skip Interface Configuration

Type 'Quit' to exit Quick Config Configure Interfaces? (Yes, No, Quit):
[Yes] q

Quick Config Done

Config (only)>

Use the talk command to connect to other router processes, such as GWCON,
MONITR, or CONFIG. After connecting to a new process, you can send specific
commands to and receive output from that process. You cannot talk to the TASKER

or OPCON process. See Command Histary for GWCQN and CONEIG Command
Line” on page 21 for information on how to

To obtain the PID, use the OPCON status command. Once you are connected to
the second-level process, such as CONFIG, use the intercept character, Ctrl-P, to
return to the * prompt.

Syntax:
talk pid

Example: talk 5

When using third-level processes, such as IP Config or IP, use the exit command to
return to the second level.

Use the telnet command to remotely attach to another router or to a remote host
(ip address). The only optional parameter is the terminal type that you want to
emulate.

A router has a maximum of five Telnet sessions: two servers (inbound to the router),
and three clients (outbound from the router).

Note: To use Telnet in a pure bridging environment, enable Host Services.

Syntax:

telnet ip-address terminal-type

Example: telnet 128.185.10.30 or telnet 128.185.10.30 23 or telnet
128.185.10.30 vt100

Trying 128.185.10.30 ...
Connected to 128.185.10.30
Escape character is '~]'
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When telneting to a non-existent IP address, the router displays:
Trying 128.185.10.30

To enter the Telnet command mode, type the escape character-sequence, which is
Ctrl-], at any prompt.

telnet>

If you telnet into a router,
* Press ¢« Backspace to delete the last character typed on the command line.

Note: When using a VT100 terminal, do not press ¢« Backspace because it
inserts invisible characters. Press Delete to delete the last character.

* Press Ctrl-U at the telnet> prompt to delete the whole command line entry so
that you can reenter a command.

The Telnet command mode consists of the following subcommands:

close Close current connection

display
Display operating parameters

mode Try to enter line-by-line or character-at-a-time mode

open Connect to a site

quit Exit Telnet

send  Transmit special characters ('send ?’ for more)

set Set operating parameters ('set ?’ for more)

status Print status information

toggle Toggle operating parameters ('toggle ?’ for more)
Suspend Telnet

? Print help information

The status and send subcommands have one of two responses depending on
whether or not the user is connected to another host. For example:

Connected to a host:

telnet> status
Connected to 128.185.10.30 Operating in character-at-a-time mode. Escape character is *].

telnet> send ayt

Note: The send command currently supports only ayt.
Not connected to a host:

telnet> status
Need to be connected first.

telnet> send ayt

Need to be connected first.

Use the close subcommand to close a connection to a remote host and terminate
the Telnet session. Use the quit subcommand to exit the telnet command mode,
close a connection, and terminate a Telnet session.

telnet> close

Chapter 4. Configuring OPCON 35



or
telnet> quit

lTogout
*
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Part 2. Understanding, Configuring, and Using Base Services
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Chapter 5. The Configuration (CONFIG) Process and
Commands (Talk 6)

This chapter describes the CONFIG process and includes the following sections:

What is CONFIG?

The Configuration process (CONFIG) is a second-level process of the router user
interface. Using CONFIG commands, you can:

Set or change various configuration parameters

Add or delete an interface to the hardware configuration

Enter the Boot CONFIG command mode

Enter the Quick Configuration mode

Clear, list, or update configuration information

Enable or disable console login and modem control

Communicate with third-level processes, including protocol environments

Note: Refer to the chapter entitled “Migrating to a New Code Level” in the

Maintenance Guide for information about migrating to a new code level.

CONFIG lets you display or change the configuration information stored in the
router’s nonvolatile configuration memory. Changes to system and protocol
parameters do not take effect until you restart the router or reload the router
software. (For more information, refer to the OPCON restart and reload commands

in LChapter 3 The OPCON Process and Commands” an page 25).

The CONFIG command interface is made up of levels that are called modes. Each

mode has its own prompt. For example, the prompt for the TCP/IP protocol is
IP config>.

If you want to know the process and mode you are communicating with, press

Return to display the prompt. Some commands in this chapter, such as the
network and protocol commands, allow you to access and exit the various levels

in CONFIG. See [Tahle 5 on page 51l for a list of the commands you can issue from
the CONFIG process.

© Copyright IBM Corp. 1994, 1998
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Using the CONFIG (Talk 6) Process

Using EasyStart

EasyStart mode automatically downloads the configuration of the router from a
BOOTP server. During the process the router displays the EasyStart> prompt and
ELS messages which track the process.

1. The Network Administrator sets up the BOOTP server with records for
downloading configurations. The Network Administrator must configure the
BOOTP server with a valid configuration file for your type of router. For more
information about configuring a BOOTP server, see L i

”

2. Turn on the router and it loads itself from the IBD or the network using BOOTP.

As soon as the operating software starts running, EasyStart begins to work if
the router has no devices or protocols configured, as it would for a new router.
On startup, devices are entered into the configuration automatically with default
parameters.

Note: EasyStart begins when default devices are configured but no protocols are
configured.

There is no manual entry into EasyStart but you can cause the router to go into
EasyStart by typing the following commands at the Config prompt:

Config>clear all

You are about to clear all non Device configuration information.
Are you sure you want to do this (Yes or [No]): yes

non Device configuration cleared

Config>clear device

You are about to clear all Device configuration information
Are you sure you want to do this (Yes or [No]): yes

Device configuration cleared

*restart
Are you sure you want to restart the gateway? (Yes or [No]): yes

Copyright Notices:
Copyright IBM Corp. 1994, 1997

MOS Operator Control Entering EasyStart operation.
Type 'stop' to terminate.
ELS messages are automatically displayed in this mode.

EasyStart>

EZ.001: Starting.
EZ.007: Waiting up to 30 seconds for devices to pass self-test.

stop
EZ.009: **x Restarting Router *x=

No Protocols Configured. Entering Quick Config

Router Quick Configuration for the following:
o Interfaces
o Bridging

Spanning Tree Bridge (STB)

If you are in EasyStart and you enter stop , the router restarts and puts you into
%uick Confif; automatically. For more information about Quick Config, see

If you are in EasyStart and you enter pause, the router suspends the EasyStart
process. Enter restart to resume the process. Only suspend EasyStart for
debugging purposes.
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Config-Only Mode

Config-Only mode is a way to back out of a bad configuration that is causing the
router to crash during start-up. Use the Config-Only mode only to change devices
or data links (that is, for unsupported devices) or to reduce memory use (for no
memory crashes) such as routing table sizes, packet sizes, and receive buffer
allocations.

Note: Config-Only is provided only for getting a subset of configuration commands
when a config problem causes the router to panic, check, fail, or detect a
bug. Do not use Config-Only mode for general router configuration; many of
the device-related commands are disabled in Config-Only mode and some
may cause a crash.

Automatic Entry Into Config-Only Mode

Config-Only mode is entered when the router detects a problem during operation or
during router initialization.

Any of the following situations will cause the router to enter into Config-Only mode:

* The software load does not match the device configuration. More particularly, an
attempt is made to configure a device or data link that is unsupported by the
software load.

* Devices are configured but there are no protocols configured.
» Deletion of all router interface information.

If the router entered into the configuration-only mode because an unsupported
device has been configured:

» Change the device information to match the hardware installed in (and supported
by) the router, or change the unsupported device to “null device”.

» Enter the Restart command from the Config (only)> prompt.
* The router will automatically enter into OPCON (*).

If no protocols or devices are configured, except for default devices, the router
comes up in EasyStart. For additional information, see tUsing FasyStart” on

Manual Entry Into Config-Only Mode

To enter the Config-Only mode, take any one of the following actions:
* Reload the router with no configuration.

* Reload the router with no interfaces configured.

* Reload the router with no protocols configured.

Note: If autoboot is enabled and if you press Ctrl-C while the software is loading,

you go directly to the bootstrap monitor > prompt without seeing the text and
you can skip step m% Otherwise, the following text appears:

PROM Load/Dump Program * Revision: 1.15 *
Copyright IBM Corp. 1994, 1997

Host **VL-51* Tloading

Using Ethernet at ( 81600, 94).

Trying host 128.185.210.125, via 128.185.123.28

Chapter 5. The Configuration (CONFIG) Process and Commands (Talk 6) 41



Using the CONFIG (Talk 6) Process

file loads/latest-gen.rbx2-multisna.ldc
+Toading

1. If boot information is missing, the software will load from the IBD. If the
first IBD file is invalid, such as a config file, the software will go to the
manual load prompt:

No valid boot records found, attempting IBD load
Loading using IBD Load Image "v12-15.cfg"
Bad record header 0

No valid server configured -- Entering manual mode
Device types available:

IBD
Token Ring
WAN

Device type:
2. Press Ctrl-C to go to the bootstrap monitor. The > prompt appears.

Bootstrap Monitor v1.15
Copyright IBM Corp. 1994, 1997
>

3. Boot to Config-Only mode.
>bc

PROM Load/Dump Program * Revision: 1.15 =
Copyright IBM Corp. 1994, 1997
Host **VL-51* Tloading

Device types available:

IBD
Ethernet
WAN

Device type [Ethernet]:

Connector Type (AUI/RJ45) [AUTO_CONFIG]:

Interface IP address [128.185.123.51]: 10.1.155.22
IP mask [FFFFFFOO]:

Boot from host [128.185.210.125]:

Via gateway [128.185.123.28]: 43

Boot file name [loads/latest-gen.rbx2-multisna.ldc]:

Using Ethernet at ( 0, 0).

Trying host 128.185.210.125, via 128.185.123.28
file loads/Tatest-gen.rbx2-multisna.ldc

-Toading

Starting at 1040010

The Standalone Configuration Process. You are here because
The watchdog timer timed out and/or Autoboot not selected

Config (only)>

During initial start-up, if no devices are configured, the router comes up in
Config-Only mode. If no protocols are configured, the router comes up in
Config-Only mode and automatically enters Quick Configuraton.

See [Chapter 9_Boat Qptions” an page 109 for more detail.

Quick Configuration

Quick Configuration (Quick Config) provides a minimal set of commands that allow
you to configure various devices (interfaces), bridging protocols, routing protocols,
and booting records present in the router load. It also allows configuration of some
of the interfaces, booting information, and if the corresponding hardware feature is
installed, Console Modem-Control.You can also configure an SNMP community with
WRITE_READ_TRAP access. This is useful during initial setup because the
configuration program uses SNMP SET commands to transfer the configuration.
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able 4 lists what Quick Config supports.
Table 4. Quick Config Capabilities

ATM Bridging Routing
Devices Protocols Protocols Protocols Booting Dial Circuits
Token-Ring, LAN STB, SRT, IP, IPX, DNA | TFTP, FR, PPP,
Ethernet, PPP, | Emulation SRB \Y BootP, Dial-Out, Dial-In
FR,
Multilink-PPP

The Quick Config complements the existing configuration process by offering a
shortcut. This shortcut allows you to configure the minimum number of parameters
for these devices, bridging protocols, and routing protocols and booting records
without having to exit and enter the different configuration processes. The other
parameters are set to selected defaults.

Situations that call for the router to be quickly configured are:

» Blank or corrupted configuration memory, such as when one of the following
situations occurs:
— The router is configured for the first time.
— Voltage fluctuations resulted in corruption of configuration memory.

— The CPU board, which contains the configuration memory chip, was replaced
in the router.

» Demonstration purposes, for which the router needs to be quickly configured to
demonstrate its capabilities.

* Bench-marking tests to get the tests going without having to learn the router’s
operating system commands.

Quick Config operates as follows:
» It asks a series of questions with default values.

* |t offers a short-cut to the detailed configuration of the normal mode command
set.

Quick Config sets a number of default parameters based upon how you answer the
configuration questions. What cannot be configured with Quick Config can be
configured using Config after exiting Quick Config.

You cannot delete Quick Config information from within Quick Config. However, you
can correct information either by exiting and returning to Quick Config, or by
entering the restart command as a response to some Quick Config questions.

For complete information on using the Quick Config software, see 'MAI

There are two ways to get into Quick Config: automatically from EasyStart or
manually.

Automatic Entry Into Quick Config Mode

If you are in EasyStart and you type stop, the router enters Quick Config
automatically.
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What you cannot configure with Quick Config you can configure using CONFIG
processes after exiting Quick Config.

You cannot delete Quick Config information; but you can correct it by exiting and
returning to Quick Config.

Manual Entry Into the Quick Config Mode
You might want to get to Quick Config manually to demonstrate the router’s
capabilities, reconfiguring on the fly to benchmark tests without having to learn the

router’s operating system commands.

To enter Quick Config, type gconfig at the Config> prompt.
Exiting from Quick Config Mode
To exit Quick Config, restart by entering r from any prompt. Follow the queries until

you enter no and then enter gq to quit. The router returns to either the Config
(only)> or the Config> prompt.

Configuring User Access

The router configuration process allows for a maximum of 50 user names,
passwords, and levels of permission. Each user needs to be assigned a password
and level of permission. There are three levels of permission: Administration,
Operation, and Monitoring.

For more information, see the bdd user command.
Technical Support Access

If you are the system administrator, when you add a new user for the first time, you
are asked if you want to add Technical Support access. If you answer yes,
Technical Support is granted the same access privileges that you have as system
administrator.

The password for this account is automatically selected by the software and is
known by your service representative. This password can be changed using the
change user command; however, if you do change the password, customer service
cannot provide remote _support. For additional information on the use of the change

user command, see tChange” an page 54.

Configuring Spare Interfaces

Occasionally, you may need to configure a new interface along with its bridging and
routing protocols without having to restart the device. You can accomplish this by
configuring a number of spare interfaces on your device. Spare interfaces are
useful when:

* You are adding dial circuits to your device.

Use spare interfaces to add new V.25bis or ISDN dial circuits on an existing
V.25bis or ISDN interface.

* You are adding ATM LAN Emulation clients.
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Use spare interfaces to add Token-Ring or Ethernet ATM LAN Emulation clients
to an existing ATM interface.

To configure a spare interface:
1. Access the CONFIG process by entering talk 6.

2. Configure the number of spare interfaces for the device using the set
spare-interfaces command.
3. Exit the CONFIG process by pressing Ctrl-P.

4. Restart the device.

Example:

* talk 6

Config> set spare 2

Config>

*restart

Are you sure you want to restart the gateway? (Yes or [No]) yes

When the device restarts, the spare interfaces are installed as null devices.

To use one of the spare interfaces:
1. Access the CONFIG process by entering talk 6.
2. Add a dial circuit using the add device command.

3. Configure the spare interface by using the net command to configure the
interface or add ATM LAN Emulation clients.

4. Configure the various protocols and features using the protocol and feature
commands.

5. Exit the CONFIG process by pressing Ctrl-P.
6. Access the GWCON process by entering talk 5.
7. Bring the new interface online to the network using the activate command.

The following example shows how to configure and activate a new dial circuit on
which the IP protocol is enabled. The dial circuit and IP protocol configuration are
not shown.

Example:

*~talk 6

Config> add device dial-circuit
Config> net 6

Circuit configuration

Circuit config>

.Here you would configure the dial circuit
Circuit config> exit

Config> protocol ip
IP>

‘Here you would configure the IP protocol on the dial circuit.

IP> exit
Config>
*«talk 5
+activate 6
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Restrictions for Spare Interfaces

The activate command cannot be used to bring a new interface online to the
network under the following circumstances:

* You have already entered a delete interface  command. The device must be
restarted if any interface has been deleted. You cannot delete a spare interface
(indicated by null in list displays).

* The spare interface is the only interface that enables a protocol or feature. The
protocol or feature must already be enabled on an existing interface before it can
be used by a spare interface.

* The new spare interface has a header size or trailer size greater than the sizes
for other interfaces.

* There is not enough memory to allocate receive buffers for the new interface.

In these cases, you must restart the device to bring the new interface online.

You can configure the following interfaces as spare interfaces, but you cannot bring
them online to the network using the activate command:

* SDLC Relay
* PPP Multilink master and dedicated link nets

You must restart the device to bring these interfaces online.

You can configure the following protocols on spare interfaces, but you cannot bring
them online to the network using the activate command:

« LNM
+ OSI/DECnet V
. XTP

Note: When using the configuration program, use the following to work with spare
interfaces:

1. Make the configuration changes for the spare interface on the device

2. Enter the activate command on the device to bring the spare interface,
protocols, and features online

3. Retrieve the configuration using the configuration program
4. Save the retrieved configuration into the configuration program database

There are also limitations on certain functions. These limitations are:

APPN To activate this protocol on a spare interface, you must first activate the
interface and then configure the protocol on the activated interface.
Bandwidth To configure BRS on a spare interface, you must enable BRS on each
Reservation network interface where Frame Relay circuits will be active before activating
(BRS) the spare interface. After activating the spare interface, you can then use

BRS configuration commands to make changes like adding a traffic class or
assigning a protocol to a traffic class.

DECnet IV To activate this protocol on a spare interface, you must first activate the
interface and then configure the protocol on the activated interface. Use the
DECnet IV set command to bring the configuration changes online.
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Frame Relay

BGP
IPX

PPP

Bridging

IP

WAN Restoral/
WAN Reroute
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You cannot activate an FR dial circuit interface unless the dial circuit's
base net is already active.

An activate for an FR dial circuit will fail if the frame size, MAC header, or
trailer required by the spare interface is larger than other dial circuits
already assigned to the base net.

If data compression is not already active in the device, data compression
will not work on a spare interface defined for data compression.

Use the BGP reset neighbor command to activate new neighbors.
Use the reset command to activate static routes, static services, and filter
lists on the spare interface.

If data compression is not already active in the device, data compression
will not work on a spare interface defined for data compression.

You cannot activate a spare PPP interface if the device’s global buffer is
too small to support a 1500-byte PPP MRU.

You cannot activate a PPP dial circuit interface unless the dial circuit’s
base net is already active.

An activate for a PPP dial circuit will fail if the frame size, MAC header,
or trailer required by the spare interface is larger than other dial circuits
already assigned to the base net.

Bridging was not already active.
NetBIOS filters are defined on the spare interface.

The spare interface caused a change to the bridge personality or
behavior (for example, adding SR port to pure TB bridge or SR-TB
conversion enabled).

Use the reset IP command to bring configuration changes online for
access-controls and packet-filters.

The spare interface cannot be activated if any of the following conditions
are true:

The spare interface is configured as a WRS primary, and its configured
WRS secondary is already a WRS primary or WRR primary or WRR
alternate.

The spare interface is configured as a WRS primary, and its configured
WRS secondary is already actively restoring some other WRS primary.

The spare interface is configured as a WRS secondary, and its
configured WRS primary is already a WRS secondary or WRR primary or
WRR alternate.

The spare interface is configured as a WRS secondary, and its
configured WRS primary is already actively being restored by some other
WRS secondary.

The spare interface is configured as a WRR primary, and its configured
WRR alternate is already a WRS primary or WRS secondary or WRR
primary or WRR alternate.

The spare interface is configured as a WRR alternate, and its configured
WRR primary is already a WRS primary or WRS secondary or WRR
alternate.

The spare interface is configured as a WRR alternate, and its configured
WRR primary is already actively being rerouted by some other WRR
alternate.
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Resetting Interfaces

Occasionally, you might need to change the configuration of a network interface
along with its bridging and routing protocols without restarting the device. The reset
command allows you to disable a network interface and then enable it using new
interface, bridging and routing configuration parameters.

The interface, protocols and features configuration parameters are changed using
the CONFIG process (talk 6) commands. The talk 6 commands affect the contents
of the configuration memory. The configuration changes are activated by issuing the
GWCON process (talk 5) reset command.

To reset an interface:
Access the CONFIG process (talk 6).

Use the net command and other commands to change configuration
parameters.

Use the protocol and feature commands to change the interface-based
configuration parameters.

Exit the CONFIG process by pressing Ctrl-P .
Access the GWCON process (talk 5).

Use the reset command to reset the interface and the protocols and features on
the interface.

1.
2.

Example:

*~talk 6
Config>net 1
PPP Config>

. change PPP parameters . . .

PPP Config>exit
Config>protocol 1ipx
IPX Config>

. change IPX parameters on the PPP interface . . .

IPX Config>exit

Config>

*talk 5

+reset 1

Resetting net 1 PPP/0...successful

Note: When using the configuration program, use the following to make
configuration changes to existing interfaces:

1.
2.

Make the configuration changes for the interface on the device

Enter the reset command to reset interface, protocol and feature
parameters

Retrieve the configuration using the configuration program
Save the retrieved configuration into the configuration program database

Restrictions for Resetting Interfaces

The reset command cannot be used to reset a network interface under the
following conditions:

* You have already entered a delete interface command. The device must be
restarted if any interface has been deleted.

48 MRS V3.1 Software User’s Guide



Using the CONFIG (Talk 6) Process
You have changed the hardware or data link type. For example, changing the
data link type from PPP to Frame Relay.
You have configured a larger MTU.

You have configured a routing protocol or bridging on the interface, but that
routing protocol or bridging is not currently active in the device.

In these cases, you must restart the device to bring the configuration changes
online.

You can change the configuration parameters of the following types of interfaces,
but you cannot bring the configuration changes online using the reset command:

ATM

PPP Multilink master and dedicated link nets
ISDN BRI

ISDN PRI

X.25

SDLC

SDLC Relay

V.25bis

You must restart the device to bring these configuration changes online.

You can change the configuration parameters of the following protocols and
features, but you cannot bring the configuration changes online using the reset
command:

AppleTalk
Vines
OSI/DECnet V
LNM

XTP

WAN Restoral
WAN Reroute

You must restart the device to bring these configuration changes online.

There are also limitations on certain functions. These limitations are:

PPP dial A PPP dial circuit cannot be reset if any of the dial circuit parameters have
circuits changed.

Frame Relay A Frame Relay dial circuit cannot be reset if any of the dial circuit

dial circuits parameters have changed.

Compression Compression requires large header and trailer sizes. Unless compression is

already enabled on some other interface, it is likely that the header and
trailer sizes will be too small. In this case, compression will be automatically
disabled on the interface and an ELS message will be logged (rather than
causing the entire reset interface to fail).
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Bridging

BGP
APPN
IPX

DNA IV
SNMP
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» Bridging was not already active.
* NetBIOS filters are defined on the interface you are resetting.

* The reset interface caused a change to the bridge personality or behavior
(for example, adding SR port to pure TB bridge or SR-TB conversion
enabled).

Use the BGP reset neighbor command to bring neighbor configuration
changes online.

Use the activate_new_config command to bring configuration changes
online.

Use the IPX reset command to bring configuration changes online for static
routes, static services, and filter-lists.

Use the DNA IV set command to bring configuration changes online.

Use the SNMP revert command to bring configuration changes online.



Chapter 6. Configuring the CONFIG Process

This chapter describes the CONFIG process configuration and operational
commands. It includes the following sections:

Entering and Exiting CONFIG

To enter CONFIG from OPCON (*):

1. At the OPCON prompt, enter the status command to find the PID of CONFIG.
(See page Hfor a sample output of the status command.)
* status

2. Enter the OPCON talk command and the PID for CONFIG:
* talk 6

The console displays the CONFIG prompt (Config>). Now, you can enter CONFIG
commands. If the prompt does not appear, press the Return key again. To exit
CONFIG and return to the OPCON prompt (*), enter the intercept character. (The
default is Ctrl-P )

CONFIG Commands

This section describes each of the CONFIG commands. Each command includes a
description, syntax requirements, and an example. The CONFIG commands are
summarized in ﬁ

After accessing the CONFIG environment, enter the configuration commands at the
Config> prompt.

Table 5. CONFIG Command Summary

Command Function

? (Help) Displays all the commands available for this command level or lists the
options for specific commands (if available). See LGetting Help” an pagd
nd.

Add Adds an interface to the router configuration, or a user to the router.

Boot Enters Boot CONFIG command mode.

Change Changes a user’s password or a user's parameter values associated with
this interface. Also changes a slot/port of an interface.

Clear Clears configuration information.

Delete Deletes an interface from the router configuration or deletes a configured
user.

Disable Disables login from a remote console,

Enable Enables login from a remote console,

Environment Monitors the operational temperature of the router if it has two service
ports.

Event Enters the Event Logging System configuration environment.
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Table 5. CONFIG Command Summary (continued)

Add

Command Function

Feature Provides access to configuration commands for independent router
features outside the usual protocol and network interface configuration
processes.

List Displays system parameters, hardware configuration, a complete user list
(including PPP users).

Network Enters the configuration environment of the specified network.

Patch Modifies the router’s global configuration.

Performance Provides a snapshot of the main processor utilization statistics.

Protocol Enters the command environment of the specified protocol.

Qconfig Initiates the Quick Config process.

Set Sets system-wide parameters for buffers, host name, inactivity timer,
packet size, prompt level, number of spare interfaces, baudrate, logging
disposition and level, restart count,location, and contact person.

Time Keeps track of system time and displays it on the console.

Unpatch Restores patch variables to default values.

Update Updates the current version of the configuration.

Use the add command to add an interface to the configuration, or user-access. This

command also recreates device records if the configuration is inadvertently lost.

Syntax:
add

device

device . . .
isdn-address . . .
ppp-user
tunnel-profile
user . ..
v25-bis-address

v34-address

device_type
The add device command is used to create virtual interfaces like dial circuit

interfaces. You must enter the interface device type (device_type) and you
may be prompted for additional configuration parameters. See

2 for information about configuration

parameters and supported device types.

If you enter add device ? , a list of supported device types is displayed.

All device and protocol configuration information related to network
interfaces is stored by interface number. Any changes made to interface
numbers will invalidate much of the device configuration information in the
protocols.

Config> add device dial-circuit

Adding device as interface 8

Defaulting Data-link protocol to PPP

Use "set data-1ink" command to change the data-link protocol
Use "net 8" command to configure circuit parameters
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isdn-address address-name network-dial-address network-subdial-address

Adds the local and remote numbers of the ISDN end-points that will be
communicating with your router.

address-name
Can be anything (such as a description of the port).

network-dial-address
The telephone number of the local or the destination port.

network-subdial-address
The additional part of the telephone number, such as an extension,
that gets interpreted when the interface connects to a PBX; this
parameter is optional.

Note: You can use punctuation, such as parentheses and dashes, but the
punctuation is not significant (the router uses only the numbers).

Example: add isdn-address line 1 local
Assign network dial address [0 - 32 digits]? 1 2345 67
Assign network subdial address [0 - 19 digits]? 98765

ppp_user

Adds a user profile to the local PPP user data base. You need to configure
PPP users if you are using PPP authentication protocols, PPP encryption,
the Dial-In Access to LANs (DIALSs) feature or allowing user’s to use the dial
out feature, and want the PPP user data base to be locally stored and
managed by the device. If you want PPP user information to be obtained
from a RADIUS, TACACS, or TACACS+ server then you should configure
the Authentication feature instead of configuring local PPP users.

A user profile stored locally on the device consists of the following:

User Name
Name to identify user.

Password
A password known to the user and the device. The password can
be up to 31lcharacters in length and consist of any alphanumeric
character. The password is case sensitive.

Will this user be tunnelled?
Specifies whether this dial-in user should be tunneled to an LNS
destination. If you answer “yes”, you will be prompted for
information about the LNS.

Hostname to use when connecting to this peer:
Specifies the local hostname of this LAC that is passed as
identification to the LNS during tunnel setup.

Tunnel Server endpoint:
Specifies the IP address of the LNS to which this user is tunnelled.

Type of Route
Either “Host Route” or “Net Route.”

A host route is generally applied for single-user access. A net route
is generally applied to a network access. A net route allows you to
enter a net mask.

User IP Address
IP address to be assigned to a user.
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A user profile-based IP address to offer to a dial-in client if
requested. There are a number of ways for a 2210 to obtain an IP
address for a dial-in client. See IP Control Protocol” on page 447
for more information.

Net-Route Mask
Mask for a network user.

If the dial-in user is connecting to a DIALs-enabled PPP interface,
the router automatically adds a temporary static route to that client
for the duration of the PPP session. Typically, this static route has a
net mask of 255.255.255.255, which implies that there is a single IP
host at the other end of the PPP link. However, the net mask can
be overridden. If configured, this mask is used when adding the
temporary route. An example of is a small router with a single
network of hosts that dials into a DIALs-enabled router. The single
route to the small office router will be automatically installed based
on the user profile, making it unnecessary to configure routing
protocols between the two hosts and cutting down on routing traffic
overhead over a potentially slow link.

Hostname
Hostname to be sent to the Proxy DHCP server for use by Dynamic

DNS. See [Chapter 49 Ulsing a Dial-In Access to | ANs (DIAL s)
[Server” on page 607 for more information.

Time-Allotted
The length of time a DIALs user can be connected. This is the total
for this session, and should not be confused with an inactivity timer.

Valid Values: 0 - 71 827 788 minutes (O=unlimited)
Default Value: 0

Callback type
Call back method, either “Roaming” or “Required.”

Dial-Out
enable dial-out.

This parameter is specific to clients using the DIALs dial-out client.
Enabling dial-out for a ppp-user allows this user to access a

modem-pool of dial-out circuits. See tChapter 49 _Using a Dial-In
[Access to | ANs (DIAL S) Server” on page 607 for more information.

Encryption
enable encryption.

You add a PPP user for each remote router or DIALs client that can
connect to the device you are configuring.

You are prompted for the PPP user name, password, IP address, and
encryption key if encryption should be enabled for the user.

When the DIALs feature is in the software load, you are asked if this is a
DIALs user.

» If you are adding a user for a DIALs client then you are prompted for the
hostname, type of route, network mask, connect time, call-back
information, and dial-out capability.
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If you are not adding a user for a DIALs client then the type of route,
netroute mask, hostname, time allotted, callback and dial-out capability
do not apply and the user profile is created with these functions disabled.

See [Chapter 49 _Using a Dial-In Access to LANs (DIALS) Server” on

for more information.

The input parameters are used as follows:

The PPP user name and password are used during PPP authentication.

See IPPP Authentication Pratocals” on page 441,

The encryption key is used by the PPP Encryptlon Control Protocol
(ECP). SeeL

The IP address is the address to be assigned to the user.

A user profile-based IP address to offer to a dial-in client if requested.
There are a number of ways for a 2210 to obtain an IP address for a
dial-in client. See [1P_Contral Protacol” on page 447 for more information.

The net mask is entered when a dial-in user is a network type. The mask
defaults to 255.255.255.255 for a single user.

If the dial-in user is connecting to a DIALs-enabled PPP interface, the
router automatically adds a temporary static route to that client for the
duration of the PPP session. Typically, this static route has a net mask of
255.255.255.255, which implies that there is a single IP host at the other
end of the PPP link. However, the net mask can be overridden. If
configured, this mask is used when adding the temporary route. An
example of is a small router with a single network of hosts that dials into
a DIALs-enabled router. The single route to the small office router will be
automatically installed based on the user profile, making it unnecessary
to configure routing protocols between the two hosts and cutting down on
routing traffic overhead over a potentially slow link.

The hostname to be sent to the Proxy DHCP server for use by Dynamic

DNS. See LChAPIEI’_ZLQ-JJSlng-a-DlaLLD-AECESS_LOJ-ANS_LDJALS)—SﬁﬂLEU
bn page 607

for more information.

The time allotted is used to restrict the amount of time that a PPP user
can stay connected.

The call back parameters are used to specify whether the router will call
back the user and what number to call back. See 'Canfiguring PPH
Callback” on page 444 for additional information.

You can add up to 500 PPP users.

Example: Adding a PPP dials user with a hostroute

Enter name: []? dialshost

Password:

Will 'dialshost' be tunneled? (Yes, No): [No]

Is this a 'DIALs' user? (Yes, No): [Yes]

Type of route? (hostroute, netroute): [hostroute]
Number of days before password expiry[0-1000] [0]?

IP address: [0.0.0.0]?

Enter hostname for dynamic DNS: []?

Give 'dialshost' default time allotted ? (Yes, No): [Yes]
Enable callback for 'dialshost' ? (Yes, No): [No]

Will 'dialshost' be able to dial-out ? (Yes, No): [No]
Enable encryption for this user/port (y/n) [No]:
Disable 'dialshost' ? (Yes, No): [No]

Example: Adding a PPP dials with a netroute
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Enter name: []? dialsnet

Password:

Enter again to verify:

Will 'dialsnet' be tunneled? (Yes, No): [No]

Is this a 'DIALs' user? (Yes, No): [Yes]

Type of route? (hostroute, netroute): [hostroute] n
Number of days before password expiry[0-1000] [0]?

IP address: [0.0.0.0]?

Net mask: [0.0.0.0]?

Enter hostname for dynamic DNS: []?

Give 'dialsnet' default time allotted ? (Yes, No): [Yes]
Enable callback for 'dialsnet' ? (Yes, No): [No]

Will 'dialsnet' be able to dial-out ? (Yes, No): [No]
Enable encryption for this user/port (y/n) No]:
Disable 'dialsnet' ? (Yes, No): [No]

Example: Adding PPP no dials

Enter name: []? nodialsnet

Password:

Enter again to verify:

Will 'nodialsnet' be tunneled? (Yes, No): [No]

Is this a 'DIALs' user? (Yes, No): [Yes] n

Number of days before password expiry[0-1000] [0]?
IP address: [0.0.0.0]?

Enable encryption for this user/port (y/n) [No]:
Disable 'nodialsnet' ? (Yes, No): [No]

Example: Adding a PPP tunneled user

Enter name: []? tunneluser

Will 'tunneluser' be tunneled? (Yes, No): [No] y

Enter hostname to use when connecting to this peer: []?
Tunnel-Server endpoint address: [0.0.0.0]?

tunnel tunnel_name
Gives a tunnel peer access through an IP network to the router. This peer is
then authorized to initiate tunneled PPP sessions into the router. To
configure a tunnel you must specify:

Name The hostname of the tunnel peer.

Hostname to use when connecting to this peer
The local hostname to use when connecting to this peer. This name
is used for identification of the host on the peer.

Shared Secret
The secret shared between the LAC and LNS. It must be exactly
the same on both ends of the tunnel.

Tunnel-Server endpoint
The IP address of the tunnel peer (LAC or LNS).

user user_name
Gives a user access to the router. You can authorize up to 50 users to
access the router. Each user_name is eight characters and is
case-sensitive.

When the first user is added, console login is automatically enabled. Each
user added must be assigned one of the permission levels defined in

able 6 on page 57.

When users are added, set login authentication to local. Otherwise a
remote server must be used.
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Permission Level

Description

Administrator (A)

Operator (O)

Monitor (M)

Tech Support

Displays configuration and user information,
adds/modifies/deletes configuration and user information.
The Administrator can access any router function.

Views router configuration, views statistics, runs potentially
disruptive tests, dynamically changes router operation, and
restarts the router. Operators cannot modify the permanent
router configuration. All actions can be undone with a
system restart.

Views router configuration and statistics but cannot modify
or disrupt the operation of the router.

Allows your service representative to gain access to the
router if a password is forgotten. Cannot be assigned to
users.

Note: To add a user, you must have administrative permission. You do not
have to reinitialize the router after adding a user.

Example:

add user John
Enter password:

Enter password again:

Enter permission (A)dmin, (0)perations, (M)onitor [A]?
Do you want to add Technical Support access? (Yes or [No]):

Enter password

Specifies the access password for the user. Limited to 80
alphanumeric characters and is case-sensitive.

Enter password again
Confirms the access password for the user.

Enter permission

Specifies the permission level for the user: A, O, or M (see M).

Do you want to add Technical Support access?
This is only an option if the user has a Dial In Access load. See

v25-bis-address

Adds the local and remote numbers of the V.25bis end-points that will be
communicating with the router. The network address-name can be anything,
such as a description of the port. You can use any string of up to 23
printable ASCII characters. The network-dial-address is the telephone

number of the local or destination port. For more information, see

Note: You can use punctuation, such as parentheses and dashes, but the
punctuation is not significant (the router uses only the numbers).

Example: add v25-bis-address
remote-site baltimore 1-909-555-0983

v34-address

Adds the local and remote numbers of the V34 end-points that will be
communicating with the router. The network address-name can be anything,
such as a description of the port. You can use any string of up to 23
printable ASCII characters. The network-dial-address is the telephone
number of the local or destination port. You can enter up to 31 characters
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that are in the valid dial characters for the connected modem. For more

information, see tChapter 43 Using the V.34 Network Interface” onj

Note: You can use punctuation, such as parentheses and dashes, but the
punctuation is not significant (the router uses only the numbers).

Example: add v34-address

Assign address name [1-23] chars []? remote-site-baltimore
Assign network dial address [1-20 digits][]? 1-909-555-1234

Boot
Use the boot command to enter the Boot CONFIG command environment. For
Boot CONFIG information, see i‘(‘hnpfpr Z_The Boot CONEIG Process” on page R1|_
Syntax:
boot

Change

Use the change command to modify an interface in the configuration, change your
own password, or change user information.

Syntax:

change device . . .
password
ppp_user . . .

tunnel-profile

device dial-circuit
Allows you to change a device interface into a NULL interface (an interface
for which the configuration information is ignored) or to change a NULL
interface, that was originally a dial circuit interface, back to a dial circuit
interface.

Example:

change device dial-circuit
Interface number [0]? 3
Defaulting Data-link protocol to PPP

Example:

change device null
Interface number [0]? 1

password
Modifies the password of the user who is now logged in.

Note: To change a user password, you must have administrative
permission.

Example:

change password

Enter current password:
Enter new password:

Enter new password again:
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Enter current password
Specifies your current password.

Enter new password
Specifies your new password.

Enter new password again
Specifies your new password again for confirmation. If your
confirmation does not match the previous new password, the old
password remains in effect.

ppp_user
Changes the information for a specific PPP user.
Syntax:
change ppp_user encryption-key
parameters
password

encryption-key
Changes the encryption key for a PPP user. The following example
shows the dialog for changing an encryption key.

Example - Change Encryption key:

Config>change ppp_user encryption-key

Enter user name: []? leslie

Enable encryption for this user/port (y/n) [No]l:y
Encryption key should be 16 characters long.

Encryption Key (16 characters ) in Hex(0-9, a-f, A-F):
Encryption Key again (16 characters) in Hex(0-9, a-f, A-F):
User 'Teslie' has been updated

Config>

parameters
Changes all of the ppp-user options for a user. This parameter
works similar to the add ppp_user except that the values shown
within the [] are the current values and the change command does
not verify the changes or list them back to you when you are done.

See Add” on page 52 for details about the add ppp_user

command.

password
Changes the password for the PPP user.

Example - Change password:

Config>change ppp_user password
Enter user name: []? sam
Password:
Enter password again:
User 'sam' has been updated
Config>
user  Modifies the user information that was previously configured with the add

user command.
Note: To change a user, you must have administrative permission.

Example:

change user

User name: []

Change password? (Yes or No)

Change permission? (Yes or [No])
tunnel-profile

Changes the configuration for a tunnel peer.
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Config>change tunnel-profile
Enter name:

Enter hostname to use when connecting to this peer: [Ins.org]?
set shared secret? (Yes, No): [No]
Tunnel-Server endpoint address: [11.0.0.1]? 11.0.0.2

profile 'lac.org' has been updated

Config>

Clear

Use the clear command to delete the router’s configuration information from
nonvolatile configuration memory.

Attention:

Syntax:

clear
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Use this command only after calling your service representative.

all

ap2 (AppleTalk 2)

arp (ARP)

asrt (Adaptive Source Route Protocol)
appn (Advanced Peer-to-Peer Networking)
atm (Asynchronous Transfer Mode)
auth (Authentication)

bgp (Border Gateway Protocol)

boot

brs (Bandwidth Reservation)

cmprs (Data Compression)

dis (Data Link Switching)

device

dialer-circuit

dn (DECnet)

dvmrp (Distance Vector Multicast Routing Protocol)
els (Event Logging System Information)
environment

fr (Frame Relay)

hdic

ip (IP)

ipx (Novell IPX)

isdn

osi (OSl)

ospf (OSPF routing protocol)

ppp (Point-to-Point)

sdic



Delete
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snmp
srb (Source Route Bridge)
srly (SDLC Relay)
stb (Spanning Tree Bridge)
tcp/ip-host
time (Time of day information)
user
v25bis
v34
vines (Banyan VINES)
wrs (WAN Restoral feature)
x25
Xtp

To clear a process from nonvolatile configuration memory, enter the clear command
and the process name. To clear all information from configuration memory, except
for device information, use the clear all command. To clear all information, including
the device information, use the clear all command and then the clear device

command.

The clear user command clears all user information except the router console login
information. This is left as enabled (if it was configured as enabled) even tho