COALFIRE

Cybersecurity for the world’s innovators

The world’s leading organizations — including the top five cloud service providers
and leaders in financial services, healthcare, and retail — trust Coalfire to elevate
their cyber programs and secure the future of their business.

Advisory —

Moving toward FedRAMP® and
DoD authorizations can be difficult,
costly, and time-consuming.
Advisory can speed up the journey

Assessment — Security — Platforms —

and reduce operational burden.
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+ FISMA

« NIST800-171
« NIST 800-53

« NIST800-218
« NIST 800-30

« CJIS

+ CJISv5.94

+ StateRAMP

« TX-RAMP

* DoD Cloud SRG (IL4,
IL5, IL6)

+ FAR/EAR/ITAR/
DFARS

+ Cyber Trust Mark

+ SEC Cybersecurity
Risk Management Rule

| 877-224-8077

Compliance Assessment for 75+ Cybersecurity services paired with @ HEXEON
frameworks including FedRAMP®,  powerful technologies to defend
PCI, HITRUST, ISO, and SOC against formidable threats @ THREADFIX

COMPLIANCE
ESSENTIALS

Frameworks / Regulations

International Security Program / Global Privacy
Security Risk Management Regulations &
Certification Frameworks Standards
Frameworks + NIST Cybersecurity . GDPR
.+ CSASTAR Framework (CSF) « US State Privacy Laws
+ Protected B + NCSC Cyber + HIPAA
« FedRAMP Essentials v3.1 . LGPD
« 1SO 27017 + Secure Control . COPPA
. BSIC5 Framework . FERPA
. IRAP + CIS Controls . PIPEDA
« KISMS © 15027001 + 180 27701
. MTCS + 15022301 + 18027018
¢+ IT Grundschutz + 1509001 * NIST Privacy
« CHECK * 1S020000-1 Framework
. gﬁgyber Essentials ) l_l_sl(s):jom 2023 Artificial
. DORA . IS0 21434 Intelligence (Al)
. ENS + SOC 1 (SSAE 18) i:?::eav::)srlz
« NIS2 + SOC2
+ SOC 2 Type 1 + NIST AIRMF
« |SAE 3402 + 1SO 42000
« ISMAP « EUAIAct
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COALFIRE

See why enterprise leaders trust Coalfire.

Cloud Security Experts Trusted Market Leaders
+  Working with more than 700 cloud service +More than 1000 enterprise forward clients
providers across all industries
* #1in compliance, supporting all major

— 9ofthetop 10 SaaS providers
— All'50of the world’s largest laaS providers

frameworks
+ Leading cloud pen testing organization

Technology Advantage Industry-and client-focused

+ Proprietary platforms for application, vulnerability and innovators
compliance management, which are used by more + 900+ industry certifications, including 200+ cloud
than 6000 client stakeholders certifications held by employees

* Proven infrastructgre as che for quick deployment + Tailored delivery experience and consultative
of secure, compliant environments mentality with a wide lens focused on customers

entire business

Business outcomes delivered. Your success secured.

Realize new Align your cybersecurity Shorten your time Reduce your risk Automate security
revenue streams. program with the to market. in the cloud. for efficiency
business. and accuracy.
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