
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Financial Services 
• PCI DSS 
• PCI PIN v3.1  
• FFIEC 
• SWIFT 

Healthcare 

• HIPAA 
• HITRUST 
• HITRUST CSF 

11.3 
• HITRUST CSF i1 

11 
• MARS-E 
• FDA 
• HDS 
• PHIPA 
• PHIA 
• UL 2900 
• CMS (EDE) 
• QHIN 
• FDA 

US Federal/State 
Government 
Regulations 

• FedRAMP 
• FISMA 
• NIST 800-171 
• NIST 800-53 
• NIST 800-218 
• NIST 800-30 
• CJIS 
• CJIS v5.9.4 
• StateRAMP 
• TX-RAMP 
• DoD Cloud SRG (IL4, 

IL5, IL6) 
• FAR/EAR/ITAR/ 

DFARS 
• Cyber Trust Mark 
• SEC Cybersecurity 

Risk Management Rule 

International 
Security 
Certification 
Frameworks 

• CSA STAR 
• Protected B 
• FedRAMP 
• ISO 27017 
• BSI C5 
• IRAP 
• K-ISMS 
• MTCS 
• IT Grundschutz 
• CHECK 
• UK Cyber Essentials 

Plus 
• DORA 
• ENS 
• NIS2 

Security Program / 
Risk Management 
Frameworks 

• NIST Cybersecurity 
Framework (CSF) 

• NCSC Cyber 
Essentials v3.1 

• Secure Control 
Framework 

• CIS Controls 
• ISO 27001 
• ISO 22301 
• ISO 9001 
• ISO 20000-1 
• ISO 42001:2023 
• TISAX 
• ISO 21434 
• SOC 1 (SSAE 18) 
• SOC 2 
• SOC 2 Type 1 
• ISAE 3402 
• ISMAP 

Global Privacy 
Regulations & 
Standards 

• GDPR 
• US State Privacy Laws 
• HIPAA 
• LGPD 
• COPPA 
• FERPA 
• PIPEDA 
• ISO 27701 
• ISO 27018 
• NIST Privacy 

Framework 

Artificial 
Intelligence (AI) 
Standards & 
Frameworks 

• NIST AI RMF 
• ISO 42000 
• EU AI Act 
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Cybersecurity for the world’s innovators 

 
Frameworks / Regulations 

Security Platforms 

 

 

 

Advisory 

 



Technology Advantage 

compliance management, which are used by more 
than 6000 client stakeholders 

of secure, compliant environments 

 
Industry-and client-focused 
innovators 

certifications held by employees 
Tailored delivery experience and consultative 

entire business 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

  
 

 

 
Cloud Security Experts 

providers 

 
 

Trusted Market Leaders 

across all industries 

frameworks 
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Business outcomes delivered. Your success secured. 

 
 

 
See why enterprise leaders trust Coalfire. 


