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Introduction

If you are having trouble following new
EU acts applying to businesses
providing and/or using data in the
private sector, the new Baker McKenzie
Tips & Tricks published by our team is
definitely for you!

What does it cover?

Our EU Data Legislation Tracker comprises
new industry neutral EU legislative texts &
initiatives that came across our radar in 2022
applying to data. It includes an analysis of
the status of procedure and key elements of
the identified data driven EU legislative acts
contained in the illustration on the right.

This does not include sectorial instruments
(e.g., DORA, European Health Data Space,
or initiatives about digital labour platforms,
media service providers, political adverts,
electronic identification and the fight against
child sexual abuse).

For more information...

If you have any questions, contact us!
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Introduction

What's the purpose?

With the slides "For whom and for what", "What do these acts specifically contain and address", and “When: EU Application
Timeline", you will understand and be able to quickly identify:

- when does the text/initiative apply (Slide When: EU Application Timeline);
@— what type of data is relevant and what types of business are covered (Slide For Whom and For What);
m@m what type of enforcement authority is competent (Governance);

what scheme applies to the data involved in the processing and transfers: GDPR for Personal Data per Regulation 2016/679 or the Free-
Flow for Non-Personal Data per Regulation 2018/1807 or additional scheme (Processing of the Data Covered and Data Transfers for
Processing Businesses);

what are the key obligations for data driven private businesses: should they notify information to competent authorities or users
é@g (Notification Scheme), should they explain the information to the user (Transparency Obligations), should they put specific measures
= for organisation and/or security purposes (Organizational and/or Security Obligations) or should they report incidents (Incident
Reporting Procedure) - (Processing Businesses' Obligations);

what rights could be exercised from users or from the businesses and are they similar to the GDPR rights for Data Subject (Rights);
are there penalties, fines or other remedies if private businesses infringe their obligations (Penalties / Fines).
L=

Note: this tracker provides a high-level view of the data and processing covered by the relevant EU legislation, with a timeline. It does not provide an analysis of the
relevant provisions, which may be the topic of other of ours Tips & Tricks.
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Act

Data processed when using data intermediation services, which
includes personal data and non-personal data

Data processed when using core platform services (e.g., online search
engines, web browsers, operating system, cloud computing services)
offered or provided by gatekeepers, which includes personal data and
non-personal data

Data processed when using intermediary services, with a focus on
illegal content which may include personal and non-personal data

Data related to the use of a product and/or service that is made
available to the user* or data recipients**, which includes personal data
and non-personal data

Electronic communications data carried out in connection with the
provision and the use of electronic communications services and
information related to the terminal equipment of end-users, which
includes personal data and non-personal data

Use of Al systems, which includes personal data and non-personal
data, esp. special categories of data such as biometric data

Data shared when implementing and/or planning cybersecurity
strategies and risk management

Data processed when using product with digital elements, which
tends to include a direct or indirect logical or physical data connection to
a device or network products

Data intermediation services providers, meaning neutral third parties that
connect individuals and businesses that hold data with others that want to
use data

All businesses in the digital sector, but especially the gatekeepers which
are platforms that have a significant impact on the internal market, serve as
an important gateway for business users to reach their end users, and
which enjoy, or will foreseeably enjoy, an entrenched and durable position

Intermediary services providers, meaning provider of one of the following
information society services: 'mere conduit' service, 'catching service' and
'hosting' service

It covers: (i) manufacturers of products and suppliers of related services
placed in the market; (ii) data holders, (iii) data recipients in the Union to
whom the data is made available; and (iv) providers of data processing
services, meaning a digital service other than an online content service

Electronic communications service providers and users

It covers: (i) Al system providers placing it on the market or putting it into
service (ii) Al systems providers when the output system is used in the
Union and (iii) Al systems users located within the Union

Entities referred to as essential entities and important entities

Economics operators such as manufacturers of products with digital
elements on the market, importers and distributors

All these legislative acts have an impact on companies outside the EEA/EU and therefore have an extraterritorial scope

&

* The user is the person owning, renting, leasing a product or receiving the service.
**The data recipient is a third party other than the user acting for non-personal purposes.



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022R0868#d1e1709-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022R1925&qid=1667568689412
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022R2065
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2022:68:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017PC0010
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0496
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2020:823:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022L2555&qid=1674039449257
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52022PC0454
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* Personal Data should be understood as defined in the GDPR
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EU Opinions

Al Regulation

Al Liability Directive

First reading

®
Data Act

ePrivacy Regulation

Cyber Resilience Act

DGA

30 May 2022 24 September 2023

NIS 2 Directive
| |

14 December 2022 18 October 2024
Enforcement
Adopted Date*
DSA
1 1
19 October 2022 17 February 2024
DMA
14 September 2022 2 May 2023

* Please note that the "enforcement date" only includes the general application date and/or the date of transposition. This does not include other application dates that may apply

for specific articles by exception.

** Please also note that Al Regulation, Al Liability Directive, Data Act, ePrivacy Regulation, Cyber Resilience Act do not yet have a specific enforcement date.



Our ITC & Data Protectibh P‘é:ﬁg

@%824 Our Paris Team

Rémy Bricard
i o Partner
\ & +33144 175311
remy.bricard
@bakermckenzie.com

Yann Padova
Partner

+33 14417 59 23
yann.padova
@bakermckenzie.com

Bérénice de Wailly
Associate

+33 144 17 75 36
berenice.dewailly
@bakermckenzie.com

Expertise

Laurent Szuskin
Partner

+33 144175376
laurent.szuskin
@bakermckenzie.com

Iris Barsan
Counsel
+33144175941
iris.barsan
@bakermckenzie.com

Marlyse Lissan
Associate

+33 14417 75 54
marlyse.lissan
@bakermckenzie.com

Francis Donnat
Partner

+33144 17 53 64
francis.donnat
@bakermckenzie.com

Elsa Dalimier
’ \ Senior Associate
+33 14417 59 53
‘ elsa.dalimier
@bakermckenzie.com

Antoine Preux
- Associate
+33 14417 65 38

¢ .
antoine.preux

= j
‘i I @bakermckenzie.com

Client Resources

Christian Blomet Magalie Dansac Le Clerc
Partner Partner

+33 144 17 59 63 +33 144 17 59 82
christian.blomet } magalie.dansacleclerc
@bakermckenzie.com @bakermckenzie.com

Marie Catherine Ducharme
Senior Associate

+33144 17 64 68
mariecatherine.ducharme
@bakermckenzie.com

Camille Larreur
Associate

+33144 17 5359
camille.larreur
@bakermckenzie.com

Juliette Leportois
Associate

P 33144175382
& juliette.leportois

@bakermckenzie.com

ﬁﬁﬁ Rankings

IT Agreements

Q
Q
Q
Q
-

N,
[oY ]

Personal Data

ot

Tech Litigation

E-commerce

&

Cybersecurity

Tech
Investments

Tips & Tricks

Our team offers a series of tips and tricks under fact sheets format in
the areas of cyber surveillance, data protection (GDPR / ePrivacy), IT
contract negotiation, E-commerce platforms and Tech investments.

Conferences Tech Times

We regularly organize conferences and seminars on hot topics, such
as: ‘CNIL’s Sanctions: how to be prepared?’, ‘Company groups and
business models: what are the criteria for GDPR sanctions?’, and
‘Personal data transfers: how to ensure GDPR compliance following
recent developments?’.

App

Our app ‘Baker McKenzie Contract Reform’ is a simple tool to
obtain a concordance between old and new relevant articles of the
Civil Code, thanks to a simple search by keyword or by article
number (Google Play and App Store).
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Information Technology, Computing, Internet and
Telecoms
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https://www.bakermckenzie.com/en/insight/publications/2020/04/ict-tips-and-tricks
https://play.google.com/store/apps/details?id=com.inpactsoft.ReformeContrats2016
https://apps.apple.com/fr/app/bakermckenzie-r%C3%A9forme-contrats/id1099475200

Our Global Footprint

Fluency across borders

Baker McKenzie's Data & Technology group is the largest in
the world with an integrated network of local lawyers in over
40 countries, with more specialist data privacy and
cybersecurity lawyers than any other law firm, We are able to
quickly mobilize the right expertise globally.

We are advisors to a majority of Fortune 100 companies -
working hand in hand with organisations at every stage from
data strategy and compliance to cyber crisis.

Baker McKenzie's footprint and longstanding top tier
position in IT law on a global level, gives our clients the
benefit of access to the most recent developments in law,
policy making and industry trends. Thanks to our client base
and international integration we can more easily keep up to
speed than others in rapidly evolving niches. Examples of such
niches include Internet of Things, Blockchain, Artificial
Intelligence and Data Monetization.

Core sectors

&)

Consumer Energy, Mining Financial
Goods & Retail & Infrastructure Institutions

What they say about us

Acritas

#1 Global Elite
Law Firm

America : lawyers

~ data privacy
Latin \ Y and security

worldwide

Il Baker McKenzie ITC Practice locations

Other Baker McKenzie locations

Client Resources

Our Global Data Privacy & Security Handbook is
updated on an ongoing basis to help you keep up
with the dynamic legal landscape. We provide
detailed overviews and allow a comparative
perspective of the increasingly complex and

sophisticated data privacy and security standards
H 6@5 g BRAND INDEX in over 50 countries.
==F o lo—®
Industrials, Technology, Healthcare & World's Strongest Law Firm Brand Connect on Tech — Blog and podcast series with
Manufacturing & Media & Life Sciences for 12th Consecutive Years up to the minute _|n5|ghts on globql de\_/elopme_nts
Transportation Telecommunications in data protection, cybersecurity, information

management and technology.
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GLOBAL DATA PRIVACY &
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https://resourcehub.bakermckenzie.com/en/resources/data-privacy-security
https://www.connectontech.com/

