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Abstract. Distancevectorrouting protocols(e.g., RIP) havebeenwidely used
on the Internet,and are beingadaptedto emerging wirelessad hoc networks.
However, it is well-knownthat existingdistancevectorroutingprotocolsare in-
securedueto: 1) thelack of strongauthenticationandauthorizationmechanisms;
2) thedifficulty, if not impossibility, of validating routingupdateswhich are ag-
gregatedresultsof other routers. In this paper, we introducea secure routing
protocol,namelyS-RIP,basedon a distancevectorapproach. In S-RIP,a router
confirmsthe consistencyof an advertisedroutewith thosenodesthat havepro-
pogatedthat route. A reputation-basedframework is proposedfor determining
howmanynodesshouldbeconsulted,flexibly balancingsecurityandefficiency.
Our threat analysisand simulationresultsshowthat in S-RIP,a well-behaved
nodecanuncover inconsistentrouting informationin a networkwith manymis-
behavingnodesassuming(in thepresentwork) no two of themare in collusion,
with relativelylow extra routingoverhead.
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1 Overview
It is well-known that today’s Internetis not secure.Both Internetapplicationsandthe
underlyingrouting infrastructuresare vulnerableto a variety of attacks.Although a
majorityof incidentsreportedsofararerealizedby theexploitationof softwarevulner-
abilities in client andserver machines,it hasbeennotedlong agothatabusingrouting
protocolsmay be the easiestway for launchingattacks[2], anda singlemisbehaving
routercancompletelydisruptroutingprotocolsandcausedisaster[23]. Thisviewpoint
hasbeenmorerecentlyexpressedby a groupof network andsecurityexperts[4].

Therearemany factorsthatmake today’s routinginfrastructuresinsecure.Threeof
themareasfollows.1) Therearenostrongsecurityservicesbuilt into routingprotocols.
Many routingprotocolsonly provide weakauthenticationmechanisms,e.g.,plain-text
password or system-widesharedkeys, for authenticatingpeersor routingupdates.As
a result,it is easyfor anadversaryto gainaccessto therouting infrastructureandma-
nipulateroutinginformation.2) Softwarevulnerabilitiesandmisconfigurationsexpose
routing infrastructuresto severerisks.3) Most routingprotocolsassumea trustworthy
environment.In thecasewhereno authenticationmechanismsareimplemented,rout-
ing updatesareacceptedwith only rudimentaryvalidation.Whenauthenticationmech-
anismsarepresent,routing updatesareverified for the correctnessof dataorigin and
integrity only. However, after a routeupdateis verified to be “authentic”, the routing
informationconveyedin theupdateis trustedandusedto updatetherecipient’s routing�
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table.This is risky sincedataorigin authentication,which includesdataintegrity [17],
cannotguaranteethe factualcorrectnessof a message.A maliciousentity or a com-
promisedlegitimateentity cansendfalseinformationin a correctlysignedmessage.A
recipientcandetectunauthorizedalterationof themessage,but cannottell if theinfor-
mationconveyedin themessageis factuallycorrectunlesstherecipienthastheperfect
knowledgeof whatit expectsto receive.

Thedifficulty of validatingDV routingupdatesarisesdueto thefactthatthey arethe
distributedcomputationalresultsof othernodes[22,31].Mittal andVigna[18] propose
to useintrusiondetectionsensorsfor validatingroutingadvertisementsby comparinga
routingupdatewith amasterroutingdatabasethatis pre-computedoff-line. Onedisad-
vantageis thattheirapproachcannotpreventfraudulentmisinformationfrom poisoning
others’routingtables,althoughit maybeableto detectit. Hu, Perrig,andJohnson[9]
proposeto usehashchainsandauthenticationtreesto authenticatethe distanceof a
route.However, their approachdoesnot addresslongerdistancefraud.

We presenta secureDV routingprotocol,namelyS-RIP, basedon RIP [15], which
can prevent router and prefix impersonation,as well as shorterand longer distance
fraud.In S-RIP, anadvertisedrouteis validatedfor its factualcorrectnessbeforebeing
usedto updatea routingtable.Giventhedifficulty of validatingthefactualcorrectness
of routing informationin a DV routingprotocol,we proposeto useconsistencyasan
approximationof correctness. An advertisedrouteis treatedascorrectif it is consistent
amongthosenodesthat have propagatedthat route.Unlessthosenodesinvolved in a
consistency checkarein collusion,with high confidencea consistentrouteis correct.
By this approach,we hopethat nodessurroundinga misbehaving nodewill uncover
inconsistency andpreventmisinformationfrom furtherspreading.

A reputation-basedframework is proposedfor determininghow many nodesto in-
volve in a consistency check,providing the flexibility for balancingsecurityandeffi-
ciency. Firstly, the notion of either trustingor distrustinga nodeis replacedby node
reputationmeasuredby a numericvalue.Althoughin anintra-domainroutingprotocol
(e.g.,RIP),routersareunderasingleadministrativedomainandtendnotto bemutually
suspicious,they couldbecompromiseddueto softwareflaws.Maliciousnodescanalso
manageto join a routingdomainby exploiting routingvulnerabilities.Therefore,fully
trustingany individualnodeevenin anintra-domainroutingprotocolmayintroducethe
vulnerabilitythatamaliciousnodecancall into questionthelegitimacy of othernodes.
Nodereputationprovidesthe flexibility to relax this notion,andcanbe interpretedas
anestimationthata nodewill providecorrectinformationin thenearfuture.Secondly,
we proposeanefficient methodfor computingtheaccumulatedconfidencein thecor-
rectnessof a consistentroutingupdatefrom thereputationsof thosenodesinvolvedin
the consistency check.Combinedwith confidencethresholds,this methodeffectively
createsa sizedwindow for determininghow many nodesto involve in a consistency
check.

Thesequelis organizedasfollows.Section2 analyzesRIP vulnerabilities.Section
3 presentssecurityobjectivesandmechanismsof S-RIP. The reputation-basedframe-
work is presentedin Section4. S-RIPis presentedandanalyzedin Section5. Section
6 presentssimulationresults.Section7 reviews relatedwork for securingroutingpro-



tocols,with emphasison securingDV routingprotocols.Furthercommentsandfuture
work arediscussedin thelastsection.

2 Background: RIP Vulnerabilities

RIP (we meanRIPv2) is an InternetStandardintra-domainDV routing protocol(see
[15] for details).Despitecertainlimitations,e.g.,the maximumdistancebetweentwo
nodesis15hops,it is still usedbymany smallandmediumsizeorganizations(including
someuniversities).RIP hasseveral known securityvulnerabilities.Five of them are
discussedbelow.

1) An unauthorizednodecaneasilyjoin aroutingdomainandparticipatein routing
operations.This is referredto as router impersonation. RIPv1 [8] doesnot have any
authenticationmechanism.RIPv2 only usesa clear-text password for authenticating
peers.Sinceaclear-text passwordcanbeeasilycaptured,it providesonly marginalad-
ditionalsecurityin practice.KeyedMD5 hasbeenproposed[1] to replacethepassword-
basedauthenticationmechanism.However, it is still vulnerablein that one compro-
misedrouterdiscloseskeying materialsof everyotherrouterin thenetwork.
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Fig.1. 
�� advertisesa zero dis-
tanceroute for B. As a result, 
�� ’s
routing table is poisonedby an in-
correctroute for � . Traffic from �
to � will be forwarded by 
�� to
�� , whichcausesservicedisruption
against� since 
 � doesnot have a
routeto � otherthantheonevia 
 � .

In addition,RIP doesnot have any mechanism
for preventing a questionablenode (an unautho-
rized nodeor a compromised/maliciouslegitimate
node)from advertisingfraudulentrouting informa-
tion aboutdistanceor next hop.

2)A questionablenodecanclaimazerodistance
to a non-directlyconnectednetwork or a nonexis-
tent network. This is often referredas prefix im-
personation. TheproposedMD5 authentication[1]
requiresa system-widesharedsecretkey(s). This
makesrouterimpersonationharder, but cannotpre-
vent prefix impersonation.Although prefix imper-
sonationis a bigger issuein inter-domainrouting
protocol(e.g.,BGP),it canalsocauseseriousprob-
lems in intra-domainrouting protocol (e.g., RIP).
Figure1 shows that a maliciousnodecaneasily launchservicedisruption(a type of
denialof service)attacksby prefix impersonation.A similar incident(referredto asa
blackhole)hasoccurredin theARPANET [16].

3) A questionablenodemay claim a distanceshorterthanthe actualdistanceto a
destination.Thisis calledshorterdistancefraud. Thisfraudcanbeusedto attracttraffic
to launcha varietyof attacks(e.g.,eavesdropping,sessionhijacking).

4) A questionablenodecanclaim a distancelonger thanthe actualdistancefor a
destination.This is calledlonger distancefraud. This fraudcanbeusedto avoid traffic,
which may leadto unfair utilization of network links andcausenetwork congestion.
Thus,it canbe usedto launcha denialof serviceattack.This fraud is differentfrom
maliciouspacketdroppingattacks.While they bothresultin packetdropping,thelatter
canbedetectedby known techniques(e.g.,securetraceroute[20]) while theformer is
morestealthy.



5) A questionablenodemay advertisearbitrary routing information or carefully
craftedroutesto poisonothers’routing tables,e.g.,to causerouting loopsor have in-
valid routesinstalled,andcanalsoprovide falseinformationon anext hop.

3 Security Objectivesand Mechanismsof S-RIP
To countersecurityvulnerabilitiesof RIP, we proposea new secureDV routingproto-
col, namelyS-RIP. Thesecurityobjectivesof S-RIPinclude:1) preventingrouterim-
personation;2) preventingprefix impersonation;and3) preventingdistancefraud(both
shorterandlonger).Fraudcanbe committedby individual nodesor colluding nodes.
In this paper, we only consideruncoordinatedindividual fraud and leave the discus-
sionof collusionto thefuturework. Ourproposedmechanismsfor achieving theabove
objectivesarediscussedbelow.

3.1 Preventing Router Impersonation

To preventrouterimpersonation, we requireAssumptionA1: every routersharesadif-
ferent key with every other router in a RIP domain.With A1 and an authentication
algorithm(e.g.,keyed MD5), a routercaneffectively detectrouter impersonationby
validating a messageauthenticationcode(MAC) of a routing updatemessage.Pair-
wise sharedkeys make it more difficult for an unauthorizednodeto impersonatea
legitimatenode,andensurethatthekeying materialsof onerouterwill notbedisclosed
whenanotherrouteris compromised.Of course,useof sharedkeysresultsin additional
complexity; dueto spacelimitations,we omit furtherdiscussionhere.

3.2 Preventing Prefix Impersonation

To preventprefiximpersonation, werequireAssumptionA2: thereis acentralauthority
(e.g.,a network administrator)with perfectknowledgeof which router is physically
connectedto which subnetsin thatautonomoussystem(AS). Suchperfectknowledge,
or router-prefixmapping,is realisticfor anAS sincenetwork configurationsareadmin-
istratively controlledby a singleauthority. The router-prefix mappingis thensecurely
distributedto eachrouter, e.g.,it canbepre-configuredoneachrouter. Ongoingupdate
(e.g.,additionsof subnetsor routers)canthenbedonethrougha securechannel(e.g.,
SSH)betweenthe centralauthorityandeachrouter. Although network topologymay
bedynamic(e.g.,causedby link failures),weexpectrouter-prefixmappingis relatively
staticsinceaddition/deletionof subnetsusuallyoccursfar lessfrequentlythanlink fail-
ures.Otheralternativescanalsobeusedto preventprefix impersonation,e.g.,address
attestationin S-BGP[14], authorizationcertificatesin soBGP[32], etc.However, they
mayrequireapublic key infrastructure,which hasits own drawbacks.

3.3 Preventing DistanceFraud

Shorterandlongerdistancefraudsaredifficult to prevent.In a distancevectorrouting
protocol,routing updatesreceived by a nodearecomputationalresultsor aggregated
routesof othernodes.Unlessa nodehasperfectknowledgeof network topologyand
dynamics,it appearsimpossibleto validatethefactualcorrectnessof aggregatedrouting
updates[22,31].



We proposeto useconsistencyasan approximationof correctness.An advertised
route is validatedby crosscheckingits consistency with the routing information of
thosenodesfrom which this route is derived. If the route is consistentamongthose
nodes,it is treatedas correct.Otherwise,incorrect.For example,in Figure 2, when
node ��� advertisesto ��� a 2-hoproutefor ��� with ��� asthe next hop, ��� queries��� ’s
routefor ��� , which is 2 hops.Since ��� ’s routefor ��� is supposedto beonehoplonger
than ��� ’sroutefor ��� (thisis specificallybasedonRIP, but canbeeasilygeneralized),an
inconsistency is detected.Although ��� doesnot know which node( ��� or ��� ) provides
invalid information, � � knows that somethingis abnormalwith this route.Therefore,
this route is dropped.If � � advertisesa 3-hoproute for � � , it is consistentwith � � ’s
2-hoproute.Thus,it maybeaccepted.� 5 presentsthealgorithmdetailsfor consistency
checksandanalyzesvariousthreats.
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Fig.2. Consistency Checks

To support consistency checks,we require As-
sumptionA3: a nodeindicates(eithervoluntarily for
direct neighborsor uponrequestotherwise)the next
hopof eachroutein its routingtable.For example,in
Figure2, � � shouldtell � � that � � is the next hopon
the route for � � . � � shouldalso tell � � that ��� is its
next hopto � � uponrequest.Requestscanbemadeby
RIP routerequestor othermechanisms(e.g.,SNMPMIB query[3]). If a nodefails to
provide informationon next hops,its behavior is calledinto question.

Onepropertyof a DV routing protocol is that a nodeonly communicateswith its
directneighborsanddoesnot needto maintainthenetwork topologybeyondits direct
neighbors.In a link state(LS) routingprotocol,a nodeadvertisesits link statesto ev-
ery othernodein the network by flooding,andeachnodemaintainsa whole view of
thenetwork topology. A3 allows a nodeto querynon-directneighbors,which expands
node-to-nodecommunicationboundaryin aDV routingprotocolto adynamicarea(by
our reputation-basedapproach� 4).

We thusnotethat our approachfalls in betweenthe DV andLS approaches.Pic-
torially, thecommunicationrangeof anLS nodecoversthewholenetwork (flooding),
while thecommunicationrangeof a traditionalDV nodeonly coversits directneigh-
bors(neighbor-to-neighbor). In S-RIP, thecommunicationrangeof a nodeis dynamic.
Although it is certainlybeyond direct neighborhoodand could reachthe whole net-
work, mostlikely, it will only cover a nearbyneighborhood(e.g.,within 2 or 3 hops)
dependenton window size( � 4.3).Therefore,additionalroutingoverheadgeneratedby
non-neighborqueryingis limited,asconfirmedby oursimulationresultsin � 6.Require-
mentof storagespaceis alsoincreasedin S-RIP, but very slightly sinceanS-RIPnode
only needsto maintaintheinformationof remotenodeswhenthey arebeingor will be
consultedfor aconsistency check.

Anotherquestionwhicharisesis: how doesanodequeryaremotenodeif it doesnot
haveaknownroutefor thatnode?For example,in Figure2, for ��� to validatearoutefor� � , � � mayneedto query � � . However, � � cannottalk to � � if it doesnot have a route
for � � . This is a known problemthat a securerouting protocol reliesupona routing
protocolfor nodereachability. In S-RIP, a temporaryroutingtableis maintained,which
containsall routesto be validated.The temporaryrouting tableis only usedfor route



validation(not for routingdatatraffic). Whenaroutepassesavalidation,it is movedto
theregularroutingtableandcanbeusedfor routingdatatraffic. In theaboveexample,� � first installs the route for � � into the temporaryrouting table, and sendsto � � a
routingrequestdestinedfor ��� . ��� shouldhave a routefor ��� sinceit advertisessucha
routeto ��� (otherwise,it is misbehaving). When ��� receivesa routerequestfrom ��� , it
sendsbackto ��� arouteresponsevia a routeeitherin its temporaryroutingtableor the
regularone.Thisrouterequestandresponseprocessincursadditionalroutingoverhead,
but alsoaddsanotherlevel of assurancethatintermediatenodesareactuallyforwarding
packets.If we canmake a routerequestor responsemessageindistinguishablefrom a
normaldatapacket (e.g.,by IPSecESP[13]), this processmaydetectforwardinglevel
misbehavior, (i.e.,arouteradvertisingcorrectroutesbut doesnotforwarddatapackets).

To implementA3 in RIP, the next hop field in a RIP routing updatemessagecan
beutilized. In RIP, thenext hopfield is only usedfor routeoptimization(avoiding an
extra hop).For example,� � will not include � � in thenext hopfield (by settingit to 0)
unlessit believesthat � � shouldforwardtraffic destinedfor � � directly to � � . With A3,� � voluntarily includes� � in thenext hop.Thischangesthemeaningof anext hopfrom
this is yournext hopto this is mynext hop. Thus,A3 allowsareceiving node,insteadof
anadvertisingnode,to decidewhich nodeshouldbethenext hop.Despitethechange
of themeaning,A3 is still compatiblewith RIP sincea receiving nodewill ignorethe
next hop field (treatsit asnull) if it is not directly reachable.To interoperatewith an
existing implementationof RIP, an S-RIPnodemay get next hop informationfrom a
RIP nodeby externalmechanisms,e.g.,SNMPMIB query.

4 Reputation-BasedFramework
In this sectionwe presenta reputation-basedframework, consistingof a reputationup-
datefunction,anefficientmethodof computingaccumulatedconfidence,localizedrules
for processingroutingupdates,anda sizedwindow methodfor balancingsecurityand
efficiency.

4.1 Reputation Definition
We proposeto usenodereputationasan estimationof the confidencein that a node
will providecorrectroutinginformationin thenearfuture.Everynodeassignsaninitial
valueasthe reputationof every othernodein a network. A node’s reputationis then
dynamicallyupdatedby Equation1. Thedetailof how this equationis derivedis given
in [30]. Many possibilitiesexist for �! #"%$�&#')(�*,+ . WeproposeEquation2 for its simplicity.

-  "%$�&.'/(0*1+32 -  "%$�&.'#+4 (5�  "%$�&.'/(0*1+ (1)

�! 6"7$�&#'#+82 9;:=<?>
if $ providesconsistentinformationat time ':
otherwise(e.g.,if $ providesconflictinginformationat time ' ) (2)

Onepropertyof Equation1 is thatif -  ."%$�&.'#+A@2B* , -  ."%$�&#'C(�*,+ will bealwayslessthan
1. Thus,if nodeD doesnot assignaninitial valueof 1 or higheras $ ’s reputation,-  "%$E+
will alwaysbein therangeF : &C*,+ . WeproposeEquation3 for computinganaccumulated
confidencefrom nodereputationin thecorrectnessof aroutingupdateconsistentamong
a groupof nodes.



Definition 1 (AccumulatedConfidence) Let -,G "H� � +!& -CG "I� � +J& <)<C< & -,G "H��K=+ be L ’s rating
of thereputationof nodes� � &#� � & <C<)< &.��K , respectively. In thecasethat routinginforma-
tion from nodes� � &#� � & <C<)< &.��K , is consistent,node L ’s confidencein that information,
denotedby - G "I�MF7* <%< NMO + , is definedasfollows,where �MFP* <7< NMO denotes����&.����& <C<)< &#� K :
-CG "H�QF7* <%< NMO +32SRTU

TV
-CG "I� � + if

N 2W*-CG "I� � +/(BX.*ZY -CG "H� � +.[Z\ -CG "H� � + if
N 2 4-CG "I�MFP* <7< N Y]* O +^(`_�*ZY -,G "H�QF7* <%< N Ya* O +cb�\ -CG "I��Kd+ if
Nfe 4 (3)

Althoughdevelopedindependentlybasedonour intuition, it turnsout thatEquation
3 is consistentwith Dempster-Shafertheory(DST) of evidencereasoning[5, 27] if we
assumethat in our case,for all D ( *5ghDig N

), �  acquiresits information from an
independentsource.Theproof is given in [30]. Theadvantageof Equation3 is that it
is intuitive andcomputationallyefficient. Although DST is moregeneral,e.g., it can
handleconflictinginformation,it is computationallylessinefficientsinceit involvesset
operations.

4.2 Validation Rules

We proposea setof rulesfor determininghow to treatroutingadvertisementsbasedon
nodereputation.Two thresholds( j���&#j�� ) areusedto divide the reputationdomaininto
threelevels,namelylow, medium,andhigh.

Rule 1 (Low Reputation). If node $ ’s reputationratedby D is in the low range (
: g-  "7$k+mlnj � ), node D will ignore a routingadvertisementfrom $ withoutcross-checking

its consistencywith anyothernode(s).

Rule 2 (Medium Reputation). If node$ ’sreputationratedby D is in themediumrange
( j � g -  "7$k+olpj � ), node D will crosscheck theconsistencyof a routingadvertisements
from $ with othernode(s).

Rule 3 (High Reputation). If node$ ’s reputationratedby node D is in thehigh range
( j � g -  "7$k+qgr* ), node D will crosscheck the consistencyof a routing advertisement
from $ with only oneothernode.

4.3 SizedWindows

Sincetheremaybemultiplenodeshaving propagatedanadvertisedroute,amechanism
is requiredto decidehow many nodesto involve in a consistency check.The more
nodesconsulted(which agreewith thetheadvertisedroute),thehighertheconfidence
acquiredin thecorrectnessof thatroute;but thenetwork overheadwill alsobehigher.
Weuseasizedwindowasamechanismfor balancingthetrade-off betweensecurityand
efficiency. Thesizeof thewindow is thenumberof thenodesconsultedin aconsistency
check.The window sizestartsfrom 1. In otherwords, thereis only onenodein the
window beforethe consistency checkof an advertisedroute,which is the advertiser
of that route.The window size grows by one,or an additionalnodeis consulted,if
thecomputedconfidenceusingEquation3 in thecorrectnessof that routeis lessthan



j � . The window sizekeepsgrowing for the advertisedrouteuntil 1) an inconsistency
occurs,i.e., a nodereportsconflicting information;or 2) all the nodesin the window
agreeuponthe route,and2.1) the computedconfidenceis greaterthan j � ; or 2.2) all
informednodeshavebeeninvolved.In case1), theroutefails theconsistency checkand
is dropped.In case2), theroutesucceedstheconsistency checkandis accepted.

5 Secure Routing Inf ormation Protocol (S-RIP)
Wepresentthedetailandanalysisof S-RIP. For anadvertisedroute Fts�u!vJw!&,s�xtvyw)&)zk{ O , we
use��|�&.��� , and � K to representtherecipient,theadvertiser, andtheultimatedestination
respectively. To bemorespecific,we use s�xtvJw)"I� � &#��K=+ and zk{/"I� � &#��K=+ to representthe
distanceandthenext hoprespectively from � � to ��K for thisparticularroute.

5.1 S-RIP

Whenrouter � | receivesfrom � � anadvertisedroute F ��K}&,s�xtvywC"I� � &#��K=+J&Czk{~"I� � &#��Kd+ O , � |
validatestherouteasrequiredby RIP [1]. If theroutepassesthevalidation,andwill be
usedto update� | ’s routing table,S-RIPis triggeredto performadditionalvalidations.
S-RIPwill NOT betriggeredif theadvertisedroutedoesnot indicatea routechangeor
a topologychange.Althoughthetimer associatedwith this routewill bere-initialized,
thereis no needto re-validatetheroutesincesucha validationshouldhave beendone
whentheroutewasfirst installedin ��| ’sroutingtable.Highlightsof S-RIPonvalidatingF � K &1s�xtvJw)"H����&.� K +J&)z�{^"H����&.� K + O aregivenimmediatelybelow. More detailsarepresented
in theremainderof this section.

1. Is theadvertisedrouteself-consistent?If not,droptheroute.
2. If s�xtvJw)"H� � &.��K=+�2 :

, � | performsrouteror prefix authentication.If theauthentica-
tion succeeds,� | acceptstheroute.Otherwise,dropsit.

3. If *;gns�xtvJwC"I����&#� K +�ln* > , ��| checkstheconsistency of F � K &1s�xtvJw)"H����&.� K +J&)z�{~"I����&#� K + O .
If theconsistency checksucceeds,��| acceptstheroute.Otherwise,dropsit.

4. If s�xtvJw,"I���1&.� K +��n* > , ��| acceptstheroutewithout validatingit.

Self-consistencyCheck. � | checksif F ��K}&1s�xtvJw)"H� � &.��K=+J&)z�{~"I� � &.��Kd+ O is self-consistent.
1) If � � &.� � , or ��K is not a legitimateentity, therouteis dropped.A routeris legitimate
to � | only if � | sharesa secretkey with it. 2) If s�xtvyw,"I� � &#��Kd+�2 :

, z�{~"I� � &#��K=+ should
be � � itself sincetheadvertisedrouteis for � � or a subnetdirectly attachedto � � . 3) If*;gns�xtvJw,"I� � &.��Kd+�ln* > , thenext hopmustnotbe � | or � � . � � shouldnotadvertiseavalid
routebackto � | from which it learnsthatroute.Otherwise,theproblemof countingto
infinity occurs.Although RIP recognizesthis problemandproposessplit horizon(or
with poisonedreverse)for solving it, a misbehaving nodemaynot follow therule and
intentionallycreatetheproblem.

Router/Prefix Authentication.If s�xtvJw)"I����&#� K +�2 :
, ��� advertisesto ��| a route for

itself or for a subnetdirectly attachedto ��� . If the route is for ��� itself, messageau-
thenticationalreadyprovidesdataorigin authentication[17]. If therouteis for asubnet,
therouter-prefixmapping( � 3.2) is usedto validateif � � is physicallyconnectedto that
subnet.If thevalidationsucceeds,therouteris accepted.Otherwise,dropped.

ConsistencyCheck. If *�g�s�xtvJw)"H� � &.��K=+�l�* > , � � advertisesto � | a reachableroute
for ��K . � | will checkthe consistency of that route with zk{~"I� � &#��Kd+ , let’s say � � . � |



will requestfrom � � therouting informationfrom � � to ��K and � � . Themessageflows
aregiven in Table1, where* denotesa informationfield to be provided.The adver-
tised route from � � for ��K is treatedas consistentwith � � ’s routing information ifs�xtvJw)"I����&#���)+�2�* and s�xtvJwC"I����&#� K +�2�s�xtvJw)"H����&.� K +�(W* (basedon RIP). Otherwisein-
consistent.

��|A����� F � K &y�k&J� OF � � &y��&y� O� |A� � � F ��K}&6��Dc�C'!"I� � &#��Kd+!& N/� "I� � &.��Kd+ OF � � &.��Dc�C'!"I� � &.� � +!& N/� "I� � &#� � + O
Table 1. RoutingRequestandResponse

If � � is consistentwith � � , � | will
use Equation 3 to compute an ac-
cumulatedconfidence, -C�6� "I����&#���,+ . If-C�6� "I����&#���,+���j1� , ��| acceptsthe ad-
vertised route as correct. Otherwise,��| will consult with additional nodes
basedon thenext hopinformation.Be-
fore � | sendsarouterequestto node�  ,
it checksif anetwork loophasbeenformed.A network loopis formedif thenode( �  ) to
beconsultedhasbeenconsultedbefore.In thecasethata loop is detected,� | dropsthe
advertisedroute.Otherwise,theconsistency checkcontinuesuntil oneof thefollowing
threeconditionsholds:1) - � � "I�MFP* <7<?�EO +m�pj � . In this case,theadvertisedroutefrom � �
is treatedascorrectby � | . 2) - � � "I�MFP* <7<?� Yp* O +ml�j � , and ��� disagreeswith ���,� � , i.e.,s�xtvJw)"I���1� � &#��K=+�@2�s�xtvJw,"I���k&.��Kd+3(Bs�xtvywC"I����&.���,� � + . In this case,� | treatsthe advertised
routeasinconsistent.3) ��K hasbeenconsulted.If ��K disagreeswith ��Kk� � , the adver-
tisedroutefrom ��� is treatedasinconsistent.Otherwise,��| will performsrouter/prefix
authenticationwith � K . If � K succeedstheauthentication,theadvertisedrouteis treated
ascorrectnomatterwhatthevalueof -C�6� "H�QF7* <%< NMO + is. Otherwise,theadvertisedrouteis
droppedas � K providesincorrectinformation.

Infinity Route. If s�xtvyw,"I����&#� K +���* > , ��� advertisesto ��| an route for � K which is
infinite from ��| . ��| doesnot validatean infinite or unreachableroutesinceit is trivial
for ��� to make a valid routeunreachableif it misbehaves,e.g.,by disablinga network
interfaceor droppingpackets.The consequenceof suchpossiblemisbehavior is that� | will drop the routeandwill not forward packetsto ��K through � � . If thereis only
oneroutein the network from � | to ��K andit goesthrough � � , � | will not be ableto
communicatewith ��K . It seemsto behardto forceamisbehaving nodeforwardpackets
for othersif it is determinednot to do so.Therefore,we hopea network is designed
with redundancy to accommodatea singlepoint of failure. In that case,hopefully � |
couldfind analternativerouteto ��K , bypassingthemisbehaving node� � .
5.2 Thr eat Analysis

A nodemaymisbehavein severalways:1) advertisingfalseroutinginformation;2) pro-
viding falseroutinginformationspecificallyduringa consistency check;3) droppinga
validationrequest/replymessageor not respondingto a validationrequest;4) manip-
ulating a validation request/replymessageoriginatedfrom othernodes;5) providing
correctroutinginformationbut not forwardingdatatraffic.

1)Advertisingfalseroutinginformation. Givenaroute F ��K}&1s�xtvJw)"H� � &.��K=+J&)z�{~"I� � &.��Kd+ O
advertisedby node � � to � | , � � may provide falseinformationabout ��K , s�xtvJw , zk{ , or
any combination.



1.1) DestinationFraud. � � mayadvertisea routefor a nonexistentdestination��K .
Underour proposal,suchmisbehavior canbedetectedsince � | doesnot sharea secret
key with ��K if it is not a legitimateentity in thenetwork.

1.2)DistanceFraud. � � mayadvertiseafraudulentdistanceto adestination��K , e.g.,
longeror shorterthantheactualdistance.If s�xtvJw)"I� � &#��K=+�2 : , but � � is actuallyoneor
morehopsaway from � K , in our proposal,��| candetectthis fraudby router/prefixau-
thentication.Othershorteror longerdistancefraudcanbe detectedby crosschecking
consistency with thosenodeswhich propagatedthe routein question.Therearethree
scenariosin which a consistency in thecorroboratinggroupmaynot representcorrect-
ness:a) thenodesin thecorroboratinggrouparesimultaneouslymisledby oneor more
misbehaving nodes;b) thenodesin thecorroboratinggrouparecolluding;c) a subset
of thecorroboratinggrouparecolludingandmisleadtherestof thenodes.Our ideais
that by increasingthe sizeof the corroboratinggroup,it is increasinglyunlikely that
thesescenarioswill not bedetected.

1.3) Next Hop Fraud. Node � � may provide a fraudulentnext hop to supportits
claim of a longeror shorterdistance.First, � � mayusefictional nodesasnext hops.� �
theninterceptsfrom � | thesubsequentvalidationrequeststo thesenodesandsendback
falseresponsesonbehalfof them.In ourscheme,afictionalnodecanbedetectedsince� | doesnot sharea prior secretwith it. Second,� � mayusea remotenode(i.e.,a node
not directly connectedto � � ) asthenext hop.For example,suppose� � is 5 hopsaway
from � K . If ��� learnsthat ��� is onehopawayfrom � K , it mayclaimto betwo hopsaway
from � K anduse ��� asthenext hop.Unless��� is willing to provide falseinformation
(e.g., s�xtvJwC"H����&.���)+Z2 * ) to cover ��� ’s misbehavior, ��| will beableto detectthis fraud.
In thecasethat ��� is willing to colludewith ��� , wetreatit asthecasethat ��� establishes
avirtual link (e.g.,TCPconnection)with ��� , andthey forwardpacketsover thevirtual
link to eachother. This misbehavior is equivalent to the wormholeattackstudiedby
Hu, Perrig,andJohnson[10]. S-RIPmay detectsuchattackif a prior knowledgeof
nodephysicalconnectionsis assumed.Otherwise,theproposedPacketLeashesdefense
mechanism[10] shouldbeused.

2) Providingfalseroutinginformationin aconsistency check.Thefraudcouldbeon
distanceor next hop.Whenthefalseinformationcauseinconsistency, theconsequences
are:2.1)correctroutingadvertisementsmaybedisregardedby well-behavednodes.We
think it is not to theadvantageof a misbehaving nodeto misleadanothernodeby this
typeof misbehavior sinceit maybebestto avoid a“valid” routethroughamisbehaving
nodein any case.By droppinga route involving a misbehaving node,the validation
nodemaytakeanalternativegoodroute,albeitpossiblysuboptimal.2.2)thereputation
of a well-behavednodemaybedecreasedasa resultof falseinformationarisingfrom
a misbehaving node.In the worst case,if node ��| ’s rating of node ��� ’s reputationis
decreasedto the low range,��| will disregard ��� ’s routingadvertisementsfor a certain
periodof time. Sinceconsistency checksoccuronly on routechanges,a misbehaving
node, ��� , may only damagethe reputationof ��� ’s reputationwhen thereis a route
changewhichinvolvesboth � � and � � in aconsistency check.� � ’sown reputationmay
alsobe decreasedif it providesfalseinformation.Therefore,� � is unableto damage
anothernode’sreputationat its will. Ontheotherhand,� � hasotherchancesto increase
its reputationwhenit advertisesgoodroutes(without going through � � ) to � | . Sothe



effect of the type of misbehavior dependson the network topology and the location
of themisbehaving nodes.If oneor moremisbehaving nodesarelocatedon the links
which canform a network-cut, they may be ableto completelyseparatethe network
throughcollusion.It wouldappearno approachis resilientto suchmisbehavior.

3) Droppinga validation request/reply message or not respondingto a validation
request. This misbehavior candisrupta validationprocess.As a result,theroutebeing
validatedwill bedropped.We do not considerthisasa majordrawbacksincedropping
a routewith misbehaving nodesen routeallows an alternative routeto be discovered.
An adversarymay launchthis typeof attackwhenit is not willing to forwardpackets
for othernodes.As discussedbefore,a misbehaving nodecanavoid traffic by many
otherways,e.g.,droppingpacketsbasedon sourceor destinationaddresses,or simply
disablinganetwork interface.Werely uponnetwork redundancy andothermechanisms
[20,12] to counterthis typeof misbehavior.

4)Manipulatinga validationrequest/responsemessageoriginatedfromothernodes.
If all routersaredeployedwith S-RIPanduseMD5 for messageauthentication,valida-
tion request/responsemessagescannotbemanipulatedenroute.However, communica-
tion betweenasecuredrouterandaremotenon-securedrouteris notauthenticated.The
consequencesare:4.1)A routingresponsesentbackby aremotenon-securedroutercan
bemodifiedby anadversaryenroute.Theadversarymaymodify theroutingresponse
in sucha way thatit would confirmtheconsistency of a falseadvertisedroute.4.2)An
adversarymayinterceptroutingrequestssentto anon-securedrouter, andproducefalse
responseson behave of thatrouter. This vulnerabilitycanbeaddressedby IP layerse-
curity. For example,if IPSecis available,anadversarywouldnotbeableto manipulate
or interceptroutingrequestsor responsesbetweentwo remotenodes.It canalsobemit-
igatedif we assumethatanadversarydoesnot have thecapabilityto launchattacksin
packet level. It is easyfor anadversaryto manipulatearoutingtableto makearouterto
broadcastfraudulentroutinginformation.It maynotbethateasyto manipulatepackets
transmittedthrougha routerif theadversarydoesnot have sufficient controlover that
router, e.g.,modify andcompilesourcecodes,install malicioussoftware,etc.

5) Providing correct routing informationbut not forwarding data traffic. We can
make routing requestandresponsemessagesindistinguishablefrom normaldatatraf-
fic to validateforwardinglevel behavior of intermediaterouters.Otherdetectiontech-
niques(e.g.,probing[12]) for identifying suchmisbehaving routerscanalsobe inte-
gratedinto S-RIP, we donot addresstheissuein this paper.

Onecharacteristicof S-RIP is that it doesnot guaranteethat a validatedroute is
optimal. In fact,S-RIPonly validatesrouteconsistency, without consideringthe cost.
S-RIPalwaysacceptsa consistentrouteanddisregardsan inconsistentoneregardless
of its cost.Therefore,optimalrouteinvolving amisbehaving nodemaynotbeused.We
considerthis asagoodtradeoff betweenroutingsecurityandefficiency.

5.3 Efficiency Analysis

We considertheworstcasehere.Theefficiency of averagecasesis analyzedby simu-
lation ( � 6).

Supposethereare
N

routersand ¡ subnetsin a network. The averagelengthof a
routeis ¢�(£* hops.For maximumsecurity, everyrouterwouldvalidateeveryroutewith



all otherroutersonthatroute.For asingleroutewith a lengthof ¢�(¤* hops,thenumber
of messagesrequiredfor aconsistency check,includingrequestsandresponses,is

4 \J¢ .
Eachmessagewill travel anumberof hops.Thefirst requestmessageis sentto thenode
in two hops,andwill travel 2 hops.Thelastrequestmessageis sentto thenodein ¢�(5*
hops,andwill travel ¢.(�* hops.A responsemessagewill travel thesamenumberof hops
asthecorrespondingrequestmessageassumingthey travel at theoppositedirectionof
a sameroute.Therefore,thetotal numberof hops(messagetransmissions)traveledby
bothrequestandresponsemessagesis

4 \�F 4 (£¥�(¦\C\)\,(�"H¢=(¦*1+ O 2�"c*�(¤¢§+~\)¢ . Assume
every routerkeepsa route for every subnetin the network. Eachrouter would need"c*M(�¢¨+�\©¢�\¨¡ messagetransmissionsfor validatingeveryroute.Over thewholenetwork,
thetotal numberof messagetransmissionsin themostsecurecaseis "c*8(5¢§+ª\,¢M\!¡r\ N .

We useRIP messagesfor route requestand response.Eachroute requestwould
needtwo routeentries,onefor theroutinginformationfrom therecipientto theultimate
destination,andonefrom the recipientto its predecessornodeon that route.TheRIP
messageheaderis 24 bytesincluding authenticationdata,andeachrouteentry is 20
bytes.Thus,onerouterequestor responseis 64 bytes.PlustheUDP header(8 bytes)
and IP header(20 bytes),a packet carrying a route requestor responseis 92 bytes.
Thetotal overheadof routingvalidation,in additionto theoverheadof regularrouting
updates,in themostsecurecase,is « 4 \�"c*�(5¢§+ª\C¢M\)¡¬\ N bytes.

As confirmedby our simulation ( � 6), the validation overheadby S-RIP is pro-
hibitively expensive in themaximallysecuredcase.However, S-RIPprovidestheflex-
ibility for balancingsecurityandefficiency via two configurablethresholdsj�� and j��
( � 4.2).In practice,weexpectthatthemaximallysecuredcasemayonly beappliedto a
smallsizenetwork (i.e., thenumberof nodesandnetwork diameteraresmall).In other
scenarios,j��1&.j�� canbeadjustedto obtainacomfortablelevel of securityandefficiency.

S-RIPvalidationoverheadcanalsobereducedby optimizedimplementation(e.g.,
transmittingseveral routerequestsor responsesin a singlemessage).For example,if� � advertisesto � | threerouteswith a samenext hop � � . � | cansenda singlemessage
with 4 routeentriesto � � , onefor eachof threeadvertiseddestinationsandonefor � � .
The sizeof the packet carryingthis messageis 132 bytes,considerablylessthan276
byteswhich arethetotal sizeof threestandardpackets(eachhasa lengthof 92bytes).

5.4 Incr ementalDeployment

A practicalchallengeof securingroutingprotocolsis how to make thesecuredversion
interoperativewith theexisting infrastructure.Despitetheir technicalmerits,many pro-
posedmechanismsfor securingrouting protocolsarenot widely deployed dueto the
fact that they requiresignificantmodificationsto existing implementationsand/ordo
not provide backward interoperability. Sinceit is unrealisticto expectthatanexisting
routing infrastructurecanbe replacedby a securedversionin a very shortperiodof
time, ideally a securedversionshouldbecompatiblewith the insecureprotocols.It is
alsodesirablethatsecuritycanbeincreasedprogressively asmoreroutersaredeployed
with thesecuredprotocol.

To this end,S-RIPsupportsincrementaldeployment.We proposethat messages
exchangedin S-RIPconformto the messageformat definedin RIP. S-RIPcanbe im-
plementedasa compatibleupgradeto the existing RIP, anda S-RIProuterperforms



routingfunctionsthesamewayasaRIProuter. Therefore,deploying S-RIPonarouter
only requiresadown time for theperiodof installationandrebootingof RIPprocesses.
SinceRIP routerrespondsto a routing requestfrom a non-directneighbor(a remote
node),aS-RIProutercansuccessfullygetinformation(albeitnotauthenticated)from a
non-securedrouterfor aconsistency check.In otherwords,aRIProutercanparticipate
in a consistency check,but not initiate a consistency check.Thus,evenbeforeS-RIPis
deployedon all routers,theroutingtableof a S-RIProuteris partially protectedasit is
built from validatedroutingupdates.Themoreroutersdeployedwith S-RIP, themore
reliablerouting tablesin thenetwork become.Therefore,we cansaythatsecuritycan
beincreasedincrementally.

6 Simulation

Maximally Secured j���2 : j��o2B*
Partially Secured-1j � 2 :=< * j � 2 :d< «
Partially Secured-2j � 2 :=< 4 j � 2 :d< ­
Partially Secured-3j��Z2 :=< ¥ j���2 :d<?®

Not Secured j � 2 : j � 2 :
Table 2. SimulationScenarios

WeimplementedS-RIPin thenetwork simu-
lator NS2 as an as an extensionto the dis-
tance vector routing protocol provided by
NS2.S-RIPis triggeredif anadvertisedroute
is usedto updatea recipient’s routing table.
In this section,we presentour preliminary
simulationresultson how routing overhead
is affectedby differentthresholdsettingsand
numberof misbehaving nodesin S-RIP.

6.1 Simulation Envir onment

NetworkTopology: wesimulatedS-RIPwith anumberof differentnetwork topologies.
In this paper, we only presentthe simulationresultsfor one topology which has50
routersand82 network links. Fraud: we simulatedmisbehaving nodeswhich commit
eitheror both shorterand longerdistancefraud ( � 3.3). We randomlyselected5, 10,
15, 20, and25 nodesto commit fraudin eachrun of thesimulation.Note that25 mis-
behaving nodesrepresent50%of thetotal nodes.Eachmisbehaving nodeperiodically
(every 2.5 seconds)randomlyselectsa routefrom its routing tableandmakesits dis-
tanceshorteror longer. SimulationScenarios: we simulated5 scenarios(Table2) by
adjustingthethresholdsj � and j � . Eachsimulationruns180seconds.

6.2 Routing Overhead

To determinehow muchnetwork overheadis generatedby S-RIP, we comparedthe
S-RIPoverheadto the total routingoverhead,which is calculatedasthesumof S-RIP
overheadandregularroutingupdateoverheadin RIP. Sincethedistancevectorrouting
protocolprovided by NS2 is not a strict implementationof RIP RFCs,we could not
obtainnetwork overheaddirectly from theNS2tracefile. We use ¯ � G¯ � G,°^± �.�6² to calculate
theratioof S-RIPoverheadandthetotal routingoverhead,whereL is thetotal number
of S-RIPmessagetransmissions,³ is the total numberof roundsof regular routing
updates,92bytesis thesizeof thepacketcarryingaS-RIPmessage(see� 5.3),and632
bytesis theoverheadgeneratedby onerouterin oneroundof regularroutingupdates.L and ³ arederivedfrom simulationoutputs,which areusedto generateFigure3.



6.3 Simulation Results

By lookingat theoutputdatafrom thesimulation,weobservedthatanadvertisedmali-
ciousroutecanbesuccessfullydetectedby a consistency check.This is preciselywhat
we expected.
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Figure 3 comparesthe S-RIP over-
headin differentscenarios.1) In a max-
imally securednetwork, S-RIPoverhead
is veryhigh (about40%of thetotal rout-
ing overhead).TheS-RIPoverheadstays
relatively flat whenthenumberof misbe-
having nodesincreases.This is because
every nodeneedsto validateevery route
with every other nodeon that route. In
our implementation,a new route is not
consideredif the current route is being
checked for consistency. Since it takes
longtimefor aconsistency checkto com-
plete,mostnew routechanges(malicious
or non-malicious)are not checked for
theirconsistency.Therefore,overheadin-
creasedby new maliciousupdatesis insignificant.This indicatesthat thespeedof net-
work convergenceis significantlysloweddown.Weexpectthatit wouldmakenodiffer-
encein termsof overheadif we allow a new routeto interruptanongoingconsistency
checkas several uncompletedconsistency checkswould generatesimilar amountof
S-RIPoverheadasa completedonedoes.2) In the threepartially securedscenarios,
S-RIPoverheadis relatively low (lessthan8.6%)whenthereareonly 10%of misbe-
having nodes.S-RIPoverheadincreasessignificantlywhenthenumberof misbehaving
nodesincreases.Sincethenumberof nodesinvolvedin aconsistency checkis relatively
low in thesescenarios,it takeslesstimeto complete.Thusmoremaliciousupdateswill
triggermoreconsistency checksandresultin moreS-RIPoverhead.S-RIPoverheadde-
creaseswhen j � and j � aremovedtowardeachotherbecause:a) thenumberof nodes
involved in a consistency checkdecreases;b) the numberof routesdroppedwithout
beingcheckedfor consistency increaseswhenmorethan20%of thenodesmisbehave.
3) Thereis noS-RIPoverheadin anon-securednetwork sinceS-RIPis nevertriggered.

7 RelatedWork
Significantwork hasbeendonein securingroutingprotocols.Perlman[22] is thefirst
to studythe problemof securingrouting protocols.Perlmanclassifiedrouter failures
into simplefailuresandbyzantinefailures, andproposeduseof public key signatures,
sourcerouting,andothermechanisms,for achieving robustfloodingandrobustrouting.

Smithet al. [29] proposeduseof digital signatures,sequencenumbers,anda loop-
freepathfindingalgorithmfor securingDV routingprotocols.Onedisadvantageis that
it cannotpreventlongeror shorterdistancefraud.

Mittal andVigna[18] proposedto usesensor-basedintrusiondetectionfor securing
DV routingprotocols.Onenotableadvantageof theirapproachis thatit doesnotrequire



modificationsto theroutingprotocolbeingsecured.Thus,it allowsincrementaldeploy-
ment.Onedisadvantageis thatit cannotpreventfraudulentroutingadvertisementsfrom
poisoningothers’routingtables,althoughit maybeableto detectthem.

Hu, PerrigandJohnson[9, 11] proposedseveral efficient mechanismsusingone-
way hashchainsandauthenticationtreesfor securingDV routingprotocols.Their ap-
proachis oneof thefirst attemptsto authenticatethefactualcorrectnessof DV routing
updates,andcanpreventshorterandsamedistancefraud.It canalsopreventnewerse-
quencenumberfraudif asequencenumberis usedto indicatethefreshnessof arouting
update.However, it doesnot addresslongerdistancefraud.

Pei et al. [21] proposeda triangle theoremfor detectingpotentially or probably
invalid RIP advertisements.Probingmessagesbasedon UDP andICMP areusedto
furtherdeterminethevalidity of aquestionableroute.Onedisadvantageis thatprobing
messagesmaybemanipulated.A nodeadvertisingan invalid routecanconvincea re-
ceiver thatrouteis valid by: 1) manipulatingtheTTL valuein aprobingmessage;or 2)
sendingbackanICMP message(port unreachable)on behalfof thedestination.

Many researchershave exploredsecuringlink stateroutingprotocols(e.g.,OSPF)
[22,19,31] andBGP[28,14,7,32]. Reputation-basedsystemshavebeenusedto facil-
itatetrustin electroniccommerce[25,33].

8 Concluding Remarks
We expectour framework canbeappliedto othernon-trustworthy environments,e.g.,
inter-domainroutingprotocolsandwirelessadhocnetworks.Futureresearchincludes:
1) performingdetailedanalysisof S-RIPandcomparingit with othersecureDV proto-
cols(e.g.,SEAD[11]); 2) applyingtheframework to securingBGP[24].
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