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Abstract. Distancevectorrouting protocols(e.g., RIP) havebeenwidely used
on the Internet, and are being adaptedto emeging wirelessad hoc networks.
However, it is well-knownthat existing distancevectorrouting protocolsare in-
secuedueto: 1) thelack of strongauthenticatiorandauthorizationrmedanisms;
2) the difficulty, if notimpossibility of validating routing updateswhich are ag-
gregatedresultsof other routess. In this paper we introducea secue routing
protocol,namelyS-RIP basedon a distancevectorappmoad. In S-RIP,a router
confirmsthe consistencyf an advertisedroutewith thosenodesthat havepro-
pogatedthat route A reputation-basedramevork is proposedfor determining
how manynodesshouldbe consultedflexibly balancingsecurityand efficiency
Our threat analysisand simulationresultsshowthat in S-RIP,a well-behaved
nodecan uncover inconsistentrouting informationin a networkwith manymis-
behavingnodesassuming(in the presentwork) no two of themare in collusion,
with relativelylow extra routingoverhead.

Keywords: RoutingSecurity DistanceVector, DistanceFraud,SecurityAnalysis

1 Overview

It is well-known thattoday’s Internetis not secure Both Internetapplicationsandthe
underlyingrouting infrastructuresare vulnerableto a variety of attacks.Although a
majority of incidentsreportedsofar arerealizedby the exploitationof softwarevulner
abilitiesin client andsener machinesijt hasbeennotedlong agothatabkusingrouting
protocolsmay be the easiestway for launchingattacks[2], anda single misbehaing
routercancompletelydisruptrouting protocolsandcausealisaste[23]. This viewpoint
hasbeenmorerecentlyexpressedy a groupof network andsecurityexperts[4].
Therearemary factorsthatmake today's routinginfrastructuresnsecure Threeof
themareasfollows.1) Thereareno strongsecurityservicesuilt into routingprotocols.
Many routing protocolsonly provide weakauthenticatiormechanismsg.g.,plain-text
passverd or system-widesharedkeys, for authenticatingpeersor routing updatesAs
aresult,it is easyfor anadwersaryto gainaccesgo theroutinginfrastructureandma-
nipulateroutinginformation.2) Softwarevulnerabilitiesandmisconfigurationgxpose
routinginfrastructureso severerisks. 3) Most routing protocolsassumea trustworthy
ervironment.In the casewhereno authenticatiormechanismareimplementedyout-
ing updatesareacceptedvith only rudimentaryalidation.Whenauthenticationrmech-
anismsare presentrouting updatesare verified for the correctnes®f dataorigin and
integrity only. However, after a route updateis verified to be “authentic”, the routing
informationcorveyedin the updateis trustedandusedto updatetherecipients routing
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table.This is risky sincedataorigin authenticationyhich includesdataintegrity [17],

cannotguaranteehe factualcorrectnes®f a messageA maliciousentity or a com-
promisedegitimateentity cansendfalseinformationin a correctlysignedmessageA

recipientcandetectunauthorizedilterationof the messagehut cannottell if theinfor-

mationcorveyedin the messagés factuallycorrectunlesstherecipienthasthe perfect
knowledgeof whatit expectsto receve.

Thedifficulty of validatingDV routingupdatesrisesdueto thefactthatthey arethe
distributedcomputationatesultsof othernodeq22, 31]. Mittal andVigna[18] propose
to useintrusiondetectionsensorgor validatingroutingadwertisementby comparinga
routingupdatewith amasteroutingdatabaséhatis pre-computeaff-line. Onedisad-
vantagas thattheirapproactcannotpreventfraudulentmisinformationfrom poisoning
others’routingtables,althoughit maybe ableto detectit. Hu, Perrig,andJohnsor9]
proposeto usehashchainsand authenticatiortreesto authenticateahe distanceof a
route.However, their approactdoesnot addresdongerdistanceraud.

We presentasecureDV routing protocol,namelyS-RIP, basedon RIP [15], which
can prevent router and prefix impersonationas well as shorterand longer distance
fraud.In S-RIP, anadwertisedrouteis validatedfor its factualcorrectnesdeforebeing
usedto updatea routingtable.Giventhedifficulty of validatingthe factualcorrectness
of routing informationin a DV routing protocol,we proposeto useconsistencyasan
approximatiorof correctnessAn adwertisedrouteis treatedascorrectif it is consistent
amongthosenodesthat have propagatedhat route. Unlessthosenodesinvolvedin a
consisteng checkarein collusion,with high confidencea consistentouteis correct.
By this approachwe hopethat nodessurroundinga misbehaing nodewill uncover
inconsisteng andpreventmisinformationfrom furtherspreading.

A reputation-baseftamework is proposedor determininghow mary nodesto in-
volve in a consisteng check,providing the flexibility for balancingsecurityand effi-
ciengy. Firstly, the notion of eithertrustingor distrustinga nodeis replacedby node
reputationmeasuredby a numericvalue.Althoughin anintra-domainrouting protocol
(e.g.,RIP),routersareundera singleadministratve domainandtendnotto be mutually
suspiciousthey couldbecompromisediueto softwareflaws. Maliciousnodescanalso
managdo join aroutingdomainby exploiting routingvulnerabilities. Therefore fully
trustingary individualnodeevenin anintra-domairroutingprotocolmayintroducethe
vulnerabilitythata maliciousnodecancall into questionthe legitimacy of othernodes.
Nodereputationprovidesthe flexibility to relax this notion,andcanbeinterpretedas
anestimationthata nodewill provide correctinformationin the nearfuture. Secondly
we proposean efficient methodfor computingthe accumulateatonfidencen the cor
rectnes®f a consistentouting updatefrom the reputationof thosenodesinvolvedin
the consisteng check.Combinedwith confidencethresholdsthis methodeffectively
createsa sizedwindowfor determininghow mary nodesto involve in a consisteng
check.

The sequelis organizedasfollows. Section2 analyzesRIP vulnerabilities.Section
3 presentssecurityobjectvesandmechanismsf S-RIP. The reputation-baseffame-
work is presentedn Section4. S-RIPis presentecandanalyzedn Section5. Section
6 presentsimulationresults.Section? reviews relatedwork for securingrouting pro-



tocols,with emphasi®n securingDV routing protocols.Furthercommentsandfuture
work arediscussedn thelastsection.

2 Background: RIP Vulnerabilities

RIP (we meanRIPv2)is an InternetStandardntra-domainDV routing protocol (see
[15] for details).Despitecertainlimitations, e.g.,the maximumdistancebetweenwo
nodeds 15hopsi,it is still usedby mary smallandmediumsizeorganizationgincluding
someuniversities).RIP hasseveral known security vulnerabilities.Five of them are
discussedbelow.

1) An unauthorizedhodecaneasilyjoin aroutingdomainandparticipaten routing
operationsThis is referredto asrouter impersonation RIPv1[8] doesnot have ary
authenticatiormechanismRIPv2 only usesa cleartext passverd for authenticating
peersSinceacleartext passverd canbeeasilycapturedit providesonly maminal ad-
ditional securityin practice KeyedMD5 hasbeenproposed1] to replacethepassverd-
basedauthenticatiormechanismHowever, it is still vulnerablein that one compro-
misedrouterdiscloseseying materialsof every otherrouterin the network.

In addition, RIP doesnot have ary mechanism
for preventing a questionablenode (an unautho-
rized node or a compromised/malicioutegitimate
node)from adwertisingfraudulentrouting informa-
tion aboutdistanceor next hop.

2) A questionabl@odecanclaimazerodistance
to a non-directly connectechetwork or a noneis-  Fig. 1. m; adwertisesa zero dis-
tent network. This is often referredas prefix im-  tanceroute for B. As a result,v;’s
personation The proposedVID5 authenticatiorf1] routing tableis poisonedby an in-
requiresa system-widesharedsecretkey(s). This correctroutefor B. Traffic from A
makesrouterimpersonatiorharder but cannotpre- to B will be forwardedby v; to
vent prefix impersonation Although prefix imper  y,, which causeservicedisruption
sonationis a biggerissuein inter-domainrouting against4 sincem; doesnot have a
protocol(e.g.,BGP),it canalsocauseseriousprob- rguyteto B otherthantheonevia v:.
lemsin intra-domainrouting protocol (e.g., RIP).

Figure 1 shavs that a maliciousnodecan easily launchservicedisruption(a type of
denialof service)attacksby prefix impersonationA similar incident(referredto asa
blackhole)hasoccurredn the ARPANET [16].

3) A gquestionablenodemay claim a distanceshorterthanthe actualdistanceto a
destinationThisis calledshorterdistanceraud Thisfraudcanbeusedto attracttraffic
to launchavariety of attacks(e.g.,eavesdroppingsessiorhijacking).

4) A questionablenodecanclaim a distancelongerthanthe actualdistancefor a
destinationThisis calledlonger distancefraud This fraud canbe usedto avoid traffic,
which may leadto unfair utilization of network links and causenetwork congestion.
Thus, it canbe usedto launcha denial of serviceattack.This fraud is differentfrom
maliciouspacletdroppingattacks While they bothresultin packetdropping,thelatter
canbedetectecby known techniquege.g.,securetraceroutg20]) while theformeris
morestealthy




5) A questionablenode may adwertisearbitrary routing information or carefully
craftedroutesto poisonothers’routingtables,e.g.,to causerouting loopsor have in-
valid routesinstalled,andcanalsoprovide falseinformationon a next hop.

3 Security Objectivesand Mechanismsof S-RIP

To countersecurityvulnerabilitiesof RIP, we proposea new secureDV routing proto-
col, namelyS-RIP. The securityobjectivesof S-RIPinclude: 1) preventingrouterim-

personation2) preventingprefiximpersonationand3) preventingdistancefraud (both
shorterandlonger). Fraudcanbe committedby individual nodesor colluding nodes.
In this paper we only consideruncoordinatedndividual fraud and leave the discus-
sionof collusionto thefuturework. Our proposednechanism$or achieving theabove
objectivesarediscussedbelow.

3.1 Preventing Router Impersonation

To preventrouterimpersonation we requireAssumptionAl: every routersharesa dif-
ferentkey with every otherrouterin a RIP domain.With A1l and an authentication
algorithm (e.g.,keyed MD5), a router can effectively detectrouterimpersonatiorby
validating a messageauthenticatiorcode (MAC) of a routing updatemessagePair-
wise sharedkeys make it more difficult for an unauthorizechode to impersonatea
legitimatenode,andensurehatthekeying materialsof onerouterwill notbedisclosed
whenanotherouteris compromisedOf courseuseof sharedkeysresultsin additional
compleity; dueto spacdimitations,we omit furtherdiscussiorhere.

3.2 Preventing Prefix Impersonation

To preventprefiximpersonation we requireAssumptionA2: thereis acentralauthority
(e.g.,a network administrator)with perfectknowledgeof which routeris physically
connectedo which subnetsn thatautonomousystem(AS). Suchperfectknowledge,
or routerprefixmapping s realisticfor anAS sincenetwork configurationsareadmin-
istratively controlledby a singleauthority The routerprefix mappingis thensecurely
distributedto eachrouter, e.g.,it canbepre-configurean eachrouter Ongoingupdate
(e.g.,additionsof subnetsor routers)canthenbe donethrougha securechannel(e.g.,
SSH)betweenthe centralauthorityand eachrouter Although network topology may
bedynamic(e.g.,causedy link failures) we expectrouterprefix mappingis relatively
staticsinceaddition/deletiorof subnetaisuallyoccursfarlessfrequentlythanlink fail-
ures.Otheralternatvescanalsobe usedto preventprefix impersonatione.g.,address
attestationn S-BGP[14], authorizationcertificatesin soBGP[32], etc. However, they
may requirea public key infrastructurewhich hasits own drawbacks.

3.3 Preventing DistanceFraud

Shorterandlongerdistanceraudsaredifficult to prevent.In a distancevectorrouting
protocol, routing updatesreceved by a nodeare computationakesultsor aggreyated
routesof othernodes.Unlessa nodehasperfectknowledgeof network topologyand
dynamicsjt appearsmpossibleo validatethefactualcorrectnessf aggrejatedrouting
updateg22, 31].



We proposeto useconsistencyas an approximationof correctnessAn adwertised
route is validatedby crosscheckingits consisteng with the routing information of
thosenodesfrom which this route is derived. If the routeis consistentamongthose
nodes,it is treatedas correct. Otherwise,incorrect.For example,in Figure 2, when
nodewvs adwertisesto v; a 2-hoproutefor vs with v3 asthe next hop,v; queriesvs’s
routefor vz, whichis 2 hops.Sincew,’s routefor v; is supposedo be onehoplonger
thanvs’sroutefor v, (thisis specificallypasednRIP, but canbeeasilygeneralized)an
inconsisteng is detectedAlthoughv; doesnot know which node(vs or v3) provides
invalid information,v; knows that somethingis abnormalwith this route. Therefore,
this route is dropped.If vo adwertisesa 3-hoproute for vs, it is consistentwith vs’s
2-hoproute.Thus,it maybeaccepted§5 presentshealgorithmdetailsfor consisteng
checksandanalyzessariousthreats.

To supportconsisteng checks,we require As-
sumptionA3: a nodeindicates(eithervoluntarily for
direct neighborsor uponrequestotherwise)the next
hop of eachroutein its routingtable.For example,in
Figure2, vo shouldtell v, thatvs is the next hopon
the route for vs. v3 shouldalsotell v; thatv, is its
next hopto vy uponrequestRequestsanbe madeby
RIP routerequesbor othermechanismge.g., SNMP MIB query[3]). If anodefailsto
provide informationon next hops,its behaior is calledinto question.

Onepropertyof a DV routing protocolis thata nodeonly communicatesvith its
directneighborsanddoesnot needto maintainthe network topologybeyondits direct
neighborsin alink state(LS) routing protocol,a nodeadertisesits link statesto ev-
ery othernodein the network by flooding, and eachnodemaintainsa whole view of
the network topology A3 allows a nodeto querynon-directneighborswhich expands
node-to-nodeommunicatiorboundaryin aDV routing protocolto a dynamicarea(by
our reputation-basedpproact{4).

We thus note that our approactfalls in betweenthe DV andLS approachesPic-
torially, the communicatiorrangeof anLS nodecoversthe whole network (flooding),
while the communicatiorrangeof a traditional DV nodeonly coversits direct neigh-
bors(neighborto-neighbo}. In S-RIP, the communicatiorrangeof a nodeis dynamic.
Althoughit is certainly beyond direct neighborhoodand could reachthe whole net-
work, mostlikely, it will only cover a nearbyneighborhoode.g.,within 2 or 3 hops)
dependentn window size(§4.3). Therefore additionalrouting overheadyeneratedby
non-neighbogueryingis limited, asconfirmedby oursimulationresultsin §6. Require-
mentof storagespacds alsoincreasedn S-RIP, but very slightly sincean S-RIPnode
only need€o maintainthe informationof remotenodeswhenthey arebeingor will be
consultedor aconsisteng check.

Anotherquestionwhicharisess: how doesanodequeryaremotenodeif it doesnot
have aknown routefor thatnode?or example,in Figure2, for v; to validatearoutefor
vs, v1 May needto queryvs. However, v; cannottalk to vs if it doesnot have aroute
for v3. This is a known problemthat a securerouting protocolreliesupona routing
protocolfor nodereachabilityIn S-RIB, atemporaryroutingtableis maintainedwhich
containsall routesto be validated.The temporaryrouting tableis only usedfor route

Fig. 2. Consisteng Checks



validation(notfor routingdatatraffic). Whenaroutepasses validation,it is movedto
theregularroutingtableandcanbe usedfor routing datatraffic. In theabove example,
vy first installs the route for vz into the temporaryrouting table, and sendsto v, a
routingrequestdestinedor vs. vo shouldhave aroutefor v sinceit adwertisessucha
routeto vy (otherwisejt is misbeh&ing). Whenwvs recevesarouterequesfrom vy, it
sendsackto v, arouteresponseia arouteeitherin its temporaryroutingtableor the
regularone.Thisrouterequestndrespons@rocessncursadditionalroutingoverhead,
but alsoaddsanotherevel of assurancéhatintermediatsnodesareactuallyforwarding
paclets.If we canmalke a routerequesir responsanessagéndistinguishabldrom a
normaldatapaclet (e.g.,by IPSecESP[13]), this processmay detectforwardinglevel
misbehaior, (i.e.,arouteradvertisingcorrectroutesbut doesnotforwarddatapaclets).

To implementA3 in RIP, the next hopfield in a RIP routing updatemessagean
be utilized. In RIP, the next hopfield is only usedfor route optimization(avoiding an
extrahop). For example, v, will notincludews in thenext hopfield (by settingit to 0)
unlessit believesthatv; shouldforwardtraffic destinedor vy directly to vs. With A3,
v9 Voluntarily includesvs in thenext hop. Thischangeshemeaningof anext hopfrom
thisis your next hopto thisis mynext hop. Thus,A3 allows areceving node,insteadof
anadwertisingnode,to decidewhich nodeshouldbe the next hop. Despitethe change
of the meaning A3 is still compatiblewith RIP sincea receving nodewill ignorethe
next hopfield (treatsit asnull) if it is not directly reachableTo interoperatenith an
existing implementatiorof RIP, an S-RIPnodemay get next hop informationfrom a
RIP nodeby externalmechanisms.g.,SNMPMIB query

4 Reputation-BasedFramework

In this sectionwe presenfa reputation-baseftamework, consistingof a reputationup-
datefunction,anefficientmethodof computingaccumulatedonfidencelocalizedrules
for processingouting updatesanda sizedwindow methodfor balancingsecurityand
efficiency.

4.1 Reputation Definition
We proposeto usenodereputationas an estimationof the confidencein that a node
will provide correctroutinginformationin thenearfuture.Every nodeassignsaninitial
value asthe reputationof every othernodein a network. A nodes reputationis then
dynamicallyupdatedby Equationl. The detailof how this equationis derivedis given
in [30]. Many possibilitiesexist for ¢; (7, t+1). We proposeEquation? for its simplicity.
) i(J,t .
rGit+1) =00 g )
Got) = 0.5 if j providesconsistentnformationattime ¢

Gt =10 otherwise(e.qg.,if j providesconflictinginformationattime t)

(2)

Onepropertyof Equationl is thatif r;(j,t) # 1, r;(j,¢t+1) will bealwayslessthan
1. Thus,if node:i doesnot assignaninitial valueof 1 or higheras;'s reputationy; ()
will alwaysbein therange[0, 1). We proposeEquation3 for computinganaccumulated
confidencdrom nodereputatiorin thecorrectnessf aroutingupdateconsistenamong
agroupof nodes.



Definition 1 (Accumulated Confidence) Letr, (v1), 75 (v2),. .., 7. (v,) bex’'srating
of thereputationof nodesvy, va, . . ., v,, respectivelyln the casethatroutinginforma-
tion from nodesvy, va, . .., vy,, IS consistentpnodex’s confidencen that information,
denotedby r, (v[1..n]), is definedasfollows,wher v[1..n] denotex;, vs, . . ., vy:

) ifn=1
ry(v[1..n]) = e (V1) + (1 - T:c(Ul)) -5 (v2) if n=2 3)
re (W[l — 1]) + (1 — rg ([l — 1])) rp(n) i > 2

Althoughdevelopedindependentlypasedn ourintuition, it turnsoutthatEquation
3is consistentvith DempsterShafertheory(DST) of evidencereasoning5, 27] if we
assumethatin our casefor all i (1 < 7 < n), v; acquiresits information from an
independensource.The proof is givenin [30]. The advantageof Equation3 is thatit
is intuitive and computationallyefficient. Although DST is more generale.g.,it can
handleconflictinginformation,it is computationalljessinefficientsinceit involvesset
operations.

4.2 Validation Rules

We proposea setof rulesfor determininghow to treatroutingadwertisementdasecn
nodereputation.Two thresholdg#; , 62) areusedto divide the reputationdomaininto
threelevels,namelylow, medium,andhigh.

Rule 1 (Low Reputation). If nodej’s reputationratedby i is in the low range (0 <
r;(j) < 61), nodei will ignore a routing advertisemenfrom j without cross-tiedking
its consistencwith anyothernode(s).

Rule 2 (Medium Reputation). If nodej’sreputationratedby isin themediunrange
(01 < 7i(4) < 62), nodei will crossched the consistencyf a routing advertisements
fromj with othernode(s).

Rule 3 (High Reputation). If nodej’sreputationratedby nodei is in the highrange
(62 < ri(j) < 1), nodei will crossched the consistencyf a routing advertisement
fromj with only oneothernode

4.3 SizedWindows

Sincetheremaybemultiple nodeshaving propagate@nadwertisedroute,amechanism
is requiredto decidehow mary nodesto involve in a consisteng check.The more
nodesconsultedwhich agreewith thethe adwertisedroute),the higherthe confidence
acquiredin the correctnessf thatroute;but the network overheadwill alsobe higher
We usea sizedwindowasa mechanisnfor balancinghetrade-of betweersecurityand
efficiency. Thesizeof thewindow is thenumberof thenodesconsultedn aconsisteng
check.The window size startsfrom 1. In otherwords, thereis only one nodein the
window beforethe consisteng checkof an adwertisedroute, which is the adwertiser
of that route. The window size grows by one, or an additionalnodeis consulted,f
the computedconfidenceusing Equation3 in the correctnes®f thatrouteis lessthan



6>. Thewindow size keepsgrowing for the advertisedroute until 1) aninconsisteng
occurs,i.e., a nodereportsconflicting information; or 2) all the nodesin the window
agreeuponthe route,and2.1) the computedconfidences greaterthané.; or 2.2) all
informednodeshave beeninvolved.In casel), theroutefailstheconsisteng checkand
is droppedIn case2), theroutesucceedshe consisteng checkandis accepted.

5 Secuke Routing Information Protocol (S-RIB

We presenthedetailandanalysisof S-RIP. For anadwertisedroute|[dest, dist, nh], we

usevy, v1, andw,, to representherecipient,theadwertiser andthe ultimatedestination
respectiely. To be morespecific,we usedist(v1, v,) andnh(vy,v,) to representhe

distanceandthe next hoprespectiely from v; to v,, for this particularroute.

5.1 S-RIP

Whenroutervg receivesfrom vy anadvertisedroute[v,,, dist(vy,vy,), nh(vi,vp)], vo
validategherouteasrequiredby RIP [1]. If theroutepasseshevalidation,andwill be
usedto updatev,’s routing table,S-RIPis triggeredto performadditionalvalidations.
S-RIPwill NOT betriggeredif theadwertisedroutedoesnotindicatea routechangeor
atopologychangeAlthoughthetimer associatedvith this routewill bere-initialized,
thereis no needto re-validatethe routesincesucha validationshouldhave beendone
whentheroutewasfirstinstalledin vy’ sroutingtable.Highlightsof S-RIPonvalidating
[Un, dist(v1,v,), nh(vi,v,)] aregivenimmediatelybelov. More detailsare presented
in theremaindeof this section.

1. Isthead\ertisedrouteself-consistent® not, droptheroute.

2. If dist(v1,v,) = 0, vg performsrouteror prefix authenticationlf the authentica-
tion succeedsy, acceptgheroute.Otherwisedropsit.

3. If 1 < dist(v1, vn) < 15,v9 checkgheconsisteng of [vy,, dist(v1, v,), nh(vy,v,)].
If theconsisteng checksucceedsy, acceptdheroute.Otherwise dropsit.

4. If dist(vy,v,) > 15, vg acceptdheroutewithout validatingit.

Self-consistend@hed. vy checksf [vy,, dist(v1, vy), nh(v1,vy,)] is self-consistent.
1) If v1, w2, OF v, is not alegitimateentity, therouteis dropped A routeris legitimate
to vg only if vy sharesa secretkey with it. 2) If dist(vi,v,) = 0, nh(v1,v,) should
bew; itself sincetheadwertisedrouteis for v; or asubnetdirectly attachedo v;. 3) If
1 < dist(v1,v,) < 15,thenext hopmustnotbewg or v, . v1 shouldnotadwertiseavalid
routebackto vy from which it learnsthatroute.Otherwise the problemof countingto
infinity occurs.Although RIP recognizeghis problemand proposessplit horizon (or
with poisonedreverse)for solvingit, a misbeh&ing nodemay not follow therule and
intentionallycreatethe problem.

Router/Pefix Authentication.If dist(vy,v,) = 0, v; adwertisesto vy a route for
itself or for a subnetdirectly attachedo v, . If the routeis for v, itself, messageu-
thenticationalreadyprovidesdataorigin authenticatioril17]. If therouteis for asubnet,
therouterprefix mapping(§3.2)is usedto validateif v, is physicallyconnectedo that
subnetlf thevalidationsucceedsherouteris acceptedOtherwise dropped.

ConsistencChed. If 1 < dist(v1,v,) < 15, v1 adwertisesto vy areachableoute
for v,. vo will checkthe consisteng of that route with nh(vi,v,), let's sayvs. vg



will requesfrom v, theroutinginformationfrom v, to v,, andv;. The messagdlows
aregivenin Table 1, where* denotesa informationfield to be provided. The adwer
tised route from v, for v, is treatedas consistentwith v5’s routing information if
dist(ve,v1) = 1 anddist(vy,v,) = dist(ve,v,) + 1 (basedon RIP). Otherwisein-
consistent.

If v; is consistenwith vy, vg will

use Equation 3 to compute an ac- Vo = V2 [un, *, %]
cumulated confidence, ., (vy, v). If _ [v1,%,4]
Too(U1,v2) > 6, vo acceptsthe ad-  [V0 ¢ v2|[Vn, dist(v2, vn ), nh(v2, vp)]
vertised route as correct. Otherwise, [v1, dist(va, v1), nh(v2, v1)]

vo Will consultwith additional nodes
basednthe next hopinformation.Be-
forevy sendsarouterequesto nodev;,
it checkdf anetworkloop hasbeenformed.A network loopis formedif thenode(v;) to
be consultechasbeenconsultedbefore.ln the casethataloopis detectedyy dropsthe
adwertisedroute.Otherwise the consisteng checkcontinueauntil oneof thefollowing
threeconditionsholds:1) r,, (v[1..k]) > 6. In this case the adwertisedroutefrom v;
is treatedascorrectby vg. 2) 7, (v[1..k — 1]) < 62, andv;, disagreesvith v;_1, i.e.,
dist(vk—1,vn) # dist(vg,vy) + dist(vg,vr—1). In this casew, treatsthe adwertised
routeasinconsistent3) v,, hasbeenconsultedlf v,, disagreewith v, 1, the adver
tisedroutefrom v, is treatedasinconsistentOtherwise o will performsrouter/prefix
authenticatiorwith v,,. If v,, succeedsheauthenticationtheadvertisedrouteis treated
ascorrectno matterwhatthevalueof r,, (v[1..n]) is. Otherwisetheadertisedrouteis
droppedasv,, providesincorrectinformation.

Infinity Route If dist(vi,v,) > 15, v; adwertisesto vg anroutefor v,, which is
infinite from vg. vo doesnot validatean infinite or unreachabl@outesinceit is trivial
for v; to make a valid routeunreachabléf it misbehaes,e.g.,by disablinga network
interfaceor droppingpaclets. The consequencef suchpossiblemisbehaior is that
vo Will droptherouteandwill notforward pacletsto v,, throughv;. If thereis only
oneroutein the network from v, to v,, andit goesthroughwy, vy will not be ableto
communicatavith v,,. It seemgo be hardto forceamisbehaing nodeforwardpaclets
for othersif it is determinednot to do so. Therefore we hopea network is designed
with redundang to accommodata single point of failure. In that case,hopefully vg
couldfind analternatve routeto v, bypassinghe misbehaing nodev; .

Table 1. RoutingRequestindResponse

5.2 ThreatAnalysis

A nodemaymisbehaein severalways:1) adwertisingfalseroutinginformation;2) pro-
viding falseroutinginformationspecificallyduring a consisteng check;3) droppinga
validationrequest/replymessager not respondingo a validationrequest4) manip-
ulating a validation request/replymessageriginatedfrom other nodes;5) providing
correctroutinginformationbut not forwardingdatatraffic.

1) Advertisingfalseroutinginformation Givenaroute[vy,, dist(v1, vp), nh(vi, vy,)]
adwertisedby nodew; to vg, v1 may provide falseinformationaboutw,,, dist, nh, or
arny combination.



1.1) DestinationFraud v; may adwertisea routefor a noneistentdestination,, .
Underour proposal suchmisbehaior canbe detectedsincev, doesnot sharea secret
key with v,, if it is notalegitimateentity in the network.

1.2)DistanceFraud v, mayadwertiseafraudulentdistancdo adestination,, e.g.,
longeror shorterthanthe actualdistancelf dist(v1,v,) = 0, but v is actuallyoneor
morehopsaway from v,,, in our proposaly, candetectthis fraud by router/prefixau-
thentication.Othershorteror longerdistancefraud canbe detectedby crosschecking
consisteng with thosenodeswhich propagatedhe routein question.Therearethree
scenariosn which a consisteng in the corroboratinggroupmay not representorrect-
nessa)thenodedn the corroboratinggrouparesimultaneouslynisledby oneor more
misbeh&ing nodes;b) the nodesin the corroboratinggrouparecolluding; ¢) a subset
of the corroboratinggrouparecolluding andmisleadthe restof the nodes Ourideais
that by increasingthe size of the corroboratinggroup, it is increasinglyunlikely that
thesescenariosvill notbedetected.

1.3) Next Hop Fraud. Nodewv; may provide a fraudulentnext hop to supportits
claim of alongeror shorterdistance First, v; may usefictional nodesasnext hops.v;
theninterceptdrom v, thesubsequentalidationrequest$o thesenodesandsendback
falseresponsesn behalfof them.In our schemeafictional nodecanbe detectedsince
vo doesnot sharea prior secretwith it. Secondp; mayusearemotenode(i.e.,anode
not directly connectedo v;) asthe next hop. For example,suppose; is 5 hopsaway
fromv,. If v; learnsthatv,,, is onehopawayfromv,,, it mayclaimto betwo hopsaway
from v,, andusew,, asthenext hop.Unlessv,, is willing to provide falseinformation
(e.g.,dist (v, v1) = 1) to coverv;’s misbehaior, vy will be ableto detectthis fraud.
In thecasehatw,, is willing to colludewith v, we treatit asthecasethatwv, establishes
avirtual link (e.g.,TCPconnectionwith v,,,, andthey forwardpacletsoverthevirtual
link to eachother This misbehaior is equivalentto the wormholeattackstudiedby
Hu, Perrig,and Johnson10]. S-RIPmay detectsuchattackif a prior knowledgeof
nodephysicalconnectionss assumedOtherwisetheproposedadket Leasheslefense
mechanisnj10] shouldbeused.

2) Providingfalseroutinginformationin aconsisteng check.Thefraudcouldbeon
distanceor next hop.Whenthefalseinformationcausénconsisteng, theconsequences
are:2.1) correctroutingadwertisementsnaybedisregardedby well-beharednodesWe
think it is notto the advantageof a misbehaing nodeto misleadanothemodeby this
typeof misbehaior sinceit maybebestto avoid a“valid” routethrougha misbehaing
nodein ary case.By droppinga route involving a misbeha&ing node,the validation
nodemaytake analternatve goodroute,albeitpossiblysuboptimal 2.2) thereputation
of awell-beharednodemay be decreasedsa resultof falseinformationarisingfrom
a misbehaing node.In the worst case,if nodewvq’s rating of nodew;’s reputationis
decreasedo thelow range,vy will disregardwv,’s routing advertisementgor a certain
periodof time. Sinceconsisteng checksoccuronly on routechangesa misbehaing
node,v,,, may only damagethe reputationof v;’s reputationwhen thereis a route
changewhichinvolvesbothw,,, andv; in aconsisteng checkv,,’sown reputatiormay
alsobe decreasedf it providesfalseinformation. Thereforew,, is unableto damage
anothemodesreputatioratits will. Ontheotherhandv; hasotherchanceso increase
its reputationwhenit adwertisesgoodroutes(without goingthroughv,,,) to vg. Sothe



effect of the type of misbeha&ior dependn the network topology and the location
of the misbehaing nodes.If oneor more misbeha&ing nodesarelocatedon thelinks
which canform a network-cut, they may be ableto completelyseparatahe network
throughcollusion.It would appeamno approachs resilientto suchmisbehaior.

3) Droppinga validation request/eply messge or not respondingo a validation
requestThis misbeh&ior candisrupta validationprocessAs aresult,the routebeing
validatedwill be droppedWe do not considerthis asa majordravbacksincedropping
a routewith misbehaing nodesenrouteallows an alternatve routeto be discovered.
An adwersarymay launchthis type of attackwhenit is not willing to forward paclets
for othernodes.As discussedefore,a misbehaing nodecan avoid traffic by mary
otherways,e.g.,droppingpacketsbasedon sourceor destinatioraddressegr simply
disablinga network interface We rely uponnetwork redundang andothermechanisms
[20,12] to counterthis type of misbehaior.

4) Manipulatinga validationrequest/esponsenessge originatedrom othernodes.
If all routersaredeployedwith S-RIPanduseMD5 for messageauthenticationyalida-
tion request/responsaessagesannotbe manipulatecenroute.However, communica-
tion betweera securedouterandaremotenon-securedouteris notauthenticatedThe
consequenceme:4.1)A routingresponsaentbackby aremotenon-securedoutercan
be modifiedby anadwersaryenroute. The adwersarymay modify the routingresponse
in suchaway thatit would confirmthe consisteng of afalseadwertisedroute.4.2) An
adwersarymayinterceptroutingrequestsentto anon-securedouter andproducealse
responsesn behave of thatrouter This vulnerability canbe addressetby IP layer se-
curity. For example,if IPSecis available,anadwersarywould notbeableto manipulate
or interceptoutingrequest®r responsebetweertwo remotenodeslt canalsobemit-
igatedif we assumehatanadwersarydoesnot have the capabilityto launchattacksin
pacletlevel. It is easyfor anadwersaryto manipulatearoutingtableto make arouterto
broadcasfraudulentroutinginformation.It maynotbethateasyto manipulatepaclets
transmittedthrougha routerif the adversarydoesnot have sufficient control over that
router, e.g.,modify andcompilesourcecodesjnstall malicioussoftware,etc.

5) Providing correct routing information but not forwarding data traffic. We can
malke routing requestandresponsanessagemdistinguishabldrom normaldatatraf-
fic to validateforwardinglevel behaior of intermediaterouters.Otherdetectiontech-
niques(e.g., probing[12]) for identifying suchmisbeh&ing routerscanalsobe inte-
gratedinto S-RIP, we do notaddressheissuein this paper

One characteristiof S-RIPis thatit doesnot guaranteehat a validatedroute is
optimal. In fact, S-RIPonly validatesroute consisteng, without consideringthe cost.
S-RIPalwaysacceptsa consistentoute anddisrggardsan inconsistenbneregardless
of its cost. Therefore pptimalrouteinvolving a misbehaing nodemaynotbeused We
considetthis asa goodtradeof betweerrouting securityandefficiengy.

5.3 Efficiency Analysis

We considerthe worst casehere.The efficiency of averagecaseds analyzedoy simu-
lation (§6).

Supposeéherearen routersandm subnetdn a network. The averagelengthof a
routeis [ + 1 hops.For maximumsecurity every routerwould validateevery routewith



all otherroutersonthatroute.For asingleroutewith alengthof [ + 1 hops,thenumber
of messagerequiredfor aconsisteng check,includingrequestandresponsess 2 - .
Eachmessagevill travel anumberof hops.Thefirst requestnessagés sentto thenode
in two hops,andwill travel 2 hops.Thelastrequesmessagés sentto thenodein / + 1
hops,andwill travell+1 hops.A responsenessageill travelthesamenumberof hops
asthe correspondingequesimessagassuminghey travel at the oppositedirectionof
a sameroute. Therefore the total numberof hops(messagéransmissionsraveledby
bothrequestindresponsenessages 2-[2+3+---+ (I +1)] = (1 +1) - I. Assume
every routerkeepsa route for every subnetin the network. Eachrouter would need
(1+1)-1-m messagéransmissionfor validatingevery route.Overthewholenetwork,
thetotal numberof messagéransmissionén themostsecurecaseis (1 +1) -1 -m - n.

We use RIP messages$or route requestand responseEachroute requestwould
needtwo routeentries,onefor theroutinginformationfrom therecipientto theultimate
destinationandonefrom the recipientto its predecessanodeon thatroute. The RIP
messagéieaderis 24 bytesincluding authenticatiordata,and eachroute entry is 20
bytes.Thus,onerouterequestor responses 64 bytes.Plusthe UDP header(8 bytes)
and IP header(20 bytes),a paclet carrying a route requestor responsds 92 bytes.
Thetotal overheadof routingvalidation,in additionto the overheadf regularrouting
updatesin themostsecurecasejs 92 - (1 +1) -1 - m - n bytes.

As confirmedby our simulation (§6), the validation overheadby S-RIPis pro-
hibitively expensve in the maximally securedcase However, S-RIPprovidesthe flex-
ibility for balancingsecurityandefficiency via two configurablethresholds); andé,
(84.2).1n practice we expectthatthe maximally secureccasemayonly beappliedto a
smallsizenetwork (i.e.,the numberof nodesandnetwork diameteraresmall).In other
scenariost, , 62 canbeadjustedo obtainacomfortabldevel of securityandefficiengy.

S-RIPvalidationoverheaccanalsobe reducedby optimizedimplementation(e.g.,
transmittingseveral route requestor responsei a single message)rFor example,if
vy adwertisesto vy threerouteswith a samenext hopwvs. vy cansenda singlemessage
with 4 routeentriesto v,, onefor eachof threeadwertiseddestinationsandonefor v; .
The size of the paclet carryingthis messageés 132 bytes,considerablyessthan276
byteswhich arethetotal sizeof threestandarchaclets(eachhasalengthof 92 bytes).

5.4 Incremental Deployment

A practicalchallengeof securingrouting protocolsis how to make the securedrersion
interoperatie with the existing infrastructure Despitetheir technicalmerits,mary pro-
posedmechanismgor securingrouting protocolsare not widely deployed dueto the
factthat they requiresignificantmodificationsto existing implementationsand/ordo
not provide backward interoperability Sinceit is unrealisticto expectthatan existing
routing infrastructurecan be replacedby a securedversionin a very short period of
time, ideally a securedversionshouldbe compatiblewith the insecureprotocols.It is
alsodesirableghatsecuritycanbeincreasegrogressrely asmoreroutersaredeployed
with the securecprotocol.
To this end, S-RIP supportsincrementaldeployment. We proposethat messages

exchangedn S-RIPconformto the messagdormatdefinedin RIP. S-RIPcanbeim-
plementedasa compatibleupgradeto the existing RIP, anda S-RIProuter performs



routingfunctionsthe sameway asa RIP router Thereforedeploying S-RIPonarouter
only requiresadown time for theperiodof installationandrebootingof RIP processes.
SinceRIP routerresponddo a routing requestfrom a non-directneighbor(a remote
node),a S-RIProutercansuccessfullygetinformation(albeitnot authenticatedirom a
non-securedouterfor aconsisteng check.In otherwords,a RIP routercanparticipate
in a consisteng check,but notinitiate a consisteng check.Thus,evenbeforeS-RIPis
deployedon all routers theroutingtableof a S-RIProuteris partially protectedasit is
built from validatedrouting updatesThe moreroutersdeplojedwith S-RIP, the more
reliableroutingtablesin the network become Thereforewe cansaythatsecuritycan
beincreasedncrementally

6 Simulation

WeimplementedS-RIPin thenetwork simu-  [Maximally Securefi§; =0 | 6, = 1
lator NS2 asan as an extensionto the dis-  [Partially Secured-19; = 0.10> = 0.9

tance vector routing protocol provided by Partially Secured-9; = 0.2/0, = 0.8
NS2.S-RIPistriggeredf anadwertisedroute Partially Secured-; = 0.3(8, = 0.7

is usedto updatea recipients routing table. NotSecured | 6; =0 | 6, =0
In this section,we presentour preliminary
simulationresultson how routing overhead Table 2. SimulationScenarios

is affectedby differentthresholdsettingsand
numberof misbehaing nodesn S-RIP.

6.1 Simulation Environment

NetworkTopolagy: we simulatedS-RIPwith a numberof differentnetwork topologies.
In this paper we only presentthe simulationresultsfor one topology which has50
routersand 82 network links. Fraud we simulatedmisbeha&ing nodeswhich commit
either or both shorterand longer distancefraud (§3.3). We randomly selecteds, 10,
15,20, and 25 nodesto commitfraudin eachrun of the simulation.Note that 25 mis-
behaing nodesrepresenb0% of the total nodes Eachmisbeha&ing nodeperiodically
(every 2.5 secondsyandomlyselectsa route from its routing tableand makesits dis-
tanceshorteror longer SimulationScenarioswe simulated5 scenariogTable 2) by
adjustingthethreshold®, andf-. Eachsimulationruns180seconds.

6.2 Routing Overhead

To determinehow much network overheadis generatedy S-RIP, we comparedhe

S-RIPoverheado thetotal routing overheadwhich is calculatedasthe sumof S-RIP
overheadandregularroutingupdateoverheadn RIP. Sincethedistancevectorrouting

protocol provided by NS2 is not a strict implementationof RIP RFCs,we could not

obtainnetwork overheadlirectly from the NS2tracefile. We useghgfg,o,zy to calculate
theratio of S-RIPoverheadandthetotal routing overheadwherez is thetotal number
of S-RIP messagdransmissionsy is the total numberof roundsof regular routing

updates92 bytesis thesizeof the paclet carryinga S-RIPmessagéseet5.3),and632

bytesis the overheadyeneratedy onerouterin oneroundof regularrouting updates.
x andy arederivedfrom simulationoutputswhich areusedto generatd-igure 3.




6.3 Simulation Results

By looking atthe outputdatafrom the simulation,we obsenedthatanadwertisedmali-
ciousroutecanbe successfullydetectedyy a consisteng check.This s preciselywhat
we expected.
Figure 3 comparesthe S-RIP over- 0.6 LE— - - -
i . R Maximally Secured —+—
headin differentscenariosl) In a max- Partially Secured-1 ---x---
imally securechetwork, S-RIPoverhead 05 P e o T
is very high (about40% of thetotal rout-

Not Secured --m-
. . ,M u
ing overhead)The S-RIPoverheacstays 04 e
relatively flat whenthe numberof misbe-

03 | ST g A

Ratio of S-RIP Overhead

having nodesincreasesThis is because A

every nodeneeddo validateevery route 02} %if;;ﬁ? |
with every other node on that route. In P

our implementation,a new route is not 01p 1
consideredf the currentroute is being .

checled for consisteng. Sinceit takes O ——— g

longtimefor aconsisteng checkto com-
plete,mostnew routechangegmalicious
or non-malicious)are not checled for
theirconsisteng. Thereforepverheadn-
creasedy new maliciousupdatess insignificant.This indicatesthatthe speedof net-
work convergencas significantlysloveddown. We expectthatit would make no differ-
encein termsof overheadf we allow a new routeto interruptan ongoingconsisteng
checkas several uncompletedconsisteng checkswould generatesimilar amountof
S-RIPoverheadas a completedone does.2) In the threepartially securedscenarios,
S-RIPoverheads relatively low (lessthan8.6%)whenthereareonly 10% of misbe-
having nodes S-RIPoverheadncreasesignificantlywhenthe numberof misbehaing
nodedncreasesSincethenumberof nodesnvolvedin aconsisteng checkis relatively
low in thesescenariosit takeslesstime to complete Thusmoremaliciousupdateswill
triggermoreconsisteng checksandresultin moreS-RIPoverheadS-RIPoverheadie-
creasesvhend; andé, aremovedtoward eachotherbecausea) the numberof nodes
involvedin a consisteng checkdecreasedy) the numberof routesdroppedwithout
beingchecledfor consisteng increasesvhenmorethan20% of the nodesmisbehae.
3) Thereis no S-RIPoverheadn anon-securedetwork sinceS-RIPis nevertriggered.

Percentage of Misbehaving Nodes

Fig. 3. S-RIPRoutingOverhead.

7 RelatedWork

Significantwork hasbeendonein securingrouting protocols.Periman[22] is thefirst
to studythe problemof securingrouting protocols.Perlmanclassifiedrouterfailures
into simplefailuresandbyzantinefailures andproposediseof public key signatures,
sourcerouting,andothermechanismdpr achieving robustfloodingandrobustrouting.

Smithetal. [29] proposediseof digital signaturessequencaumbersandaloop-
free pathfinding algorithmfor securingDV routingprotocols.Onedisadwantages that
it cannotpreventlongeror shorterdistanceraud.

Mittal andVigna[18] proposedo usesensoibasedntrusiondetectiorfor securing
DV routingprotocols Onenotableadvantageof theirapproachs thatit doesnotrequire



modificationgo theroutingprotocolbeingsecuredThus,it allowsincrementatleploy-
ment.Onedisadwantagés thatit cannotpreventfraudulentroutingadwertisementfrom
poisoningothers’routingtables althoughit maybe ableto detecthem.

Hu, Perrigand Johnson9, 11] proposedseveral efficient mechanismsisingone-
way hashchainsandauthenticatiortreesfor securingDV routing protocols.Their ap-
proachis oneof thefirst attemptgo authenticatehe factualcorrectnessf DV routing
updatesandcanpreventshorterandsamedistanceraud. It canalsopreventnewer se-
quencenumberfraudif asequencaumberis usedto indicatethefreshnessf arouting
update However, it doesnot addresgongerdistanceraud.

Pei et al. [21] proposeda triangle theoremfor detectingpotentially or probably
invalid RIP adwertisementsProbingmessagebasedon UDP and ICMP are usedto
furtherdeterminethe validity of aquestionableoute.Onedisadwantagds thatprobing
messagemay be manipulatedA nodeadwertisinganinvalid routecancorvinceare-
ceiverthatrouteis valid by: 1) manipulatinghe TTL valuein aprobingmessageor 2)
sendingbackanCMP messagéport unreachabledn behalfof the destination.

Many researcherbave exploredsecuringlink staterouting protocols(e.g.,OSPF)
[22,19,31] andBGP[28,14,7,32]. Reputation-baseslystemsave beenusedto facil-
itatetrustin electroniccommercg?25, 33].

8 Concluding Remarks

We expectour framavork canbe appliedto othernon-trustworthy ervironmentse.g.,
inter-domainrouting protocolsandwirelessad hocnetworks. Futureresearclincludes:
1) performingdetailedanalysisof S-RIPandcomparingt with othersecureDV proto-
cols(e.g.,SEAD [11]); 2) applyingthe framework to securingBGP[24].
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