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Abstract. A mobile ad hoc network (MANET) is formedby a group of mobile wirelessnodes,eat of which
functionsas a router and agreesto forward padetsfor others. Many routing protocols(e.g., AODV, DSDV, DSR,
etc) havebeenproposedfor MANETs.Howerer, mostassumehat nodesare trustworthyand coopeative Thus,
they are vulnembleto a variety of attadks.\We proposea secue routing protocol basedon DSDV, namelyS-DSDY/,
in which, a well-behavedodecansuccessfullgletecta maliciousroutingupdatewith any sequenc@umberfraud
(larger or smaller)and any distancefraud (shorter same or longer) providedno two nodesare in collusion.\We
compae securitypropertiesandefficiencyof S-DSDV with superSEADOUur efficiencyanalysisshowshat S-DSD/
genearteshigh networkoverhead however, which canbe reducedby configuable parametes. e believe thatthe
S-DSDY overheads justifiedby theenhancedecurity
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1 Intr oduction

A MANET is formedby a groupof wirelessnodes gachof which performsrouting functionsandforwards
paclets for others.No fixed infrastructure(i.e., accesgoint) is required,and wirelessnodesare free to

maove around A fixedinfrastructurecanbe expensve, time consumingpr impractical Anotheradvantageof

wirelessadhocnetworksis theexpansionof communicatiordistanceln aninfrastructurevirelessnetwork,

nodesare restrictedto move within the transmissiorrangeof accesgpoints. Ad hoc networks relax this

restrictionby cooperatie routing protocolswhereevery nodeforwards paclets for the restof the nodes
in the network. Potentialapplicationsof wirelessad hoc networks include military battlefield, emegengy

rescuecampumetworking, etc.

Wirelessadhocnetworksfaceall thesecuritythreatsof wireline network routinginfrastructuresaswell
asnew threatsdueto the factthat mobile nodeshave constrainedesourcege.g.,CPU, memory network
bandwidth,etc), and lack physicalprotection.One critical threatfacedby mostrouting protocolsis that
a single misbehaing router may completelydisrupt routing operationsby spreadingfraudulentrouting
informationsincea trustworthy andcooperatie ervironmentis oftenassumedConsequencesclude,but
arenotlimited to: 1) pacletsmay notbe ableto reachtheir ultimatedestinations2) pacletsmayberouted
to their ultimatedestinationsver non-optimalroutes;3) pacletsmay be routedover a routein the control
of anadwersary

Many mechanism$20,19,1,7,18] have beenproposedor securingrouting protocolsby providing se-
curity servicesg.g.,entity authenticatioranddataintegrity, or by detectingforwardinglevel misbehaiors
[12,10]. However, mostdo not validatethe factualcorrectnessf routing updatesOnenotableprotocolis
superSEADproposedby Hu, et al [8,9]. SuperSEADis basedon the DistanceSequencedistanceVec-
tor (DSDV) routing protocol[14], and usesefficient cryptographicmechanismsincluding one-way hash
chainsandauthenticatiorrees for authenticatinggequenceumbersanddistance®f adwertisedroutes.Su-
perSEADcanpreventa misbehaing nodefrom adwertisinga routewith 1) a sequenceumberlargerthan
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the oneit receved mostrecently(larger sequencenumberfraud); and 2) a distanceshorterthanthe one
it receved mostrecently(shorterdistancefraud) or the sameasthe oneit receved mostrecently(same
distancefraud). However, superSEADdoesnot preventa misbehaing nodefrom adwertisinga routewith

1) a sequenceaumbersmallerthanary oneit hasreceved (smallersequence&umberfraud); or 2) a dis-

tancelongerthanary oneit hasreceved (longer distancefraud). Anotherdisadwantages thatSuperSEAD
assumeshe costof a network link is onehop, which may limit its applicability For example,it may not
applicableto a DV which usesnetwork bandwidthasa parametefor computingcostmetrics.

1.1 Problemsand Results

Smallersequenceumberandlongerdistanceraudsclearly violate the routing protocolspecificationsand
canbe usedfor non-bengolent purposege.g.,selfishness)Althoughthe damagehey cancausehasbeen
thoughtlessseriousthanthoseof larger sequenc&umberfraud or shorterdistancefraud, we believe they
still needto beaddressetbr mary reasonsTwo of themareasfollows: 1) they canbe usedby selfishnodes
to avoid forwardingtraffic, thusdetectingheseraudswould significantlyreduceghe meanf beingselfish;
2) it is alwaysdesirableo detectary violation of protocolspecificationgventhoughits damagemayremain
unclearor the probability of suchviolation seemdow. Pastexperiencehasshavn thattodays nave security
vulnerabilitiescanoftenbe exploitedto launchseriousattacksandto causedramaticdamagesn thefuture.
For example,a vulnerability of TCP sequencenumberpredictionwasdiscussedsearly as1989[3], but
waswidely thoughtto be very difficult to exploit giventhe extremelylow probability (2732) of guessing
correctsequencaumberlt did notattractmuchattentionuntil April 2004whenatechniquaevasdiscorered
which takeslesstime to predicta correctTCP sequenceumber

In this paper we proposethe useof consistencgheds to detectsequenceumberfraudsanddistance
fraudsin DSDV. Our protocol,namelyS-DSDV, hasthefollowing securitypropertiesprovidedthatno two
nodesarein collusion:1) detectiorof ary distancdraud(longer samepr shorter);2) detectiorof bothlarger
andsmallersequencaeumberfraud.Onenotablefeatureof S-DSDV is thata misbeh&ing nodesurrounded
by well-behaed nodescan be contained.Thus, misinformationcan be stoppedin the first place before
it spreadsnto a network. Our efficiengy analysisshavs that S-DSDV produceshighernetwork overhead
thansuperSEADHowever, S-DSDV overheadcanbecontrolledby adjustingconfigurableparameters.g.,
intenal of consisteng checksWe believe thatnetwork overheadcausedy S-DSDV canbejustified by its
enhancedecurity

Thesequels organizedasfollows. Section2 providesbackgroundnformationof distancesectorrouting
protocolandDSDV. Section3 present®vervien andsecurityanalysisof SEAD. A threatmodelis discussed
in Section4. S-DSDV is presentecand analyzedin Section5. Efficienoy of S-DSDV is comparedwith
superSEADby analysisandsimulationin Section6. We concludethe paperin the lastsection.

2 Background

In this section,we provide backgroundnformationfor simpledistancevectorrouting protocolsandDSDV
[14]. Readergamiliar with thesetopicscanskip this section.

2.1 Notations

We useG = (V, E) to represent network whereV is a setof nodesand E is a setof links. A distance
vectorroutemay consistof someof thefollowing fields: seq - a sequenc@umber;dst - adestinatiomode;
cst - acostmetricor distancenhp - anext hopnode;aut - anauthenticatiorvalue.



2.2 DistanceVector

In atraditionalDV algorithm,eachnodewv; € V maintainsa costmetric or a distancefor eachdestination
nodev; in anetwork. Let d*(v;, v;) bethedistancefrom v; to v; attime. Initially or attime O,

0/, N 0 if V; = Uj
d (UZ’UJ) B {OO if (7 75 (]

Supposettime 1, eachnodew; learnsall of its direct neighborgdenotedby N (v;)) by somemecha-
nisms,e.g.,receving aspecialmessagérom v; mayconfirmu; asadirectneighbor Supposeachnodev;
alsoknows thedistanceto eachof its directneighborsy; € N(v;), which canbethe costof theedgelinking
v; andvj, ¢(v;, v;). At time 1, nodew;’s routingtablemay look like:

0 if v; = v;
d" (vi,v;) = { c(vi,v;) if vj € N(v;)
00 if v; # vj andv; & N (v;)

Eachnodebroadcastdts routing table to eachof its direct neighborsperiodically or whena distance
changesletv; € N(v;). Thebroadcasof routingtablesattime ¢ from v; to v; canbe specifiedas:

vi = vj ¢+ {(vg, d*(vi, vg)) vk € V}

v; alsorecevesroutingupdatedrom eachof its directneighborsattime ¢. v; updatests distanceo vy
usingthe minimumof all known distancedo v. Thus,attime¢ + 1,

dH—l(’Ui,’Uk) = Ugl]\lll(lv){dt(vjavk) + C(’Ui,’l)j)}
' i

Theadwantage®f DV routingprotocolsinclude:simplicity, low storagaequirementandeaseof imple-
mentationHowever, they aresubjectto shortor long alive routingloops.Routingloopsareprimarily caused
by the factthat selectionof next hopsis madein a distributed fashionbasedon partial and possiblystale
information.Routingloopscanalsobe manifestedn the propagatiorof routing updatesy the problemof
count-to-infinity[11].

To mitigatethe problemof count-to-infinity severalmechanismsnay be used:1) settingthe maximum
network diameterto k (limited networkboundary. As a result,the problemof count-to-infinity becomes
count-to-k;2) notadwertisinga routebackto the nodethis routeis learnedrom (split-horizor); 3) adwertis-
ing ainfinite routebackto the nodethis routeis learnedirom (split-horizonwith poisonedeverse.

2.3 DSDv

DSDV [14] isaroutingprotocolbasednaDV approachspecificallydesignedor wirelessadhocnetworks.
DSDV solwesthe problemof routing loops and count-to-infinity by associatingeachroute entry with a
sequenceumberindicatingits freshnessThe split-horizonmechanisncannotbe appliedto a wirelessad
hocnetwork dueto its broadcashature In wireline network, anodecandecideoverwhichlink (or to which
node)a routingupdatewill be sent.However, in awirelessad hocnetwork, a routingupdates transmitted
by broadcastandis receved by every wirelessnodewithin a transmissiorrange.Thus, it is impossibleto
selectvely decidewhich nodesto receve aroutingupdate.

In DSDV, asequencaumberis linkedto a destinatiomode,andusuallyis originatedby thatnode(the
owner). The only casethat a non-avner nodeupdatesa sequenca&umberof a routeis whenit detectsa
link breakonthatroute.An ownernodealwaysuseseven-numberassequenc@umbersanda non-avner
nodealwaysusesodd-numbersWith the additionof sequenc&@umbersroutesfor the samedestinatiorare
selectedbasedon thefollowing rules:1) aroutewith a never sequenc&umberis preferred;2) in the case
thattwo routeshave a samesequenceumbey the onewith a bettercostmetricis chosen.



2.4 Security Threatsto DSDV

DSDV guaranteesll routesareloop free. However, it assumeshatall nodesaretrustworthy andcoopera-
tive. Thus,a single misbehaing nodemay be ableto completelydisruptthe routing operationof a whole
network. We focus on two seriousthreats- the manipulationof sequencenumbersandthe manipulation
of costmetrics.Specifically a misbeh&ing nodecan poisonothernodes’routing tablesor affect routing
operationdy adwertisingrouteswith fraudulentsequenceumbersor costmetrics.

To protectaroutingupdatemessagagainsimaliciousmodification,public key basedligital signatures
may be helpful. For example,v; sendso v; aroutingupdatesignedwith v;'s privatekey. v; canverify the
authenticityof the routing updateusingw;’s public key. However, digital signaturesannotpreventa mali-
ciousentity (v; itself or ary entity with theknowledgeof v;’s privatekey) from adwertisingfalseinformation
(e.g.,falsesequenceumberor distance)ln otherwords,messagauthenticatiortannotguaranteehefac-
tual correctnessf aroutingupdate For example,whenv; adwertisesto v; aroutefor vg with a distanceof
2, v; is supposedo re-ad\ertisethatroutewith a distanceof 3 provided thatit is the bestknown routeto
v;. However, v; canadwertisethatroutewith ary otherdistancevaluewithout beingdetectedy amessage
authenticationmechanism.

3 SEAD Review

Hu, et al [8, 9] madea first attemptto authenticatehe factualcorrectnes®f routing updatesusing one-
way hashchains.Their proposalpasedon DSDV andcalledSEAD [8], canpreventa maliciousnodefrom
increasinga sequencenumberor decreasing distanceof an adwertisedroute. In the above example,v;
cannotsuccessfullye-adertisethe routewith adistanceshorterthan2. However, SEAD cannotpreventv;
from adwertisinga distanceof 2 or longer(e.g.,4). In SuperSEAD9], they proposedo usecombinations
of one-way hashchainsand authenticatiortreesto force a nodeto increasehe distanceof an adwertised
routewhenit re-adertisesthat routing update.In the abose example,v; cannotad\ertisea distanceof 2.
However, v; is freeto adwertisea distancdongerthan3.

We describeSEAD in the remainderof this section.Due to spacelimitation, we omit descriptionof
SuperSEADsinceit involves complex usageof authenticatiortrees.We give a brief introductionof one-
way hashchains,thenprovide an overvien of SEAD, including its assumptionsprotocoldetails,security
propertiesandsomelimitations.

3.1 One-Way Hash Chains

A oneway hashfunction, h(), is a function suchthatfor eachinput z it is easyto computey = h(z), but
giveny andh() it is computationallyinfeasibleto computexr suchthaty = h(x) [13].
A oneway hashchainof alengthn, denotedy he(x, n), canbe constructedy applyingh() onaseed
valuez iteratvely n times,i.e.,ht(z) = h(h*~'(z)) fori > 2. Thus,hc(z,n) = (h(z), h%(z),..., h"(z)).
It follows from the definition of a oneway hashchainthat given h(z), h?(z) € he(z,n) andi < j,
it is easyto computeh?(z) from h*(z), i.e., b/ (z) = hI~¢(h*(z)), but it is computationallyinfeasibleto
computeh?(z) from h'(z).

3.2 Assumptions

As ary othersecurerouting protocol, SEAD requirescryptographicsecretdor entity andmessagauthen-
tication. Public key infrastructureor pairwise sharedkeys can meetsuchrequirementOtherkey estab-
lishmentmechanismganalsobe used.For simplicity, we assumehateachnode(v;) hasa pair of public
key (V,;) andprivatekey (S,,). Eachnodes public key is certifiedby an centralauthoritytrustedby every



nodein thenetwork. To minimize computationabverheadgvery nodealsoestablishes differentsecrekey
sharedwith every othernodein thenetwork. A secrekey sharedbetweeny; andv; is denotedk,q, -

A network diameter k, is definedasthe maximumdistancebetweenary two nodesin the network.
Givenanetwork G = (V, E), k = maz{d(u,v)|u,v € V}. It would beidealif arouting protocolcan
scaleto a large network without a limitation on its boundary However, a distancevectorrouting protocol
is usually usedfor a small or mediumsize network. Thus, it is realisticto assumehat the diameterof a
network is limited to k,,. Otherdistancevectorapproachesnay alsohave suchassumptionFor example,
RIP[11] assumeg,, = 15. Any nodelocated15 hopsaway is treatedasunreachable.

3.3 Review of SEAD Protocol Details

SEAD authenticatethe sequenc@umberandthe distanceof aroutewith anauthenticatiorvaluewhichis
anelementfrom ahashchain.Specifically to adwertisearouter,, (vq, seq, d(v;,vq4)), v; needdo includean
authenticatiorvalueaut(r,,) to allow arecipientto verify the correctnessf r,,.

ST L e

Fig. 1. A hashchainis arrangednto groupsof k,, elements.

Thefollowing processllustrateshow SEAD works:

1. Vv; € V, v; constructsahashchainfrom asecrets;, hey, (zi,n + 1) = (b (z;), h? (i), - - . , A" (z)).
Let s, bethe maximumsequenc&aumber We assumen = s, - k,,, for convenienceof presentation.
Arrangehcy, (z;,n + 1), or simply hc,,, into s,,, groupsof &, elementsThe lastelementh™ ! (z;) is
notin ary groupandis referredasthe andor of hc,,. Eachgroupis assignedan integer in the range
[0, &, — 1] asits index. We numberthe groupsfrom right to left (Figurel1). The hashelementswithin a
grouparenumberedrom left to right startingfrom 0 to k,,, — 1. Thisway, eachhashelement:’ (z;) can
be uniquelylocatedwithin hc,, by two numbersa, b, wherea is the index of the groupwhich A7 (z;)
is in andb is the index of the elementwithin the group. We usehc,, [a, b] to represent (z;), where
j=(sm—a) kn+b+1.

2. Vu; € V,v; makesh™t!(z;) accessibléo every othernodein the network. Many methodscanbe used.
For example,v; canpublishA™!(z;) in a centraldirectory signingit with v;’s private key. Another
methodis to broadcasto the whole network A1 (z;) alongwith v;’s digital signature The resultis
thatevery nodein the network hasa copy of A" (z;) andcantrustthatit is theanchorvalueof a hash
chainconstructedy v;.

3. Vv; € V,v; adwertisesarouter,, for v, with adistanceof d andasequencaumberof s, r,,, = (v, s, d).
To supportry,, v; includesanauthenticatiorvalueaut = he,, [s, d] with r,.

hey;[3,0] if v = v;

hey, [s,d] if v, # v;

4. Upon receving an adwertisedroute r, (vg, s, d, aut), v; validatesd and s using the one-way hash
chain.We know that aut shouldbe hcy, [s, d], or hS™ %=+t (1) Given the anchorof hey, =
hit(zy) = h$mkmt1 it is easyto confirmif aut = hey, [s, d] by applyingh() on aut for  times,
wherez = (Sy -k +1) = [(8m — 8) -k +d+1] = s-ky, —d. If aut = hey, [s, d], thenry, (vg, s, d, aut)

v; = N(v;) : 7y, (v, 8, d, aut), aut = {



is treatedvalid. Otherwise,invalid. In the former case,r,, is usedto updatethe existing routein v;’s
routingtablefor vy, let'ssayr,, (vy, s', d', aut) if 1)s > s' or2) s = s’ andd < d'. In eithercased’, s'
andaut’ arereplacedwith d + 1, s andh(aut) respectiely.

3.4 Security Analysis
SEAD hasanumberof desirablesecuritypropertieg Tablel):

1. Messageandidentity authentication.

2. SequenceumberauthenticationProvided thereareno two nodesin collusion,a badnodecannotcor
rupt anothemodes routingtableby adwertisinga routewith a sequenc@umbergreaterthanthe latest
oneoriginatedby the destinatiorof thatroute.

3. Costmetric authenticationProvided thereare no two nodesin collusion, a bad node cannotcorrupt
anothemodes routing table by adwertising a routewith a distanceshorterthanthe oneit learnsfrom
oneof its neighbors.

4. Partially Resilientto collusion.Givenagroupof colludingnodesthe shortestlistancehey canclaimto
adestinatiorwithout beingdetecteds the shortestlistancerom ary nodein the colludinggroupto that
destinationFor example,if u, v arein collusion,andu, v are3 and5 hopsaway from x respectrely. The
shortestistanceo x whichu andv canclaimis 3-hop.Thus,we saythat SEAD is partially resistingto
collusiongiventhatcolludingnodescannotclaim anarbitrarydistanceo a destinatiorasthey will.

SecurityProperty SEAD|superSEADS-DSD/
Datalntegrity v v v
DataOrigin Authentication v v v
DestinationAuthentication v v v
Sequenc&lumberAuthentication larger v v v
smallef x X v
CostMetric Authentication longer x X v
same X v v
shortef v v v
Resistingto 2-nodecollusion ° ° X

Table 1. Comparisorof SecurityPropertiesx - notsupportedy - partially supportedy” - fully supported;

Despiteits distinguishablesecurityproperties SEAD hassomelimitations.

1. Vulnerable to longer distancefraud fraud A misbeh&ing nodecanadertisea route with a distance
longerthanthe actualdistanceof that route without being detected For example,a node: locatedk
hopsaway from j can successfullyadwertise a route for 5 with a distanced > k. This is possible
because which receves a hashh*~1() cancomputeit forward as mary timesasit likesand usea
computechashvalue(i.e., h%4()) to supportits claim of distanced.

2. Vulnerable to lower sequencewumberfraud A misbehaing node: canadwertisea sequenceiumber
lower thanthe oneit receves. Thus,: may be ableto adwertise a route with a shorterdistanceby
loweringits sequencaumber

3. Arisk window SEAD hasa risk window of p;, wherep, is theintenal of periodicrouting update For
example,a node: which hadbeenk hopsaway from j canstill claim thatdistancewhenit actuallyhas
moved further away from j sincei hasthe authenticatiorvalue k% () to supportits claim. Suchclaim
would continueto be valid until a victim receves an adwertisedroute for j from othernodeswith a
newer sequenceumber Although suchrisk window is usuallyshort(e.g.,15 secondsn SEAD), it is
still desirableo minimizeit.



4 A ThreatModel

Therearemary threatsagainstrouting protocol.In this sectionwe discusghesethreatsandidentify those
of ourinterestWe first clarify the differencebetweerarouting protocolanda routingalgorithm,which are
oftennotclearlyaddresseth literature.

4.1 ThreatTargets

Theprimaryobjective of anetwork layeris to provide routingfunctionalityto allow non-directlyconnected
nodesto communicatevith eachother Thus,two fundamentafunctionsarerequiredfor arouter:

1. Establishingvalid routes(usuallystoredin a routingtable)to eachdestinationn a network. Although
routing tablesfor a small and relatively static network canbe manuallycreatedand maintainedit is
desirabldo automatehetask.Automaticmechanismsor building andupdatingroutingtablesareoften
referredto asroute propagatiormechanismsr routing protocols.

2. Routingdatagramso anext hop(s)leadingto their ultimatedestinationsSuchfunctionis oftenreferred
to asrouting algorithms,which selectsnext hopsfor a datagrangiven a setof establishedoutesand
otherfactors(e.g.,routing policies). Examplerouting stratg@iesinclude, but not limited to: 1) routing
datagramso a default gatavay; 2) routing datagramsver shortesipaths;3) routing datagramqually
over multiple paths;4) stochasticouting.

Although thesetwo functionsare equally importantand both desere attentionsthis paperonly con-
sidersthreatsagainstautomaticroute propagatiormechanismsspecifically DSDV. A routing protocolis
usually built uponotherprotocols(e.g.,IP, TCP, or UDP). Thus, it is vulnerableto all threatsagainstits
underlyingprotocols(e.g.,IP spoofing).In this paperwe do not considerthethreatsagainsthe underneath
protocols.However, someof theinheritedthreatscanbe mitigatedby proposedryptographianechanisms.

4.2 ThreatSources

In a wireline network, threatscanbe from a network nodeor a network link (i.e., anattacler is in control
of thatlink). Attacksfrom a controlledlink include modification,deletion,insertion,or replay of routing
updatemessagesn MANET, attacksfrom network links arelessinterestingdueto the broadcashatureof
wirelessnetworks. It appeardglifficult, if notimpossiblefor anattackto modify or deleteamessagém), i.e.,
to stoptheneighborsof theoriginatorof m from receving untamperedn. However, insertionandreplayare
still possible For simplicity, we modela compromisedetwork link asanadwersarynode.Thus,a network
G = (V, E) becomesi = (V,, V3, E), whereV, is a setof well-behaed nodes )V, is asetof misbehaing
nodesandFE is asetof edgesV = V, U Vj. A misbehaing nodecanbe a compromisedegitimatenode
(i.e., with legitimate cryptographiccredentials)namelyan insider, or an illegitimate nodebroughtto the
network by anattacler (i.e., without ary legitimatecryptographiaredentials)namelyanoutsider

4.3 Individual Threats

Barbir, Murphy andYang|2] identifieda numberof genericthreatsto routing protocols,including Deliber
ate Exposue, Snifing, Traffic Analysis,Interference Overload,Spoofing Falsification,ByzantineFailures
(Table2). We considelfalsificationasoneof the mostserioughreatsto DSDV dueto thefactthateachnode
builds its own routing table basedon othernodes’routing tables.This implies that a single misbehaing
nodemay be ableto compromisehe whole network by spreadingalsifiedrouting updatesOur proposed
S-DSDV candefeatthis seriousthreatby containinga misbehaing node(i.e., by detectingand stopping
misinformationfrom furtherspreading).



5 S-DSDV

In this section,we presentthe details of S- GenericThreats Addressed
DSDV, which can prevent ary distancefraud, , by S-DSD/?
. . . DeliberateExposure X
includinglonger samepr shorteyprovidedthat Sniffing >
thereareno two nodesn collusion. Traffic Analysis <
ByzantineFailures 3
5.1 Cryptographic Assumptions Interference °
Overload v
As ary othersecurerouting protocol,S-DSD/ Falsificationby Originators v
requires cryptographic mechanismsfor en- Falsificationby Forwarders v

tity and messageauthentication.Any secu-
rity mechanismsroviding such security ser
vicescanmeetour requirementsg.g.,pairwise
sharedsecretkeys, public key infrastructure(PKI), etc. Thus,S-DSDV hassimilar cryptographicassump-
tions as SEAD (see§3.2) and S-AODV (requiring PKI). For convenience,we assumethat every node
(v; € V) shareswith every othernode(v; € V,i # j) adifferentpairwised secretkey (k;;). Combined
with messageauthenticatioralgorithms(e.g.,MD5), pairwise sharedkeys provide entity andmessageau-
thentication.Thus,all messages S-DSDV arecryptographicallyprotected For example,whensi sendsa
messagen to j, ¢ alsosenddo j theMessageiuthenticationCode(MAC) of m generatedisingk;;.

Table 2. RoutingThreats:x - no; ¢ - partially; v - fully;

5.2 Notations

We user, (w) = (w, seq(u,w), cst(u, w), nhp(u, w)) to denotethe routefrom u to w, whereseg(u, w)
denoteghesequencaumberof r, (w), est(u, w) denoteshecostof r, (w), andnhp(u, w) denoteshenext
hop of r, (w). With no ambiguity we alsouse(w, seq, cst), (w, seq, cst, nhp), or (w, seqy, cst,, nhp,) to
denoter, (w).

5.3 Route Classification

We classifyroutesR,, = {r, } adwertisedby nodew into two cateyories:1) thosethatw is authoritatve of,
denotedby R2“*"; and?2) thosethatu is unauthoritatie of, denotedoy R, R,y = R%uth y Rnaut,

Definition 1 (Authoritati ve Routes. Givena router, = (w, seq,cst), 7, € R if 1) w = » and
cst = 0; or 2) cst = oo.

It is obviousthatwu is authoritatve of r,, if r,, is aroutefor u itself with a distanceof zero.We alsosay
thatw is authoritatve of r, if r, is anunreachableoute.This is because: hasthe authorityto asserthe
unavailability of aroutefrom v to arny othernodew eventherefactuallyexistssuchapathbetween, andw.
Thisis equialentto the casethatu implementsalocal routeselectionpolicy whichfilters outtraffic to and
from w. We believe that a routing protocol shouldprovide suchflexibility for improving securitysinceu
may have its own reasongo distrustw. BGP[15] is agoodexamplewhich allows for local routing policies.
However, this featureshouldnot be consideredhe sameasmaliciouspaclket dropping[12,10]. In thelatter
case,a nodepromisesto forward pacletsto anothemode(i.e., announcingeachableoutesto that node)
but failsto do so.

Definition 2 (Non-Authoritati ve Routes. Givena router, = (w, seq, cst), r, € R if w # » and
0 < cest < o0.

If u adwertisesa reachableouter,, for anothemodew, we saythat« is not authoritatve of r,, sinceu
mustlearnr,, from anothemode,i.e.,thenext hopfrom u to w alongtherouter,,.



5.4 Route Validation

Whenanodev recevesarouter, from u, v validatesr,, basedon thefollowing rules.

Rule 1 (Validating Authoritati ve Routeg. If « is authoritative of r,,, a recipientnodewv validatesthe
messge authenticatiorcode(MAC) of r,,. If it succeedsy accepts,,. Otherwisev dropsr,,.

Sinceu is authoritatve of r,,, v only needdo validatethedataintegrity of r,,, whichincludesdataorigin
authenticatiorf13]. If it succeedsy accepts,, sinceit in factoriginatesfrom u andis nottamperedOth-
erwise,r,, mayhave originatedfrom anodeimpersonating: or it may have beenmodifiedby unauthorized
parties.Thus,r,, shouldbeignored.

Rule 2 (Validating Non-Authoritati ve Routes. If w is unauthoritativeof r,,, a recipientnodewv validates
the dataintegrity of r,. If it succeedsy additionally validatesthe consistencydefinedby Definition 3) of
Ty. If it sSucceedsy accepts,. Otherwisgwv dropsr,,.

Sincew is unauthoritatie of r,,, we requirethatv shouldnotacceptr, right away evenif thevalidation
of dataintegrity succeeddnsteady shouldcheckthe consisteng with the nodewhich r,, is learnedfrom.
Ideally, v shouldconsultwith the authorityof r,, if it exists. Suchauthorityshouldhave perfectknowvledge
of network topologyandconnectiity (i.e., it knows the every routeandits associatedostfrom every node
to every othernodein a network). Suchauthoritymay exist for a small staticnetwork. However, it doesnot
existin adynamicwirelessad hoc network wherenodesmay move frequently

Sincetheredoesnot exist an authority that cantell the correctnes®of r,, we proposethat» should
consultwith thenodewhichr, is learnedrom. Suchnodeshouldhave partialauthorityof r,,. This method
is analogouso theway humanbeingsacquiretheirtrust.Let x beastudentandy bex’s supervisarSuppose
x recevesanemailfrom z, sayingthaty hascalledfor aresearchmeetingtomorrav. x musttrustthe email
if z is y sincey is authoritatve of arrangingsucha meeting.However, if z is a student,x may needto
confirmthe messageavith anothempersonjdeally with ¥, or possiblywith anotherstudent.

Definition 3 (Consistency Givena networkG = (V, E), let u,v,w € V andlink e(u,v) € E. For
two routesr, (w) = (w, seq(u, w), cst(u,w)), ry(w) = (w, seq(v,w), cst(v,w)), andr,(w) is directly
computedrom r, (w). We saythat r, (w) and r,(w) are consistentif 1) seq(u,w) = seq(v,w); and 2)
cst(u,w) = est(v,w) + cst(u,v).

Fromthedefinition,we know thatr, andr, areconsistentf r,, is directly computedrom r,, following
DSDV specificationsl) the sequenc&umbershouldnot be changediuring route propagation?) the cost
metric of r,, shouldbe the sum of the costmetricsof r, ande(u, v). To completea consisteng check,a
nodeneedsto talk to anothermodein 2-hop away by route requestsandroute responseslo obtainsuch
information,we requirethatthenext hopof arouteshouldbe adwertisedalongwith thatroute.For example,
if u learnsarouter, (w) from v, v shouldadwertiser, (w) = (w, seq(u,w), cst(u, w), nhp(u,w)), where
nhp(u,w) = v.

To checkthe consisteng of r,(w) = (w, seq(u, w), cst(u,w),v), anodex sendsa route requesto
v, askingfor v’s routeentry for w, whichis r,(w) = (w, seq(v, w), cst(v, w),nhp(v,w)). In addition,z
alsoasksv’s routeentryfor u, whichis r,(u) = (u, seq(v, u), cst(v, u), nhp(u,v)). Assumingest(v,u) =
cst(u,v), cst(v,u) allows z to checkthe consisteng of cst(u,w) andcst(v, w). nhp(v,u) allows z to
checkif u is directly connectedvith v, i.e.,if nhp(v,u) = u.



5.5 Protocol Summary

Thefollowing processllustrateshow S-DSDV works:

1. Vu,w € V,u adwertisesarouter, = (w, seq, cst,nhp) for w. Noter, is protectedoy MAC.

2. Uponreceving from « arouter,, z € V validatesthe MAC of themessagearryingr,,. If it fails, the
messagés dropped Otherwisez furtherdeterminesf w is authoritatve of r,, (Definition 1). If yes,z
accepts,,. Otherwisez checkshe consisteng of r,, with its next hopnode(nhp), let's saywv (seeStep
3).If it succeeds;, is acceptedOtherwiseijt is dropped.

3. z sendsarouterequesto v (likely via u), askingr, (w) andr,(u). v shouldsendbacka routeresponse
containingits route entriesfor w andu. Uponreceving r,(w) andr,(u),  canperformconsisteng
checkof r,, (w) andr, (w) accordingo Definition 3. Noteuw maymanipulater’s routerequesand/orv’s
routeresponseHowever, suchmisbehaior will notgounnoticedsinceall messagareMA C-protected.

5.6 Security Analysis

In this section we analyzesecuritypropertiesof S-DSDV. We hopethatour securityanalysismethodology
canleadto acommonframeawork for analyzingandcomparingdifferentsecuringrouting proposals.

Theorem 1 (Data Integrity) In S-DSDV, dataintegrity is protected.

Justification. S-DSDV usegpairwise sharedkeys with MessageuthenticationCode(MAC) to protect
integrity of routingupdatesA routingupdatemessagavith ainvalid MAC canbedetected.

Remarks. Dataintegrity canpreventunauthorizednodificationandinsertionof routingupdatesHow-
ever, it cannotpreventdeletionor replayattacks.Thusit partially counterghethreatof interferencd2].

Theorem 2 (Data Origin Authentication) In S-DSDY/, dataorigin is authenticated.

Justification. S-DSDV usespairwise sharedkeys with MessagéiuthenticationCode(MAC) to protect
integrity of routing updatesSinceevery nodesharesa differentkey with every othernode,a correctMAC
of amessagealsoindicatesthatthe messageés originatedfrom the only otherparty the recipientsharesa
secretkey is with. Thus,dataorigin is authenticated.

Remarks. Dataorigin authenticatiorcan prevent nodeimpersonatiorsinceary nodewithout holding
the key materialsof  cannotoriginatemessagessingz asthe sourcewithout beingdetectedlt canalso
thwartthethreatof falsificationby originators[2].

Givenarouteupdater = (cst, seq, cst, nhp) in S-DSDV, thethreatof falsificationby forwarderscanbe
instantiatedasfollows: 1) falsifying the destinatiorcst; 2) falsifyingthesequenceumberseq; 3) falsifying
the costmetric,or thedistance¢st; 4) falsifying the next hopnhp.

Lemma 1 (Destination Authentication) In S-DSDV/, a routewith a falsifieddestinationcan be detected.
Justification. SinceS-DSDV assumes pairwised sharedsecretkeys, we know thatvVu,v € V and
u # v, u Sharesasecretkey with v. If adestinatiomode(z) in r is falsifiedor illegitimate,thenvVu € V, u

doesnot sharea secretwith z. Thus,z is detectedasanillegitimatenode.

Lemma 2 (SequenceNumber Authentication) In S-DSDV, anadvertisedouter with a falsifiedsequence
numbercanbedetectedprovidedthere is at mostonebad nodein the network.



Justification. Supposé is the only badnodein the network. b adwertisesr, = (z, segp, csty, nhp) to
all of its directneighborsN (b), wheresegq is falsified(i.e., it is differentfrom thevalueb learnsfrom nhp).
Sincethereis atmostonebadnode(b) in thenetwork, Vu € V,u # b, u is agoodnode.Obviously, every of
b'sdirectneighbords good,includingnhp. Thus,Yv € N (b),v # nhp, v will checktheconsisteng of seq
with nhp. Sincenhp is agoodnode,it will provide a correctsequenceumberwhich will beinconsistent
with seqy if seqy is faked. Thereforethe statements proved.

Lemma 3 (CostMetric Authentication) In S-DSDY/, an advertisedrouter with a falsifiedcostmetric (or
distance)anbedetectedf there is at mostonebadnodein the network.

Justification. Sincea good nodecanuncover misinformationfrom a bad nodeby crosscheckingits
consisteng with agoodnode,a falsifiedcostmetricalwayscausesnconsisteny, thuscanbe detectedsee
justificationfor Lemmaz).

Lemma4 (Next Hop Auth) In S-DSDV, an advertisedrouter with a falsifiednext hop can be detectedf
there is at mostonebadnodein the network.

Justification. Let b is the only bad nodein the network, which adwertisesr = (z, seq, cst, nhp). We
saynhp is falsifiedif: 1) nhp ¢ V; or 2) nhp ¢ N(b); or 3) nhp € N(b) butr is notlearnedfrom nhp. If
nhp ¢ V, it canbe detectedsincea legitimate nodedoesnot sharea secretkey with nhp. If nhp ¢ N(b),
nhp will reportanodea # b asits next hopto b. If r is notlearnedfrom nhp, nhp will reportarouteto x
with adistancanconsistentvith cst. ThereforelL.emma4 is proved.

Theorem 3 (Routing Update Authentication) In S-DSDV/, a routing updatewith misinformationcan be
detectedprovidedthere is at mostonebadnodein a network.

Justification. A routingupdateR consistf anumberof routeswith onefor eachdestinationBasedon
Lemmal, 2, 3, and4, weknow Vr € R, ary misinformationin r canbedetectedf thereis at mostonebad
nodein the network. Therefore we concludethat misinformationin a routingupdate which is a collection
of r, canbedetected.

Theorem4 (Multiple Bad Nodes) In S-DSDY/, a routingupdatewith misinformationcanbe detectedvith
a high probability providedthat no two nodesare in collusion.

Justification. Let z be therouteradwertisinga router,. Let y be the next hoprouterof r,, andr, be
the route provided by y whenit is consultedlf thereare multiple badnodesin the network, it is possible
thatbothz andy arebad.We sayx andy arein collusionif y intentionallycoversz’s misbehaior, i.e.,y
intentionallyprovidesa falsifiedr, sothatit is consistentith r;. In this case consisteng checkwith only
onenodewill fail. n + 1 nodesneedto be consultedo detecta collusioninvolving n nodes.

If y is notcolludingwith =, it is alsopossiblethaty providesfalsifiedr, which happensgo beconsistent
with 7, if y is bad.We look at the probability of suchevent. For r,, andr, to be consistentpoth of their
sequenceumbersand costmetricsmustbe consistentj.e., seq, = seq, andcst, = cst, + 1. Suppose
the maximumsequenca&umberis s, andthe network diameteris k,,. The probability thatr, andr, are
consistentdenoteddy p(r, = ry) is equivalentto the probability of drawving two samepairsof (s, d) from
aspaceof s, - kp,, Whichis - k Nf s, = 232 andk,,, = 32, weknow thatp(r, = ry) is extremelylow. In
practical,a misbehaing nodemay not usea sequenceumbertoo far away from a correctone (denotecby
s¢) Sinceit is easyto getcaught.Supposehe spaceof afakedsequencaumbers is6 (s, — 3 < s < s.+ 3),
thenp(ry = ry) = &5 = 0.53%, which s still low. Thus,the probability thatr, andr, aredetectecas
inconsistents high.



6 Efficiency Analysis

We analyzeroutingoverheadcausedy S-DSDV (S-DSDV overheadrndcomparet with thosecausedy
DSDvV, SEAD, andsuperSEADWe usethenotationsin Table3 for efficiengy analysis.

Notation Description Valueg
n total numberof nodesin a network 50

T simulationtime 900seconds

@ routingupdateinterval 15seconds
Lydp_hdr lengthof a UDP header 8 byteg
Lip har lengthof anlIP header 20 byteg
Lhash lengthof a hashfrom a hashfunction 10 bytes
Lgsdv.rt lengthof aDSDV routeentry 10bytes
Lgead.rt lengthof a SEAD routeentry 20 byteg
Lsscad.rt lengthof a SuperSEADrouteentry 80 byteg
Lggsdv.rt lengthof anS-DSDV routeentry 14 bytes
Odsdv_ppu DSDV overheadperperiodicroutingupdate 528hyteg
Odsdv ptu DSDV overheadpertriggeredroutingupdate 38 byteg
Osead_ppu SEAD overheadperperiodicroutingupdate 1028byteg
Oseadptu SEAD overheadpertriggeredroutingupdate 48 bytes

Osseadppu| SUperSEADoverheadperperiodicroutingupdate | 4612bytes
Osseadptu| SUPerSEADoverheadpertriggeredroutingupdate | 118byteg
Osdsdvppu S-DSDV overheadberperiodicroutingupdate 728byteg
Osdsavptu| S-DSDV overheadpertriggeredroutingupdate 42 bytes

Osdsdv.pec S-DSDV overheadperconsisteng check 168bytes
Upa total numberof periodicroutingupdates *
Usg total numberof triggeredroutingupdates *
Upe totalnumberof S-DSDV periodicconsisteng checks *
Ute total numberof S-DSDV consisteng checks *

Odsdv total DSDV overhead t
Osead total SEAD overhead T
Ossead total superSEADoverhead 1
Osdsdv.r total S-DSDV-R overhead 'i’
Osdsdv total S-DSDV overhead t

Table 3. Notationsfor Efficiency Analysis(x - obtainedby simulation;} - dependenbn = values)

6.1 Analysis Methodology

We adopta methodof usingbothanalysisandsimulationfor comparingroutingoverheadAnalysishasthe
advantagethatit is easyfor othersto verify our results.Simulationhasthe advantageof dealingwith the
implicationsof randomeventswhich aredifficult to obtainby analysis.

To analyzerouting overheadwe needto obtainthe total numberof routing updatesgeneratecdy all
nodesin a network duringatime periodof T'. In DSDV, therearetwo typesof routingupdates1) periodic
routing updatesand?2) triggeredroutingupdatege.g.,by broken links). In theory the total numberof pe-
riodic routingupdategU,,4) canbe calculatedHowever, thetotal numberof triggeredupdategU;,) cannot
be easilycalculatedsincethey arerelatedto randomevents,i.e., brokenlinks causedy nodemovement.In
theabsencef ananalyticmethodfor computingthe numberof brokenlinks resultingfrom a nodemobility
patternwe usesimulationto obtainUy,. We alsousesimulationto obtainU,, sinceit is affectedby Uy, in
the DSDV implementationin NS-2[4]. For simplicity, we usethe following assumptionsndnotations:

1. DSDV, SEAD,andS-DSDV runoverUDPandIP. 802.1IMTU (MaximumTransferUnit) is 1500bytes.
A routing updatemessagencluding IP and UDP headerdarger than 1500 bytesis split into multiple
messagedl hereis no network congestionpaclet dropping,or retransmission.



2. Eachtriggeredrouting updateconsistsof a singleentry for a routeinvolvedin the triggeringevent. If
therearemultiple routesaffectedby thatevent, multiple triggeredroutingupdatesaregenerated.

3. A DSDV routeentry consistsof a destination(4-byte),a sequenceaumber(4-byte),anda costmetric
(2-byte).Thus, Lgsq4, ~+ = 10 bytes.

4. A SEADrouteentryconsistof aDSDV routeentryplusafield of length L4, for holdinganauthen-
ticationvalue.In this paperwe assumel;, ., = 80 bits (10 bytes).Thus,L..q -+ = 20 bytes.

5. A superSEADroute entry consistsof a DSDV route entry plus (k+1) fields of length Ly, holding
authenticatiorvalues,wherek = lg(n) (Ig = logs). In this paper k = lg(64) = 6. Thus, Lsseqdrt =
Lgsdv rt + (l{} + 1) X Lpasn = 10 + (6 + 1) x 10 = 80 bytes.

6. An S-DSDV routeentry consistof a DSDV routeentry plus a 4-bytelengthfield holding the identity
of anext hopnode.Thus,L,gsqy -t = Lasdv -t +4 = 14 bytes.

7. An S-DSDV consisteng checkinvolvesarouterequesandaresponsenessagesachmessagiasanS-
DSDV routeentry(plusIP andUDP headers)andtraversedwo hops.Thus,routingoverheadyenerated
perconsisteng checkis Osqsdy pec = (Lsdsdvrt + Lip har + Ludp har) % 4 = 168 bytes.

We expectedandobseredthatS-DSDV producesigh network overheadsinceit checksheconsisteng
of aroutewheneerit is updatedor sequencaumbeydistancepr thenext hop.Sincethesequencaumber
changegersistentlyalarge numberof consisteng checksaretriggered.To reduceS-DSDV overheadwe
introducea variationof S-DSDV, namely S-DSDV-R. S-DSDV-R checksthe consisteng of a routewhen
it is firstinstalledin aroutingtable.A timeris setfor thatroutewhena consisteng checkis performedfor
thatroute.In our simulation,the timer interval is sameasthe routing updateintenal. A new consisteng
checkis only performedfor aroutewhenits consisteng checktimer expires.Onesecurityvulnerability of
S-DSDV-R is that a falsifiedroute may be acceptediuring the intenval of two consisteng checks.Thisis
similar to the risk window of SEAD andsuperSEAD(§3.4). We usethe following equationgo calculate
network overheacdof eachprotocol:

Ousdv = Odsdv_ppu * Upd + Odsdv_ptu * Utg 1)

Osead =Osead_ppu * Upd + Osead_ptu * Utg (2

Ossead =Ossead_ppu * Upd + Ossead_ptu - Utg (3)

Osdsdvr =Osdsdv_ppu * Upd + Osdsdv_ptu * Utg + Osdsdv_pec * Upe 4)
Osdsdv =Osdsdv_ppu * Upd + Osdsdv_ptu * Utg + Osdsdv_pce * Ute (5)

6.2 Simulation Results

We usesimulationto obtainUpg, Uig, Up., andUy.. We simulatea network with n = 50 mobilenodesfor T
= 900 secondsDifferentpausdimesrepresentlifferentdynamicsof a network topology A pausetime of
0 secondsepresents constantlychangingnetwork, while a pausetiime of 900 secondsepresents static
network. Simulationresultsfor parametergasgivenin Table3 and4 areillustratedin Figure2.

6.3 Discussions

S-DSDV produceshighernetwork overheadhansuperSEADdueto the overheadof significantnumberof
consisteng checkswhich we seeasthe price paid for improved security S-DSDV-R significantlyreduces
the network overheadbut introducesarisk window similar to the oneof SEAD andsuperSEADHowever,
suchrisk window canbe managedy adjustingthe value of the consisteng checktimer. Overall, we think
S-DSDV-R providesadesirablebalancebetweersecurityandefficiency.



Pausg¢PeriodicUpdatesTriggeredUpdatesS-DSDV Consisteng|{S-DSDV-R Consisteng
Time (T) (Upa) (Utg) Checky(Us) Checks(Up.)
0 12 863 46914 450 396 69 863
100 7640 69976 268038 65894
200 5764 72021 205 282 63407
300 5588 51090 197 470 62079
400 5 382 51088 191729 62154
500 5279 45 368 189 338 61644
600 4788 44673 168 427 59977
700 4659 41566 167 387 59683
800 4844 44 322 172 441 59 866
900 3708 39334 135706 59250

Table 4. Averagedvaluesobtainedfrom 6 simulationrunsfor the total numberof periodicandtriggeredrouting updatestotal
numberof consisteng checksof S-DSDV andS-DSDV-R.
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Fig. 2. Overheadof DSDV, SEAD, S-DSDV-R, SuperSEADandS-DSDV. NotethatS-DSDV hashighernetwork overheadhan
superSEADdueto significantnumberof consisteng checksbut offers bettersecurity S-DSDV-R significantly reducesnetwork
overheadhut introducesarisk window similarto thoseof SEAD andsuperSEAD.



7 Concluding Remarks

We proposeto useconsisteng checksfor validatingDSDV routing updatesinformationrequiredfor con-
sisteng checkscanbeobtainedout-of-band(i.e., by routerequestandresponses)rin-band(i.e.,included
within aroutingupdate) Let u,v,w be threenodes Whenw adwertisesa router,, to v, it digitally signsr,,.

Whenv computesarouter, basednr, andsends-, to w, v digitally signsr,. In addition,v alsoforwards
r, alongwith u’s signatureio w. In thisway, w canperformconsisteng checkof r, andr,. Sincein-band
mechanismnvolves generatiorand verification of digital signaturesit increasecomputationabverhead
andmay subjectto denialof serviceattacks.We planto generalizeéhe mechanismgor validatingrouting
updatesandapplyto otherroutingprotocols.
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