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Abstract. A mobile ad hoc network(MANET) is formedby a group of mobile wirelessnodes,each of which
functionsasa routerandagreesto forward packetsfor others. Manyroutingprotocols(e.g., AODV, DSDV, DSR,
etc) havebeenproposedfor MANETs.However, mostassumethat nodesare trustworthyand cooperative. Thus,
they are vulnerableto a varietyof attacks.We proposea secure routingprotocolbasedon DSDV, namelyS-DSDV,
in which, a well-behavednodecansuccessfullydetecta maliciousroutingupdatewith anysequencenumberfraud
(larger or smaller)andany distancefraud(shorter, same, or longer) providedno two nodesare in collusion.We
compare securitypropertiesandefficiencyof S-DSDV with superSEAD.Our efficiencyanalysisshowsthatS-DSDV
generateshigh networkoverhead,however, which canbereducedby configurableparameters. We believethat the
S-DSDV overheadis justifiedby theenhancedsecurity.
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1 Intr oduction

A MANET is formedby agroupof wirelessnodes,eachof whichperformsroutingfunctionsandforwards
packets for others.No fixed infrastructure(i.e., accesspoint) is required,and wirelessnodesare free to
movearound.A fixedinfrastructurecanbeexpensive,timeconsuming,or impractical.Anotheradvantageof
wirelessadhocnetworksis theexpansionof communicationdistance.In aninfrastructurewirelessnetwork,
nodesare restrictedto move within the transmissionrangeof accesspoints.Ad hoc networks relax this
restrictionby cooperative routing protocolswhereevery nodeforwardspackets for the restof the nodes
in thenetwork. Potentialapplicationsof wirelessadhocnetworks includemilitary battlefield, emergency
rescue,campusnetworking,etc.

Wirelessadhocnetworksfaceall thesecuritythreatsof wirelinenetwork routinginfrastructures,aswell
asnew threatsdueto the fact that mobile nodeshave constrainedresources(e.g.,CPU,memory, network
bandwidth,etc), and lack physicalprotection.Onecritical threatfacedby most routing protocolsis that
a single misbehaving router may completelydisrupt routing operationsby spreadingfraudulentrouting
informationsincea trustworthy andcooperative environmentis oftenassumed.Consequencesinclude,but
arenot limited to: 1) packetsmaynotbeableto reachtheir ultimatedestinations;2) packetsmayberouted
to their ultimatedestinationsover non-optimalroutes;3) packetsmayberoutedover a routein thecontrol
of anadversary.

Many mechanisms[20,19,1,7,18] have beenproposedfor securingroutingprotocolsby providing se-
curity services,e.g.,entity authenticationanddataintegrity, or by detectingforwardinglevel misbehaviors
[12,10]. However, mostdo not validatethefactualcorrectnessof routingupdates.Onenotableprotocolis
superSEADproposedby Hu, et al [8,9]. SuperSEADis basedon the DistanceSequencedDistanceVec-
tor (DSDV) routing protocol [14], andusesefficient cryptographicmechanisms,including one-way hash
chainsandauthenticationtrees,for authenticatingsequencenumbersanddistancesof advertisedroutes.Su-
perSEADcanpreventa misbehaving nodefrom advertisinga routewith 1) a sequencenumberlarger than
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the oneit received mostrecently(larger sequencenumberfraud); and2) a distanceshorterthanthe one
it received mostrecently(shorterdistancefraud) or the sameasthe oneit received mostrecently(same
distancefraud). However, superSEADdoesnot preventa misbehaving nodefrom advertisinga routewith
1) a sequencenumbersmallerthanany oneit hasreceived (smallersequencenumberfraud); or 2) a dis-
tancelongerthanany oneit hasreceived(longer distancefraud). Anotherdisadvantageis thatSuperSEAD
assumesthe costof a network link is onehop,which may limit its applicability. For example,it may not
applicableto aDV whichusesnetwork bandwidthasaparameterfor computingcostmetrics.

1.1 Problemsand Results

Smallersequencenumberandlongerdistancefraudsclearlyviolatetheroutingprotocolspecifications,and
canbeusedfor non-benevolent purposes(e.g.,selfishness).Althoughthedamagethey cancausehasbeen
thoughtlessseriousthanthoseof larger sequencenumberfraudor shorterdistancefraud,we believe they
still needto beaddressedfor many reasons.Two of themareasfollows:1) they canbeusedby selfishnodes
to avoid forwardingtraffic, thusdetectingthesefraudswouldsignificantlyreducethemeansof beingselfish;
2) it is alwaysdesirableto detectany violationof protocolspecificationseventhoughits damagemayremain
unclearor theprobabilityof suchviolationseemslow. Pastexperiencehasshown thattoday’snaivesecurity
vulnerabilitiescanoftenbeexploitedto launchseriousattacksandto causedramaticdamagesin thefuture.
For example,a vulnerability of TCP sequencenumberpredictionwasdiscussedasearly as1989[3], but
waswidely thoughtto bevery difficult to exploit giventheextremelylow probability( �����	� ) of guessinga
correctsequencenumber. It did notattractmuchattentionuntil April 2004whenatechniquewasdiscovered
which takeslesstime to predictacorrectTCPsequencenumber.

In this paper, we proposetheuseof consistencychecks to detectsequencenumberfraudsanddistance
fraudsin DSDV. Ourprotocol,namelyS-DSDV, hasthefollowing securityproperties,providedthatno two
nodesarein collusion:1)detectionof any distancefraud(longer, same,orshorter);2)detectionof bothlarger
andsmallersequencenumberfraud.Onenotablefeatureof S-DSDV is thatamisbehaving nodesurrounded
by well-behaved nodescan be contained.Thus,misinformationcan be stoppedin the first placebefore
it spreadsinto a network. Our efficiency analysisshows that S-DSDV produceshighernetwork overhead
thansuperSEAD.However, S-DSDV overheadcanbecontrolledby adjustingconfigurableparameters,e.g.,
interval of consistency checks.Webelieve thatnetwork overheadcausedby S-DSDV canbejustifiedby its
enhancedsecurity.

Thesequelis organizedasfollows.Section2providesbackgroundinformationof distancevectorrouting
protocolandDSDV. Section3 presentsoverview andsecurityanalysisof SEAD.A threatmodelis discussed
in Section4. S-DSDV is presentedand analyzedin Section5. Efficiency of S-DSDV is comparedwith
superSEADby analysisandsimulationin Section6. Weconcludethepaperin thelastsection.

2 Background

In this section,we provide backgroundinformationfor simpledistancevectorroutingprotocolsandDSDV
[14]. Readersfamiliar with thesetopicscanskip thissection.

2.1 Notations

We use 
���
�������� to representa network where � is a setof nodesand � is a setof links. A distance
vectorroutemayconsistof someof thefollowing fields: ����� - asequencenumber;����� - adestinationnode;� ��� - acostmetricor distance; "!$# - anext hopnode;%�&�� - anauthenticationvalue.



2.2 DistanceVector

In a traditionalDV algorithm,eachnode ')(+*,� maintainsa costmetricor a distancefor eachdestination
node'�- in anetwork. Let �/.0
1')(2�	'3-�� bethedistancefrom ')( to '3- at time � . Initially or at time0,

��4$
1' ( �	' - ��� 576 if '�("�8'�-9 if '�(+:�8'�-
Supposeat time 1, eachnode ')( learnsall of its direct neighbors(denotedby ;<
1'�(�� ) by somemecha-

nisms,e.g.,receiving aspecialmessagefrom '�- mayconfirm '3- asa directneighbor. Supposeeachnode')(
alsoknows thedistanceto eachof its directneighbors'�-=*>;?
1')(@� , whichcanbethecostof theedgelinking' ( and ' - , � 
1' ( �	' - � . At time1, node' ( ’s routingtablemaylook like:
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1'�(D�	'�-C�E� FGIH 6 if ' ( �8' -� 
1')(D�	'�-�� if '3-7*J;<
1'�(��9 if '�(K:�8'�- and ')(L:*J;<
1')(@�
Eachnodebroadcastsits routing tableto eachof its direct neighborsperiodicallyor whena distance

changes.Let '�-M*J;<
1')(N� . Thebroadcastof routingtablesat time � from ')( to '3- canbespecifiedas:' (PO ' -=Q=R 
1'$S���� . 
1' ( �	'$S)�	�3T '$S�*U�WV')( alsoreceivesroutingupdatesfrom eachof its directneighborsat time � . ')( updatesits distanceto '$S
usingtheminimumof all known distancesto '$S . Thus,at time �YX[Z ,

� .]\ AC
1')(D�	'$S$��� ^`_]ab�c3d$e+fgb	hji R � . 
1'�-$�	'$S$�PX � 
1')(D�	'�-��0V
Theadvantagesof DV routingprotocolsinclude:simplicity, low storagerequirement,andeaseof imple-

mentation.However, they aresubjectto shortor longaliveroutingloops.Routingloopsareprimarily caused
by the fact that selectionof next hopsis madein a distributed fashionbasedon partial andpossiblystale
information.Routingloopscanalsobemanifestedin thepropagationof routingupdatesby theproblemof
count-to-infinity[11].

To mitigatetheproblemof count-to-infinity, severalmechanismsmaybeused:1) settingthemaximum
network diameterto k (limited networkboundary). As a result,the problemof count-to-infinitybecomes
count-to-k;2) notadvertisinga routebackto thenodethis routeis learnedfrom (split-horizon); 3) advertis-
ing a infinite routebackto thenodethis routeis learnedfrom (split-horizonwith poisonedreverse).

2.3 DSDV

DSDV [14] isaroutingprotocolbasedonaDV approach,specificallydesignedfor wirelessadhocnetworks.
DSDV solves the problemof routing loops and count-to-infinity by associatingeachroute entry with a
sequencenumberindicatingits freshness.Thesplit-horizonmechanismcannotbeappliedto a wirelessad
hocnetwork dueto its broadcastnature.In wirelinenetwork, anodecandecideoverwhich link (or to which
node)a routingupdatewill besent.However, in a wirelessadhocnetwork, a routingupdateis transmitted
by broadcastandis received by every wirelessnodewithin a transmissionrange.Thus,it is impossibleto
selectively decidewhichnodesto receive a routingupdate.

In DSDV, asequencenumberis linkedto adestinationnode,andusuallyis originatedby thatnode(the
owner).The only casethat a non-owner nodeupdatesa sequencenumberof a route is when it detectsa
link breakon thatroute.An ownernodealwaysuseseven-numbersassequencenumbers,anda non-owner
nodealwaysusesodd-numbers.With theadditionof sequencenumbers,routesfor thesamedestinationare
selectedbasedon thefollowing rules:1) a routewith a newer sequencenumberis preferred;2) in thecase
thattwo routeshave asamesequencenumber, theonewith abettercostmetricis chosen.



2.4 Security Thr eatsto DSDV

DSDV guaranteesall routesareloop free.However, it assumesthatall nodesaretrustworthy andcoopera-
tive. Thus,a singlemisbehaving nodemaybeableto completelydisruptthe routingoperationof a whole
network. We focuson two seriousthreats- the manipulationof sequencenumbersand the manipulation
of costmetrics.Specifically, a misbehaving nodecanpoisonothernodes’routing tablesor affect routing
operationsby advertisingrouteswith fraudulentsequencenumbersor costmetrics.

To protecta routingupdatemessageagainstmaliciousmodification,public key baseddigital signatures
maybehelpful.For example,' ( sendsto ' - a routingupdatesignedwith ' ( ’s privatekey. ' - canverify the
authenticityof theroutingupdateusing ')( ’s public key. However, digital signaturescannotpreventa mali-
ciousentity( ' ( itself or any entitywith theknowledgeof ' ( ’sprivatekey) from advertisingfalseinformation
(e.g.,falsesequencenumberor distance).In otherwords,messageauthenticationcannotguaranteethefac-
tual correctnessof a routingupdate.For example,when ')( advertisesto '�- a routefor '$k with a distanceof
2, '�- is supposedto re-advertisethat routewith a distanceof 3 provided that it is thebestknown routeto')( . However, '�- canadvertisethatroutewith any otherdistancevaluewithout beingdetectedby a message
authenticationmechanism.

3 SEAD Review

Hu, et al [8, 9] madea first attemptto authenticatethe factualcorrectnessof routing updatesusingone-
way hashchains.Their proposal,basedon DSDV andcalledSEAD [8], canpreventamaliciousnodefrom
increasinga sequencenumberor decreasinga distanceof an advertisedroute. In the above example, '�-
cannotsuccessfullyre-advertisetheroutewith adistanceshorterthan2. However, SEADcannotprevent '�-
from advertisinga distanceof 2 or longer(e.g.,4). In SuperSEAD[9], they proposedto usecombinations
of one-way hashchainsandauthenticationtreesto force a nodeto increasethe distanceof an advertised
routewhenit re-advertisesthat routingupdate.In theabove example, '�- cannotadvertisea distanceof 2.
However, '�- is freeto advertiseadistancelongerthan3.

We describeSEAD in the remainderof this section.Due to spacelimitation, we omit descriptionof
SuperSEADsinceit involvescomplex usageof authenticationtrees.We give a brief introductionof one-
way hashchains,thenprovide an overview of SEAD, including its assumptions,protocoldetails,security
properties,andsomelimitations.

3.1 One-Way Hash Chains

A oneway hashfunction, !"
�� , is a functionsuchthat for eachinput l it is easyto computem>�n!o
1lp� , but
given m and !o
�� it is computationallyinfeasibleto computel suchthat m`�[!"
1lY� [13].

A oneway hashchainof a length  , denotedby ! � 
1lo�	 o� , canbeconstructedby applying !"
�� on aseed
value l iteratively  times,i.e., ! ( 
1lY�E�q!"
N! ( � A 
1lp�	� for rtsu� . Thus, ! � 
1l"�	 o�t�v
N!"
1lY�w�0! � 
1lY�w�3x3x3xC�0!Byz
1lY�	� .

It follows from the definition of a oneway hashchainthat given ! ( 
1lp�w�0! - 
1lY�W*{! � 
1l"�	 o� and r�|~} ,
it is easyto compute! - 
1lp� from ! ( 
1lp� , i.e., ! - 
1lp����! - � ( 
N! ( 
1lp�	� , but it is computationallyinfeasibleto
compute! ( 
1lY� from ! - 
1lp� .
3.2 Assumptions

As any othersecureroutingprotocol,SEAD requirescryptographicsecretsfor entity andmessageauthen-
tication. Public key infrastructureor pair-wise sharedkeys canmeetsuchrequirement.Otherkey estab-
lishmentmechanismscanalsobeused.For simplicity, we assumethateachnode( ')( ) hasa pair of public
key ( � b	h ) andprivatekey ( � b	h ). Eachnode’s public key is certifiedby ancentralauthoritytrustedby every



nodein thenetwork. To minimizecomputationaloverhead,everynodealsoestablishesadifferentsecretkey
sharedwith every othernodein thenetwork. A secretkey sharedbetween')( and '�- is denoted� b	h�b�c .

A network diameter, � , is definedas the maximumdistancebetweenany two nodesin the network.
Given a network 
���
��E����� , �����J%�l R �z
1&"�	'��3T &"�	'[*~�WV . It would be ideal if a routing protocolcan
scaleto a large network without a limitation on its boundary. However, a distancevectorrouting protocol
is usuallyusedfor a small or mediumsizenetwork. Thus,it is realistic to assumethat the diameterof a
network is limited to �$� . Otherdistancevectorapproachesmayalsohave suchassumption.For example,
RIP [11] assumes�/�q��Z�� . Any nodelocated15 hopsaway is treatedasunreachable.

3.3 Review of SEAD ProtocolDetails

SEAD authenticatesthesequencenumberandthedistanceof a routewith anauthenticationvaluewhich is
anelementfrom ahashchain.Specifically, to advertisearoute � b	h 
1'$k$�0����������
1')(	�	'$kC�	� , ')( needsto includean
authenticationvalue %�&���
1� b	h � to allow a recipientto verify thecorrectnessof � b	h .
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Fig.1. A hashchainis arrangedinto groupsof �3� elements.

Thefollowing processillustrateshow SEADworks:

1. ��')(�*�� , ')( constructsahashchainfrom asecretl�( , ! � b	h 
1l�(D�	 �X�Z��E�v
N! A 
1l�(@�w�0! � 
1l�(��w�3x3x3xC�0!�y \ A 
1l�(��	� .
Let ��� be themaximumsequencenumber. We assume u�����[�/�$� for convenienceof presentation.
Arrange ! � b2h 
1l�(D�	 �X�Z�� , or simply ! � b	h , into ��� groupsof �$� elements.Thelastelement!By \ A 
1l�(N� is
not in any groupandis referredastheanchor of ! � b	h . Eachgroupis assignedan integer in the range� 6 �0�$�8� Z¢¡ asits index. Wenumberthegroupsfrom right to left (Figure1). Thehashelementswithin a
grouparenumberedfrom left to right startingfrom

6
to � � �£Z . Thisway, eachhashelement! - 
1l ( � can

be uniquelylocatedwithin ! � b	h by two numbers%��0¤ , where % is the index of thegroupwhich ! - 
1l�(N�
is in and ¤ is the index of the elementwithin the group.We use ! � b	h � %��0¤0¡ to represent! - 
1l�(@� , where}��n
N���u�¥%¦�����/� X<¤EX[Z .

2. ��')(�*�� , ')( makes !�y \ A 
1l�(�� accessibleto every othernodein thenetwork. Many methodscanbeused.
For example, ')( canpublish ! y \ A 
1l�(@� in a centraldirectory, signingit with ')( ’s privatekey. Another
methodis to broadcastto the whole network !�y \ A 
1l�(�� alongwith ')( ’s digital signature.The result is
thatevery nodein thenetwork hasa copy of !�y \ A 
1l ( � andcantrustthat it is theanchorvalueof a hash
chainconstructedby ')( .

3. ��' ( *�� , ' ( advertisesaroute� b	h for '$S with adistanceof � andasequencenumberof � , � b	h �v
1'$S��0�/���¦� .
To support� b	h , ')( includesanauthenticationvalue %�&��E�[! � b�§ � �/���/¡ with � b2h .

')( O ;?
1')(@� Q � b	h 
1'$S��0�/������%�&��	�w��%�&���� 5 ! � b2h � �/� 6 ¡ if '$S¨�q'�(! � b	§ � �����$¡ if '$S©:�q'�(
4. Upon receiving an advertisedroute � b	h 
1'$S��0�����B��%�&���� , '�- validates � and � using the one-way hash

chain.We know that %�&�� shouldbe ! � b�§ � �/���/¡ , or ! f«ª � � ªDi­¬ S � \ k \ A ib § 
1l�S$� . Given the anchorof ! � b	§ �! y \ Ab�§ 
1l�S$�®�¯! ª � ¬ S � \ Ab�§ , it is easyto confirm if %�&��®�¯! � b § � �/���/¡ by applying !o
�� on %�&�� for l times,
wherelJ�v
N���°�N�$�±XUZ���� � 
N���>�W�)�$�N�$�°X²�"XUZ¢¡P�[�p�N�$�J��� . If %�&�����! � b�§ � �����$¡ , then � b	h 
1'$S��0�/������%�&��	�



is treatedvalid. Otherwise,invalid. In the former case,� b	h is usedto updatethe existing routein '�- ’s
routingtablefor '$S , let’ssay � b�c 
1'$S��0��³­���/³­��%�&��D³«� if 1) �®´u��³ or 2) �µ����³ and �±|��/³ . In eithercase,�/³­�0��³
and %�&�� ³ arereplacedwith �µXqZ)�0� and !o
­%�&��	� respectively.

3.4 Security Analysis

SEADhasanumberof desirablesecurityproperties(Table1):

1. Messageandidentityauthentication.
2. Sequencenumberauthentication.Providedthereareno two nodesin collusion,a badnodecannotcor-

rupt anothernode’s routing tableby advertisinga routewith a sequencenumbergreaterthanthe latest
oneoriginatedby thedestinationof thatroute.

3. Costmetric authentication.Provided thereareno two nodesin collusion,a badnodecannotcorrupt
anothernode’s routing tableby advertisinga routewith a distanceshorterthanthe oneit learnsfrom
oneof its neighbors.

4. Partially Resilientto collusion.Givenagroupof colludingnodes,theshortestdistancethey canclaimto
adestinationwithoutbeingdetectedis theshortestdistancefrom any nodein thecolludinggroupto that
destination.For example,if &"�	' arein collusion,and &"�	' are3 and5 hopsawayfrom l respectively. The
shortestdistanceto l which & and ' canclaimis 3-hop.Thus,wesaythatSEADis partially resistingto
collusiongiventhatcolludingnodescannotclaim anarbitrarydistanceto adestinationasthey will.

SecurityProperty SEAD superSEADS-DSDV
DataIntegrity ¶ ¶ ¶
DataOrigin Authentication ¶ ¶ ¶
DestinationAuthentication ¶ ¶ ¶
SequenceNumberAuthentication larger ¶ ¶ ¶

smaller · · ¶
CostMetric Authentication longer · · ¶

same · ¶ ¶
shorter ¶ ¶ ¶

Resistingto 2-nodecollusion ¸ ¸ ·
Table1. Comparisonof SecurityProperties:· - not supported;̧ - partially supported;¶ - fully supported;

Despiteits distinguishablesecurityproperties,SEADhassomelimitations.

1. Vulnerable to longer distancefraud fraud. A misbehaving nodecanadvertisea routewith a distance
longer than the actualdistanceof that routewithout beingdetected.For example,a node r located �
hopsaway from } can successfullyadvertisea route for } with a distance�v´�� . This is possible
becauser which receives a hash ! S � A 
�� cancomputeit forward as many times as it likes andusea
computedhashvalue(i.e., ! k 
�� ) to supportits claim of distance� .

2. Vulnerable to lower sequencenumberfraud. A misbehaving node r canadvertisea sequencenumber
lower than the one it receives. Thus, r may be able to advertise a route with a shorterdistanceby
loweringits sequencenumber.

3. A risk window. SEAD hasa risk window of # A , where# A is theinterval of periodicroutingupdate.For
example,a noder which hadbeen� hopsaway from } canstill claim thatdistancewhenit actuallyhas
moved further away from } since r hasthe authenticationvalue ! S 
�� to supportits claim. Suchclaim
would continueto be valid until a victim receives an advertisedroute for } from othernodeswith a
newer sequencenumber. Althoughsuchrisk window is usuallyshort(e.g.,15 secondsin SEAD), it is
still desirableto minimizeit.



4 A Threat Model

Therearemany threatsagainstaroutingprotocol.In thissection,wediscussthesethreatsandidentify those
of our interest.Wefirst clarify thedifferencebetweena routingprotocolanda routingalgorithm,whichare
oftennot clearlyaddressedin literature.

4.1 Thr eatTargets

Theprimaryobjective of anetwork layeris to provide routingfunctionalityto allow non-directlyconnected
nodesto communicatewith eachother. Thus,two fundamentalfunctionsarerequiredfor a router:

1. Establishingvalid routes(usuallystoredin a routing table)to eachdestinationin a network. Although
routing tablesfor a small andrelatively staticnetwork canbe manuallycreatedandmaintained,it is
desirableto automatethetask.Automaticmechanismsfor building andupdatingroutingtablesareoften
referredto asroutepropagationmechanismsor routingprotocols.

2. Routingdatagramsto anext hop(s)leadingto theirultimatedestinations.Suchfunctionis oftenreferred
to asrouting algorithms,which selectsnext hopsfor a datagramgiven a setof establishedroutesand
otherfactors(e.g.,routing policies).Examplerouting strategies include,but not limited to: 1) routing
datagramsto a default gateway; 2) routingdatagramsover shortestpaths;3) routingdatagramsequally
overmultiple paths;4) stochasticrouting.

Although thesetwo functionsareequally importantandboth deserve attentions,this paperonly con-
sidersthreatsagainstautomaticroutepropagationmechanisms,specifically, DSDV. A routing protocol is
usuallybuilt uponotherprotocols(e.g.,IP, TCP, or UDP). Thus,it is vulnerableto all threatsagainstits
underlyingprotocols(e.g.,IP spoofing).In thispaper, we donot considerthethreatsagainsttheunderneath
protocols.However, someof theinheritedthreatscanbemitigatedby proposedcryptographicmechanisms.

4.2 Thr eatSources

In a wireline network, threatscanbe from a network nodeor a network link (i.e., anattacker is in control
of that link). Attacksfrom a controlledlink includemodification,deletion,insertion,or replayof routing
updatemessages.In MANET, attacksfrom network links arelessinterestingdueto thebroadcastnatureof
wirelessnetworks.It appearsdifficult, if not impossible,for anattackto modify or deleteamessage( � ), i.e.,
to stoptheneighborsof theoriginatorof � from receiving untampered� . However, insertionandreplayare
still possible.For simplicity, we modela compromisednetwork link asanadversarynode.Thus,a network
~�¹
�������� becomes
º�»
��B¼/�w��½¢����� , where ��¼ is a setof well-behavednodes,��½ is a setof misbehaving
nodes,and � is a setof edges.�¾�¹�B¼+¿���½ . A misbehaving nodecanbea compromisedlegitimatenode
(i.e., with legitimatecryptographiccredentials),namelyan insider, or an illegitimatenodebroughtto the
network by anattacker (i.e.,without any legitimatecryptographiccredentials),namelyanoutsider.

4.3 Indi vidual Thr eats

Barbir, MurphyandYang[2] identifiedanumberof genericthreatsto routingprotocols,includingDeliber-
ateExposure, Sniffing, Traffic Analysis,Interference, Overload,Spoofing, Falsification,ByzantineFailures
(Table2). Weconsiderfalsificationasoneof themostseriousthreatsto DSDV dueto thefactthateachnode
builds its own routing tablebasedon othernodes’routing tables.This implies that a singlemisbehaving
nodemaybeableto compromisethewholenetwork by spreadingfalsifiedroutingupdates.Our proposed
S-DSDV candefeatthis seriousthreatby containinga misbehaving node(i.e., by detectingandstopping
misinformationfrom furtherspreading).



5 S-DSDV

GenericThreats Addressed
by S-DSDV?

DeliberateExposure ·
Sniffing ·

Traffic Analysis ·
ByzantineFailures ¸

Interference ¸
Overload ¶

Falsificationby Originators ¶
Falsificationby Forwarders ¶

Table 2. RoutingThreats:· - no; ¸ - partially; ¶ - fully;

In this section,we presentthe details of S-
DSDV, which canprevent any distancefraud,
includinglonger, same,or shorter, providedthat
thereareno two nodesin collusion.

5.1 Cryptographic Assumptions

As any othersecureroutingprotocol,S-DSDV
requires cryptographic mechanismsfor en-
tity and messageauthentication.Any secu-
rity mechanismsproviding such security ser-
vicescanmeetourrequirements,e.g.,pair-wise
sharedsecretkeys, public key infrastructure(PKI), etc.Thus,S-DSDV hassimilar cryptographicassump-
tions as SEAD (see À 3.2) and S-AODV (requiring PKI). For convenience,we assumethat every node
( ' ( *8� ) shareswith every othernode( ' - *q���	r°:�n} ) a differentpair-wisedsecretkey ( � (I- ). Combined
with messageauthenticationalgorithms(e.g.,MD5), pair-wisesharedkeys provide entity andmessageau-
thentication.Thus,all messagesin S-DSDV arecryptographicallyprotected.For example,when r sendsa
message� to } , r alsosendsto } theMessageAuthenticationCode(MAC) of � generatedusing �/(Á- .
5.2 Notations

We use ��Â�
1Ã=���Ä
1Ã®�0�C����
1&"�	Ã¨�w� � ����
1&o�	Ã¨�w�	 "!$#�
1&"�	Ã=�	� to denotethe routefrom & to Ã , where ������
1&"�	Ã=�
denotesthesequencenumberof ��Â�
1Ã¨� , � ����
1&o�	Ã¨� denotesthecostof ��Â�
1Ã=� , and  "!)#�
1&o�	Ã¨� denotesthenext
hopof ��Â�
1Ã¨� . With no ambiguity, we alsouse 
1Ã7�0������� � ���	�w��
1Ã®�0�C����� � ���w�	 "!$#p� , or 
1Ã®�0�C���3ÂB� � ���ÅÂ��	 "!$#�Â�� to
denote��Â�
1Ã=� .
5.3 RouteClassification

We classifyroutesÆµÂ©� R ��Â¦V advertisedby node & into two categories:1) thosethat & is authoritative of,
denotedby Æ=Ç Â .�ÈÂ ; and2) thosethat & is unauthoritative of, denotedby Æ y Ç Â .Â . ÆµÂ®�qÆ=Ç Â .�ÈÂ ¿±Æ y Ç Â .Â .

Definition 1 (Authoritati ve Routes). Given a route ��Âq�É
1Ã7�0������� � ����� , ��ÂÊ*¹Æ Ç Â .�ÈÂ if 1) ÃË�Ä& and� ���E� 6 ; or 2) � ����� 9 .

It is obviousthat & is authoritative of � Â if � Â is a routefor & itself with a distanceof zero.We alsosay
that & is authoritative of ��Â if ��Â is anunreachableroute.This is because& hastheauthorityto assertthe
unavailability of aroutefrom & to any othernodeÃ eventherefactuallyexistssuchapathbetween& and Ã .
This is equivalentto thecasethat & implementsa local routeselectionpolicy whichfilters out traffic to and
from Ã . We believe that a routing protocolshouldprovide suchflexibility for improving securitysince &
mayhave its own reasonsto distrustÃ . BGP[15] is agoodexamplewhichallows for local routingpolicies.
However, this featureshouldnotbeconsideredthesameasmaliciouspacket dropping[12,10]. In thelatter
case,a nodepromisesto forward packetsto anothernode(i.e., announcingreachableroutesto that node)
but fails to do so.

Definition 2 (Non-Authoritati ve Routes). Givena route � Â �Ì
1Ã7�0������� � ����� , � Â *qÆ¨y Ç Â .Â if ÃË:�¯& and6 | � ���L| 9 .

If & advertisesa reachableroute ��Â for anothernode Ã , we saythat & is not authoritative of ��Â since &
mustlearn ��Â from anothernode,i.e., thenext hopfrom & to Ã alongtheroute ��Â .



5.4 RouteValidation

Whenanode' receivesa route ��Â from & , ' validates��Â basedon thefollowing rules.

Rule 1 (Validating Authoritati ve Routes). If & is authoritativeof ��Â , a recipientnode ' validatesthe
message authenticationcode(MAC) of ��Â . If it succeeds,' accepts��Â . Otherwise, ' drops ��Â .

Since& is authoritative of ��Â , ' only needsto validatethedataintegrity of ��Â , which includesdataorigin
authentication[13]. If it succeeds,' accepts��Â sinceit in factoriginatesfrom & andis not tampered.Oth-
erwise,��Â mayhave originatedfrom anodeimpersonating& or it mayhave beenmodifiedby unauthorized
parties.Thus, ��Â shouldbeignored.

Rule 2 (Validating Non-Authoritati ve Routes). If & is unauthoritativeof ��Â , a recipientnode ' validates
thedata integrity of ��Â . If it succeeds,' additionallyvalidatestheconsistency(definedby Definition3) of� Â . If it succeeds,' accepts� Â . Otherwise, ' drops � Â .

Since& is unauthoritative of � Â , we requirethat ' shouldnotaccept� Â right away evenif thevalidation
of dataintegrity succeeds.Instead,' shouldchecktheconsistency with thenodewhich ��Â is learnedfrom.
Ideally, ' shouldconsultwith theauthorityof � Â if it exists.Suchauthorityshouldhave perfectknowledge
of network topologyandconnectivity (i.e., it knows theevery routeandits associatedcostfrom every node
to every othernodein a network). Suchauthoritymayexist for asmallstaticnetwork. However, it doesnot
exist in adynamicwirelessadhocnetwork wherenodesmaymove frequently.

Sincetheredoesnot exist an authority that can tell the correctnessof ��Â , we proposethat ' should
consultwith thenodewhich � Â is learnedfrom. Suchnodeshouldhavepartialauthorityof � Â . Thismethod
is analogousto thewayhumanbeingsacquiretheirtrust.Let l beastudent,andm be l ’ssupervisor. Supposel receivesanemailfrom Í , sayingthat m hascalledfor a researchmeetingtomorrow. l musttrusttheemail
if Í is m since m is authoritative of arrangingsucha meeting.However, if Í is a student,l may needto
confirmthemessagewith anotherperson,ideally with m , or possiblywith anotherstudent.

Definition 3 (Consistency) Given a network 
Î�Ï
�������� , let &"�	'��	ÃÏ*¾� and link ��
1&"�	'��?*¹� . For
two routes ��Â�
1Ã¨�©�Ð
1Ã®�0�C���¦
1&o�	Ã¨�w� � ����
1&o�	Ã¨�	� , � b 
1Ã¨�©�Ð
1Ã®�0�C���¦
1'��	Ã¨�w� � ����
1'��	Ã¨�	� , and ��Â�
1Ã=� is directly
computedfrom � b 
1Ã=� . We saythat ��Â�
1Ã¨� and � b 
1Ã=� are consistentif 1) ������
1&o�	Ã¨�`��������
1'��	Ã=� ; and 2)� ���3
1&"�	Ã¨�Ñ� � ���3
1'��	Ã=�"X � ����
1&o�	'¦� .

Fromthedefinition,we know that � Â and � b areconsistentif � Â is directly computedfrom � b following
DSDV specifications:1) thesequencenumbershouldnot bechangedduringroutepropagation;2) thecost
metric of ��Â shouldbe the sumof the costmetricsof � b and ��
1&"�	'�� . To completea consistency check,a
nodeneedsto talk to anothernodein 2-hopaway by routerequestsandrouteresponses.To obtainsuch
information,werequirethatthenext hopof arouteshouldbeadvertisedalongwith thatroute.For example,
if & learnsa route ��Â�
1Ã¨� from ' , & shouldadvertise ��Â�
1Ã¨�Ò��
1Ã7�0������
1&o�	Ã¨�w� � ���3
1&"�	Ã=�w�	 "!)#�
1&o�	Ã¨�	� , where "!)#�
1&o�	Ã¨�E�8' .

To checkthe consistency of � Â 
1Ã¨�²�Ð
1Ã7�0������
1&o�	Ã¨�w� � ���3
1&"�	Ã=�w�	'¦� , a node l sendsa routerequestto' , askingfor ' ’s routeentry for Ã , which is � b 
1Ã=�=�Ó
1Ã7�0������
1'��	Ã¨�w� � ���3
1'��	Ã=�w�	 "!)#�
1'��	Ã=�	� . In addition, l
alsoasks' ’s routeentryfor & , which is � b 
1&Y�E��
1&"�0������
1'��	&Y�w� � ���3
1'��	&Y�w�	 "!)#�
1&o�	'¦�	� . Assuming� ����
1'��	&p�E�� ���3
1&"�	'¦� , � ���3
1'��	&p� allows l to checkthe consistency of � ����
1&o�	Ã¨� and � ���3
1'��	Ã=� .  "!)#Ô
1'��	&p� allows l to
checkif & is directlyconnectedwith ' , i.e., if  "!)#�
1'��	&p�E�8& .



5.5 ProtocolSummary

Thefollowing processillustrateshow S-DSDV works:

1. ��&o�	Ãº*�� , & advertisesa route ��Â®�v
1Ã®�0�C����� � ���w�	 "!$#p� for Ã . Note ��Â is protectedby MAC.
2. Uponreceiving from & a route � Â , l,*Õ� validatestheMAC of themessagecarrying � Â . If it fails, the

messageis dropped.Otherwise,l furtherdeterminesif & is authoritative of ��Â (Definition 1). If yes, l
accepts� Â . Otherwise,l checkstheconsistency of � Â with its next hopnode(  "!)# ), let’s say ' (seeStep
3). If it succeeds,��Â is accepted.Otherwise,it is dropped.

3. l sendsa routerequestto ' (likely via & ), asking� b 
1Ã¨� and � b 
1&Y� . ' shouldsendbacka routeresponse
containingits routeentriesfor Ã and & . Upon receiving � b 
1Ã¨� and � b 
1&p� , l canperformconsistency
checkof ��Â�
1Ã¨� and � b 
1Ã=� accordingto Definition3. Note & maymanipulatel ’s routerequestand/or' ’s
routeresponse.However, suchmisbehavior will notgounnoticedsinceall messageareMAC-protected.

5.6 Security Analysis

In this section,weanalyzesecuritypropertiesof S-DSDV. Wehopethatoursecurityanalysismethodology
canleadto acommonframework for analyzingandcomparingdifferentsecuringroutingproposals.

Theorem 1 (Data Integrity) In S-DSDV, dataintegrity is protected.

Justification. S-DSDV usespair-wisesharedkeyswith MessageAuthenticationCode(MAC) to protect
integrity of routingupdates.A routingupdatemessagewith a invalid MAC canbedetected.

Remarks. Dataintegrity canpreventunauthorizedmodificationandinsertionof routingupdates.How-
ever, it cannotpreventdeletionor replayattacks.Thusit partially countersthethreatof interference[2].

Theorem 2 (Data Origin Authentication) In S-DSDV, dataorigin is authenticated.

Justification. S-DSDV usespair-wisesharedkeyswith MessageAuthenticationCode(MAC) to protect
integrity of routingupdates.Sinceevery nodesharesa differentkey with every othernode,a correctMAC
of a messagealsoindicatesthat themessageis originatedfrom theonly otherparty the recipientsharesa
secretkey is with. Thus,dataorigin is authenticated.

Remarks. Dataorigin authenticationcanprevent nodeimpersonationsinceany nodewithout holding
thekey materialsof l cannotoriginatemessagesusing l asthesourcewithout beingdetected.It canalso
thwart thethreatof falsificationby originators[2].

Givenarouteupdate�M�v
 � ���¢�0������� � ���¢�	 "!)#p� in S-DSDV, thethreatof falsificationby forwarderscanbe
instantiatedasfollows:1) falsifying thedestination� ��� ; 2) falsifying thesequencenumber����� ; 3) falsifying
thecostmetric,or thedistance,� ��� ; 4) falsifying thenext hop  "!)# .

Lemma 1 (DestinationAuthentication) In S-DSDV, a routewith a falsifieddestinationcanbedetected.

Justification. SinceS-DSDV assumesa pair-wisedsharedsecretkeys, we know that ��&"�	'q*Ê� and&,:�q' , & sharesasecretkey with ' . If a destinationnode( l ) in � is falsifiedor illegitimate,then ��&�*U� , &
doesnot shareasecretwith l . Thus, l is detectedasanillegitimatenode.

Lemma 2 (SequenceNumber Authentication) In S-DSDV,anadvertisedroute � with a falsifiedsequence
numbercanbedetectedprovidedthere is at mostonebadnodein thenetwork.



Justification. Suppose¤ is theonly badnodein thenetwork. ¤ advertises��½=��
1l"�0������½�� � ���D½¢�	 "!$#p� to
all of its directneighbors;<
N¤�� , where �C��� is falsified(i.e., it is differentfrom thevalue ¤ learnsfrom  "!$# ).
Sincethereis atmostonebadnode( ¤ ) in thenetwork, ��&U*>�E�	&<:�[¤ , & is agoodnode.Obviously, everyof¤ ’sdirectneighborsis good,including  "!)# . Thus,��'©*J;<
N¤3�w�	'�:�q "!)# , ' will checktheconsistency of �C���
with  "!$# . Since  "!)# is a goodnode,it will provide a correctsequencenumberwhich will be inconsistent
with ������½ if �C����½ is faked.Therefore,thestatementis proved.

Lemma 3 (CostMetric Authentication) In S-DSDV, an advertisedroute � with a falsifiedcostmetric(or
distance)canbedetectedif there is at mostonebadnodein thenetwork.

Justification. Sincea goodnodecanuncover misinformationfrom a badnodeby crosscheckingits
consistency with agoodnode,a falsifiedcostmetricalwayscausesinconsistency, thuscanbedetected(see
justificationfor Lemma2).

Lemma 4 (Next Hop Auth) In S-DSDV, an advertisedroute � with a falsifiednext hopcanbedetectedif
there is at mostonebadnodein thenetwork.

Justification. Let ¤ is the only badnodein the network, which advertises�U�Ö
1lo�0�C����� � ���¢�	 "!)#p� . We
say  "!)# is falsifiedif: 1)  "!$#�×*Ø� ; or 2)  "!$#{×*U;<
N¤3� ; or 3)  "!)#Ø*U;<
N¤3� but � is not learnedfrom  "!)# . If "!)#q×*¥� , it canbedetectedsincea legitimatenodedoesnot sharea secretkey with  "!$# . If  "!)#q×*Õ;<
N¤3� , "!)# will reporta node %Ø:��¤ asits next hopto ¤ . If � is not learnedfrom  "!)# ,  "!)# will reporta routeto l
with adistanceinconsistentwith � ��� . Therefore,Lemma4 is proved.

Theorem 3 (Routing UpdateAuthentication) In S-DSDV, a routing updatewith misinformationcan be
detectedprovidedthere is at mostonebadnodein a network.

Justification. A routingupdateÆ consistsof anumberof routeswith onefor eachdestination.Basedon
Lemma1, 2, 3, and4, weknow ���W*�Æ , any misinformationin � canbedetectedif thereis atmostonebad
nodein thenetwork. Therefore,we concludethatmisinformationin a routingupdate,which is a collection
of � , canbedetected.

Theorem 4 (Multiple Bad Nodes) In S-DSDV, a routingupdatewith misinformationcanbedetectedwith
a highprobability providedthatno twonodesare in collusion.

Justification. Let l be therouteradvertisinga route ��Ù . Let m be thenext hop routerof ��Ù , and ��Ú be
therouteprovided by m whenit is consulted.If therearemultiple badnodesin thenetwork, it is possible
thatboth l and m arebad.We say l and m arein collusionif m intentionallycovers l ’s misbehavior, i.e., m
intentionallyprovidesa falsified � Ú sothatit is consistentwith � Ù . In this case,consistency checkwith only
onenodewill fail.  ©XqZ nodesneedto beconsultedto detectacollusioninvolving  nodes.

If m is notcolludingwith l , it is alsopossiblethat m providesfalsified ��Ú whichhappensto beconsistent
with ��Ù if m is bad.We look at theprobability of suchevent.For ��Ù and ��Ú to be consistent,both of their
sequencenumbersandcostmetricsmustbe consistent,i.e., ������Ù����C���3Ú and � ���DÙ�� � ���DÚµX�Z . Suppose
themaximumsequencenumberis � � andthenetwork diameteris � � . Theprobability that � Ù and � Ú are
consistent,denotedby #Ô
1��Ù x�8��Ú)� , is equivalentto theprobabilityof drawing two samepairsof 
N������� from
aspaceof �����D�$� , which is Aª � ¬ S � . If ���q�[� �	� and �$�[�[Û$� , weknow that #Ô
1��Ù x�8��Ú�� is extremelylow. In
practical,a misbehaving nodemaynotusea sequencenumbertoo far away from acorrectone(denotedby��Ü ) sinceit is easyto getcaught.Supposethespaceof a fakedsequencenumber� is 6 ( �CÜB�°Û�Ýu�7Ý{��Ü�XUÛ ),
then #�
1��Ù x�n��Ú)�µ� AÞ�ß �	� � 6 xà�$Û/á , which is still low. Thus,theprobability that ��Ù and ��Ú aredetectedas
inconsistentis high.



6 Efficiency Analysis

Weanalyzeroutingoverheadcausedby S-DSDV (S-DSDV overhead)andcompareit with thosecausedby
DSDV, SEAD,andsuperSEAD.Weusethenotationsin Table3 for efficiency analysis.

Notation Description Valueâ totalnumberof nodesin a network 50ã
simulationtime 900secondsä routingupdateinterval 15 secondså�æ�ç�è é2çÅê

lengthof a UDPheader 8 byteså h è é2çDê lengthof anIP header 20byteså é2ë	ìNé
lengthof a hashfrom a hashfunction 10byteså�çÅì1çÅí ê�î

lengthof a DSDV routeentry 10byteså�ì­ï1ëDç ê@î
lengthof a SEAD routeentry 20byteså�ì­ì­ïjë2ç ê@î

lengthof a SuperSEADrouteentry 80byteså�ì1çÅì1çÅí ê�î
lengthof anS-DSDV routeentry 14bytesð çÅì1çÅí è@è2æ

DSDV overheadperperiodicroutingupdate 528bytesð çÅì1çÅí è	îñæ
DSDV overheadpertriggeredroutingupdate 38bytesð ì­ïjë2ç èÅè2æ
SEAD overheadperperiodicroutingupdate 1028bytesð ì­ïjë2ç è	îgæ
SEAD overheadpertriggeredroutingupdate 48bytesð ì­ì­ïjë2ç èÅè2æ

superSEADoverheadperperiodicroutingupdate 4612bytesð ì­ì1ï1ë2ç è	îgæ
superSEADoverheadpertriggeredroutingupdate 118bytesð ì1çÅì1çÅí èÅè2æ

S-DSDV overheadperperiodicroutingupdate 728bytesð ìjçDì1çÅí è	îñæ
S-DSDV overheadpertriggeredroutingupdate 42bytesð ì1çÅì1çÅí èDò1ò

S-DSDV overheadperconsistency check 168bytesó�è2ç
totalnumberof periodicroutingupdates ôó îgõ
total numberof triggeredroutingupdates ôó èDò

totalnumberof S-DSDV periodicconsistency checks ôó îgò
total numberof S-DSDV consistency checks ôð çÅì1çÅí

total DSDV overhead öð ì­ïjë2ç
total SEADoverhead öð ì­ì1ï1ë2ç

total superSEADoverhead öð ì1çÅì1çÅí ê
totalS-DSDV-R overhead öð ìjçDì1çÅí
total S-DSDV overhead ö

Table 3. Notationsfor Efficiency Analysis( ô - obtainedby simulation; ö - dependenton ô values)

6.1 AnalysisMethodology

Weadoptamethodof usingbothanalysisandsimulationfor comparingroutingoverhead.Analysishasthe
advantagethat it is easyfor othersto verify our results.Simulationhasthe advantageof dealingwith the
implicationsof randomeventswhicharedifficult to obtainby analysis.

To analyzerouting overhead,we needto obtain the total numberof routing updatesgeneratedby all
nodesin a network duringa time periodof ÷ . In DSDV, therearetwo typesof routingupdates:1) periodic
routingupdates;and2) triggeredroutingupdates(e.g.,by broken links). In theory, the total numberof pe-
riodic routingupdates( øzù�k ) canbecalculated.However, thetotalnumberof triggeredupdates( ø . ¼ ) cannot
beeasilycalculatedsincethey arerelatedto randomevents,i.e.,brokenlinks causedby nodemovement.In
theabsenceof ananalyticmethodfor computingthenumberof brokenlinks resultingfrom anodemobility
pattern,we usesimulationto obtain ø . ¼ . We alsousesimulationto obtain øpù�k sinceit is affectedby ø . ¼ in
theDSDV implementationin NS-2[4]. For simplicity, we usethefollowing assumptionsandnotations:

1. DSDV, SEAD,andS-DSDV runoverUDPandIP. 802.11MTU (MaximumTransferUnit) is 1500bytes.
A routing updatemessageincluding IP andUDP headerslarger than1500bytesis split into multiple
messages.Thereis no network congestion,packet dropping,or retransmission.



2. Eachtriggeredroutingupdateconsistsof a singleentry for a routeinvolved in the triggeringevent. If
therearemultiple routesaffectedby thatevent,multiple triggeredroutingupdatesaregenerated.

3. A DSDV routeentryconsistsof a destination(4-byte),a sequencenumber(4-byte),anda costmetric
(2-byte).Thus, úÑk ª k b û . ��Z 6 bytes.

4. A SEAD routeentryconsistsof aDSDV routeentryplusa field of length ú È�Ç ª È for holdinganauthen-
ticationvalue.In thispaper, weassumeú È�Ç ª È �qü 6 bits (10bytes).Thus, ú ªÅý Ç k û . �[� 6 bytes.

5. A superSEADrouteentry consistsof a DSDV routeentry plus (k+1) fields of length ú È�Ç ª È holding
authenticationvalues,where �J��þjÿz
1 o�Ò
­þjÿ��vþ��Cÿ � � . In this paper, �J�nþ]ÿp
 ��� �Ò� �

. Thus, ú ªÅªÅý Ç k û . �úÑk ª k b û . X[
N�7X[Z����Jú È�Ç ª È �ºZ 6 Xq
 � X8Z��	�ØZ 6 �[ü 6 bytes.
6. An S-DSDV routeentryconsistsof a DSDV routeentryplusa 4-bytelengthfield holding the identity

of anext hopnode.Thus, ú ª k ª k b û . �qútk ª k b û . X � ��Z � bytes.
7. An S-DSDV consistency checkinvolvesarouterequestandaresponsemessage;eachmessagehasanS-

DSDV routeentry(plusIP andUDPheaders),andtraversestwo hops.Thus,routingoverheadgenerated
perconsistency checkis 
 ª k ª k b ù Ü�Ü �v
­ú ª k ª k b û . X<ú ( ù È k û X ú Â k�ù È k û ��� � �ºZ � ü bytes.

WeexpectedandobservedthatS-DSDV produceshighnetwork overheadsinceit checkstheconsistency
of aroutewhenever it is updatedfor sequencenumber, distance,or thenext hop.Sincethesequencenumber
changespersistently, a largenumberof consistency checksaretriggered.To reduceS-DSDV overhead,we
introducea variationof S-DSDV, namely, S-DSDV-R. S-DSDV-R checkstheconsistency of a routewhen
it is first installedin a routingtable.A timer is setfor thatroutewhena consistency checkis performedfor
that route.In our simulation,the timer interval is sameasthe routing updateinterval. A new consistency
checkis only performedfor a routewhenits consistency checktimer expires.Onesecurityvulnerabilityof
S-DSDV-R is thata falsifiedroutemaybeacceptedduring the interval of two consistency checks.This is
similar to the risk window of SEAD andsuperSEAD( À 3.4). We usethe following equationsto calculate
network overheadof eachprotocol:


 k ª k b ��
Òk ª k b ù�ù Â �)øzù�ktX�
 k ª k b ù . Â �)ø . ¼ (1)


 ªÅý Ç k �

 ªÅý Ç k ù�ù Â �)øpù�kÑX�
 ª@ý Ç k ù . Â �)ø . ¼ (2)


 ªÅªÅý Ç kÒ�

 ªDª@ý Ç k ù�ù Â �/øzù�kÑX�
 ªDª@ý Ç k ù . Â �)ø . ¼ (3)


 ª k ª k b û ��
 ª k ª k b ù0ù Â �$øzù�kÑX�
 ª k ª k b ù . Â �/ø . ¼LX�
 ª k ª k b ù Ü�Ü �$ø ù Ü (4)


 ª k ª k b �

 ª k ª k b ù�ù Â �)øzù�kÑX�
 ª k ª k b ù . Â �$ø . ¼LX�
 ª k ª k b ù Ü@Ü �)ø . Ü (5)

6.2 Simulation Results

Weusesimulationto obtain øpù�k)��ø . ¼ , ø ù Ü , and ø . Ü . Wesimulateanetwork with  U�[� 6 mobilenodesfor T
= 900seconds.Differentpausetimesrepresentdifferentdynamicsof a network topology. A pausetime of
0 secondsrepresentsa constantlychangingnetwork, while a pausetime of 900secondsrepresentsa static
network. Simulationresultsfor parametersasgivenin Table3 and4 areillustratedin Figure2.

6.3 Discussions

S-DSDV produceshighernetwork overheadthansuperSEADdueto theoverheadof significantnumberof
consistency checks,which we seeasthepricepaidfor improvedsecurity. S-DSDV-R significantlyreduces
thenetwork overhead,but introducesa risk window similar to theoneof SEAD andsuperSEAD.However,
suchrisk window canbemanagedby adjustingthevalueof theconsistency checktimer. Overall,we think
S-DSDV-R providesa desirablebalancebetweensecurityandefficiency.



PausePeriodicUpdatesTriggeredUpdatesS-DSDV Consistency S-DSDV-R Consistency
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ã
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ó�èDç
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ó èDò
)

0 ��������� ��������� �! #"$����� ���������
100 %��#��" ������%#� �����$"���� �� ������
200  $%#��� %��&"��!� ��"� $�#��� ������"�%
300  $ #���  '�("���" ����%���%�" ����"�%��
400  ������  '�("���� ���'�&%���� ���)�* #�
500  $��%�� �! &����� �����$����� ���+�����
600 �)%#��� ������%#� ����������%  �����%�%
700 �,�� �� �-�+ ���� ����%�����%  ��������
800 �,�#��� ��������� �*%������-�  ��������
900 �,%#"�� �������#� ���� $%#"��  ��$�� �"

Table 4. Averagedvaluesobtainedfrom 6 simulationruns for the total numberof periodicand triggeredrouting updates,total
numberof consistency checksof S-DSDV andS-DSDV-R.
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Fig.2. Overheadof DSDV, SEAD, S-DSDV-R, SuperSEAD,andS-DSDV. NotethatS-DSDV hashighernetwork overheadthan
superSEADdueto significantnumberof consistency checksbut offers bettersecurity. S-DSDV-R significantlyreducesnetwork
overhead,but introducesarisk window similar to thoseof SEAD andsuperSEAD.



7 Concluding Remarks

We proposeto useconsistency checksfor validatingDSDV routingupdates.Informationrequiredfor con-
sistency checkscanbeobtainedout-of-band(i.e.,by routerequestsandresponses),or in-band(i.e.,included
within a routingupdate).Let u,v,w bethreenodes.When & advertisesa route ��Â to ' , it digitally signs ��Â .
When ' computesaroute � b basedon ��Â andsends� b to Ã , ' digitally signs� b . In addition,' alsoforwards��Â alongwith & ’s signatureto Ã . In this way, Ã canperformconsistency checkof � b and ��Â . Sincein-band
mechanisminvolvesgenerationandverificationof digital signatures,it increasescomputationaloverhead
andmaysubjectto denialof serviceattacks.We plan to generalizethemechanismsfor validatingrouting
updates,andapplyto otherroutingprotocols.
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