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ABSTRACT

Radio Frequeng Fingerprinting (RFF) is a technique,
which hasbeenusedto identify wirelessdevices. It es-
sentiallyinvolvesthe detectionof the transientsignaland
the extraction of the fingerprint. The detectionphase,in
our opinion, is the mostchallengingyet crucial partof the
RFF process.CurrentapproachespamelyThresholdand
BayesiarStepChangeDetectorwhich useamplitudechar
acteristicof signalsfor transientetectionperformpoorly
with certaintypesof signals.This paperpresentsanew al-
gorithmthatexploitsthephasecharacteristicfor detection
purposes.Validation using Bluetoothsignalshasresulted
in a successate of approximately85-90percent. We an-
ticipatethatthe higherdetectionratewill resultin ahigher
classificatiorrate andthus supportvariousdevice autheti-
cationschemesn thewirelessdomain.

KEY WORDS
Radio Frequenyg Fingerprint, transientdetection, signal
phasewirelessdevices,identification,Blue Tooth.

1 Introduction

RFF is a technology initially designedto capture the
uniquecharacteristicef the radiofrequeny enegy of the
transcever, for the purposeof identifying cell phonesand
otherdevices. Neverthelessthe underlyingprinciple ap-
pliesequallyto all wirelessdevices.

The extendedRFF processincluding the identifica-
tion of devices,consistof four key phasesThefirst phase
involvestheextractionof featureqe.g.amplitude phaseor
frequeng information)from the digital signal. Thesefea-
turesare subsequentlysedto detectthe startof the tran-
sient(seeFig. 1, 2™ plot) in the secondphase.Oncethe
endof thetransienthasbeenestimatedtypically in anex-
perimentalmanney the fingerprint (featuresrepresenting
the transient)is obtained. Finally, the transcerer of the
deviceis identifiedbasedntheclassificatiorof thefinger
print.

Of the four key phasesn the RFF processthe de-
tectionphasewhich is primarily concernedwith the start
of thetransientjs perhapshe mostsignificant.Inaccurate
detectiorwill adwerselyaffectthefingerprintingphaseand
thuswill resultin a possiblemisclassification.Therefore,
this paperprimarily focuseson the detectionof the start

of the transient. Two key approacheswhich exploit the
time-domaincharacteristic®f the signal (e.g. amplitude)
in orderto accomplishthis task,arethe Threshold[1] and
BayesianStepChangeDetector[2] [3]. Both approaches
arebasedon the premisethatthe amplitudecharacteristics
of the channelnoiseand transientdiffer. Furthermore,t
is assumedhatthereis anabruptchangeat the startof the
transient. Although,thisholdstruefor mostsignalsjt does
not work well with signalswherethe transitionbetween
noiseandtransientoccursmoregradually As aresult,the
detectionof the transientcanbe delayed. In addition, the
performanceof the BayesianStep ChangeDetectormay
notbeadequatdor certainapplications.
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Figurel. BluetoothSignal-EricssofiROK101008/21.

In orderto accommodate vast majority of signals
with varyingtransitionalcharacteristicandto do soasef-
ficiently as possible,a new detectionalgorithm hasbeen
developed.It makesuseof the phasecharacteristicef the
signal (features)and the fact that the slopeof the phase,
associateavith thetransientjs linear. Sinceit doesnotde-
pendon the amplitudecharacteristic®f the signal,which
aremoresusceptibleo noiseandinterferenceit represents
amorerobustsolution.

Results of experimentationusing Bluetooth (open
specificatiorwhich enableshort-rangevirelessvoice and
datacommunications)]4] signalsindicate a succesgate



(estimatedstart of transientis within 100-200samplesof
theactualstartingpoint) of approximatel\85-90percent.

The remainingsectionsof the paperwill provide a
brief overview of the two key approachesthe new detec-
tion algorithmandthe resultsof the experiments.Section
2 will presenta brief summaryof the two key approaches
within the context of the extendedRFF processwhile the
new detectioralgorithmwill bepresenteéh Section3. The
validationof the algorithmwill be describedn Section4
followedby the conclusionin Section5.

2 Reated Work

This sectionprovidesa brief overview of theextendedRFF
processanddiscussethedetectioralgorithmsusedby the
ThresholdandBayesiarStepChangeDetectorapproaches,
attheappropriatgphases.

Before proceedingto the discussionof the four
phases,it may prove beneficialto establishsomeback-
ground details regarding the representatiorof signalsin
RFFE

Although signals with only real componentshave
beenusedin RFFin the past,the useof comple signals
providesonekey advantage Sincetheamplitudeandphase
information of the digital signalis adequatelypresered,
the useof suchinformationcould enhanceboth the detec-
tion andclassificatiorphaseof the RFF process)5]. The
instantaneouamplitudeandphasecanbecalculatedasfol-
lows:

a(t) = [i*(t) + (1)) @
_ _114(t)
0(t) = tan [m] 2)

wherei(t) andg(t) representhein-phaseandquadrature
component®f thecomple signal).

Step 1. Extract Featuresfrom Signal

The objective of the first phaseis to extractthe fea-
turesfrom the signalusinginformationfrom the time (am-
plitude) or frequeny domain(frequeng or phase).These
featureawill beusedto detectthe startof thetransient.

In orderto addresgshe non-stationanproperty(sig-
nal characteristicare a function of time) of the signal,a
sliding rectangulawindow is usedto extract the features
from successie portionsof the signal. Thesefeaturesare
storedin avectorof length(L). Thus,giventhetotal num-
ber of samplesin the signal (N), window size (w), and
sliding factor(no. of samplego advancethe window) (s),
thelengthof theresultingvectoris definedasfollows:

N —w
s

An indirect benefit of using a smaller vector with
length L, insteadof thetotal number(N') of samplesn the
signal,is the reductionin processingime associatedvith

L=|

J+1 ®3)

thedetectionphase.

Threshold Detection Approach

It is well known that the Euclideandimensionsof a
point, line andplanecanbe representedby integervalues
of 0, 1 and2. However, fractional quantitiescanalso be
usedto accommodatesuch objectsas signals. Whereas
fractalsrefer to objectsthat are similar to eachother, the
fractal dimensioncanbe regardedasthe irregularity of a
fractal)[6].

In thisapproachthefeatureto beextracteds thevari-
ancedimension(varianceof the amplitude),which is cal-
culatedasfollows for successie portionsof the signal:

D{t)=E+1-H @)

whereE representshe Euclideandimensionandhasbeen
assigned valueof onefor this application.Thisforcesthe
value of the variancedimension(D(t)) to fall betweenl
(highly correlatedportionof thesignal)and2 (uncorrelated
white noise).It alsoimpliesthatthevalueof H, referredto
asthe Hurstexponentwill bewithin therangeof [0-1]. H
is in turn obtainedfrom

1log[Var(AXa)] 5)
log(At)

whereAt is thetime incrementand A X 5, representshe
differencebetweentwo sampleshat are separatedy the

valueof thetime increment.As the varianceis a function
of thetimeincrementandis relatedto it accordingto

H = lim
At—0 2

Var[AX ] = |At]*H (6)

thelog functionis usedto determinethe valueof H.
Sinceit is given that the varianceof the noiseand
the transientportion of the signal differ sufiiciently, the
start of the transientshould be locatedat the transition
point. Hence,the variancedimensionsshouldmirror the
correspondingransitionpoint.

Bayesian Step Change Detector

Unlike the Thresholdprocessthe fractal dimension
is calculatedfor successie portions of the signal using
Higuchi’'s method) [7]. First, subsetsof samplese.g.
X(1),X(2),...,X(N)) of the original signalare created
accordingo:

X (m, k); X (m), X (m+k), ... X (m+[———]xk) (7)
wherem andk areintegersindicatingtheinitial time (sam-
ple) and the interval time (numberof samples),respec-
tively.

Thus,for example,settingk = 3, N = 100 andm =
1,2, 3 will resultin thefollowing 3 subsets:

X(1,3); X(1), X(4), ..., X(100),

X(2,3); X(2), X(5), ..., X(98),

X(3,3); X(3), X(6), ..., X(99).



Secondthelengthof the curve for eachof the subset
(X (m, k)) is calculatedusingthefollowing :

Lm(k):
S [a(m + ik) — z(m + (i — k)| % /

(8)

Theterm, N — 1/[(N — m)/k] x k representshe
normalisatiorfactorof the curve length.

Finally, the averagevalue < L(k) >, of the k sets
of L, (k), is plottedagainstk on alog-log scalefollowed
by the applicationof the least-squareprocedure. This
producesa straightline, of which the sloperepresentshe
fractaldimension.The useof the fractal dimensionsenes
the samepurposeasthevariancefractaldimensionusedin
the Thresholdapproach.

Step 2: Detect Start of Transient

As previously discusseddetectingthe start of the
transientis basedon the assumptionthat the characteris-
tics of the channelnoiseandthe transientare adequately
different. Detectionis typically carriedout by considering
eachelementn thefeaturevector(obtainedfrom phasel)
in sequencandattemptingto locatethe pointwherethere
is an abrupt changebetweentwo consecutie elements.
This point shouldtheoreticallycorrespondo the section
of the original signal where the start of the transientis
located seeFig. 1, 2" plot.

Threshold Detection Approach

Oncethe variancefractal dimensionshave beende-
terminedandstoredin thefeaturevector(referredto asthe
fractal trajectory),the startof the transientis detectedac-
cordingto

|D(t) —p| > (T x p) + 0 ©

whereD(t) isthevariancedimensiorandr is thethreshold
thathasbeenestablishe@xperimentally In addition,u and
o representhe meanand standarddeviation of the noise
portion(t = 1,2,...,T/4) of theoriginal signal.

Thealgorithmcalculateghe differencebetweereach
fractaldimension(elementn thefractaltrajectory)andthe
meanvalueuntil the conditionin Equation9 is met. Given
thatthe meanvalue hasbeencalculatedbasedon a repre-
sentatve portion of the noisesamplesthe absolutediffer-
encebetweerthe variancedimensionandthe meanwould
not satisfy Equation9, if the variancedimensionsrepre-
sentthe noiseportion of the signal. However, at the start
of the transientwherethe variancedimensionis expected
to be significantly lower or higherthanthe noiseportion,
the absolutedifferencewould be greaterthanthe sum of
the standardleviation anda percentag®ef themean.Once
thedetectiorhasbeentriggeredthecorrespondindpcation
within the signalcanbe determinedbasedon the parame-
tersof thewindow andsliding factor

In termsof performancethis detectionalgorithm of
ordern, workswell for signalswith anabruptchangeatthe
startof the transient.However, establishinganappropriate
thresholdcanprove challenging.Moreover, the algorithm
doesnot take into accountary abruptspikesafterthefirst
(T'/4) samplesput within the channelnoiseportion of the
signal. Thisresultsin aninaccurateletectionof the startof
thetransient.

A variationof this approachwhich makesuseof the
amplitude(Equationl) from complex signal,for detecting
the startof thetransientcanbefoundin) [8].

Bayesian Step Change Detector

Unlike the previous approach,the detectionof the
startof the transientis accomplishedising the following
posterioriprobability densityfunction of a BayesianStep
ChangeDetector

p({m}|d)a
m N-—2

SN &= (O d)? — (3 (N i 4027
(10)

The parametersf the function have the following
definition: d representghe fractal dimension, N is the
numberof elementdn the fractal trajectoryandm repre-
sentsa potential changepoint (start of transient). In ad-
dition, while the term -(N-2)/2 is usedto accentuateéhe
differencen variancethenumeratorl //m(N — m) pro-
videsaweightingfunctionin orderto placemoreemphasis
onthemiddle elementof thefractaltrajectory

For eachfractal dimensionat point m in the fractal
trajectorythisfunctioncalculateshevarianceof thefractal
dimensiongor thesequencél, ..., m] andm+1,..., N].
Thelargerthedifferencen variancebetweerthesetwo se-
guencesthe larger the value of the probabilistic density
function. Sincethe fractaldimensionsaretypically higher
for thenoiseportionof the signalthanthetransientwe ex-
pectthatthe differencein variancebetweerntwo sequences
would bethehighestat the startof thetransient.

The3"? plotin Fig. 2 illustratesthe useof thefractal
trajectory(sliding factorsetto onesample)n detectingthe
startof the transient(highestvalue of the probability den-
sity function). With this particularsignal,the differencein
varianceis moregradualat the startof the transient.Con-
sequentlythe detectionis delayedby 500 samples(from
3500to 4000),seeFig. 2, 2"¢ plot.

In comparisorto the Thresholddetectionalgorithm,
the BayesiarStepChangeDetectoris lessefficientwith an
orderof n2. Although,it could be considerednoreeffec-
tive thanthe thresholdmechanismit doesnot performas
well with signals,which exhibit similar characteristicas
the waveform depictedin Fig. 2, 1°¢ plot. The key ad-
vantageneverthelessis thatit could be appliedto various
typesof signalswithout having prior knowledge of their
specificcharacteristics.
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Figure?2. BluetoothSignal-3Con3CRNB6096.

Theuseof otherdimensionssuchasinformationand
correlationfor transientdetectionjs exploredin) [9].

Step 3: Extract Fingerprint

After having isolatedthetransienfusingthe startand
end points) from the signal, the fractal dimensionis ob-
tainedonceagain(possiblyusingdifferentparameterg.g.
window size)for eachsegmentof thetransient.Theresult-
ing vectoris thenusedasafingerprint.

While in most cases, the method of extraction
is basedon the conceptof fractal dimension, wavelet-
basedextractionhasalsobeenexploredby [ [10] [11] [12]].

Step 4: Classify Fingerprint
Althoughvarioustechniquesuchasthe parallelana-
log network areavailablefor patternclassificatior(e.g. fin-
gerprint),the useof probabilisticneuralnetwork (PNN) is
by far the preferredapproach)13]. In generalthefinger
printsfrom asubsebf thesignalsareusedo trainthe PNN,
while the remainingsignalsaresubsequentl§ingerprinted
andclassifiedashaving originatedfrom agiventranscever.

3 Transent Detection Using Phase Charac-
teristics

After having implementedand analyzedboth approaches,
theneedto enhancehedetectiorprocesdecamepparent.
Thus, a decisionwas madeto explore the feasibility of
using phaseand/orfrequeng characteristicef the signal
in orderto develop an algorithm, which is both effective
andefficient.

Step 1. Extract Featuresfrom Signal
Unlike the previousapproachesyherebythefeatures
werederivedfrom the amplitudecharacteristicef the sig-

nal,thisapproachmakesuseof phasecharacteristicto rep-
resenthefeaturesof thesignal.

Using the characteristicof the signal phasehas a
numberof advantagesover thoseassociatedvith the am-
plitude. First, asthe phaseof a signalis lesssusceptibleo
noiseandinterferenceijt doesnot exhibit the samedegree
of fluctuations. Second the slopeof the phasebecomes
linear at the startof the transient. This shouldrenderthe
task of establishinga threshold more manageableand
thus permit us to leverageon the principle of threshold
detection. Finally, the linearity of the slope should also
renderthe detectionalgorithm more effective, especially
when processingsignalswith a lessabruptchangeat the
startof thetransientseeFig. 3, 1%¢ plot.

Thefractaltrajectoryis createdasfollows:

Theinstantaneouphaseof the signal,calculatedus-
ing Equatior?, is unwrappedn orderto removethediscon-
tinuitiesthatresultatmultiplesof 27 radians.Theresulting
vector, referredto asunwrapped, hasthesamdength NV as
thatof theoriginal signal.

Theabsolutevalueof eachelementin theunwrapped
vector absUnwrappedr (AV), is thenobtainedn orderto
simplify thedetectionprocess.

In orderto magnify the variation betweenthe noise
and transientportion of the signal, the varianceof the
phase(features)is calculatedfor eachsuccessie portion
of the AV. A non-overlappingwindow of sizes is usedfor
this purpose. The featuresare thenstoredin a temporary
vector(T'V') of lengthN/s.

TV (i) = Var(AV (d+1), AV(d+2),...,AV(g)) (11)

where,i = 1,2,...,N/s,g =i x s,d = g — s andVar
representshe varianceof the phase.

Finally, using the TV, the differencebetweenthe
phasevarianceis obtainedin order to createthe fractal
trajectory(FT), seeFig. 3, 3™ plot.

Step 2: Detect Start of Transient

The successfubletectionof the transientis basedon
the fact that the slopeof the phasebecomesandremains
linearfrom the startof the transient. Therefore the corre-
spondingdifferencein phasevarianceg(in thefractaltrajec-
tory) shouldhave a value of zero, at the startof the tran-
sient,seeFig. 3, 3"¢ plot, valueof 68.

The detectionof the transientis carriedout usinga
2-stepprocessasfollows: Eachelementn the F'T is com-
paredto a thresholduntil the valueof the elementaswell
asthe valuesof the next 4 elementsmeetthe following
condition:

FT(),FT(i+1),..,FTG+4) <5 (12

At this point, the startof the transientcanusuallybe
identifiedwithin 100 samplesf the actualstartingpoint.
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In addition, the starting point of the transientcan
be rendered more accurate (compensationfor phase
transition). A temporaryvector, which holds the sum of
the amplitudes(SV) for eachsuccessie portion of the
signal,is usedfor this purpoself thefollowing condition

ISV (i) = SV(i—1)| <0.25 x FT(i)  (13)

is met,thenthe startpoint,denotedby FT'(i), is decreased
by 1. It is alsofeasibleto testmorethanone elementin
orderto achieve greateraccuray. However, it may prove
challengingwith signalsthat are characterisedy ampli-
tude,whichincreaseslowly atthetransitionpoint.

Figure3, 24 plotillustratestheapplicationof the de-
tection algorithmto a Bluetoothsignal from an Ericsson
transcever. This signalis identicalto the one depictedin
Fig. 2, 1%t plot.

4 Validation

This section provides details of the infrastructureused
to capture signals from Bluetooth wireless PC cards,
Bluetooth test radios and 802.11) [14] wireless LAN
adapters.

Infrastructure

The basebandignals(2400-2483.9MIHz) werecap-
turedusingan Omni (3 dBi) antenna.Using the Rohde&
SchwarzRF generatowith theoutputlevel setto +3dBand
theWatkinsJohnsoMIG mixer, anlF signal(5-105MHz)
wasproduced.This signalwasthenfiltered usingMiniCir -
cuits BBLP-156 LPF with F, ~ ( 90 MHz. The filtered
signal,in turn, wassampledat 500 MHz usingthe LeCroy
9354L digital oscilloscopg(8 bit ADC - analogto digital
corverter). Resultingsamplesverecorvertedfrom binary
to asciiformatandstoredon compactdiscsfor futureanal-
ysis.

Detection of Start of Transient

Success Rate

Transceivers

||:| 3Com = Ericsson o Test Radio|

Figure4. Succes®Rateof TransientDetection.

In terms of Bluetooth transcevers, three different
modelswere used: 3Com Model 3CRNVB6096 (4 units),
Ericsson Model ROK101008/21(4 units), Test Radios
Model3CW1057-H2 units)for atotal of (10)transcevers.
Onehundredsignalswere capturedper transcever result-
ing in a testbaseof 1000signals. In addition, the same
numberof signalspertranscerer were capturedusingthe
BreezenePro.11SeriesModel SA-PCR(2).

All subsequenprocessingandexperimentationvere
carriedout usingMatlab softwareandassociatedoolse.qg.
the Neural Network toolbox. As we are currentlyin the
processof testing signalsfrom 802.11 transcevers, the
following resultsarebasedn Bluetoothsignalsonly.

Results

With an order of n, the successate (estimatedstart
of transients within 100-200samplef theactualstarting
point) of the algorithmis approximatelyd5-90%. In com-
parisonto ourimplementatiorof the Bayesiarstepchange
detector(approx.80-85%),the new algorithmseemso be
moresuitedto the characteristicef Bluetoothsignals.Al-
thoughthe Thresholddetectionalgorithmwasalsoimple-
mented ,testingproved to be very time consumingas the
thresholdvaluehadto bechangedrequently to accommo-
dateall Bluetoothsignals. Hence,the experimentswere
discontinued.

Figure4 presentghe successateof the detectional-
gorithm.

While the overall successateis 89.5%,the success
ratefor eachmodelis asfollows: 3Com(91%), Ericsson
(84.5%), TestRadio (96.5%). In comparisonthe classifi-
cationtechniquegroposedn [10] and[12] haveresultedn
successatesof 95%and100%respectiely. Furthermore,
in the areaof cellular security RFF hasbeeninstrumental
in reducingcloningfraud[15] by approximately95%,thus
supportingthe feasibility of achieving high classification
anddetectiorrates.

During the procesof testing,somegeneralobsena-
tionsweremade.



Transcevers usedby 3Com cardsand the Test Ra-
dios,werevery consistenandsowerethephasevarianceof
the noiseandtransientportion of the signal. On the other
hand, those from Ericssontransceiers exhibited much
morevariation, resultingin a lower successate. We sus-
pectthatthe higherdegreeof variationwascausedy the
minor imprecisionof theinfrastructureandmay notreflect
thetruecharacteristicef thetranscevers.

Thefrequeny hoppingbehaiour of the transcerers
wasclearlynoticeablealthoughit did notaffectthe perfor
manceof the detectionalgorithm.

As the accuray of the detectionalgorithmis based
on the phasecharacteristicgnot amplitude)of the signal,
it is logical to assumehatthe algorithmcanbe appliedto
signalsfrom otherwirelessdevicesin additionto 802.11
transcevers.

5 Conclusion

The Thresholdand BayesianStep ChangeDetector ap-
proacheswhich utilise the amplitudecharacteristicef the
signal, can be employed to detectthe start of the tran-
sient. However, a detectionalgorithm that exploits the
phasecharacteristicef the signal,canprovide betterper
formanceby accommodatingignalswherethe transition,
betweennoiseandtransient,occursmore gradually It is
particularly beneficialwhen processingignalsassociated
with someBluetoothtranscevers. The highersuccessate
of 85-90is attributableto two key factors. First, the sus-
ceptibility of the signalphaseto noiseandinterferences
minimal. Secondthe slopeof the phasebecomesandre-
mainslinear from the start of the transientportion of the
signal.

While preliminaryresultsarepromising thedetection
algorithm mustbe enhancedn orderto achiese a higher
successateandto accommodatsignalsfrom otherwire-
lessdevices. Benefitsaccruedfrom this exercisewill no
doubtplay a vital role in the next phasethe classification
of transcevers.

Finally, the successateof classification(authentica-
tion), in turn, will supportvarioustypesof applicationdan-
cludingdevice to device communicatior(e.g. hiddencom-
puting), accessontrol via accesgoints (802.11)and in-
ventorycontrol.
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